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RekenSom, GHack

Archived: 2026-04-06 00:45:50 UTC

RekenSom Ransomware

Aliases: Som, GHack

(mmpoBabUUK-BbIMOTaTe/b) (MePBOUCTOUYHHUK)

Translation into English

OTOT KPUITO-BbIMOTaTe b IU(PYET JAaHHbIe [T0/Ib30BaTesiel ¢ momonpio AES+RSA, a 3aTeM coobirjaeT, Kak
3ar1aTUThb BBIKYTT U BepHYTh (haiinbl. OpuruHasbHoe Ha3BaHue: RekenSom. Ha daiinax HamvcaHo: Reken.exe,

FinalReken.exe, GHack.exe

OOHapyXeHust:

DrWeb -> Trojan.PWS.Siggen2.44953

BitDefender -> Generic.Ransom.Krider.8B205F69
Avira (no cloud) -> TR/AD.RemoteExecHeur.vindsg
ESET-NOD32 -> A Variant Of MSIL/Filecoder.BQ
Malwarebytes -> Ransom.RekenSom

Rising -> Ransom.Encoder!8.FFD4 (CLOUD)
Symantec -> Trojan Horse

TrendMicro -> Ransom.Win32.KRIDER.A

© I'eneanorus: my-Little-Ransomware >> cuteRansomware >> KRider > RekenSom

V306pa>keHrie — JIOTOTHIT CTaTbU
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https://id-ransomware.blogspot.com/2016/07/cute-ransomware-cute-ransomware-open.html
https://id-ransomware.blogspot.com/2016/07/cute-ransomware-cute-ransomware-open.html
https://id-ransomware.blogspot.com/2017/03/krider-ransomware.html
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K 3ammdpoBanHbiM daiinam gobasnsieTcs paciperye: .RekenSom

Hasanue 3amm@poBaHHoro ¢aiinia MeHsieTCsl Ha Hey3HaBaeMoe.

Buumanue! HoBble pacimpenust, email ¥ TEKCTBI O BBIKYTIe MOYKHO HAMTH B KOHIIE CTaTbH, B OOHOB/IEHHSIX.

Tam MOr'yT OBITE pa3/inyua C IepBOHAYa/IbHBIM BAPDUAHTOM.

AXTHBHOCTB 3TOTO KPHUITTO-BBIMOTAaTe sl Hen3BeCTHa. BeposiTHO, TIOKa HaXxoAWuTCs B pa3paboTke. Obpasert Obu1
HalijeH B cepeziuHe Mapta 2020 r. OprueHTUPOBaH Ha aHIVIOS3bIYHBIX [10/Ib30BaTes e, YTo He MelllaeT

pacnpoCTpaHsTh ero Mo BCeMy MUPY.

B paHHeM BapuaHTe 3anucka c TpeboBaHHEM BhIKYyTIa He oOHapy»keHa. IT0TOM MOSIBUTICS 9KpaH OIIOKMPOBKH C

TekcToM (cM. obHOBMeHMe oT 1 mapTta 2020).

B PaHHEM BapHaHTe OBbIL/T TOJILKO HETTOHATHBIH SKPpaH C L[I/I(l)paMI/I " pyCCKHMMHU CJIOBAMMU. IToHsaTHO, UTO HY>XHO
BBECTH KaKOMU-TO LlHCprBOﬁ Koz, HO ObIJIO HETIOHATHO KaK ero TMOJJIYUYUTDb U KdK CBA3BIBATHCA C TEMU, KTO

yTIpaBJ/sieT 3TUM 1K (POBabIIMKOM.

TexHnueckue AeTaIn

MoxkeT pacripOCTPaHSTLCS MyTEM B37I0Ma uepe3 He3all[uIlleHHy0 KoHurypaumio RDP, ¢ momoribio email-criama
Y BPE/IOHOCHBIX BJIO’KEHUI, 0OMaHHBIX 3arpy30K, O0THETOB, IKCIIJIONTOB, BPEJOHOCHOM PeK/laMbl, BeO-UHKEKTOB,
(habIMBBEIX 0OHOB/IEHIH, TTePeTIaKOBAHHBIX W 3aPaKEHHBIX HHCTA/IIATOPOB. CM. Takke "OCHOBHBIE CTIOCOOBI

pacrpoCcTpaHeHust KpUIITOBBIMOraTe/iel" Ha BBO/IHOM CTpaHuiie bsiora.

Hy>xHo Bcerga ucronb30BaTh AKTYa/JbHYIO aHTUBHAPYCHYIO 3amuTy!!!

Page 2 of 7


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
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Ecnu BbI ipeHebperaete KOMITJIEKCHOW aHTHBUPYCHOM 3alyToi Kacca Internet Security wium Total Security, To

X0Ts1 OBl /lealiTe pe3epBHOe KONMMPOBaHME BXKHBIX (paiinos mmo meroxy 3-2-1.

» RekenSom ucrnonb3yet PowerShell fy1s ocyIiecTBieHus ataku.
» VMeetcst pyHKIMOHA 71 cOopa uHbopMario ¢ uHbunypoBanHoro ITK.
» IlIudpyert Bce daiinbl Ha Pabouem cTosie, TIBITAETCS 3arpy3UTh K/THOU MM(POBaHUS ¥ UMsI KOMITBIOTEpa Ha

y,E[aHEHHHﬁ cepBep, HO M4 XOCTa He YKa3dHO. Het 3anucku oT BeIMOraTesiei Uid KOHTaKTHOM I/IHCl)OpMaL[I/II/I.

Crnucok (aii/IoBbIX paciiMpeHuH, Mo Beprarniuxcs mu@poBaHnio:

.3dm, .3g2, .3gp, .aaf, .accdb, .aep, .aepx, .aet, .ai, .aif, .arw, .as, .as3, .asf, .asp, .asx, .avi, .bay, .bmp, .cdr, .cer,
.class, .cpp, .cr2, .crt, .crw, .cs, .csv, .db, .dbf, .dcr, .der, .dng, .doc, .docb, .docm, .docx, .dot, .dotm, .dotx, .dwg,
.dxf, .dxg, .efx, .eps, .erf, .exe, .fla, .flv, .idml, .iff, .indb, .indd, .indl, .indt, .inx, .jar, .java, .jpeg, .jpg, .kdc, .m3u,
.m3u8, .m4u, .max, .mdb, .mdf, .mef, .mid, .mov, .mp3, .mp4, .mpa, .mpeg, .mpg, .mrw, .msg, .nef, .nrw, .odb,
.odc, .odm, .odp, .ods, .odt, .orf, .p12, .p7b, .p7c, .pdb, .pdf, .pef, .pem, .pfx, .php, .plb, .pmd, .png, .pot, .potm,
.potx, .ppam, .ppj, .pps, .ppsm, .ppsX, .ppt, .pptm, .pptx, .prel, .prproj, .ps, .psd, .pst, .ptx, .r3d, .ra, .raf, .rar, .raw,
1b, rtf, .rw2, .rwl, .sdf, .sldm, .sldx, .sql, .sr2, .srf, .srw, .svg, .swf, .tif, .txt, .vcf, .vob, .wav, .wb2, .wma, .wmv,

.wpd, .wps, .x3f, .xla, .xlam, .xlk, .xll, .xlm, .xls, .xlIsb, .xlsm, .xIsx, .xlt, .xltm, .xItx, .xlw, .xml, .xgx, .zip

910 gokymentsl MS Office, OpenOffice, PDF, TekcToBble thaii/ibl, 6a3bl JaHHBIX, hoTOrpaduu, My3bikKa, BU/EO,

(atiner 06pa3oB, apXUBLI U ITpOYee.

®daiisbl, cBA3aHHBIE € 3TUM Ransomware:
WindowsFormsApplication8.exe

Reken.exe

FinalReken.exe

<random>.exe - c/lyuaiiHOe Ha3BaHHe BPeJIOHOCHOTO (haiiia
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi40xF3n5xGvX_db6itqgt8sdIglQ6OCchJqtWjNOgZgltjwi_efRH-lrnAarW8gLktH2AMFWUPOMiq7L88b1oiJBANna174KgP-HtTQ8W9huB5KdvaiyoldQH-yXbN3xwbq8AO8TCrDrk/s1600/info4.png

https://id-ransomware.blogspot.com/2020,/03 /rekensom-ransomware.htm|

Signature Info

Histary
5|g nature Verification Creation Time 2020-03-14 17-25:05
& File is not signed First Submission  2020-03-14 19:39.37
Last Submission  2020-03-14 193937
File Version Information Last Analysis 2020-0315 1043385
Copyright Copyright & 2017
Product WindowsEerrmsApplicationd
) o MNames
Description WindowsFormmaApplicationd
Ciginal Name  WindowsFormsApplicationdexe  WindowsFomsApplication® axe
Intermal Mame:  WindowsEarmsApphcabiond exe FinalReken.cxs
File ersion 1.0.00
secretAES.txt
secret.txt
sendBack.txt

data recive
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Pacnonoxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
C:\Users\User\Desktop\secret.txt
C:\Users\User\Desktop\secretAES.txt

c:\users\karol\desktop\winlockereeeeeeeeeeeee\windowsformsapplication8\obj\release\windowsformsapplication8.pdb

Creates mutants

details “\Session\l\BaseNarmned Objectshcuteftansormware”
SessionsiT\BaseNamed Objects\LocalZonesCacheCounterMutex”
“Sessionsil\BaseNamed Ohjects\LocalZonesLocked CarheCounterutes”
“ruteRansomwars"
"Local\FoneslacheCounterMutex”
“Local\Foned ockedCacheCounterMutes”

source  Created Mutsnt

relevance 300

3anucu peecTpa, CBA3dHHbIE C 3 TUM Ransomware:

CM. HIKe pe3y/ibTaThl aHA/TU30B.
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MBIOTEeKChI:

cuteRansomware

Synchronization Mechanisms & Signals

Mutexes Created

Sessions' 1'\BaseNamed Objects\cuteRansomware

Sesgions\1'\BaseMamed Objects\GdiplusFontCacheFile's'
Sessions\1'BaseNamed Objects\GlobahCPFATE_3000_w4.0.30319

Sessions'l'BaseNamed Objects\GlobahCPFATE_2928 w4 0.30319

Mutexes Opened

assionsi ]l BaseMamed UbjectsiLocalM=L TE CitAchvated Defawlt

CeTeBble MOJK/TIOUEHHs U CBSA3M:

Email: -

BTC: -

CM. HIKe B OOHOB/IEHUSX [APYTHE a[[peca U KOHTAKThI.

CM. HIDKe pe3ysibTaThl aHA/IH30B.

PesynbTarnl aHa/Iu30B:

® Hybrid analysis >>

Z VirusTotal analysis >>

# Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

) VirusBay samples >>

/A MalShare samples >>

%2 AlienVault analysis >>

7] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacrpoCTPAHEHHOCTH: HU3KAsL.

IMonpobHble cBesieHUst cOOKparOTCs perysipHo. IIprckinaiite 00pasLpl.

=== ICTOPUA CEMEVCTBA === HISTORY OF FAMILY ===

=== BJ/IOK OBHOBJ/IEHUH === BLOCK OF UPDATES ===
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https://www.hybrid-analysis.com/sample/d4e36fe779bd70c95e85c1f6f0afc706e3dcd1c477f16db833b75786e8244f34/5e6e82f714289210fc12ad6f
https://www.virustotal.com/gui/file/d4e36fe779bd70c95e85c1f6f0afc706e3dcd1c477f16db833b75786e8244f34/detection
https://analyze.intezer.com/#/analyses/b0e40683-1315-4586-8f12-f0cf10309508
https://app.any.run/tasks/d7287664-579b-4344-ae74-75b442267467/
https://www.vmray.com/analyses/d4e36fe779bd/report/overview.html
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O6HoB1eHMe 0T 16 mapTa 2020:

IToct B TBUTTEPE >>

Pacmvipenue: .som
[ITudpyet daitisl Ha Pabouem ctone. VimeHa ¢aiisioB ieperMeHOBbIBatOTCs 110 1maboHy <Encrypted + several "-
|'>:

[Tpumeps! 3am(poBaHHBIX (PaityioB:

Encrypted------------ .som
Encrypted----------- .som
Encrypted---------- .som
Encrypted--------- .som
Encrypted-------- .som
Encrypted------- .som

Telegram: ©Rekensom
BTC: 1F1tAaz5x 1HUXrCNLbtMDqcw605GNn4xgX

BITORIM ADDRESS

L i I, By LT e 8 i

®aiin: GHack.exe

Pesynbrarel aHamu3oB: VT + AR

=== BJIOK CCBUIOK u CITACHUBOK = BLOCK OF LINKS AND THANKS ===

http:

k Read to links:

Tweet on Twitter + Tweet + myTweet
ID Ransomware (ID as ***)

Write-up, Topic of Support

*
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https://twitter.com/fbgwls245/status/1239758360515194882
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgVUxJGj4gt9xE0L3NnwF1cXaAh26ljFqVCIG19dJM75X78MuKBjftht3Ctw4tGO4GadqXAvsO7XCTiZ_FKk24KeLswGfMMsgeDtrJwBwIhPmllWwGrWaTicX57eMq_SOeCIwz0M7S3f2M/s1600/lock-note.jpg
https://www.virustotal.com/gui/file/7755ce4a2a9cfee44fedcd9149c5ae45bb7aa7b019cbeae7a107641c12d5d58e/detection
https://app.any.run/tasks/44448d79-dcbf-465a-944e-fcb9b81d73dd/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://twitter.com/fbgwls245/status/1239013070661279744
https://twitter.com/motivks/status/1239521463461445634
https://twitter.com/Amigo_A_/status/1239496367816544259
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Thanks:
dnwls0719, Kirill Starodubtsev

Andrew Ivanov (author)
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