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Want to play along? I've shared the adware, which can be downloaded here (password: infect3d).

Background

Yesterday Gavriel State (@gavrielstate) posted an interesting tweet:
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Interestingly, googling "Mughthesec" only returned one relevant hit; a post on Apple's online's forums tilted
"Safari does not render Gmail correctly". Posted on August 2nd, user 'giveen' stated that, "Only in Safari, when
this specific user logins, it does not render Gmail correctly. Only Gmail. Only in Safari." Following another user's

suggestion, 'giveen ' ran EtreCheck which noted several "unknown files:"

o ~/Library/LaunchAgents/com.Mughthesec.plist

e ~/Library/Application Support/com.Mughthesec/Mughthesec

Gavriel was kind enough to share a sample (‘Mughthesec') with me, and that, coupled with the assistance from
another security researcher, led to recovery of what appeared to be the original installer (sha256:
£5d76324cb8fcae7f00b6825e4c110ddfd6b32db452f1eca0f4cff958316869c¢)
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As neither the sample, Mughthesec, nor the (signed!) installer were detected by any AV engines on Virus Total I
decided to take a closer look.

Analysis

Let's start with the installer disk image. Uploaded to VirusTotal on August 4th as Player.dmg, it currently remains
undetected:

No engines detected this file
g [ )
[nns _a]

S5HA-256 fsd76324cbafcae7f00b6825e4c1 10ddfdeb32db4s2f1ecadfac...
File name Player.dm,
\/ bzl g
.].LL[ File size 607.35 KB
— Last analysis 2017-08-07 21:00:23 UTC
(0/58 )

Using WhatsYourSign, we can examine the signing info:

n player is validly signed (Apple Dev-ID)

- player.dmg

— fUsers/patrickw/Downloads/Mughthesec/player.dmg
item type: Disk Image

sign auth: : Developer ID Application: Quoc Thinh (9G2J3967H3)
» Developer ID Certification Authority
» Apple Root CA

close

Using spctl, we can confirm the disk image's certificate is still valid (i.e. not rejected):
$ spctl -a -t install -vv ~/Downloads/Mughthesec/Player.dmg

~/Downloads/Mughthesec/player.dmg: accepted
source=Developer ID

origin=Developer ID Application: Quoc Thinh (9G2J3967H9)

Double-clicking the disk image, Player.dmg mounts it, revealing a single file Installer.app:
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Double Click to install

f

Installer.app

Besides it's icon and name, the Installer.app's' Info.plist file, shows it masquerading as Flash installer:
cat Installer.app/Contents/Info.plist

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-
1.0.dtd">

<plist version="1.0">

<dict>

<key>CFBundleldentifier</key>

<string>com.FlashPlayer</string>
<key>CFBundleName</key>

<string>FlashPlayerInstaller</string>

This application, is also signed with the same Apple Developer ID:
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a Installer is validly signed (Apple Dev-ID)

Installer.app

fUsers/patrickw/Downloads/Mughthesec/Installer. app

item type: application

sign auth: » Developer ID Application: Quoc Thinh (9GZJ3967HD)
» Developer ID Certification Authority
» Apple Root CA

close
Examining its application bundle, we can see its executable is a binary name 'mac’ ... how creative!
Mame
v [7 Contents
» [ _CodeSignature
b [ 7] Frameworks
v [ Mac0Ss
B mac
Info.plist
» [ Resources
This binary is also (currently) undetected by any AV engine on Virus Total:
No engines detected this file
SHA-256 9c4f74feff131fa93dd04175795F334649ee91 ad7fce1 1dc661231254e1 ebda4
File name mac
File size 484.55 KB

Last analysis  2017-08-07 07:25:13 UTC

Taking a quick peak at the installer binary shows what appears to be anti-anti-virus logic:
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Address Length Type  String

‘s’ __cstring... 00000006 C Avast

‘s’| __cstring... 00000018 Cc /Applications/Avast.app

__cstring... 0000000D C MalwareBytes

‘s’ __ecstring... 0000002C C fApplications/Malwarebytes Anti-Malware.app
__cstring... 0000000C C BitDefender

‘s’ __estring... 00000020 C /Library/Bitdefender/AVP/AntivirusforMac.app
__csfring... 0000000A C Kaspersky

__cstring... 0000002F C /Applications/Kaspersky Anti-Virus For Mac.app
__cstring... 00000007 C Norton

‘s’ __esftring... 00000022 Cc /Applications/MNorton Security.app

__cstring... 00000007 C McAfee

‘'s’| __cstring... 00000012 c Justflocal/McAfes

__cstring... 0000001F C /Applications/AVGAntiVirus.app

‘s’| __cstring... 00000005 c Eset

__csfring... 00000034 c /Library/LaunchDaemons/com.eset.esets_daesomon.plist

We can also run strings to search for embedded URLs:
$ strings -a ~/Downloads/Mughthesec/Installer.app/Contents/MacOS/mac | grep http

http://api.simplyeapps.com/p
http://cdn.simplyeapps.com/screens/precheck/DmFybQ==
http://cdn.simplyeapps.com/screens/progress/DmFybQ==
http://cdn.simplyeapps.com/screens/complete/DmFybQ==
http://api.simplyeapps.com/]

Now, before we run this in a VM - let's change the MAC address of the virtual machine. This is required step,
because it turns out that the installer actually doesn't do anything malicious, (besides actually installing a legit
copy of Flash), if it detects it running in VM. Thomas Reed (@thomasareed) correctly guessed that this "VM
detection’ is done by examining the MAC address (VMWare VMs have 'recognizable’' MAC address). Apparently

this is common trick used in macOS adware!

To change the VM's mac address, shut it down, then change it via the VM's Network Adapter's settings (click
'Advanced Options' to modify the MAC address).
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+| Connect Network Adapter

This network adapter is configured to use:

Internet Sharing
. The wirtual machine appears as an additional
® Share with my Mac computer on the same physical network connection

Bridged Networking as your Mac.
Autodetect .

Wi-Fi

USB Ethernet

iPhone USB

Bluetooth PAN

o o000

Custom
@ Private to my Mac

¥ Advanced options

MAC Address: 00:0C:29:12:64:E7 Generate

Remowve Network Adapter

Alright, let's run the damn Installer.app already! First thing, LuLu (my soon-to-be-released macOS firewall!)
detects an outgoing network connection:

@& FlashPlayerInstaller
f is trying to connect to 184.28.188.185

process

process id: 1633

process path: SVolumes/Player/Installer.app/Contents/Mac0S/mac
network

ip address: 184.28.1B8. 185

port/protocol: B@ (TCP)

block allow

Once the outgoing connection is allowed, the Installer application kindly asks the user to install some 'adware' and
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potentially unwanted programs:

1. Advanced Mac Cleaner
2. Safe Finder

3. Booking.com

. FlashPlayer

Clean your Mac with Advanced Mac Cleaner's powerful cleanup tools & advanced
maintenance utilities that help you keep your Mac clean & running emor free always.

Supported Mac 05 X: Lion (10.7), @ © @ _ Untitled — Edited ~
ElCapitan (10.11), and the latest §

I Fashpiayer

Install SafeFinder to set your default search provider, home/startup pages & new
tabs To SafeFinder's customized search experience in all compatible browsers.
Before installing SafeFinder, please read its Privacy Policy & End User Licanse
Agreement. SafeFinder is free to use. SafeFinder collects your browsing
FIashPIayer information & data and share this with third parties for adveriising & other
purposes, SafeFinder adjusts your browser settings and may Automatically
update or enable other features. If you do not want to set your default search
settings, Receive ads or have your data collected, do not install SafeFinder. You
may need to reboot Your computer to finish installing. SafeFinder may be
Install Booking.com uninstalled at any tima using Your browsers settings.
The world's most popular online accomin
properties, free cancellation on most prg

E,-c ching Maad, you agree o insinll SafeFinder and o the

o Priwacy Polcy
| skip

Since we're playing along, we click 'Next' to install it all!

Not too unexpectedly, the Advanced Mac Cleaner triggers a few BlockBlock warnings as it attempts to install a

persistent launch agent and login item:
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i3 Advanced Mac Cleaner
installed a launch daemon or agent >} E=

virus total ar

Advanced Mac Cleaner (Developer ID Application: Techyutils Software Private Limited (VSOQ8BRRRJ)
process id: 624

process path: fApplications/Advanced Mac Cleaner.app/Contents/Mac05/Advanced Mac Cleaner

helperamc (Developer ID Application: Techyutils Software Private Limited (VS908BRRRI))
startup file: fUsers/user/Library/LaunchAgents/com.pcv.hlpramcn.plist
startup binary: /Users/user/Library/Application Support/amc/helperamc.app/Contents/Mac0S/helperamc

remember Block Allow

2 cfprefsd
installed a login item >}

virus total

cfprefsd (Apple Code Signing Cert Auth)
process id: 123
process path: fusr/sbinfcfprefsd

Advanced Mac Cleaner (Developer ID Application: Techyutils Software Private Limited (VS9Q8BRRRJ)
startup file: fUsers/user/Library/Preferences/com.apple. loginitems.plist
startup binary: /fApplications/Advanced Mac Cleaner.app

remember Block Allow

It also kindly informs us of several 'critical' issues. How thoughtful :P
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Advanced Mac Cleaner

[ status

=

Attention! 52 issues found
Recoverable Space: 1568.5 MB

@ Clean Now

% One Touch Cleanup 150.5 MB

# Cache Manager 156.6 MB Scan Area Improvement Potential Issue(s) Found

2 Logs Manager 28.5 KB

_ - “ Cache Manager I — 37 issues, 156.6 MB

m =kt ey )l System & User Cache Cleaner Low High Details
Extra Languages 0 bytes

@ Rogue Apps 0 bytes % a Logs Manager e — 13 issues, 28.5 KB

£l System & User Logs Cleaner Low High Details

Utili

] Uninstaller Trash Manager Bl ] 2 issues, 2.9 MB

|F!;1 Internet History Empty Trash Folder Low High Details

3] Login Items

Extra Languages [ — 0 issues, 0 bytes

a B ™

Remave Unused Languages Low High
Duplicate Files
Large Files Rogue Apps I I — 0 issues, 0 bytes
; Remove Unwanted Apps Low High

Register now to fix all issues

m Already have a Key? G Rescan ﬁ Clean Now

Mac OS X 10.12.4, VMWare, Intel Core i7 @ 2.47 GHz, 2 GBE RAM

Moving on to 'Safe Finder', BlockBlock as alerts us of a process named 'i' persisting something named
'Mughthesec as a launch agent.

= kB

installed a launch daemen or agent S —
| Ykernel_task {pid: @)
¥launchd (pid: 1)

i i d
1 (unsigned) Y FlashPlayerInstaller (pid: 498)

process id: 568 v q
process path:  /private/tmp/SEBBE2D2-7AD7-4B05-BB1C-A6356758B4FD/152 Mughthesec (pid: 532)
AEBCOZEBR2B3/i i (pid: 568)

Mughthesec (unsigned)
startup file: JUsers/user/Library/LaunchAgents/com.Mughthesec.plist
startup binary: JUsers/user/Library/Application Support/com.Mughthesec/Mughthesec

remembe r Block Allow

An open-source process monitoring utility I wrote (based on the Proc Info library) shows Mughthesec being

started by the Installer application (FlashPlayerInstaller, pid: 490):
# procMonitor

process start:
pid: 532
path: /private/tmp/F3A53281-D3FA-4F32-B996-3EEOFCF522D5/62/Mughthesec
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user: 501
args: (
"/tmp/F3A53281-D3FA-4F32-B996-3EEOFCF522D5/62/Mughthesec”,
2,
na,
na,
"F3A53281-D3FA-4F32-B996-3EEOFCF522D5"
)
ancestors: (
490,
1
)
binary:
name: Mughthesec
path: /private/tmp/F3A53281-D3FA-4F32-B996-3EE0FCF522D5/62/Mughthesec
signing info: {
signatureStatus = "-67062";
} (isApple: 0 / isAppStore: 0)

The process monitor also shows this process (Mughthesec, pid: 532), spawning executing the 'i' process out of

/tmp:
# procMonitor

process start:
pid: 568
path: /private/tmp/5EOBE2D2-7AD7-4005-8B1C-A635675BB4FD/15261EBB-ED0B-46DA-8C3B-
AEBC02E802B3/i
user: 501
args: (
"/tmp/5EO0BE2D2-7AD7-4005-8B1C-A635675BB4FD/15261 EBB-EDOB-46DA-8C3B-AE8C02E802B3/i",
"5E0BE2D2-7AD7-4005-8B1C-A635675BB4FD",
"S+wIS+tmwyirlkakBAAF36JIg8TSRdg...==",
10
)
ancestors: (
532,
490,
1

binary:

name: i
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path: /private/tmp/5EO0BE2D2-7AD7-4005-8B1C-A635675BB4FD/15261 EBB-EDOB-46DA-8C3B-
AE8C02E802B3/i
signing info: {
signatureStatus = "-67062";
} (isApple: 0 / isAppStore: 0)

This 'i' process is what persists and starts 'launch agent' instance of Mughthesec. We can see this, again, via the
process monitor which shows process 'i' (pid: 568) invoking launchctl with the 'load' command line option and the

path to the launch agent plist:
# procMonitor

process start:
pid: 576
path: /bin/launchctl
user: 501
args: (
"/bin/launchctl”,
load,
"/Users/user/Library/LaunchAgents/com.Mughthesec.plist"
)
ancestors: (
568,
532,
490,
1
)
binary: name: launchctl
path: /bin/launchctl
signing info: {
signatureStatus = 0;
signedByApple = 1;
signing Authorities = (
"Software Signing",
"Apple Code Signing Certification Authority",
"Apple Root CA"
);
} (isApple: 1/ isAppStore: 0)

Ok, so let's take a closer look at the Mughthesec launch agent and binary. The Mughthesec launch agent plist is
located at ~/Library/LaunchAgents/com.Mughthesec.plist:
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$ cat ~/Library/LaunchAgents/com.Mughthesec.plist

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-
1.0.dtd">
<plist version="1.0">
<dict>
<key>Label</key>
<string>com.Mughthesec</string>
<key>ProgramArguments</key>
<array>
<string>/Users/user/Library/Application Support/com.Mughthesec/Mughthesec</string>
<string>r</string>
</array>
<key>RunAtLoad</key>
<true />
<key>StartInterval</key>
<integer>14400</integer>
</dict>

</plist>

From this plist we can see that the launch agent will:

1. execute a binary: ~/Library/Application Support/com.Mughthesec/Mughthesec
2. pass in a parameter: T’

3. be automatically started whenever the user logs in, as 'RunAtLoad' is set to true

The 'Mughthesec' binary, ~/Library/Application Support/com.Mughthesec/Mughthesec, is unsigned:
$ codesign -dvvv "~/Library/Application Support/com.Mughthesec/Mughthesec"

~/Library/Application Support/com.Mughthesec/Mughthesec: code object is not signed at all

It is also (currently) undetected by any AV engines on VirusTotal:

No engines detected this file °
SHA-256 939bba329de7b21b04704bd683295194ef98116cb46c72dbf...
File name Mughthesec

File size 258 MB

Last analysis 2017-08-05 03:10:11 UTC

Running strings shows some embedded URLs:
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$ strings -a ~/Library/Application Support/com.Mughthesec/Mughthesec | grep http

http://api.mughthesec.com/ai
http://api.mughthesec.com/1

Attempting to access those URLs in a browser, appears to result in an error:

& = (| @ api.mughthesec.com/ai

404 - File or directory not found.

The resource you are looking for might have been removed, had its name changed, or is temporarily unavailable.

However, the host mughthesec.com does appear to be online, resolving to 192.64.119.107:
$ nslookup mughthesec.com

Non-authoritative answer:
Name: mughthesec.com
Address: 192.64.119.107

This IP address, 192.64.119.107, appears to be rather malicious:

Page 14 of 21



https://objective-see.com /blog/blog_0x20.html

192.64.119.107 IP address information

Country us

Autonomous system 22612 (Namecheap, Inc.)

URLs @ =
Date scanned  Detections URL
2017-08-08 http://bestsafeandunbelievableupdate.bid/
2017-08-08 http://settingupdateserviceformacandpc.download/
2017-08-08 http://imagineads.mobi/
2017-08-07 http://thebiggestsoft2updating.top/
2017-08-07 http://updateworkfreeforpcandmacalike.download/
2017-08-06 http://howtoupdate156322.download/
2017-08-06 http://clickforsafesystem2upgrades.win/
2017-08-05 http://thesafestsoftmediaforu.download/
2017-08-04 http://clickforfreeandreadyupgrades.download/
2017-08-04 http://theperfectandultimatesystemsforupgrade.pw/
Communicating Files © X
Date scanned Detections File type Name
2017-07-25 Win32 EXE 277aecadc0effed25fb12c67d9ae8392.virus
2017-07-25 Win32 EXE JKKZVMYCUNSAEXE
2017-07-25 Win32 EXE 522b2d3c5fc33876d6edde8d9a2f18e98.virus
2017-07-25 Win32 EXE di\documents and settings\murali\start menu\programs\startup\bsylkquka.exe
2017-07-24 Win32 EXE 38dc2d7aB95476d8660b4a4dc1ae96b6a virus
2017-07-24 Win32 EXE b41fea402e00513e443fad 1 defc32f90virus
2017-07-23 Win32 EXE 3e7da5288adddfabl1ef4b1c3a908dcd415e07ff3
2017-07-22 Win32 EXE 3a284807452e28bc76dd6163357cbbbavirus
2017-07-22 Win32 EXE a6a2e9c936b2197becabes5067337b1c8.virus
2017-07-22 Win32 EXE efcbb8ec33941512b066c320e02b47f8.virus

So what does the Mughthesec binary actually do? Lets take a peek! However, I want to point out that I've learned
(the hard way) that spending a large amount of time reversing adware can quickly drive one somewhat mad...so

here, we'll only perform a cursory look.

A common tactic of adware is to hijack the victims browser (homepage, inject ads, etc) for financial gain.
Mughthesec (which is installed when the user "agrees" to install "Safe Finder") appears to conform to goal.
Specifically we can see that Safari's home page has been set to http://default27061330-a.akamaihd.net/s?
=@@@&_pg=564D4420-C090-470B-9C13-6760B31264E7
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[ 1]

[

\"\-\.
ey
=
E>
€
o}

Safari opens with: A& new window =
New windows open with:  Homepage s
New tabs open with: | Homepage s

Homepage: http://default27061330-a.akamaih

Set to Current Page

Remove history items:  After one year s
Favorites shows: | [J] Favorites v

Top Sites shows: | 12 sites =

File download location: [ Downloads s
Remove download list items: = After one day =

v Open "safe” files after downloading

"Safe" files include movies, pictures,
sounds, PDF and text documents, and
archives.

If we open Safari; indeed the home page has been hijacked - though in a seemingly innocuous way. It simply
displays a rather 'clean’ search page - though looking at the source, we can the inclusion of several scripts 'Safe

Finder' scripts:
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<[>/(m][a Q ¢ olla ||
Contact
x O M ¢ @ Gl - O— Blo ©o Ao € Q- Search
N | £ 05 | @ search.webfindresults.com | 1 | | | [
57 <[1==a href=Rtip://satetinder.com/=Uninstall</a=</ 11>
58 < ful=
59 </nav=
80 </footer>
&1 <script src="//fajax.googleapis.com/ajax,/1libs/jquery/1.18.2/jquery.min. js"=</script>
B2 <script src="/bundles/bootstrap?v=adl LrK3HWIYO4CANWEN] Z06 r—-FHTgFewh3ItuNGmf rdl" =</script>
63
B4
BS
L =script src="/bundles/safefinderForMac?v=01ekUxc6hNE4BGIKIXNHX T ZWwBNIBc_Yj5VpcUPnSjes]1 =</scripts=
87
68 =/body=
83 </html= '
70
>

Also, examining the installed extensions we can see that an "Any Search" browser extension was installed:
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i/ § Qa0 2 B O

General Tabs AutoFill Passwords Sez Privacy Motifications Extensions Advancec

v Q AnySearch AnySearch 1.2.3 by watt Swair

Use a custom search engine in the Safari address bar,
or disable searches completely

Uninstall

“AnySearch” does not have permission to read or transmit content
from any webpages.

Search Engine: Custom (use text field below) v

Custom Search Engine: http:/fdefault27061330-a.akamaihd.net,

e.g. http://example.com/search?q=2@@

| Automatically update extensions from the Safari Extensions Gallery Mare Extensions... ?

Searches are funneled thru various affiliates, before ending up being serviced by Yahoo Search. However, 'Safe

Finder' logic (such as an icon, and likely other scripts) are injected into all search results:

L4 & search.yahoo.com/yhs/search?hspart=Lkry&hsimp=yhs-S ]
. axplore with 1 a )
maui YAHOO! sexncr L@ safefinder

Web ~ ~

Also try: maui real estate, maui hawaii, maui jim sunglasses

e
Ads related to: maui ¥
il
Maui - Find Deals & Read Real Reviews - TripAdvisor.com A
TripAdvisor.com/Maui .
Find Deals & Read Real Reviews. Maui deals on TripAdvisor! Mal.“ County

At this point, I'm calling it a night! It appears that Mughthesec is simply some 'run-of-the-mill' macOS malware.
But is it new? Not likely. According to the mac adware analysis guru, Thomas Reed; this "looks like a new variant

of something we call OperatorMac":
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Thomas Reed m
@thomasareed
Replying to @gavrielstate @patrickwardle

Thanks, Patrick sent me the hash too. Looks
like a new variant of something we call
OperatorMac (though that may be a bad
name).

Moreover, @noarfromspace pointed me towards several samples from earlier this year (spring?) that appear to be

related:

No engines detected this file

SHA-256 Tb1do7dse0823e1f496e0c3d8c07a333¢c1c420b0e98f44887e149286bf325¢c98
File name mac

File size 475.67 KB

Last analysis  2017-03-15 02:08:27 UTC

Conclusion
In the blog post, we sought to answer the question, "What is Mughthesec?" The answer; likely a new variant of the
'SafeFinder/OperatorMac' adware. Yes it's rather unsophisticated macOS malware, but it's installer is signed (to

'bypass' Gatekeeper) and at the time of this analysis no anti-virus engines were detected it....and mac users are

being infected :|

Speaking of infection, due to the fact that the installer is masquerading as Flash Player installer, it's likely that this
adware is relying on common infection techniques to gain new victims. If T had to guess its infection vector is

likely one (or all?) of the following:

» fake popups on 'shady’ websites

» malicious ads, perhaps on legit websites

Either way, user-interaction is likely required.
In terms of detection, we showed how BlockBlock will alert when the adware goes to persist. Neat!

KnockKnock can also be used to (after the fact), to reveal infections. For example, it can reveal the presence of

the unsigned launch agent:

Page 19 of 21


https://twitter.com/@noarfromspace
https://objective-see.com/products/blockblock.html
https://objective-see.com/products/knockknock.html

Authorization Plugins

registered custom authorization bundles

Browser Extensions

plugins/extensions hosted in the browser
Cron Jobs
current user's cron jobs

Extensions and Widgets

plugins that extend or customize the 0S

B
S
-
3

é Kernel Extensions

installed modules, possibly kernel loaded

;a Launch Items

™1 |lihrarv Tncartc

O
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ver.ethcheck.plist

8 LuluDaemon
SLi fObjective-See/Lulu/LuluDaemon

aunchDaemons/com.object ive-see. lulu.plist

8 BlockBlock

ee/BlockBlock/BlockB
ns/com.object iveSee

ck.app/Contents/|
lockblock.pl

pplication Support/VMware Tools/vmware-tools—daemon
/LaunchDaemons/com. vimware . launchd. tool

8 vmware-tools—daemon

_
- 8 vmware-tools—daemon

fApplication Support/co C
LaunchAgents/com.Mughthesec.pl

ee/BlockBlock/Bloc
LaunchAgents/com. ol

Contents/M

el

And what about the malicious browser extension? Yup, KnockKnock can show that too:

Authorization Plugins

registered custom authorization bundles

Browser Extensions

Cron Jobs

current user's cron jobs

Extensions and Widgets

plugins that extend or customize the 0S

N

=l
S
Q
5]
é Kernel Extensions

installed modules, possibly kernel loaded

40 Launch Items

L‘; (4 daemons and agents loaded by launchd

™1 |lihrarv Tncartc

O

Hooray! Objective-See FTW @@

To manually disinfect Mughthesec:

virustotal info show

virustotal

virustotal

Knock

Start Scan

o AnySearch.safariextension

fUsersfuser/Library/Safari/Extensions/AnySearch.safariextz

el

scan complete

e unload the launch agent via: launchctl unload ~/Library/LaunchAgents/com.Mughthesec.plist
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e delete ~/Library/Application Support/com.Mughthesec/Mughthesec

e delete ~/Library/LaunchAgents/com.Mughthesec.plist

o delete the 'Any Search' browser extension

However, as we saw, the Installer application could install other 'adware’ - so it's probably best to just reinstall

macOS. Instructions here.

love these blog posts & tools? you can support them via patreon! Mahalo :)

Source: https://objective-see.com/blog/blog_0x20.html
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