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Unsurprisingly, after Russia, US, China, DPRK (North Korea), and EU... Here comes the mapping of the

offensive cyber operations groups of Iran that have been attributed to a known government entity. Just like in the

previous posts, sources and change log are available under the diagram.

If you notice anything missing, incorrect information, mistakes or anything like that please let me know to update

it accordingly.

Last update: 13 January 2022
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Iran Cyber Operations Groups
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Ministry of Intelligence (MOIS)
Focus: Primar, .

Sources

o FBI: FBI Releases Cybersecurity Advisory on Previously Undisclosed Iranian Malware Used to Monitor

Dissidents and Travel and Telecommunications Companies
o FBI: IRGC-AFFILIATED CYBER ACTORS

o Wikipedia: Ministry of Intelligence (Iran)

o Wikipedia: Supreme Council of Cyberspace (Iran)

o Wikipedia: Iranian Cyber Army

» Wikipedia: Intelligence Organization of the Islamic Revolutionary Guard Corps

o Federal Research Division Library of Congress: Iran’s Ministry of Intelligence and Security: A Profile
e Malpedia: APT39
e Malpedia: Fox Kitten

 Flashpoint Intel: A Second Iranian State-Sponsored Ransomware Operation “Project Signal” Emerges

e US Cyber Command: Iranian intel cyber suite of malware uses open source tools

e US Department of Justice: Conspiracy to Commit Computer Hacking — ITSEC Team
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https://www.fbi.gov/contact-us/field-offices/boston/news/press-releases/fbi-releases-cybersecurity-advisory-on-previously-undisclosed-iranian-malware-used-to-monitor-dissidents-and-travel-and-telecommunications-companies
https://www.fbi.gov/contact-us/field-offices/boston/news/press-releases/fbi-releases-cybersecurity-advisory-on-previously-undisclosed-iranian-malware-used-to-monitor-dissidents-and-travel-and-telecommunications-companies
https://www.fbi.gov/wanted/cyber/irgc-affiliated-cyber-actors
https://en.wikipedia.org/wiki/Ministry_of_Intelligence_(Iran)
https://en.wikipedia.org/wiki/Supreme_Council_of_Cyberspace_(Iran)
https://en.wikipedia.org/wiki/Iranian_Cyber_Army
https://en.wikipedia.org/wiki/Intelligence_Organization_of_the_Islamic_Revolutionary_Guard_Corps
https://fas.org/irp/world/iran/mois-loc.pdf
https://malpedia.caad.fkie.fraunhofer.de/actor/apt39
https://malpedia.caad.fkie.fraunhofer.de/actor/fox_kitten
https://www.flashpoint-intel.com/blog/second-iranian-ransomware-operation-project-signal-emerges/
https://www.cybercom.mil/Media/News/Article/2897570/iranian-intel-cyber-suite-of-malware-uses-open-source-tools/
https://www.justice.gov/usao-sdny/file/835061/download
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US Department of Justice: Nine Iranians Charged With Conducting Massive Cyber Theft Campaign on
Behalf of the Islamic Revolutionary Guard Corps

US Department of Justice: Countering State-Sponsored Cybercrime

US Department of Justice: Manhattan U.S. Attorney Announces Charges Against Seven Iranians For

Conducting Coordinated Campaign Of Cyber Attacks Against U.S. Financial Sector On Behalf Of Islamic

Revolutionary Guard Corps-Sponsored Entities

US Department of Treasury: Treasury Sanctions Iranian Organizations and Individuals Supporting

Intelligence and Cyber Targeting of U.S. Persons

US Congressional Research Service: Iranian Offensive Cyber Attack Capabilities

US Congressional Research Service: Iran: Internal Politics and U.S. Policy and Options

Recorded Future: Iran’s Hacker Hierarchy Exposed

Recorded Future: Despite Infighting and Volatility, Iran Maintains Aggressive Cyber Operations Structure

Cyber Shafarat: Basij Cyber Battalions

Global Security: IRGC’s Guard Cyber Defense Command (GCDC)

BBC: Structure of Iran’s Cyber Warfare

ThaiCERT: APT group: Mabna Institute, Cobalt Dickens, Silent Librarian

ThaiCERT: APT group: APT 33, Elfin, Magnallium

ThaiCERT: APT group: Cutting Kitten, TG-2889

ThaiCERT: APT group: Chafer, APT 39

ThaiCERT: Other threat group: Cyber fighters of 1zz Ad-Din Al Qassam, Fraternal Jackal
ThaiCERT: APT group: Domestic Kitten

ThaiCERT: APT group: OilRig, APT 34, Helix Kitten, Chrysene

Symantec: Elfin: Relentless Espionage Group Targets Multiple Organizations in Saudi Arabia and U.S.
Dragos: MAGNALLIUM
FireEye: Insights into Iranian Cyber Espionage: APT33 Targets Aerospace and Energy Sectors and has Ties

to Destructive Malware

Check Point Research: Domestic Kitten — An Inside Look at the Iranian Surveillance Operations

King Faisal Center for Research and Islamic Studies: Iran’s Cyberattacks Capabilities

ChangeL og

Version 2.0 (13 Jan 2022): Updated MOIS based on US CYBERCOM statement.
Version 1.5 (06 May 2021): Fixed a typo. Added missing “Focus” entries.
Version 1.2 (06 May 2021): Minor fixes (typos, etc.)

Version 1.0 (06 May 2021): First publication.

Source: https://xorl.wordpress.com/2021/05/06/iran-cyber-operations-groups/

Page 4 of 4


https://www.justice.gov/opa/pr/nine-iranians-charged-conducting-massive-cyber-theft-campaign-behalf-islamic-revolutionary
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https://www.justice.gov/usao-sdny/countering-state-sponsored-cybercrime
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https://www.justice.gov/usao-sdny/pr/manhattan-us-attorney-announces-charges-against-seven-iranians-conducting-coordinated
https://www.justice.gov/usao-sdny/pr/manhattan-us-attorney-announces-charges-against-seven-iranians-conducting-coordinated
https://home.treasury.gov/news/press-releases/sm611
https://home.treasury.gov/news/press-releases/sm611
https://fas.org/sgp/crs/mideast/IF11406.pdf
https://crsreports.congress.gov/product/pdf/RL/RL32048
https://www.recordedfuture.com/iran-hacker-hierarchy/
https://go.recordedfuture.com/hubfs/reports/cta-2020-0409.pdf
https://cybershafarat.com/2019/10/04/basij-cyber-battalions/
https://www.globalsecurity.org/intell/world/iran/irgc-cyber.htm
https://nligf.nl/v1/upload/pdf/Structure_of_Irans_Cyber_Operations.pdf
https://apt.thaicert.or.th/cgi-bin/showcard.cgi?g=Mabna%20Institute%2C%20Cobalt%20Dickens%2C%20Silent%20Librarian
https://apt.thaicert.or.th/cgi-bin/showcard.cgi?g=APT%2033%2C%20Elfin%2C%20Magnallium&n=1
https://apt.thaicert.or.th/cgi-bin/showcard.cgi?g=Cutting%20Kitten%2C%20TG%2D2889&n=1
https://apt.thaicert.or.th/cgi-bin/showcard.cgi?g=Chafer%2C%20APT%2039&n=1
https://apt.thaicert.or.th/cgi-bin/showcard.cgi?g=Cyber%20fighters%20of%20Izz%20Ad%2DDin%20Al%20Qassam%2C%20Fraternal%20Jackal
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https://apt.thaicert.or.th/cgi-bin/showcard.cgi?g=OilRig%2C%20APT%2034%2C%20Helix%20Kitten%2C%20Chrysene&n=1
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/elfin-apt33-espionage
https://www.dragos.com/threat/magnallium/
https://www.fireeye.com/blog/threat-research/2017/09/apt33-insights-into-iranian-cyber-espionage.html
https://www.fireeye.com/blog/threat-research/2017/09/apt33-insights-into-iranian-cyber-espionage.html
https://research.checkpoint.com/2021/domestic-kitten-an-inside-look-at-the-iranian-surveillance-operations/
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