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AN1772

In iOS 14 and up, an orange dot (or orange square if the Differentiate Without Color setting is enabled) appears in

the status bar when the microphone is being used by an application. However, there have been demonstrations
indicating it may still be possible to access the microphone in the background without triggering this visual

indicator by abusing features that natively access the microphone or camera but do not trigger the visual

indicators.[1]

In Android 12 and up, a green dot appears in the status bar when the microphone is being used by an application.
[2]

Android applications using the RECORD_AUDIO  permission and iOS applications using RequestRecordPermission

should be carefully reviewed and monitored. If the CAPTURE_AUDIO_OUTPUT  permission is found in a third-party
Android application, the application should be heavily scrutinized.

In both Android (6.0 and up) and iOS, the user can review which applications have the permission to access the
microphone through the device settings screen and revoke permissions as necessary.

Log Sources

AN1773

In iOS 14 and up, an orange dot (or orange square if the Differentiate Without Color setting is enabled) appears in
the status bar when the microphone is being used by an application. However, there have been demonstrations

indicating it may still be possible to access the microphone in the background without triggering this visual
indicator by abusing features that natively access the microphone or camera but do not trigger the visual

indicators.[1]

In Android 12 and up, a green dot appears in the status bar when the microphone is being used by an application.
[2]

Android applications using the RECORD_AUDIO  permission and iOS applications using RequestRecordPermission

should be carefully reviewed and monitored. If the CAPTURE_AUDIO_OUTPUT  permission is found in a third-party

Android application, the application should be heavily scrutinized.

In both Android (6.0 and up) and iOS, the user can review which applications have the permission to access the
microphone through the device settings screen and revoke permissions as necessary.

Log Sources

https://attack.mitre.org/detectionstrategies/DET0673
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https://blog.zecops.com/research/how-ios-malware-can-spy-on-users-silently/
https://source.android.com/devices/tech/config/privacy-indicators
https://blog.zecops.com/research/how-ios-malware-can-spy-on-users-silently/
https://source.android.com/devices/tech/config/privacy-indicators
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