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2 Tool: FilepakMonitor

Names

Category

Type

Description

Information

FilepakMonitor
Malware
Info stealer

(Bitdefender) A much more interesting component of the toolset is FilepakMonitor. It embeds
the Filepak capabilities but in a more complex way, being directly controlled by the attackers

through a protocol over TCP.

<https://www.bitdefender.com/files/News/CaseStudies/study/379/Bitdefender-Whitepaper-
Chinese-APT.pdf>

Last change to this tool card: 06 January 2021

Download this tool card in JSON format

All groups using tool FilepakMonitor

Changed

Name Country Observed

APT groups

FunnyDream 2018

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=a657c791-e7c8-48c9-82b3-69a042b2cb58
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