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NVISO reports a new development in the Contagious Interview campaign. The threat actors have recently resorted to

utilizing legitimate JSON storage services like JSON Keeper, JSONsilo, and npoint.io to host and deliver malware from

trojanized code projects, with the lure being a use case or demo project as part of an interview process.

“"code":'{ .
{~"BeaverTail " }"

}
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Background

Contagious Interview is a campaign aligned with Democratic People’s Republic of Korea (DPRK) actors that has been

active since at least 2023, primarily aimed at financial gain to generate revenue for the regime. The campaign targets
software developers across all major operating systems, including Windows, Linux, and macOS, with a particular focus on
those involved in cryptocurrency and Web3 projects. Initial access is gained through social engineering tactics, such as

ClickFix and fake recruiter profiles, delivering trojanized code during staged job interviews. The most common payloads

deployed by this campaign are the BeaverTail and OtterCookie infostealers, along with the InvisibleFerret modular Remote
Access Tool (RAT).

An overview of the campaign discussed in this blog post can be seen in Figure 1:
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Figure 1 — Overview of the Contagious Interview malware campaign, illustrating the stages from initial

contact to malware delivery.

Social Engineering

The campaign typically starts with a fake recruiter reaching out to a potential victim on job searching platforms like

LinkedIn. In this identified case, a seemingly medical director reaches out as seen in Figure 2:

Page 2 of 15



https://blog.nviso.eu/2025/11 /13 /contagious-interview-actors-now-utilize-json-storage-services-for-malware-delivery/

Dr. med. Hubert Buschmann

Personal Assistant to Chief Executive Officer | Director
Healthcare

@ Dr. med. Hubert Buschmann

Dear [N

Hope you are doing well. =*

4’ | am contacting you because | happened
to see your profile and believe that your skills
and experience would be useful to our team.
Currently, we're developing a next-generation
Realtor Platform that will integrate

property listings, virtual tours, Al-powered
recommendations, secure payment systems,
and other key features to streamline real
estate transactions.

To support this project, we're looking to
hire:

1-2 Blockchain Developers
1-2 Backend Developers
1-2 Frontend Developers
1-2 Backend Developers

1-2 Mobile Developers

Figure 2 — “Dr. med Hubert Buschmann” reaching out to potential hires for a next-generation Realtor Platform

development.

From this first message, alarm bells should go off: a medical doctor would not send a message typically sent by recruiters,

but even if this were the case, surely it would not be for a new Realtor Platform.
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After a few messages back and forth, the good doctor sends over a demo project hosted on GitLab as shown in the next

tigures.

@ Dr. med. Hubert Buschmann

Before the final interview, | will share the demo
version for you.

So you can check out the demo project on
your side.

And then please share the review and
feedback based on feedback doc asap.

Figure 3 — Time for the demo project?

Dr. med. Hubert Buschmann -
Okay

This is demo version for you.

https://qitlab.com/technicalmanager-group

/real-esate

TechnicalManager-
group / Real Esate -
GitLab

gitlab.com

Figure 4 — Link to the ‘demo’ hosted on Gitlab.

Then, the target is intended to run the interview code tasks using Node.JS. A few examples of such demo projects are shown

in Figures 5 through 8.

up / RealEsate

[© README.md
Project information

Real Estate Rental Platform

- 2 Commits
Rental Platform aims to revolutionize the rental property market by integrating cryptocurrency payments into a secure, scalable

¥ 1Branch
platform that simplifies transactions for property owners and tenants. ¥

@ 0Tags
[ README

Created on
October 21, 2025

Support a multi-cryptocurrency payment system.

A secure crypto payment system that allows users to pay rent or make deposits using cryptocurrencies.
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Figure 5 — “Real Estate Rental Platform project”.

™ GoldenCity

GoldenCity is a modern real estate investment platform that bridges traditional property investing with
cryptocurrency payments. Built with React and Tailwind CSS, it combines the ease of web-based property investment
with blockchain-powered security and transparency.

&5 Preview

Dashboard Property View 3D Viewer

Invest and Trade in Real Estate with Cryptocurrency

Figure 6 — Another real estate project, this time named ‘GoldenCity’.

i Blockopoly Frontend

Conquer Build Trade On

Figure 7 — A Web3 project that’s a twist on the well-known board game, Monopoly.
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CoreX - Next-Generation DeFi & Crypto Trading Platform

CoreX is a complete decentralized finance (DeFi) and cryptocurrency trading ecosystem built with React, TypeScript,
and Node js. Experience the power of DeFi with yield farming, staking, liquidity pools, and DEX trading, combined
with professional spot trading tools, non-custodial wallet management, and real-time multi-chain market data.

Next-Gen DeFi Platform
Cor

Explore DeF| Markets

Figure 8 — A decentralized finance ecosystem.

The file server/config/.config.env contains a base64-encoded variable that is masqueraded as an API key, which is
actually a JSON storage service URL hosting obfuscated code:

Code Blame

DEV_API_KEY="aHROCHM6Ly9qc29ua2vlcGVyLmNvbS9ilLezZNOEQ2"

DEV_API REQ="aHROcHM6Ly9qc29ua2V1cGVyLmNvbSoil edDReVY™
DEV_SECRET KEY="eC1zZWNyZXQta2vs"
DEV_SECRET VALUE="Xw=="

Figure 9 — Base64 encoded variable masquerading as an API key in the config file.

Download CyberChef ¥

Last build: 3 months ago - Version 10 is here! Read about the new features here

Operations Recipe ~amu Input
aHRBCHMGLY9qC29ua2V1cGVyLmivbS91iLBZNOEQY

base64 From Base64 - yoa 4 ¢

To Baseb4 Alphabet

A-Za-2z8-9+/= - Remove non-alphabet chars
From Base64
Show Base4 offsets [ strict mode

Fernet Decrypt
Fernet Encrypt
Fark

From Base32 s =1 Qe
From BaseS8 Output
From Base85 https://jsonkeeper.com/b/FM8D6

Parea GGH Hnct Kavr

Figure 10 — The variable decodes to a JSON Keeper URL.
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Figure 11 — Obfuscated JavaScript code hosted on JSON Keeper.

This code is fetched from JSON Keeper and imported in server/controllers/userController.js :

userControllerjs

Code Blame

public
& server
B config
& controllers : ErER TR
newliserData
paymentController.js
[ productControllerjs
[M userController.js
data
middlewares
models
public
routes
utils
appJjs

serverj

README.md

config-overrid
ser doesn’t exist with id: ${req.params.id} ,

index.htm|

packagejson

postess.config.js

tailwind.config.

exports. ge 2 asyncEr‘ror'Handler‘( nc (req, res, next) =
cookie = atob{process.emv.D

handler =
handler({require);

Bno;

Figure 12 — Loading the encoded data from config.env via userController.js.

The JavaScript code hosted on JSON Keeper is heavily obfuscated with techniques such as packing, array and string

obfuscation, and other common techniques such as concatenation.
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After several layers of deobfuscation, the final payload is a variant of BeaverTail with the same capabilities described in

Veracode’s article:

e Usage of Axios as ’embedded’ HTTP client.

» Enumeration and exfiltration of system information.

» Searching browser profiles and extension directories for sensitive data (wallets, logs and extensions such as
MetaMask, Phantom and TronLink) and trying to exfiltrate them.

e Searching for and exfiltrating Word documents, PDF files, screenshots, secret files, files containing environment

variables, and other sensitive files such as the logged-in user’s Keychain (macOS password database).
BeaverTail fetches and executes the next stage which is InvisibleFerret:

o hxxpl[:]//146[.]170[.]1253[.]107:1224/pdown (ZIP file with Python)
o hxxp[:]//146[.]70[.]253[.]107:1224/client/99/81 (Malicious Python script — InvisibleFerret)

Interestingly, the campaign used here specifically mentions it has been “Updated on 5th of August”. The additional

components are outlined in Figure 1 from the introduction and also described further.
InvisibleFerret

InvisibleFerret, a modular malware framework written in Python, has been described as well in several publications like the
one from Palo Alto. The sample discussed in this blog does not differ significantly from those specific reports, with the

exception of gathering an additional payload from Pastebin.

A high-level view of this additional Pastebin functionality is shown in Figure 13 below:

brow99_81 dropped Ly N??f?&? Fl:;)sr?eg:;ay | Loop until Paste contains hex
and renamed to 'pow’ ! URLs Paste exists encoded string
)
A T
. Verify signature over {"message™ "
> D f':dg Wmd?“’? message (bytes from —» | <hex=", "signature”:
efender exc usmr:;b hex) "cbasebd>" }
| Loop UAC elevation Decode using XOR
(via runas) § key
Fad ¢
»  Scheduled Task Base64 decode
Faad ¢
Reverse string —>» 'Runtime Broker.exe'

http:/i23.254.164.156/introduction-video

Figure 13 — InvisibleFerret’s Pastebin functionality

Do note that this functionality is part of the capability in 'pow ° as seen in stage 4 of this campaign (refer to Figure 1 for the

campaign overview). It has 3 main components:

1. Tsunami Payload: Adds exceptions to Windows Defender, creates scheduled tasks, and downloads the next stage
from Pastebin.

2. Tsunami Injector: Ensures persistence and installs required Python packages, such as cryptography , and
obfuscates the injector script.

3. Tsunami Infector: Validates if Python is installed on the system. If not, it downloads and installs Python silently,
using a User Account Control (UAC) prompt to gain administrative privileges. This ensures both the payload and

injector component can be executed.
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Since the threat actors have given those names to these components, they are slightly confusing. The component responsible
for retrieving the next stage from Pastebin, sits within ‘Tsunami Payload’. The ‘pow’ script further embeds a hardcoded
public SSL that will verify the integrity of the ‘message’ (explained further below). Exactly 1.000 encoded URLs are
embedded in the script, which get converted from hex, decoded with the hardcoded XOR key “!!!HappyPenguin1950!!!”
and finally base64-decoded.

Figure 14 — URL Downloader functionality

A few examples of decoded Pastebin URLSs:

Pastebin URL Profile
hxxps|://]pastebin[.]Jcom/u/NotingRobe2871_FranzStill8494 hxxps|://]pastebin[.]Jcom/u/NotingRobe2871
hxxps|://]pastebin[.]Jcom/u/ShadowGates1462_PastPhys9067 hxxps|://]pastebin[.]Jcom/u/ShadowGates1462

hxxps|[://]pastebin[.Jcom/u/AmendMinds7934_LoverTumor2853  hxxps|://]pastebin[.]Jcom/u/AmendMinds7934

The list goes on. In this campaign, the first Paste listed in the table,
hxxps[://]pastebin[.]com/u/NotingRobe2871_FranzStill8494, is the one that exists and will therefore go through the
decoding routine. Interestingly, this paste has been ‘viewed’ over 400 times, which implies the campaign has had a

reasonable amount of success. The content of the paste is hex encoded and can be observed in Figure 15.
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7b226d657373616765223a2022343331333737323330303238323093064333238383537313731313265323683038363337323830353834353636313435313
664333233383431336432613634353532303864333831633230373536633463376334623663353836643538313037653032333832323438333132343533
3561222¢2022736967626174757265223a20226a336369694773335656406353546563403465315a4041307471643264566239556731753641337872673
96e66616e6669384a724961546651786a52697a58735058345a44584220b494b686944355a7171635744514c47783541555143384d39557678556877712F
506d743533473261647960626547304265486248716e487a6275707568707572432b6068427666356034334d6d387037712b416%627a4e626d597856556
662766142524d693372514b554b4b48313548654d476a4e784a57586d61645a74612b4e653921343043413374417931736d5534333958746¢535159536b
70703067797477484c357a6c4d417a44684c4c46306565623416d734c604363625645604b766a557041784a32416d55773268364a5053466067632745736
1455a3533959576F4766756956654341736C7651336a60776745577661727065585131615331713043774d5a4834525040776b6d43513d3d227d

rac 976 = 1 Tr Raw Bytes &= LF
Output 0@
)

"431377230028290d328857171122800863720958456614516d3238413d2a6455200d301c28756Cc4c7c4b6c586d58197e8238224931245353",
"sighature”:

"§3ciiGs3VWNCSTecMAe1ZLARTqd2dVi9Ug1u603xrgonfanfi8IrIaTfQxjRIzPSPX4ZDXB+IKhiD5ZqqcWDQLGPS0UQCEMAUVxUhWG/ Ymt53G2adyiceGoBeH
bHgnHzbupuhpurC+ihBvf5n43Mm8y 7q+AibzNbmYpVUfbvoBRMi3rQKUKKH15HeMGjNx IJWXmodZ to+Ned/48C03tAy1smU439Pt15QYSkpp@gy twHL5z1MAzDhL
LF9eecOmsLiCcbVEIKvjUyApl2AmUw2h6]YZFige/EsaEZ59YWoGfuiveC0s1vQ3jiugEvorpePQloS1g8CwMZHARP TukmCQ==""

Figure 15 — The content of Pastebin, hex decoded.

The signature (highlighted in blue) is an RSA signature over the ‘message’. The malware uses an embedded public key to

verify if the signature matches, and if so, it will perform the decoding of the data contained in ‘message’.

This message (highlighted in green) in the JSON data will be hex decoded, XORed with the same key as before, base64
decoded and finally reversed to end up with the next stage downloader URL, which is:

hxxp[://]123[.]254[.]1164[.]156/introduction-video. This CyberChef recipe displays the decoding functionality.

At the time of writing this post, the next stage or ‘introduction-video’, was offline. However, we assess with medium
confidence, this would be the Tsunamilnstaller. Through further hunting, we discovered a binary recently uploaded to
VirusTotal, which incorporates a .NET payload
(9d9a25482e7e40e8e27fdb5a1d87al1c12839226c85d00c6605036bd1f4235b21) with capabilities as seen in Figure 16.

Type References
References
Resources

Tsunam

Tsunami. re..ommon

Tsunam graphy

Figure 16 — Tsunami Payload showing key components such as anti-malware and logging.

This Tsunami ‘payload’ (again a slight misnomer as it is also an installer/dropper) has multiple capabilities such as
additional system fingerprinting, data collection, and embedding TOR for downloading additional payloads from a

hardcoded .onion address (offline at the time of writing this blog):

 hxxp[://In34kr3z26f3jzpdckmwuv5ipqyatumdxhgjgsmucc65jac56khdy5zqd[. Jonion.

Infrastructure
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The attack chain discussed in this blog uses JSON storage services for payload hosting. By pivoting on identified indicators,
we were able to identify many additional repositories, payloads hosted on JSON storage services and IP addresses. This

includes for example the use of Railway, to host and serve additional payloads.

We have listed the identified IOCs at the end of the blog. Representatives of the JSON storage services were contacted and
briefed regarding the abuse and are working on removing all malicious content. We’d like to thank them for their swift

response and actions.
Conclusion

It’s clear that the actors behind Contagious Interview are not lagging behind and are trying to cast a very wide net to
compromise any (software) developer that might seem interesting to them, resulting in exfiltration of sensitive data and

crypto wallet information.

The use of legitimate websites such as JSON Keeper, JSON Silo and npoint.io, along with code repositories such as Gitlab

and GitHub, underlines the actor’s motivation and sustained attempts to operate stealthily and blend in with normal traffic.

Never run code from an unknown repository or from a ‘recruiter’ as part of any first interview, especially when contact has

been recently established. If needed, inspect the configuration files for any signs of malicious activity.

Indicators of Compromise (IOCs)

The following 10Cs list all indicators seen in this campaign, as well as additional indicators uncovered via threat hunting

and other methods.

Email addresses used to upload the malware to JSON storage services

ahmadbahai@7[@]gmail.com
drgru854[@]gmail.com
jack.murray.tf7[@]gmail.com
jackhill12765[@]gmail.com
reichenausteve[@]gmail.com
magalhaesbruno236[@]gmail.com
stromdev712418[@]gmail.com
trungtrinh@818[@]gmail.com

Repositories hosting malicious code

hxxps[://]gitlab[.]com/technicalmanager-group/real-esate

hxxps[://]gitlabl[.
hxxps[://]gitlab[.
hxxps[://]github[.
hxxps[://]1githubl.
hxxps[://]github[.
hxxps[://]github[.
hxxps[://]github[.
hxxps[://]github[.
hxxps[://]github[.
hxxps[://]github[.
hxxps[://]githubl[.
hxxps[://]github[.
hxxps[://]github[.
hxxps[://]1githubl.
hxxps[://]githubl.
hxxps[://]github[.
hxxps[://]github[.
hxxps[://]github[.

Jcom/real-world-assest-tokenization/goldencity
Jcom/goldencity-group/goldencity-demo
Jcom/meta-stake/RealEstateVC
Jcom/meta-stake/RaceStake
Jcom/parth5805/iGuru-Task
Jcom/adammajoros250-creator/alex111
Jcom/adammajoros250-creator/123456ddd
Jcom/adammajoros250-creator/corex-arc-fork
Jcom/adammajoros250-creator/demotest
Jcom/adammajoros250-creator/bot111
Jcom/adammajoros250-creator/Apexora-test
Jcom/adammajoros250-creator/123456ddd
Jcom/harrypotter@60327-netizen/test_project
Jcom/harrypotter@60327-netizen/Harry-Potter
Jcom/harrypotter@60327-netizen/David-test
Jcom/harrypotter@60327-netizen/Test_Estoken
Jcom/harrypotter@60327-netizen/eeeee
Jcom/harrypotter@60327-netizen/TEST_LORD
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hxxps[://]github[.Jcom/edwardtam919/staking-platform-main
hxxps[://]github[.Jcom/TommyMinion/DeFi-Market
hxxps[://]github[.]com/@x3ca54/arena-world
hxxps[://]github[.Jcom/InfiniGods-Tech/rei

GitHub account identified making initial commits to other repositories containing malicious code

hxxps[://]github[.]com/carlotalentengine-sketch

JSON Storage URLs

hxxps[://]1jsonkeeper[.]com/b/GNOX4
hxxps[://]jsonkeeper[.]com/b/IARGW
hxxps[://]jsonkeeper[.]com/b/FM8D6
hxxps[://]jsonkeeper[.]com/b/GCGEX
hxxps[://]jsonkeeper[.]com/b/IXHS4
hxxps[://]jsonkeeper[.]com/b/86H03
hxxps[://]jsonkeeper[.]com/b/60CFY
hxxps[://]jsonkeeper[.]com/b/E4YPZ
hxxps[://]jsonkeeper[.]com/b/8RLOV
hxxps[://]1jsonkeeper[.]com/b/BADUN
hxxps[://]jsonkeeper[.]com/b/4NAKK
hxxps[://]1jsonkeeper[.]com/b/IV43N
hxxps[://Jwww[ . ]jsonkeeper[.]com/b/VBFK7
hxxps[://]www[.]jsonkeeper[.Jcom/b/INGUQ
hxxps[://Jwww[ . ]jsonkeeper[.]com/b/02QKK
hxxps[://Jwww[ . ]jsonkeeper[.]com/b/RZATI
hxxps[://]www[.]jsonkeeper[.Jcom/b/T7Q4V
hxxps[://]apil[.]jsonsilo[.]com/public/0048f102-336f-45dd-aef6-3641158a4c5d
hxxps[://]apil[.]jsonsilo[.]com/public/942acd98-8c8c-47d8-8648-0456b740ef8b
hxxps[://]apil.Inpoint[.]io/e6abbfbh97a294115677d
hxxps[://]apil.Inpoint[.]i0/8df659fd@@9Ib5af90d35
hxxps[://]apil.Inpoint[.]io/f4be@f7713a6fcdaac8b
hxxps[://]apil.Inpoint[.]io/148984729e1384che212
hxxps[://]apil.Inpoint[.]i0/2169940221e8b67d2312
hxxps[://]apil.Inpoint[.]io/aldbf5a9d5d0636edf76
hxxps[://]apil.Inpoint[.]io/62755a9b33836b5a6c28
hxxps[://]apil.Inpoint[.]io/336c17cbc9abf234d423
hxxps[://]Japil.Inpoint[.]io/832d58932fcfh3065bc7
hxxps[://]apil.Inpoint[.]io/cb@f9d0@d@3f50a5eTebe
hxxps[://]apil.Inpoint[.]io/f6dd89c1dd59234873ch
hxxps[://Japi[.Inpoint[.]io/03f98fa639fa37675526
hxxps[://]apil.Inpoint[.]io/38acf86b6ebd2b51b9c2

BeaverTail/InvisibleFerret Command & Control servers

107[.1189[.]25[.]109
144[.1172[.]100[.1142
144[.1172[.1103[.197
144[.1172[.]95[.]226
144[.1172[.197[. 17
146[.170[.1253[.]110
146[.170[.]253[.]107
147[.1124[.1197[. 1138
147[.1124[.1197[. 1149
147[.1124[.1212[. 1146
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147[.1124[.]212[.189
147[.1124[.1214[. 1129
147[.1124[.]1214[. 1131
147[.1124[.1214[. 1237
165[.1140[.186[.]227
172[.186[.]184[.138
172[.186[.]198[.1240
185[.1153[.1182[. 1241
185[.1235[.1241[.1208
216[.1126[.1229[. 1166
23[.1106[.1253[.1194
23[.]106[.1253[.]215
23[.1106[.]253[.]221
23[.1106[.1253[.]242
23[.1106[.170[.1154
23[.1227[.1202[.]242
23[.1227[.]202[.]244
23[.]254[.]1164[.]156
38[.192[.147[.]1151
38[.192[.147[.]85
38[.192[.147[.]191
45[.]1128[.152[.114
45[.1137[.1213[.]30
45[.]143[.111[. 1201
45[.161[.1133[.1110
45[.161[.1150[.]130
45[.161[.1150[.]31
45[.161[.1151[. 171
45[.176[.1160[.]53
5[.1253[.143[.]1122
66[.]235[.]168[.]232
66[.1235[.1175[.]109
67[.1203[.17[.1163
67[.]203[.17[.1171
86[.]104[.174[.151
88[.]218[.]0[.]178
94[.1131[.197[.1195
95[.1164[.117[.124

o T R T B I B o B I B B ]

Tsunami Indicators

hxxp[://123[.]1254[.1164[.]1156/introduction-video
hxxps[://]pastebin[.]com/u/NotingRobe2871_FranzStil18494
hxxp[://1n34kr3z26f3jzp4ckmwuv5ipqyatumdxhgjgsmucc65jac56khdy5zqd[. Jonion

Anydesk Command & Control server

95[.1164[.117[.124

About the authors

Bart Parys

Bart is a senior manager at NVISO where he mainly focuses on SOC maturity & assessments, Threat Intelligence, Incident

Response and Malware Analysis.

Page 13 of 15



https://blog.nviso.eu/2025/11 /13 /contagious-interview-actors-now-utilize-json-storage-services-for-malware-delivery/

Stef Collart

Stef Collart is a Threat Hunter & CTI Analyst within NVISO’s CSIRT, combining information gained from CTI to perform

threat hunts for various customers.

Page 14 of 15



https://blog.nviso.eu/2025/11 /13 /contagious-interview-actors-now-utilize-json-storage-services-for-malware-delivery/

Efstratios Lontzetidis

Efstratios Lontzetidis is a CTT analyst within NVISO’s CSIRT and is mainly involved in Intelligence Production.

Source: https://blog.nviso.eu/2025/11/13/contagious-interview-actors-now-utilize-json-storage-services-for-malware-delivery/

Page 15 of 15



