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Recently, we described an unusual Chinese drive-by attack that was delivering a variant of the Avzhan DDoS bot.

The attack also contained multiple components that were not-so-new. Among the exploits, the newest was from

2016. Avzhan is also not a recent malware—the compilation timestamp of the unpacked payload was from August

2015. But there was one more unusual thing that triggered our attention. The outer layer of Avzhan matched the

signatures of Virut, a malware that’s been dead in the water since 2013.

At first, it was hard to believe this detection. Who would want to distribute such an old piece of malware that is no
longer developed, and whose CnC servers were sinkholed long ago by Polish CERT? Maybe it was the author of

the packer by which the DDoS bot was wrapped incorporating some Virut-like obfuscation?

After further research, it turned out the detection was not wrong. The Avzhan bot carried along with it a legitimate
Virut. But it is unlikely that the distributors added it intentionally. Rather, the server from where the attack was
deployed happened to be infected with Virut. The virus attached as a parasite to the distributed DDoS malware,
and was dropped with the drive-by attack into new places. Interestingly, in 2016 Virut’s code was also found in
Chinese cameras. Similarly, the computers of developers were infected with Virut, and by this way its code got

passed further.
Since Virut has made this unexpected reappearance, we will have a look at how it works in this post.
Analyzed sample

05749f08ebd9762511c6da92481e87d8 — the main sample, dropped by the exploit

Host  URL Body Comments
wm.shiquanxian.cn 274 Compromised site
wm.shiqguanxian.cn  fie.html 760 Call for ActiveX
wm.shiquanxian.cn  /ms.html 34,080 CVE-2015-0189
wm.shiqguanxian.cn  [Downloader ActiveX.cab 82,625 Malicious ActiveX downloader
wm.shiqguanxian.cn  fyuyan.swf 45,037 (CVE-2015-5119
wm.shiguanxian.cn  ff2.exe 118,784 Payload

EKFiddle it

o 05749F03EBED9762511 CoDAS2481EETDE
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Behavioral analysis

Virut behaves like a typical, old-fashioned infectious virus. As we observed, samples infected by

Virut always crashed on 64-bit systems.

B Wave Microsoft ERZEIREE =R
Eg Wave Microsoft E5ZE M FIEF has stopped working

Windows can check online for a solution to the problermn the next time you go online,

< Check online for a solution later and close the program

< Close the program

(~) Hide problem details

Problem signature: -
Problem Event Mame: APPCRASH I
Application Mame: avzhan_infected.exe E
Application Version: 1.001
Application Timestarmp: 4b19103f b
Fault Module Mame: avzhan_infected. exe
Fault Module Version: 1.001
Fault Medule Timestamp: 4b19103f
Exception Code: 000005
Exception Offset: 00016429 i

However, when deployed in a 32-bit environment, Virut spread like fire, trying to infect all executables it could

reach by attaching its own code. The code of Virut is polymorphic and designed with great care, so the infection

patterns are not easy to grasp. Often (if there is enough space), Virut adds a new, empty section with a random

name, for example:

a E avzhan_infected.exe
DOS Header
@ DOos stub
4 NT Headers
Signature
File Header
Optional Header
Section Headers
4 Sections
4 B et
=p EP = 3CE7
rdata
.data
JIsrc
gjrifbo

x| = 51 & y # -
=

|Disasrr|: text | General | DOS5 Hdr | File Hdr | Optional Hdr Section Hdrs I E

+
Marme Raw Addr. Rawsize Virtual Addr.  Virtual Size  Characteristics
» et 1000 3000 1000 3000 60000020
» .rdata 4000 2000 4000 166F 40000040
> data 6000 000 6000 B&GS C0000040
4 rsrc 12000 BOOO 12000 BOOO EO0D0060
> 10000 o 10000 & Wi
4 gjrifbo 10000 0 10000 1000 C0000000
> 1D000 & 1E0Q0 & rw-

If there is no space for a new header in the input file, this step is omitted. So, the absence of the added section

does not guarantee that the file is clean. Another suspicious indicator may be that the last section is set to RWX

(Read-Write-eXecute).
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Virut changes sizes of the sections and the entry point of the application in order to redirect to its own code. After
the malicious code is deployed, the original entry point is executed. So, from the user’s point of view, the infected

application works as before.

In addition to infecting files on the disk, Virut attacks running processes as well. So, even if the first infected

process was killed, the malicious code keeps running in the memory.

The malware uses some hardcoded CnC addresses, as well as a DGA (Domain Generation Algorithm). Looking at
the network traffic, we can see the queries to the domains follow the pattern of using six letters before the dot

com: 6{a-z}.com

Destination Protocol Length Info

100.78.239.97 NTP 90 NTP Version 4, server

185.89.185.1 DNS 70 Standard query B@xBace A bobyku.com

100.78.239.97 DNS 143 Standard query response Gx8ace No such name A bobyku.com SOA a.gtld-servers.net
255.255.255.255 NENS 92 Name query NB BOBYKU.COM<QO>

255.255.255.255 NENS 92 Name query NB BOBYKU.COM<QO>

255.255.255.255 NENS 92 Name query NB BOBYKU.COM<QO>

185.89.185.1 DNS 70 Standard query ©x37al A zocarg.com

100.78.239.97 DNS 143 Standard query response ©0x37al No such name A zocarg.com SOA a.gtld-servers.net
255.255.255.255 NENS 92 Name query NB ZOCARG.COM<0O>

255.255.255.255 NENS 92 Name query NB ZOCARG.COM<0O>

255.255.255.255 NENS 92 Name query NB ZOCARG.COM<QO>

185.89.185.1 DNS 70 Standard query 0x5ffe@ A dwrnpe.com

100.78.239.97 DNS 143 Standard query response 0x5ff@ No such name A dwrnpe.com SOA a.gtld-servers.net
255.255.255.255 NENS 92 Name query NB DWRNPE.COM<QO>

255.255.255.255 NENS 92 Name query NB DWRNPE.COM<QO>

255.255.255.255 NENS 92 Name query NB DWRNPE.COM<QO>

185.89.185.1 DNS 70 Standard query ©xaeb® A kkipad.com

100.78.239.97 DNS 143 Standard query response Oxaeb® No such name A kkipad.com SOA a.gtld-servers.net
255.255.255.255 NENS 92 Name query NB KKIPAD.COM<QO>

Due to the fact that the full infrastructure of Virut was sinkholed, none of its CnC servers are active.

Inside

Infection patterns

As mentioned before, Virut’s code can mutate—each infection looks different. Some of the chosen patterns

depend on the features of the input.

In PE files, each section must be aligned to the minimal unit that is indicated by a file alignment field in the PE
header. This is why sometimes there is an empty space between one PE section and the other, filled only with
padding. This empty space is called the cave. Old infectors often used this space to implant their own code. This is

what Virut also tries to do.

In the example below, a cave after the .text section has been filled with malicious code:
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4 [ hook_finder32.exe
DOS Header
@ Dos stub
NT Headers
Signature
File Header
Optional Header
Section Headers

4

4 [m hook_finder32.exe
DOS Header
@ Dos stub
| DOS Header rders
nature
File Header
Optional Header

m

LSO 00N 00N 0SB ONEaNaEN 00 00 00

a0

a0 a0 o0 00 00 00 00 Q0 00 00 00|00 00 OO0 OO0

00 00 00 00 0d |_

oo [oal [~

Section Headers
4 Sections 4 Sections
a (3 tet a 3 rext
 =p EP=3BA3 =p EP =1C380
aﬁ rdata ,ﬁ rdata
aﬁ .data ,ﬁ data
JFSFC - ﬁ rerc

Relative Offsets  Next Diff Relative Offsets  Mext Diff
REW 01 2 3 4 5 & 7 & % A B CDEF *| raw 0 1 2 3 4 5 6 7 8 %8 A B C DE F

1C2RB
1C2EB

1C2CB

8D 4D &0 F5 10 FO EB &5 00 00 00 34 BS 13 DE 94

0o jg2|

00 E3 B6 C5 E3 6C RE ZE 85 70 8% 1A 00 C4 AS CO

1Cz20B

Depending on the input, there may not be sufficient caves between sections. Then, Virut adds its code just at the

end of the last section:

IC:ﬂJsersftesterfDesktopfpe_unmapper.exe

- ‘ IE:IvirutJtl,{pe_unmapper.exe

4 g pe_unmapper.exe
DOS Header
@ Dos stub
MT Headers
Signature
File Header
Optional Header
Section Headers
4 Sections
4 30 text
= EP = 1BC4
rdata

ﬁ .data
aﬁ JErC
o

Treloc

]

4 g pe_unmapper.exe
DOS Header
B Dosstub
MT Headers
Signature
File Header
Optional Header
Section Headers
4 Sections

o text
aﬁ rdata
aﬁ .data

JEIC
F

Jeloc
' =p EP = 191EA
Ja tehgngt

o

But this is not the only thing that impacts the features of the infection. The code generated by Virut is

polymorphic, so the same file will not be infected twice i

same application, infected by Virut in two different runs:

Hex Disasm

n the same way. Below is a comparison of code from the

Hex

Disasm

Virut’s shellcode
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The code appended to the infected files makes an initial stub that unpacks in the memory of Virut’s shellcode.
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That is a heart of the malware. This is how the unpacked shellcode looks:

BEZERHEE
BEZ2EEE0
BB AEEEE
BEIIAEEE
BEZABEEE
BE4EREEE
aE4a1860
BE4E4E6E0
BE4a5E60
BE41 2060
GE4 1 DEEE
BE42EEEE
BE4EREEE
BE4FEEEE
BRCAREEE
a1zeaa6aa
B1230EEE
a133Faaa
SEE4BEEE
SEE4 1060
SEF2RBEE
SEF4z06E
RRF4NAAR

7FFFBOQ00
FFFDD OO0

TFFREEEE
TFFRGE1A
TFFRABEZ2E
TEFREEZE
TFFABE48
TFFABESA
TFFABEEE
TFFRABETE
TFFRBE2E
TFFRABE3E
TFFRBEAE
TFFREEER
TFFABECA
TFFRBE0a
TFFABEER
TFFRABEFE
TFFRE16E
TFFRE11aE
TFFRAE12E
TFFRE1Z8

HEEE 1 BEE Friv BEEZ1684 Rl Rl
BEEE3EE0 Priv B0G21864 Rl Rl
HEE 1 DEEEA Friv BEEZ1E6E84 Rl Rl
BEEEaSEE0 Map  BEE4 1668 Rl CopwOnbls | Rl
BEEESEEE Hap B0E41849 RUE RIWE
BEEELEEE | suzhan_ i FE header Imag BlEELERZ R RIE
BOEE3EEE| avzhan_i | . tedt SF, code Imag BlEALAER2 R RUWE
BEEEZEEE | auzhan_i | .rdata data, imports, edports Imag BlEELEGEZ R RIE
BEEECHEE | auzhan_i | .data Imag BlEE1EGEZ R RIE
BEEEBEEE | auzhan_i | .rsrc CESOUrCEs Imag BlEE1EGEZ R RIE
BEEE1EEE auzhan_i | 9drlfbo Imag BlEELEGRZ R RIWE
BBBBEBBB M= AAA 1 A =] =]
Eiem | (o] =) ]
28101800 ump - 003A0000..003A7FFF
BEEE08EEA BEZADEDE| 83 3C 24 FE 77 FE S0 &4/ 24 CC &0 83 EC OC E2 DE| redspwiTasE"fF
BEEE2EEE GEZAEE1GE| 88 B0 88 4B &6 4B BF 85 F2 FF FF FF FF 72 3C 59| ...KfkKuj® =LY
BEEE 1 EEE BAZAEEZE( 81 E9 FO FF FF ¥F @F 83 EF FF FF FF 81 D9 E& 13|iiUi o#5% rek=1l!
BEEE 1866 BEZAEESE| @8 B 8F 21 DB FF FF FF FF B4 19 E4 12 88 28 23| ..l H4Al.C5
BEEF 9866 BAZAEE4E| C4 B4 &6 81 44 24 FC BB BR GF 8% C4 FF FF FF G8|—+fiiDSRE| =i— h
BEEESEEE HESHEEEE| IF 7B 73 O4 E2 AC A@ B@| @A 39 74 24 44 E2 20 81| FiydRC. .. ét50R-A
BEEEEaEE BAZAEECH| @8 Bo 89 44 24 34 23 ES 04 GF 82 45 00D 88 00 64| ..ED5453RexEE. . . d
RARARFARRA BEZAEEYEI AL 18 B8 B8 88 95 CB @F S8 62 B0 88 B0 2B 40 34/ t... 4=, .. 004

00001000
Oo09F 000
00007 000
00001000
Qo004000
00001000
00005000
OO0FEBEO00

Q0023000
00001000

ooo0C 000

msvcrt.dll
Ltext"
".data”
B o of

.reloc”

Thread BEC TEBE

Reserved (7FeFO000)

Executal
Initiali
Resource
Base rel

B i b

= 1=
M

T

=
A

0 TG E e

]

[ & (S

FeSDatTASE" F
=4
i 5N
40l G

=« KFE®A2
Hf  owsE
-« ¥iill

—4fiiD% R %d—
CASRE. .
:+§D54éﬁtﬁéE..
it..

Maua
hEC—RE..

-EtE0R-A
.o GBS

Drrap

ERWC -
ERWC -
ERWC -
ERWC -
ERWC -
ERWC -
_R R
_R —_—
ERW-—
_R —_—
-RW--

-~

3
h
.d
.R

Mawo_"ld~Ze @Y
ATH.HEHEFEI A . . e
A0 GluecHSiaR™0=
SEw. #E] Fh.52d
S0 tETUDS5IPm [

fi SH.2K.0  g3lel
FHEGuEi#TESSe2 1t
i Qeead. .. 52k
AN AE 20 O

The shellcode contains the functionality of a userland rootkit. It hooks NTDLL within every infected process so
that each time the specific function is called, the execution is redirected first to Virut’s implant. There are seven

functions that are hooked:

. NtCreateFile
. NtCreateProcess

. NtCreateProcessEx

N O U AW N

. NtCreateUserProcess

. NtDeviceloControlFile
. NtOpenFile

. NtQueryInformationProcess

Below you can see an example of the hooked function
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. As you can see, the first instruction is a call to the malicious memory page:

Dizasm

And this is how the code looks that is being called:

TFFAGED ]
TFFRAGS3E
rFFRES3T
rFFAGS23
rFFAGSAC
rFFRAES3F
rFFREEA4
TFFRASEAE
TFFRSSAE
rFFARSSAD
rFFAGSE4
rFFAGSER
rFFRAESCA
TFFAGEC]
TFFREECE
TFFRAGECE
TFFRSSCA
rFFRESCE
rFFAGSCL
rFFARGS02
rFFAESO0S
TFFRAEEOE
rFFRSS00
TFFRSSER
TFFRAGSES
rFFASSER
rFFRGSEE

We also find the lists of AV products, that Virut uses in order to check if it is running in the controlled

environment:

B2 42606888
[=1:]

21

SE4424 38

SESE a3

EE:213A BeRAZ

73 44

E2 2&FFFFFF

75 3F

24 FF235_ 24800005
SF85 B2FF27E0
S0ES A2FC27aEn

1]
&2 BEAAFFRR
2BC4

&R Ba@
52

1)

FF25 B22427ED
5304 83

213E BC3F3FEC
75 @z

B2CE_Bd
E2 ZFEEFFFF
ES PLFFFFFF

c3

MOU ERK, G2
FUSHAD

ACHG ERH,ECH

MOU ERH,OWNORD FTR 55z [ESF+Ex381
HMoU EDE, OWORD PTR 05z CEHA+BHE]
CHF WORD PTR O5:L[EDX], B0 266

JME SHORT FFFAGEEA

CALL FFFASE41

JME SHORT FFFRGEEC

FUSH DWORD PTR FS:[B:241]

FOF OWORD PTR S5: [EEF+Es0277FEZ]
LER ESI,ONORD PTR 55: [EEF+BxD27FCHZ]
FUSH ESI

PUSH _Bu:FFRRER

MU ERX, ESP

FUSH Gu@

FUSH EDX

FUSH ERX

CALL DWORD PTR 55: [EEP+E:0272482]
AOD ESP, E=5

CHF DWORD PTR D5:[ESI], BnECEFEFEC
JMZ SHORT FFFAGEEA

AO0 ESI, End

CALL FFFR4CEC

CALL FFFRSEEE

FOFRD

RETH
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HMOU ERX, B:ER patch_&
TFFREEFS CHF DWORD PTR S5: [ESP+E:CI, 022
FFFREEFE |~ | JME SHORT FFFRAGEAG

TFFAGEFH CHF DWORDE FTR 55: [ESF+E:81, -A:1
FFFRAEEFF |~ | JHE SHORT FFFAGEAE

FFFREEZ1 CALL FFFREESE

FEFREESE POP EDX ntdl L. 7PEA&E40
TFFREEET CHP DWORD PTR DS: [EDR+8:FFFFA2E3], 8:6
FFFAEESE |~ | JLE SHORT FFFRGEAG

rFFREE2E LER EDW,.OWORD FTR SS5:[ESP+E52]
TFFAGES4 INT G:zE

TFFAGE3G CHF_ERX, B:8

FFFAEEZS |. | UL SHORT FFFRAGEAZ

FFFREESE MOU_EDX,.OWORD PTR SS5: [CESP+EH18]
FEFR&ESF OR DWORD PTR D5: [EDAH], Bx26

FEFASEHE POP EDX ntdl L. 7PEA&E4D0

RETH @14
TFFAEERE RETH
TFFRGERT AMD AL, 8x65
FFFAGERS |~ | JME SHORT FFFRGT 1A
7FFAEERE |~ | JE SHORT YFFAGEAD

™
ERR—BESCEF 15

Address |Hex dump ASCIT _ |
TFFASSEE [EETERATBETEE BE] 22 7C 24|8C 22 75 2C| 82 FC 24 B8(EEEais."y, A58

TFFASEFE(FF 75 25 ES|( B8 B0 OA B@|5A 22 BA B3| A2 FF FF B@| uXR....Z23llwd .
FYFFAGESE(FE 16 S0 54|24 B8 CO 2E(22 FE @A FC|AF 2B 54 24| ".2Ti0-.35°. 1 «aTH
FYFFAGESE( 168 22 @A 28(5A C2 14 BA|C2 24 &5 72|65 74 BE 23| PE.021. FSeset. 8
YFFASSRE( &1 V& &7 BE|(ED &9 &2 FP2|6F 72 &F 65|74 BE 77 &9 avg.microsoft.wi
YFFASSEE|EE &4 &F 77|72 V5 7@ 64|61 74 &5 88|77 &9 &C &4 ndowsupdate.wild
YFFAGECE[EE 72 73 73|65 63 75 7269 74 79 88|74 68 72 65| erssecurity.thre
TFFASSOE[ &1 74 &5 72| 7@ &5 v2 74|88 &2 61 73|74 &C 65 63| atexpert.castlec
TFFASSEE(&F 7B 73 BE|(F3 7O 61 &0(68 &1 v5 73|88 62 vE 73| ops.spamhaus.cps
TFFASSFE[ 65 &3 75 V2|65 BE 61 72|63 61 62 69|74 BB &5 60| ecure.arcabit.en
FYFFAEVEE[( 72 &9 73 EF|(6E 7d @A 73| FS EE 62 EE|EC 7d BA 73| cisoft.sunbelt.s
FYFFAEFIE[EE &2 FE 72|65 62 &6F 60|78 75 74 69| EE &7 BA 72| ecurecomput ing.r
YFFAEVZE[E9 72 &9 EE|&F BE FA FP2|6E 76 78 BE|( 7B 62 Y4 &F| ising.prevd.pocto
YFFAEFIE[&F &C 73 88| &E 6F 72 60| &l EE B@ &E| 37 &3 &F &0|ols.norman. k?ocon
YFFAEFIE[7E ¥5 74 69| 6E &7 BA 69| 6B &1 72 PE|72 BB &8 &1l puting. ikarus.ha
TFFASFEE[FE 72 &9 B@(&2 &1 &3 SEB| 72 6F &5 74|88 &7 &4 &l|uri.hacksoft.oda
TFFAGFEE[ 74 &1 BA &&|6F 72 74 69| 6E 65 74 BE|(EE 77 69 64| ta.fortinet.ewid
TFFASFFE(&F BE &3 &C| 61 &0 61 F&|B8 &2 &F 60| 6F &4 &F BE|o.clamaw. comodo,
FYFFAEFEE(F1 75 &9 EZ| 6B 68 65 Bl |EC BB &1 F&|69 72 61 BA|(quickheal.avira.
FYFFAEVIE(ELl V& 61 72|74 8@ 65 72|61 &6 65 BE| 61 &8 &E EC|avazt.esafe.ahnl
YFFASVRE[ &1 &2 @A &2 65 EE 74 72|61 &C &2 &F| 6D &0 &1 &E| ab.centralcomman
YFFASFEE|( &4 BE &4 72|77 65 &2 BE| &7 72 &9 73| 6F &6 V4 88| d.drweb.arisaoft.
YFFASFCE|EE 6F &4 23|32 8@ &6 20|78 72 &6F 74|88 6A &6F 74| nod32.f-prot. jot
TFFASFOE|( 74 &9 OE SE|(&l 72 vA 65|72 72 6B 7988 &5 20 72 ti.kaspersky.f-=
TFFASFEE[&S &3 v5 V2|65 BE 63 &F |60 VB vE5 74|65 72 61 V3| ecure.computeras
TFFASFFE[ 72 &F 63 69|61 74 65 73| B8 6E &5 74|77 &6F 72 GE|sociates.network
FYFFAESEE[( &L 73 73 EF|(E2 &9 61 74|65 735 BA 65|74 72 75 72| ascociates.etrus
FFFAGSIE(74 8@ 78 &1|6E &4 &1 BA| 72 6F v@ 68| 6F 72 BA 74| t.panda.sophos.t
YFFASSZE[ 72 65 &E &4| 6D &9 &2 72| 6&F BE &0 63|61 &6 A5 EE|rendmicro.mcafes
YFFASSSE[BE EE &F 72|74 6F &6E 88|72 79 &0 &1|6E 74 &5 &3 .norton.sumantec
YFFAGS4E(BE &4 &5 66|65 EE &4 65|72 BB 72 &6F|6F 74 6B 69| .defender.rootk i
FFFAGSESE( 74 B8 &0 Sl &0 PP &l FP2|eS B0 72 YA 79 77 &l P2|t.malware. spywar
TFFASSEE(6E BR v& &9 F2 75 73 BE|(BE 20 BD AF|7FE 27 B0 83 e.wvirus..223w" .5
TFFASSFE(FE B4 72 ZE|S5F FF 95 BE|22 27 @0 3EB(C3 91 7& Bd|(iier. W L2"".; [Luwe
FYFFAESSE(BE F9 EE 14|56 57 @1 BC|24 AC GC 2@( 2R BY 75 Bd (e UIUNE. 5C. taus
FYFFASS9E( 47 49 75 FE|EF EE 74 BA|47 260 2F 88|75 DE 46 4B(GIuE_"t.GC7T.uiFK
YFFASSRE(EE CY C2 S1|7C 24 IC 22|28 681 @8 75|72 22 VO 24(UEHI 15 s Bousals
FFFASSEE| 24 38 7E 6C| 2B 44 24 20|20 88 80 18|88 72 &1 35| 38uldDf =..k.rad

Apart from the rootkit, it contains the code responsible for communication with the CnC. For example, among the

embedded strings we found IRC commands that suggest that IRC was part of Virut’s communication:

FFFAZZ18[27 B0 C& 35|BC 87 27 80|81 ES CY 82|88 88 FF 25| ".Ad?c" . AR3. ..
FFFAZZZA[( 1A 23 27 80|85 BS S5 88|88 SB S0 72| 15 27 B0 59| +4". iSk SG2utt,
FYFFAZZ2A(85 CA 8Y 27|80 &0 BB &B|C9 B0 51 EZ BB 80 00 @a|(dte” . J. k. ORI,
FYFFAZZ48 140 4F 49 4E 28 22 2E 25 64 BH B@ 57 FF 95 4C 7R JDIH cida W ELz
FYFFAZZEA|( 27 B0 22 C4|B8C 56 57 S2/ES FB OW B0 88 395 CH @F| ", 5. PNSRU .o L
FFFOZ260|5F EZ G 60 66 E2 EC 03 66 08 5D S5 94 25 27 o0|cd...0d...2454°,
YFFAZZ7E|(5A FF 95 BA| 22 27 B0 BF | BF 95 90 25 27 @0 OF BF|P L.#".#EL0H4" . &€
FFFAZZEE(80 26 85 27|80 BF BY 25|94 85 27 680 52 51 5@ ES| 204" .%EQ04 " .RAPR
FFFAZZ28( 12 B8 BB 88|44 53 54 41|40 S8 20 25 64 25 30 32| #...05TANP HdE82
TFFAZZAA| 64 25 38 32|64 BA 57 FF| 95 4C YH 27 80 33 C4 14| dE8z2d.0 Llz". 51

L
g

List of command patterns:
PING NICK nrmbhoz PRIV JOIN #.%d DSTAMP %s%02d%02d

There are also hardcoded addresses of the CnCs. Two servers are static and always occur in Virut samples (both of
them are sinkholed by Polish CERT):
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ilo.brenz.pl ant.trenz.pl

But, we can also see the domains generated by the Virut’s DGA:

7108: 00 00 00 00 00 00 00 00 |.ooew... - [7108: 00 00 00 00 00 OO0 00 00 |.cwww.-.
7110: 00 00 00 00 00 00 00 00 |.ceen... 7110: 00 00 00 00 00 00 00 00 |.ow...-.
7118: 00 00 00 00 00 00 00 00 |.----... 7118: 00 04 00 00 00 30 03 00 |..... 0. .
7120: 70 CB 92 &8 75 78 77 75 |}&f humm 7120: 3F 65 FF 3F 63 78 76 67 |?%e ZPcuvg
7128: &5 &5 2E 63 6F 6D 00 69 |he.com.i 7128: &3 62 ZE 63 6F 6D 00 79 |cb.com.y
7130: &3 78 &5 &C 69 2E 63 6F |imeli.co 7130: &0 6E &1 &5 79 ZE 63 6F |mmeey.co
7138: &D 00 &E &B &1 77 6B &9 |m.nkawki 7138: &D 00 &6 74 &B &2 &F 64 |m.ftkbod
7140: 2E &3 &F &D 00 78 72 &2 |.com.xrb 7140: ZE &3 &F &D 00 &% 77 71 |.com.iwg
7148: 75 75 73 2E 63 &F 6D 00 |uus.com. 7148: &5 73 &F 2E &3 &F 6D 00 |eyo.com.
7150: 60 61 76 €5 71 €9 2E 63 |mavegi.c 7150: €3 78 €5 GE 70 75 2E 63 |imenpu.c
7158: &F 60 00 &F 75 74 78 70 |om.outxp 7158: &F 6D 00 &8 78 &5 74 60 |om.hxetm
7160: &5 2E 63 &F 6D 00 75 &7 |h_com.ug 7160: &3 2E 63 &F 6D 00 79 64 |i_com-yd
7168: 6L &F 7Th 62 ZE €3 6F 6D |jozb.com 7168: €3 6C B 63 ZE 63 6F 6D |ilkc.com
7170: 00 &5 &E &6 &1 &4 77 2E |_enfadw. 7170: 00 7R &9 75 &6 71 74 2E |_ziufgt.
7178: €3 &F &D 00 77 &5 75 &0 |com.wium 7178: €3 &F &D 00 75 &1 &5 69 |com.uzei
7180: &2 73 2E &3 6F &D 00 6B |bs.com.X 7180: &7 78 2E &3 &F &D 00 &2 |gx.com.b
7188: 75 61 €1 &F 64 ZE 63 6F |uzaod.co 7188: 73 69 €6 72 74 ZE 63 6F |yifrt.co
7180: €D 00 75 &7 &F &7 60 &A |m-ugogmi 7150: 6D 00 &1 €7 79 & &5 76 Im-egyiev
7188: 2E 63 6F 6D 00 6E &5 61 |.com.ne= 7198: 2E 63 6F €D 00 &9 6B 60 |.com.ikm
71R0: 75 71 &7 2E 63 &F 6D 00 |ugg.-com. 71A0: &2 68 &k 2E 63 &F 6D 00 |bhj.com.
71R8: 75 79 &F &4 &D &1 2E 63 |uyodma_c 71R8: &1 76 &0 &3 &5 &1 2E 63 |zvmcea.c
71B0: &F &D 00 &4 74 &C &5 6% |om.dtoled 71B0: &F &D 00 &4 7A 72 75 78 |om.jzrux
71B&8: &3 2E 63 &F 6D 00 76 6C |c-com.vl 71B8: 75 2E &3 &F 6D 00 €9 63 |u.com.ic
71C0: 75 65 6E 76 ZE €3 6F 6D |uenv.com 71C0: 72 65 75 65 ZE €3 6F 6D |reue.com
71C8: 00 71 B 6B &5 &E 75 2ZE |.gkkenu. 71C8: 00 6A &F 69 69 6D 61 2E |.joiima.
71D0: &3 6F 6D 00 65 &9 &C 64 |com.eild 71D0: &3 6F 6D 00 62 &F 73 73 |com.boss
71D8: &1 61 2E 63 6F 6D 00 64 |lza-com-d 71D8: 75 71 ZE &3 6F 6D 00 72 lug.com.r
71E0: &6 &R &2 74 &9 2E &3 &F |fibti.co __ [71ED: &7 &E &2 72 &B 2E &3 &F |gnerk_co
71E8: 6D 00 6B 62 61 78 66 6B |m.kcaxfh | | [71E8- &D 00 75 &C 78 71 &F 79 |m.ulngoy
71F0: 2E 63 &F 6D 00 &5 €2 65 |.com.ebe 71F0D: 2E 63 &F 6D 00 &F &5 74 |.com.oet
71F8: 71 75 &7 2E 63 &F 6D 00 |gQug.com. 71F8: &1 60 &5 ZE 63 &F 6D 00 |ame.com.
7200: & 61 71 76 72 €D 2E 63 |jegvrm-c 7200: 79 78 70 79 &5 76 2E 63 |ympyev.c
7208: &F 60 00 &5 63 &F 64 72 l|om.ecoir 7208: &F 6D 00 78 &7 &C &F 77 |om.xglow
7210: B 2E 63 &F 6D 00 77 79 |k_com.wy 7210: &2 2E 63 &F 6D 00 6B 63 |b.com-kc
7218: 73 74 &F &4 ZE €3 &F &D |stod.com 7218: &1 &C &1 &9 ZE &3 &F 6D |zlsi.com
7220: 00 75 &6 79 &F 77 73 2E |.ufyows. 7220: 00 &R 75 71 &0 79 7& 2E |.jugmyv.
7228: €3 6F 6D 00 71 &1 72 6% |com.geri 7228: €3 &F 6D 00 75 72 &F €1 |com.uroas
7230: 70 65 ZE 63 6F 6D 00 76 |pe-com-v 7230: 79 63 ZE 63 6F 6D 00 €5 |yi.com.e
7238: 74 74 &7 €9 72 2E 63 6F |ttgir.co 7238: &2 72 7h 62 &F 2ZE 63 6F |brzbo.co
7240: €D 00 &F &5 66 73 62 72 |m-oefsbr 7240: €D 00 &8 TA 65 &F 66 78 |m-hzeofx
7248: 2E 63 6F 6D 00 D 73 79 |.com.msy 7248: 2ZE 63 6F 6D 00 &3 &L €5 |.com.cie
7250: &5 &5 &3 2E &3 &F 6D 00 |eec.com. 7250: B &6 &R ZE &3 &F &D 00 |k£j.com.
7258: &F 75 &R T4 &E 72 2E &3 |loujtnr.c 7258: &4 6D &3 &1 &5 74 2E 63 |dmeaet.c
7260: &F 6D 00 76 7A 6F 62 6C |om.vzobl 7260: &F 6D 00 71 65 &1 75 73 |om.geaxs
7268: TA ZE 63 6F 6D 00 6B 69 |z_com.-ki 7268: 75 ZE 63 &F 6D 00 &5 70 |u.com-hp
7270: 71 77 61 &5 ZE €3 6F 6D |gwae.com 7270: &4 TA 61 7% ZE 63 6F 6D |dzav.com
7278: 00 78 &1 75 74 &1 75 2E |.mautau. 7278: 00 6D &4 &7 72 &F 6D 2E |.mdgrom.

T7ZB0: &3 6F 6D 00 €3 79 88 73 |lcom.iyfs =~ |[7280: 63 &F €D 00 71 &B &9 7B |com.ghix

While the code infecting the file mutates, the injected shellcode has a pretty consistent structure. If we compare

dumps from two different processes, we find that most of the code is the same.
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noon- 83 3C FE 77 80 &4 |<StwtTd
noog: 24 CC gz EC e D& |sE-&U&R
0o0l0: 00 a0 4B &% OF 25 |...EKfK...
nolg: F2 FF FF FF 2C 59 |E° " "a<¥
nozo:- 81 ES FF FF oF 23 1&7 L.
noze: E7 FF FF 81 Z6 13 |g  Ue.
0030: 00 a0 81 DB FF FF |...0 -
0038: FF B4 E4 13 g0 B3 | " .E..€
0040: C4 04 81 44 FC BO |E.£Ds@”
0048: BA OF C4 FF FF &2 |3..& "'h
0050- 37 DD 1C E8 a0 00 | TYC.E-. .
0058:- 00 &3 24 44 2D 01 |.:osDé-.
00s0:- 00 a0 44 24 83 E8 |..uDs4&
00ss: 04 OF 45 a0 00 &4 |..,E...d
0070:- A1 18 a0 ao CO OF |*.....R.
0078:- B8 08 a0 ao 40 34 |....<@4
noE0- E9 OF 0o oo D2 56 |&. .. _hiV
OD0BE:- DF 1E 76 00 00 EB |B_&w._._&
00s0: &0 00 00 28 OF 85 |m...88__
nosa:- 05 00 00 EB8 a1l oo | &
00AO: 00 &8 DD Al E@ 52 |.hd¥ bpEz
00AS: 00 00 FF 74 34 EB |... ts4&
00BO: 4D 00 00 SF 5D BB M. . ~l<
00BE: 5C 24 83 C4 SR 53 |w§5.i.Z¥
00Cco:- 58 C2 a0 ZB 4z 47 |xho_+8HC
00CE:- BS BS a0 ao AF CZ |agpd...ZE
00D0: 30 4F 47 28 FE 87 |00 Siwst
O00DE:- D1 4F EB FB D& 3D |Ho&EfFti=
O0EQ: 97 36 a0 oF DD FF |—&...t%"
O0ES: FF FF 8B 2C D &4 | Ee,sTd
00F0: 24 EO0 74 24 1 44 |%E tsTD
nOFE- 24 24 CE FC 5B FF |s3aio [
0loo- ES FF 16 96 4B 09 |i-& -TE.
n0log: &R FF 71 33 0% 4C 1§ "g2Z.L
0110:- 1R 78 BE 79 42 BB | .xZ<y.B<
0118: 04 1F c7 04 74 18 |..¢.Tt.
0lzo: FD 3B OF OF 64 00 |§:@Q..d.
01zg: 00 00 51 33 6B CO |..5Q3dkd
0l30: OF OF 4E 03 ClL 23 |..IN.+&
0138: EE EE 78 EF 7E 03 |iiTvdg~.
0l40: 0R OF =7 FF FF 33 |..g '3
0l48:- 44 24 53 5B 0& BE |D3_¥[5.%
0150:- &5 CF 85 BE FF FF |AD..1
0158:- 83 ES g3 C4 FF 71 |&di. g
0ls0: 02 S5F FE 03 BB 71 |. .1.H«qg
0ls8:- 0R 03 &6 8B 3z C1 |..0f« 2R
0170:- E0 10 E5 OE 24 33 |£.A=. 48
n0172- 01 1C EB 44 FC 5E |..%«D&ii~
Conclusion
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Nowadays, such old viruses are mostly forgotten, but it doesn’t mean that we are fully safe from

them. Fortunately, most AV products can detect viruses like Virut by their signatures — but the

people who decided not to use AV may still become their victims.

Even their command-and-controll infrastructure is dead, the old infectors can roam around. There are old servers

in the world that are left infected with old viruses, such as Virut or MyDoom. On our honeypots, we regularly get

spam that is being sent from such abandoned bots.

Yet, it is unusual to encounter an old virus in wild sent by a modern-style drive-by attack. We never know how an

old threat can get blended with a new one. This time we were lucky and the attack was simple, with a small reach.

Malwarebytes detects this DDoS bot binary as Trojan.Bayrob.
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Malwarebytes | PrRE

My Account

Scan Scan Schedule

To quarantine the selected items, click Quarantine Selected. If you don't want to quarantine any of the detected items, click
Cancel. More Information

v Threat Type Name Object Type Location

v ® Malware Trojan.Bayrob File C:\D5749F0BEBDO762511C6DAG2481E87DE

About the author

Unpacks malware with as much joy as a kid unpacking candies.

Source: https://blog.malwarebytes.com/threat-analysis/2018/03/blast-from-the-past-stowaway-virut-delivered-with-chinese-ddos-bot/
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