https://blog.malwarebytes.com /threat-analysis /2017 /06 /eternalpetya-yet-another-stolen-piece-package/

EternalPetya - yet another stolen piece in the package?

Malwarebytes Labs

By Malwarebytes Labs

Published: 2017-06-29 - Archived: 2026-04-05 16:37:49 UTC

Since June 27th we have been investigating the outbreak of the new Petya-like malware armed with an infector

similar to WannaCry. Since day one, various contradicting theories started popping up. Some believed that this
malware is a rip-off of the original Petya, while others think that it is another step in Petya’s evolution. However,
those were just different opinions and none of them were backed up with enough evidence to hold solid. In this
post, we will try to fill this gap by making step-by-step comparisons of the current kernel and the one on which it

is based (Goldeneye Petya).
Analyzed sample:

e 71b6a493388e7d0b40c83ce903bc6b04 — the main DLL
o £3471d609077479891218b0f93a77ceb — the low level part (Petya bootloader + kernel) <- the main

focus of this analysis

Why is it important to know whether or not the code was recompiled?

Answering this question and collecting enough evidence is crucial for further discussions on attribution. The
source code of the original Petya has never been leaked publicly, so in case it was recompiled it proves that the
original Petya’s author, Janus, is somehow linked to the current outbreak (either this is his work or he has sold the

code to another actor).

In this analysis, we hope to identify if this malware could have been recompiled from the original code, or it’s just
a work of anyone with the appropriate skills to modify the ready-made binary. Doing so would not entirely

disprove Janus as the creator, but his involvement becomes less likely.

Anyways, let’s take a look at the code.

Sectors

Looking at the sectors, we can find that the layout of EternalPetya is identical to Goldeneye. Full comparison:
Petya kernel:

e Petya Goldeneye: sector 1

e Petya Eternal: sector 1
Data sector:

e Petya Goldeneye: 32
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e Petya Eternal: 32
Verification sector:

e Petya Goldeneye: 33
e Petya Eternal: 33

Original MBR (xored with 7)

e Petya Goldeneye: 34
e Petya Eternal: 34

Hexadecimal comparison

Comparing both kernels at hexadecimal level, we can see tiny differences at various points. However, there are big

portions of code that are identical in both.

The screenshots below show fragments of the (current) EternalPetya on the left, and Goldeneye on the right.

0Es0: DC E2 OC 0Z 23 C4 04 &2 |U&. . E.n 0§50: DC EE OC 02 B3 C4 04 88 |U&. . E.h

0&58: Dé 9C E& 81 01 5B 8D 8& |04&. [T+ 0&58- D& 9C EB 81 01 5B 8D 86 |2&&. [T+

0&60: DD FD 50 E5 73 01 5B &5 |¥9P&wu.[h 0&60: DD FD 50 E5 78 01 5B &5 |¥¥P&x.[h
O&68- DS SE E8 71 01 SB 8D 86 |Of&g. [T+ 0668- DE SE E8 71 01 SB 8D 86 |Of&g. [T+
0&70: 1D FE 50 E5 &3 01 5B &5 | .tE&h. [h 0&70: 1D FE 50 E5 &3 01 5B &5 | .tE&h. [h
0&78: DC 9E E& 61 01 5B 8D 86 |Uf&a_ [T+ 0&78: DE 9E EB &1 01 5B 8D 86 |T#éa_ [Tt
0#80: 5D FE 50 E5 3E 04 5B &5 |]tB&>_[h 0&80: 5D FE 50 ES 3E 04 5B &5 |]tB&>.[h
0&88: &C 9F E& 51 01 5B 30 30 |1&&Q.[ DE88: 16 9F E& 51 01 SB EE D9 |.z&Q. [0
0690: 90 &8 71 9F EB 47 01 5B |hgz&G. [ 0690- 04 &8 1C 9F EB 47 01 5B | . h_z&6_[
0&98: 8B 76 04 &3 AE SF EB 2D |<v_h@s&= 0&98: 8B 76 04 &8 SC SF EB 2D |<v_hi\s&=
0#R0: 01 5B C& 46 FF 00 8B 7E |.[EF <~ 0ER0: 0l 5B Cf 48 FF 00 8B 7E |.[CF _<~
0ELE: FF 81 E7 FF 00 C& 43 B4 | ¢ .&C” 0ELE: FF 81 E7 FF 00 C& 43 B4 | "¢ .&C”

0#B0: 00 FE 46 FF 80 7E FF 4% | .tF £~°7J 0EBO: 00 FE 48 FF 80 7E FF 42 |.4F €~'J
0&BS: 72 EC &R 4% SD 4% B4 50 |réjIfEr-E 0EBE: 72 EC &R 45 ED 46 B4 50 |réjIfreE
0&CO- & 07 05 &% C4 04 50 8D |&. . E_pT osCcoO: EE 07 05 83 C4 04 50 80 |&. . E.pf

0&CS: 46 B4 50 &R 46 08 50 56 |F EBEF.EV 08CE: 46 B4 50 SR 4% 06 50 56 |F EEF.EV
0&D0: EZ CF FD 83 C4 08 FE CE& |8DfE.¢l nED0: EZ CF FD 83 C4 08 FE CE& |&DjE.ol

0&DE- 74 09 68 BS SF EB FE 00 |t_hpasg. 0&DE:- 74 09 68 &4 SF EB FE 00 |t_hdasg.
DEE0: SB EB BE 5E S5F C3 C3 00 |[&,~ EE. DEE0: SB EBR BE 5E S5F C5 C3 00 | [&,~ EE.

Its interesting that, at some point, the layout of the same strings in the memory was shifted:
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2Z0F0: 74 &3 6F &3 gE Z0 77 €1 |tcoin wa a [Z0OF0:-: 20 70 &5 TZ 73 &F 6E 81 | persona
Z0F8: oC oC g5 74 Z0 435 44 20 |1llet ID Z0F8: oC 20 &4 &5 83 72 79 70 |1 decryp
2100: €1 &E &4 20 70 €5 72 73 |and pers 2100: 74 &5 &F &6E 20 €32 &F €4 |tion cod
2108: &F 8E &1 &C 20 €9 &E 73 |omnal ins 2108: &5 20 74 g8 &5 7Z &5 32X |e there:
Z110: 74 &1 &C &C &1 74 &3 &F |tellatio Z110: O OA OD OA OO0 OO0 OD OR |._._._.._._
2118: €E 20 &B &5 75 20 74 &F In key to
2120: Z0 &5 2D 6D €1 €3 oC 0D | e—mail. 2120: 73 &F 75 20 81 &C 72 &5 |you alre
2128: 0OAR 20 20 20 20 77 &F 77 |- WowW 2128: ©1 &4 73 20 70 75 72 €3 |ady purc
2130: 72 &D &9 74 g8 321 322 33 |smithlzZ3 2130: €8 €1 73 &5 €4 20 73 &F |hased yo
2138B: 24 35 2o 40 70 ©F 72 T4 |45c@post 2138B: 75 T2 Z0 oB &5 795 ZC 20 |ur key,
Z2140: &5 &F 2E &8E &5 74 ZE 20 |eoc.net. 2140: 70 &C &5 &1 73 €5 20 &5 |plesse e
2148: 53 gF 75 72 20 70 &5 TZ |Your per 2148: ©E 74 &5 T2 20 €3 74 Z0 |nter it
2150: 73 &F gE ©l1 &C Z0 ©9 €E |sonel in 2150: ©2 &5 &C &F 77 ZE 0D 0OA |below. ..
2158: 72 74 g1 &C &C €1 74 &% |stzllati E] 2158: 0D O&X 00 00 20 4B &5 7% |.... Eey
2160: oF oE Z0 &B &5 79 22 0D |on key:. 2160z 3R 20 00 00 OD O& 20 45 |z ... I
Z168: 0OAR OD ORA OO0 OD O& OD OR |.._._.__._ Z168: &E &3 &F 72 7Z €5 €3 74 |ncorrect
2170: 20 €B §5 73 21 20 50 &C | key! B1
2178: Z0 €1 &C 72 &5 €1 ©4 79 | alresdy 2178: ©5 81 73 &5 Z0 T4 T2 73 |ease try
2180: 20 70 75 T2 €3 €8 &1 73 | purchas 2180: 20 €1 &7 €1 &9 €E Z2E 0D | agein..
218B: o5 o4 Z0 79 eF 75 72 Z0 |ed your Z188: OA OD OAR OO0 OD OO 20 00 |-.-.-...
2190: eB &5 75 2C 20 70 oC &5 |key, ple 2190: 20 &F eo Z0 00 00 Z0 28 | of L]
Z198: &1 73 &5 Z0 &85 8E 74 &5 |ase ente Z198: 00 00 25 25 Z0 20 20 Z0 |._.%)
21a0: T2 20 &5 74 20 €2 85 &C |lr it bel 21a0: 20 20 Z0 20 20 20 20 Z0 |

21A8: &F 77 ZE 0D OA 00 20 4B |ow.... K 21a8: 00 00 75 75 24 24 24 Z4 | . _uu$sss
21B0O: &5 7% 32 Z0 00 OD OR 20 |ewy: ... Z1B0: 24 24 24 24 24 24 24 TS5 |3555555u
Z1BB: 459 gE &3 &F 72 72 &5 &3 |Incorrec Z1BB8: 75 0D OA 00 75 75 24 24 |u...uus%
21C0:- 74 20 sB &5 79 Z1 20 50 |t key! B Z1C0: 24 24 24 Z4 24 24 Z4 Z4 |3353555%
21C8: &C &5 81 73 &5 20 74 TZ |leasse tr 21C8: 24 24 Z4 24 24 Z4 24 T5 |33%35%3u
21D0: 73 20 681 &7 €1 €3 GE ZE |y =gein. 21D0: 75 0D OR 00 75 24 24 Z4 |u.._.u$sF

As mentioned, the data sector starts in both cases at the same offset. This sector stores the random Salsa20 key and
nonce, which are generated per victim, and this is identical in both cases. However, in Goldeneye the victim ID is
much longer, which is not surprising taking into the account the fact that in the past it was supposed to be the

encrypted backup of the Salsa key, and now it is just an arbitrary string, so it’s length doesn’t really matter.
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3FFE2: 00
4000: 00
4008: 5E
4010: 2E
4012: 10
4020:- EO
40z28: 05
4030: 48
4038: 32
4040: 53
4048: 42
4050: 00
40582: 00
40&80:- 00
40g8: 00
4070:- 00
4078: 00
4080: 00
4088: 00
4050: 00
4052: 00
40&0- 00
40R8: 00
40B0: 3g
40BE8: 42
40C0: 51
40C8: 33
40D0: &8
40D2: 55
40ED:- 323
40ES: 00
40F0: 00
40F2: 00
4100: 00
4108: 00
4110: 00
The Bootloader

The first thing that struck me as different was the bootloader. Fragment of the hexdump

oo
3D
aF
gl
TB
El
31
4D
52
ad
57
oo
oo
oa
]}
oaQ
oo
oo
oo
oo
oo
oa
71
57
35
53
TR
41
Ta
52
]}
oaQ
oo
oo
o0
oo

oa

01
52
CF
0z
40
75
31
Th
58
oa
oa
aa
{a]]
oo
oo
oo
oo
oa
oa
aa
=11
559
51
38
4n
83
51
L1
{a]]
oo
oo
oo
oa
oa
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aa
Fz
15
1]
15
T1
TR
T8
T4
gl
oo
aa
ala]
aa
[au]
[a]u]
[a]0]
oo
oo
aa
ala]
aa
ol
T3
53
&F
4C
51
Ta
a7
[au]
[a]u]
[a]0]
oo
aa
aa

aa
oD
]
LB
OR
4z
37
58
37
41
oo
aa
aa
aa
oo
oo
[a]e]
oo
oo
aa
aa
aa
oE
&b
51
&D
a4
50
53
7
oo
oo
[a]e]
oo
aa
aa

oa
T2
53
EF
7C
E4
31
54
38
74
oo
oa
oo
oa
]}
oa
(o]
oo
oo
oa
oo
oa
ad
52
34
51
41D
(1]
=1:]
(1]
]}
oa
(o]
oo
0oa
oa

aa
52
o7
51
C5
03
35
T8
|l
41E
oo
oo
oo
oa
]}
oa
oo
oo
oo
oo
oo
oa
42
4n
BE
T3
1B
14
24
il]
]}
oa
oo
oo
oa
oo

a]e]

oC
LD
23
FB
33
52
47
L
00
ule]
ula]
]
]}
oo
(e o]
0o
00
ule]
ula]
]
70
5h
41
4D
58
58
SR
{u]u]
]}
oo
(e o]
0o
00
ule]

on the left, and Goldeneye on the right.):

|>arh d -
| _{DB._|Lz
|£&_gB&_F
| .1M=7153
| HuxXTuR
|ZR1t7EBmE
| SdzaelAtlb

| .gVbndBp
| eWYskRIZ
| I5QSQ4na
| @SEBomQyM
| 3= JLdMHH
| hEcQEhDE
| UrQpSHAZ

SFFE:
4000:
4008 :
4010:
4018:
40Z0:
4028:
4030:
4038z
4040:
4048:
4050:
4058 :
40a0:
4068 :
4070z
2078z
4080:
4088:
4090:
40538 :
40R0:
4008 :
40B0:
40BE:
40C0:
40CE:
10D0:
40D8 :
40E0D:
40EB:
d0F0:
d0FE:
4100:
4108:
4110:

a]o]
00
B2
TE
01
32
53
87
BE
2E
TR
ala]
ala]
aa]
[ala}
87
71

TR
ala]
ala]
aa]
[ala}
57
71
TR
37
g5
ah
52
iz
35
T0
62
4C
ala]

aa
&5
Da
3B
ac
BC
ol
aF
Tl
&F
Ta
aa
ala]
aa
ol
aF
Ta
&F
Ta
aa
ala]
aa
T2
Ta
38
&F
el
gl
75
&z
31
13
Th
Ta
aa
aa

aa
&5
20
cs
BT
ES
T4
aC
Ta
6E
ok
aa
aa
aa
T4
aC
a3
6E
ok
aa
aa
aa
TR
L1
57
&5
39
5@
23
35
48
T3
47
39
aa
aa

oa
B3
74
A3
13
Fa
T4
a4
83
L]
34
oa
oo
oa
T4
a4
Tl
L]
34
oa
oo
oa
Ta
35
37
(1]
37
1B
all
58
55
37
54
al
0oa
oa

aa
Dl
C2
5E
oF
EL
T
85
32
aF
33
oo
oo
oa
T
85
83
aF
33
oo
oo
oa
ol
85
S5h
&0
32
51
7B
T0
=13
34
57
=1
oa
oo

a]e]

53

12
BE
3R
BE
aC
8E
(1]
ule]
ula]
]
3R
BE
T3
8E
(1]
ule]
ula]
]
34
L1
34
L1
51
T8
37
&E
77
41
70
T1
00
ule]

oa
548
Do
55
3E
25
2F
L1
aC
3
57
oa
oa
aa
2F
32
38
3
57
oa
oa
aa
iz
33
S5k
35
L]
4C
4z
Ta
=hi
Ta
34
T3
oa
oa

(as before: EternalPetya

aa
41
05
DC
E3
BE
ZF
Bh
a4
T2
aa
aa
ala]
aa
ZF
TS
Bh
T2
aa
aa
ala]
aa
L1
1K
a2
35
4D
79
T2
44
4m
5h
TE
aF
aa
aa

| .eexHEVA
|,6 thsp.
Iv;ﬁi“tUﬁ
|.88...%&
|25édee ),
| *http://
lgoldenh]j
|ngweZlld
| -onion/r
| =vwi a3 £W .

| -http:/7s
|goldeniu
lapigese]
| -onion/r
|=wj43£fW.

| .e=wid3f
| WwEsef3N
|geWTZ4Zk
| zcehmh55
| TmS 7 2QhM
| edVHGw Ly
| ju3dmxe7Br
| RbSXpkvD
| 21 J0WVw 1M
| 9CsT4AVE
| peETWpdx
| bpoaWVgso

0000: FR
0008: CO
0010:- 20
0018: &&@
00z0: 80
00z8: Fa
0030: ER
0038: ©¢@
0040: @@
0048: &&
00s0: 89
00s58: CD
00e0: 73
00g8: EB
0070z DO
o0a7e:- BC
0080: BE
o00gs8: AC
00s0: F7

Functionality-wise, it is the same in both cases. It is supposed to read 32 (0x20) sectors from the disk, starting

from sector 1, and load them into memory at the address 0x8000. However, the opcodes that are used in both cases

31
BD
[i]]

EB
oo
aa
50
50
53
Eg
13
aB
Da
oa
CZz
5R
3c
el

Co
28
[i]]
01
14
75
1]
L1
L1
0a
BR
83
50
L1
81
1]
L1
oa
Cc3

BE
oa
[i]]
oa
oa
F5
aa
31
53
51
la
FC
30
83
C1
Ca
58
T4
oo

DE
TC
BB
oa
L34
L1
aa
Cca
839
ok
53
8a
E4
Ccza
oa
10
Cc3
04
oa

BE

la
oa
48
2l
F4
52
E7
o1
TC
5B
CcD
01
0z
BE
L10]
CD
oa

Do
(1]
33
B3
aa
oa
EB
1]
a8
ol
B4
aa
13
(1]
73
CcZz
B4
10
oa

BE
EBE
TC
o]
B3
80
FD
57
50
10
4z
58
5B
B3
o7
5F
0E
EB
0o

|Q1RZREZDZ
IETs. 1GE,
||

|f=. .. .&-
|E&. . £HE

|E.udE~ .€
le. €. G&y
| EDE1ERVH
| EPESHQED
[£5.03.3-
|2&S. "B
|I.=0f[£x
|s.B0RI.X
|ebed_£

|B.&..s.

|hed ERL
|~ZEHE" - .
|—=.t.I.8

|+ah.. ...

to do the same operations are a bit different.

0000z
0008 :
0010:
0018:
0020z
00z28:
0030:
0038:
0040:
0048:
0050z
0058:
00e0:
00g8:
o070z
0078:
0080:
o0gae:
0030:
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FL
BE
93
L1
[=14]
Fa
ER
-1
(1
(17
=]
CD
T3
EB
Da
ac
5E
AC
F7

(1
]

-

EB
aa
aa
50
50
53
Eaq
13
oB
Da
aa
CZz
5R
ac
el

31
BC
L1
01
14
75
B8a
1]
1]
0a
=F:
83
50
14
81
B8a
14
aa
c3

Co
oa
BB
aa
aa
F5
aa
31
53
51
1la
FC
30
=K
Cl
Ca
58
T4
aa

BE
T
20
aa
ea
1]
aa
Ca
839
ch
53
&a
E4
Cc3
aa
10
C3
04
aa

Do

[au]
aa
43
2l
F4

E7
o1
T
5B
CcD
o1

EE
L=10]
CD
aa

BE
=1=]
[au]
B3
ea
aa
EB
58
1]
ch
B4
&a
13
1]
T3
CZz
B4
10
aa

Lodi]
1d
{a]]
aa
B3
80
FD
57
50
10
4z
58
5B
83
o7
5F
0E
EB
oa

IGE1RZDIR
|ZET_ |4.
I™l£,
|f2. ... 8-
|€&. _£HE
|E.ubE~ €
lg.€. _G&¥F
| EP£1ERVH
| £EPEShgED
1£5.Q3.3-
|2&S_ "B
|I.=af[£x
|s.B0&EI_ X
|ebsi. £
1B.A__.s.
|8hec IR
|~ZEHE" -
|—-<.t.I.2

|+af.....
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This is the old bootloader, used in Goldeneye:

seq@od:goeag sub_#8 proc near

seq@AA: 8008 _FA cli

seqAga:@ged1|66 31 CO Xor eax, eax BOOTLOADER OF
seqdaa: 0004 8E DO nov 55, ax

seq@@@:eaa6) 8E C8 nov es, ax GOLDENEYE PETYA
seqdoa:a0es8| 8E D8 mnov ds, ax

seq@@@:e80A)BC B8 7C nov sp, 7CABh

seq@AA: 806D TH sti

seqdoa:AevE) 88 16 93 7C mnov ds:7C93h, dl

seqd@@: @812 66 BE 20 00 00 80 nov eax, HE

seqdAR:AA18| 66 BB 01 00 B0 88 nov ebx, 1

seqdoa:ae1E B9 60 B9 mnov cx, 8806h

seqdaa: a8z

seq@B@:aa21 loc_21: ; CODE XREF: sub_@+2alj
seqdoa:-@ae21 EB 14 68 call sub_38

seq@a@:082h 66 LB dec eax

seqdoa:@ae26 66 83 F8 B0 cmp eax, @

seq0A@: 802A 75 FS jnz short loc_21

seq@B@:862C 66 A1 B8 8@ nav eax, ds:8066h

seq@AA: AA30 En BA 86 08 00 jmp far ptr EEEEER

seqapa:a038 sub_#@ endp

And this is the bootloader used in the EternalPetya version:

seqdBed:eeee sub_8 proc near

ceq000: BA00 Fh cli BOOTLOADER OF
seqape:eae1)31 co Xor ax, ax

seq@dB@o: 8083 | 8E DB nov ds, ax

seqape: eaes | 8E DO nov 55, ax ETERNAL PETYA
segﬂﬂﬁ:ﬂﬂﬂ?lhE ce mov es, ax

seqopo: 00e9 lea sp, ds:7C@6h

seq@@o: 888D FB sti

seq@dB0:00BE |66 BB 20 BO 88 0O nov eax, .

seqBpe:e@14) 88 16 93 7C nov ds:7C93h, dl

seqdBo:8818|66 BB 61 GO 88 86 nov ebx, 1

seq@po:681E BY? 60 88 nov cx, B006h

seqdee: ez

seqopo: 0821 loc_21: ; CODE XREF: sub_8+2A}j
seqape: 0821 E8 14 88 call sub_38

seq@dB@o:a02y 66 4B dec eax

seq@pe:8A26 66 B3 FB B0 cmp eax, @

seqdB@d:882a 75 F5 jnz short loc_21

seq@po:0@82C 66 A1 00 8O nov eax, ds:§866h

seq@00:A038 EA 60 8@ 64 68 jmp far ptr [IEEEEER

seqdBo:ea30 sub_8 endp

My first impression upon seeing this was that the code was recompiled with different settings, however, another
possibility also exists. The total length of the different fragments are the same — so, we cannot exclude the

possibility that someone manually edited them inside the pre-compiled binary.

Optimizations — and why it matters

So far we’ve seen some interesting changes, but they were not enough to prove or disprove whether the code was
recompiled. However, the breakthrough in the research may lie in the interesting observation made by David

Buchanan.

His theory was based on compiler optimization, which ensures that the same character will not need to be loaded
into memory twice. We can see this rule applied in examining the code responsible for storing a string in the
memory. Inside of Goldeneye’s key expansion function, we can find that this kind of optimization absolutely

happens — every character is unique, no character is loaded twice:
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:Ill:l_.l Y. FTULH

segAdd:96DY enter 16h, @
seqBpA-96D8 push di

seqBfA-926D9 push si

segAaa:96DA mov [bp+var_11], "=°
seqB@B:92aDE mov [bp+var_18], "p°
seqB@B:96E2 mou [bp+var_F], 'a’
seqBOB:96E6 mou [bp+var_E], 'n’
segB@d:96En mou [bp+var_D], "d’
segAea:-96EE mou [bp+var_B], "3’
segAea:-96F2 mou [bp+var_RA], "2’
segAaa:-926F6 mou [bp+var_9], "'
segABaa:96FA mov [bp+var_8], 'b’
seqB@8:96FE mov [bp+var_ 7], 'y’
seqB@B:9782 mou [bp+var_6], 't°
seqBOB:9706 mou al, ‘e’
segBoB:o7a8 mou [bp+var_12], al
segOea:970B mou [bp+var_5], al
segAaa:-97oE mou al, * °
segApa:-9718 mou [bp+var_C], al
segAaa:9713 mov [bp+var_4], al
seqB@B:9716 mov [bp+var_3], 'k°
seq@@B:9271n Xor di, di

But in the corresponding fragment of the current kernel, we can find that this rule is broken. The character ‘d’

repeats and optimization was not applied:

SFCY U . TUL

segi@a:-26DY enter 16h, @
seqBBB:96D8 push di

seqBB0:96D9 push si

seqBBa:-96DA mou [bp+var_11], '1° ; -1nvald s3ct-id
seqBBa:-95DE mou [bp+var_18], 'n’
ceqOBA:-95E2 mou [bp+var_F], ‘v’
seqBBA:95EL mow [bp+var_E], 'a’
seqBBa:95ER mow [bp+var_D], '1°
seqBBa:96EE mow [hp+uar_B],(::ﬁ
seqBBA:06F2 mow [bp+var_a]l, " °
seqBBA:96F6 mow [bp+var_9], 's°
seqBBa:96FA mow [bp+var_8], '3°
seqBBa:96FE mow [bp+var_7], ‘c°
seqBbBa: 97062 mow [bp+var_6], "L°
seqBbBa: 9706 mow al, "'
seqope:97os mow [bp+var_12], al
seqope:97oB mow [bp+var_5], al
seqBBee:97aE mov a1, i
seqeop:9718 mow [bp+var_C], al
seqBag:9713 mou [bp+var_u4], al
seqBaf: 9716 mou [hp+uar_3],
seqBAA:971A Xor di, di

If the same code was generated by a compiler, this fragment would look identical to other repeated characters:

mov al, 'd' mov [bp+var_B], al mov [bp+var_3], al

This is a very strong argument against the theory of the code being recompiled. But anyway, let’s continue the

analysis and see if we can find even more evidence.

Closer look at the changes
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In a previous post I presented a fast comparison of the current kernel vs Goldeneye, done with the help of IDA

plugin, BinDiff:

similarity  confide change EA primary name primary EA secondary
1.00 o= 000088C4 sub_88C4 13 000888 C4
1.00 pea - ———— 00008972 sub_8972 19 00088972
1.00 poy 00008994 sub_8994_20 00088994
1.00 099  ---e-e- 00008962 sub_89B2_21 00088962
1.00 099 - 000089CA read_input 000889CA
1.00 099 - 00008464 sub_8AG4_23 00088464
1.00 099 - 000028E9A sub_8B9A_24 0008EB9A
1.00 099 - 00008BF2 sub_8BF2_25 00088BF2
1.00 pea s ———— 00008CoE enc_dec_disk 00088C98
1.00 pea - ———— 00009386 sub_9386_26 00089386
1.00 poy 00009652 s20_hash 00089652
1.00 099  ---e-e- 00009804 s20_expand_key 00089604
1.00 099 - 00009798 s20_crypt 00089798
1.00 099 - 0000998E sub_998E 36 0008998E
1.00 099 - 000099FC sub_99FC_37 000899FC
1.00 099 - 00008242 sub 8242 8 00088242
1.00 pea s ———— 00009506 sub_9806_35 00089806
1.00 pea - ———— 00008FAG encrypt_mft 0008EFAG
1.00 09 - 000080E2 find_and_encrypt_mft 00088DE2
1.00 099  ---e-e- 00008114 fake_chkdsk 00088114
1.00 099 - 0000s212 display_reboot_request 00088212
1.00 pooe 000085 CE screen_output D00885CE
1.00 099 - 00008726 sub_8726_12 00088726
1.00 099 - 00008332 sub_8932 15 00088932
1.00 pea s ———— 00008454 sub_8A54 22 00088454
1.00 pea - ———— 00009452 sub_9462_27 00089462
1.00 poy 00009494 sub_9494 28 00089494
1.00 099  ---e-e- 00009508 sub_95D8_31 00089508
1.00 099 - 000095EC sub_95EC_32 000895EC
1.00 099 - 00009628 s20_rev_little_endian 00089628
1.00 099 - 00009878 sub_9878_33 00089878
1.00 099 - 0000989C sub_989C_34 0008989C
1.00 09 - 00008684 display_strings 00088654
1.00 088 - 0000891E sub_891E 14 0008891E
1.00 098 - 00008943 sub_8943_16 00088945
1.00 098  ------- 00008950 sub_8950_17 00088350
1.00 098 - 00008964 sub_8964 18 00088964
1.00 098 - 00008C5A disk_read_or_write 00088C54
1.00 088  -—----- 00009518 sub_9518_29 00089518
1.00 088 - 00009578 sub_9578_30 00089578
0.89 0.99 -I--E-- 00008426 main_info_screen 00088420
0.16 038  GI--EL- 00008GED sub_86E0 11 000886ED

We can see that significant modifications have been made only in the functions related to displaying the

information screen. Let’s check how exactly these changes have been applied.

main_info_screen (offset 0x8426):

Changes of the main_info_screen pointed out by the BinDiff (left: current, right: Goldeneye):
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push b2 0

push b2 OxFFFFOFlé
call b2 dis i ne call b2 (0xB85DE
pop b2 k pop b2 bx
nop
nop
00008490 nop
call b2 0xBY96A
8491 push b2 OxFFFF9F71 push b2 0xFFFFO9F1C
1008494 call b2 display string call b2 0x85DE

As we can see, the call to a function at 0x008848E was replaced with NOPs (No Operation). This is a common
practice used to remove an unwanted function in case of patching compiled binaries. Yet, sometimes it can be also
introduced by #Ifdefs. The rest of the code matches the previous version, even using the same offsets. However,

the addresses to the displayed strings are different in both binaries.

The unreferenced function is still present in the current binary:

seq000:896A

seqAaa:896A sub_B896A proc near
segAda:896A 6A AA push a
segAa@a:896C E8 63 6A call read_key
seqBBB:896F SB pop bx
seqB@a:8978 C3 retn

seqBOBa:8978 sub_8946A endp

...and called in some other places of code:

segl00 :85C5: call fake_chlkdslk

Toc_8500: call sub_B91E falke_chlodslk

Comparison to the Goldeneye’s call graph, it lacks one of the references, but the other ones are consistent:

Page 8 of 13



https://blog.malwarebytes.com /threat-analysis /2017 /06 /eternalpetya-yet-another-stolen-piece-package/

seg000:35C5: call Fake_chkdsk‘ ‘SEQDDD:BEAF: call main_info_screen

loc_88500: call sub_BE91E mnain_info_screen

sub_86E0 (offset 0x86E0):

The second change is in another function, that is also a part of the information screen. It is not referenced from

any other place in the code:

seg000:85AF: call main_info_screen

b 4
main_info_screen

As we can see, it is called at the beginning of the previously discussed function:
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seqfaf:8L42h main_info_screen proc near
ceqdan:8426

Sseqdan:8426 var_24¢ = byte ptr —-24Ch
Sseqdan:8426 var_223 = byte ptr -223h
seqBAA:8426 var_1E3 = byte ptr -1E2h
seqBAA:8424 var_1A3 = byte ptr -1A2h
seqBAaz8L2h var_4c = byte ptr -4Ch
seqB@Aaz8L2h var_1 = byte ptr -1
ceqBdon:8426 arg_@a = word ptr 4
ceqdan:8426 arg_2 = byte ptr 6
Sseqdan:8426

seqfaa:8426 C8 4C B2 A8 enter 24Ch, 8
seqBB08:8420 57 push di
seqBBB:842B 5h push 51
seqB@A:842C E8 B1 82 call sub_8G6ER

In the Goldeneye kernel, the corresponding function was the one responsible for printing the skull:

print_skull get_time

read_keyboard

scroll —pag

The first jump leads to the loop responsible for displaying the skull and waiting for the key to be pressed by the

user. Fragment of the code:
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BOB8BGED sub_886E8 proc near
BOBBBGED
BOB8BGED var_1= byte ptr -1
BOB8BGED
DODBBGEG C8 04 00 0O enter 4, 8
BOBBB6EL 56 push 51
BOB8BGES 33 F6 F{ild 5i, si
BOO8BGE7 C6 46 FF 0O mov [bp+var_1], @
B0B886EB EB 28 jmp short loop_ top
Jth
88888715
88p887 15 loop_top:
80888715 E8 82 B2 call read_keyboard
08888718 BA CA or al, al
88e8871Aa 74 D1 jz short loc_8B6GED
Y L J
BOB8BGED BOB8E7IC 6A BE push BEh
BOBBBGED loc_886ED: BOB8E71E E8 2F B2 call scroll_page
DOO8BGED EE o4 03 call get_time poosg721 5B pop bx
B00886F8 8D uC 81 lea cx, [si+1] 0ee8E722 SE pop si
BOB8BGF3 3B C1 cmp ax, cx BOB8E723 C9 leave
0O0B886F5 76 1E jbe short loop_top| |00088724 C3 retn
BOB8E7 24 sub_886E8 endp
BOBBE7 2N
Y

Looking inside the EternalPetya code, we are almost sure that this function was patched post-compilation, rather

than recompiled. The first jump, that was supposed to lead to the loop leads directly to the function end:

Pz
6888BGED B8eee87 15
6888BGED B8eee87 15 loc_8715:
0080086ER ; Attributes: bp-based frame| (BABO8B715 E8 82 B2 call read_keyboard
6888BGED BeeB8718 BA CO or al, al
B80A8GER sub_86E8 proc near feae871a 74 D1 jz short loc_86ED
6888BGED
6888BGED var_1= byte ptr -1
00BBBGED
600B8B6ES C8 B4 60 68 enter 4, 8
B88BBGEY 56 push si
000086ES 33 Fb xor si, si
BBBASGE7 C6 46 FF 08 mov [bp+var_1], B
O0BO8GER EB 2F jmp short |Finish
1

vy

I

6888871C

6888871C finish:

6888871C 6A BC push 8Ch
0806871E EB 2F 82 call scroll_page
8BRB8721 5B pop bx
90888722 SE pop si

Beeasr23 c9 leave

68888724 C3 retn

a80887 2y sub_86E@ endp

The original code is still in the binary, but it is never referenced (dead code).

Are the patches reversible?

I thought as a finishing touch of this research it would be interesting to reverse the changes and bring the dead

code back to life. As an input, I used the dumped code of:

o FEternalPetya kernel + bootloader (f3471d609077479891218b0f93a77ceb).

My version (reverse patch): (7957520271edf003742db63fc250c231).
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Indeed, after applying the patches, we are back to seeing the same blinking screen, only the skull is gone (the

corresponding strings has been overwritten):

Conclusions

I think the presented evidence is enough to prove, that the code was not recompiled from the original source (in

contrary to what I initially suspected). Thus, the involvement of the original Petya author, Janus, seems unlikely. It

seems in this case he was just chosen as a scapegoat by some different actor.

The edits made in the code are well crafted — the person doing them was fluent in assembly and knew
exactly what to change and why. Thus, it gave the first impression of very neat and clean modifications, that could
possibly be a result of code recompilation. Yet, after doing a deeper analysis, we have identified numerous

nuances that show otherwise.

EternalPetya seems to be a patchwork made of code stolen from various sources. In addition to the modified
version of the GoldenEye Petya kernel, we can find the leaked NSA exploits from the “Eternal” series as well as

legitimate applications, such as PsExec.

It is common practice among unsophisticated actors (script-kiddies) to steal and repurpose someone else’s code.
However, in this case, the composition was done well by a person or team with good technical knowledge and
careful execution. A possible reason for using so many stolen elements, apart from saving actor’s time, could have

been to throw off any obvious signs of attribution.
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There are still many mysteries to solve about this malware which creates many theories that, until proven true, are

nothing more than speculation.
Appendix
Read also:

/blog/threat-analysis/2017/06/eternalpetya-lost-salsa20-key/

This was a guest post written by Hasherezade, an independent researcher and programmer with a strong interest
in InfoSec. She loves going in details about malware and sharing threat information with the community. Check

her out on Twitter @hasherezade and her personal blog: https://hshrzd.wordp

Source: https://blog.malwarebytes.com/threat-analysis/2017/06/eternalpetya-yet-another-stolen-piece-package/
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