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Use

Malteiro has utilized a dropper containing

malicious VBS scripts.ﬂ1

Malteiro has obtained credentials from mail

clients via NirSoft MailPassView.!1]

Malteiro has stolen credentials stored in the
victim’s browsers via software tool NirSoft

WebBrowserPassView. 1]

Malteiro has the ability to deobfuscate

downloaded files prior to execution.]

Malteiro targets organizations in a wide
variety of sectors via the use of Mispadu

banking trojan with the goal of financial

theft [

Malteiro has used scripts encoded in Base64

certificates to distribute malware to victims.

[2]

Malteiro has sent spearphishing emails

containing malicious .zip files.l1]

Malteiro has injected Mispadu’s DLL into a

[)I'OC(ESS.IL1
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Use

Malteiro collects the installed antivirus on the

victim machine.[11

Malteiro collects the machine information,
system architecture, the OS version,

computer name, and Windows product name.
(1]

Malteiro will terminate Mispadu's infection
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process if the language of the victim machine

is not Spanish or Portuguese.m

Malteiro has relied on users to execute .zip

file attachments containing malicious URLs.
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