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KeyPass ransomware

By Orkhan Mamedov

Published: 2018-08-13 - Archived: 2026-04-05 22:02:40 UTC

In the last few days, our anti-ransomware module has been detecting a new variant of malware — KeyPass

ransomware. Others in the security community have also noticed that this ransomware began to actively spread in

August:

MalwareHunterTeam @malwrhunterteam - 6 u. e
@ KEYPASS ransomware (twitter.com/demaonslay335/s...) is spreading all over the

Earth.

From late evening of 8th this month, already got 100 submissions to IDR, from

maore than 20 countries.

Anyone got sample yet? Or at least info about how it's spreading?

Tl

@BleepinComputer @demonslay335

Michael Gillespie @demonslay335

#FRansomware Hunt: Extension ".KEYPASS", note
"INKEYPASS_DECRYPTION_INFO!I txt” -
pastebin.com,/TX8295iM. Flood of submissions to ID
Fansomware this morning from at least & different...

Notification from MalwareHunterTeam

Distribution model

According to our information, the malware is propagated by means of fake installers that download the

ransomware module.

Description

The Trojan sample is written in C++ and compiled in MS Visual Studio. It was developed using the libraries MFC,

Boost and Crypto++. The PE header contains a recent compilation date.
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[x1
Count of sections 5 Machine Int
Symbol tahle OOODDODOOLDDDOOOOGD] (Tue Huﬁ 0?7 17:31:20 2m18)
Size of optional header nnED Magic optiona Eader
Linker wversion 12 .00 08 version L.
Image version . oo Subsystem version L.01
Entry point Ooi6222%7 Size of code 001 FC200
Size of init data OOODE2 00 Size of uninit data nininininininin}
Size of image iy yninin} Size of header nininininEinin}
Baze of code ninininRninin} Baze of data 001 FEQOD
Image base ninEAninininin} Subsystem GUI
Section alignment nnjoloeRoiofn File alignment nfnjololopqnin
Stack 001 DEO00.A D001 DO Heap 001 DEO00.ADH0001 D
Checksum nininininininin} Mumber of dirs 16

PE header with compilation date

When started on the victim’s computer, the Trojan copies its executable to %LocalAppData% and launches it. It

then deletes itself from the original location.

Following that, it spawns several copies of its own process, passing the encryption key and victim ID as command

line arguments.

"8 ProcessHacker.exe 3564 1.03 11.65 ME S ~ ‘user Process Hacker

(=77 Interrupts ;C\Uiiurésuserg?p&iatal-cii!Igm ;LE.SEEPE-':‘FE-fé;?zt‘lqa;%;13-15_::1'12.Tiérijl}n:vfje(':'.-fcrl‘detﬂes 151 74wdh 003 0iyh UFHO

v! Wireshark. Ei.l::c:., 1DSicmSfg72KVA BeedRalcdFOm 70z Wmx7nL 3bYRp69 1w BUCirD
ChUsers\user\AppData\Localh\301 d293f665c6f0741 aa%40e5f275952 exe

Motes: st

Process is elevated.

Processisin a job. _

Process is 32-bit (WOWed).

hd '.\'._-__," am raaw... ol oo AFRIE f—m-—m:l
11901 dB93fe65chfa741... 1200 207ME \user
| 901d893E65CESTATas0... 2804 200MB o user

Command line arguments

KeyPass enumerates local drives and network shares accessible from the infected machine and searches for all
files, regardless of their extension. It skips files located in a number of directories, the paths to which are

hardcoded into the sample.
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ao+ text "UTF-16LE",
align 18h
aCProgramFilesX:
ao+ text "UTF-16LE",

aCProgramFilesX_8:
text "UTF-16LE",
aCProgramFilesX_1:

ag+

aa+ text "UTF-16LE",
align 8
aCProgramFilesH:
aa+ text "UTF-16LE",
align 18h
aGProgramFilesI:
aa+ text "UTF-16LE",
aGProgramFilesG:
aa+ text "UTF-16LE",
align 4
aDbWindows:
aa+ text "UTF-16LE",
align 8
aDProgramFilesy:
aa+ text "UTF-16LE",

aDProgramFilesy_8:
text "UTF-16LE",
aDProgramFiles¥_1:
text "UTF-16LE",
align 16h
aDProgramFilesH:
ag+ text "UTF-16LE",
align 8
aDProgramFilesl:
ag+ text "UTF-16LE",
aDProgramFilesG:
ag+ text "UTF-16LE",

ag+

ag+

"C:yUWindowsy ' ,8

; DATA XREF: sub_4160308:1oc_41610Cto
‘C:yvProgram Files (x86)\Mozilla Firefox\',8

; DATA XREF: sub_4160308:1oc_416223t0
‘C:\Program Files (x86)\Internet Explorery’,@

; DATA XREF: sub_X416830:1oc_41626A+0
‘C:\Program Files (x86)\Google\',8

; DATA XREF: sub_X416830:1oc_4162B1+0
‘C:\Program FilesiMozilla Firefox\',@

; DATA KREF: sub_X416830:1oc_4162F8+t0
‘G:wProgram FileshInternet Explorery’,8

; DATA KREF: sub_X416830:1oc_41633F to
‘C:\Program Files‘\Google\',8

5 DATA KREF: sub_X416830:1oc_416386+10
'D:vWindowsy' ,8

5 DATA KREF: sub_X416830:1oc_4163CDto
‘D:vProgram Files (x86)\Mozilla Firefox\',8

5 DATA KREF: sub_416830:1loc_416414¢t0
‘D:vProgram Files (x86)\Internet Explorer\y’,8

; DATA XREF: sub_416638:1loc_41645B+to
‘D:vProgram Files (x86)\Google\',8

; DATA XREF: sub_416830:1oc_4164A2+¢0
‘D:yProgram Files\Hozilla Firefox\',8

; DATA XREF: sub_416030:1oc_4164E9+10
'D:\Program FileshyInternet Explorery’,8

; DATA XREF: sub_41608308:1oc_416538¢0
'D:\Program Files\Googley',@

Every encrypted file gets an additional extension: “. KEYPASS” and ransom notes named
“’INKEYPASS_DECRYPTION_INFO!!!.txt”” are saved in each processed directory.
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M:| MEEYPASS_DECRYPTIOMN_INFOI! - Motepad — O >

Eile Edit Format Yiew Help

httentinn!

A1l your files, documents, photos, databases and other important files are
encrypted and have the extension: .KEYPASS

The only method of recovering files is to purchase an decrypt software and
unique private key.

After purchase you will start decrypt software, enter your unique private
key and it will decrypt all your data.

Only we can give you this key and only we can recover your files.

You need to contact us by e-mail keypass@bitmessage.ch send us your
personal ID and wait for further instructions.

For you to be sure, that we can decrypt your files - you can send us a 1-3
any not very big encrypted files and we will send you back it in a original
form FREE.

Price for decryption $300.

This price avaliable if you contact us first 72 hours.

E-mail address to contact us:
keypassjgbitmessage.ch

Reserve e-mail address to contact us:
keypass@india.com

Your personal id:
65e9RalxXFI9m/7Bzlmx7nL3bVRp691wdSNYSUCire

The ransom note

Encryption scheme

The developers of this Trojan implemented a very simplistic scheme. The malware uses the symmetric algorithm
AES-256 in CFB mode with zero IV and the same 32-byte key for all files. The Trojan encrypts a maximum of
0x500000 bytes (~5 MB) of data at the beginning of each file.
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864 0384F call sub_5AG5EB
86483854 mou [ebp+var_988], offset const CryptoPP::BlockCipherFinal<@,CryptoPP::Rijndael::Enc>:: uftable’
064 0385E mov [ebp+var_984], offset const CryptoPP::BlockCipherFinal<®,CryptoPP::Rijndael::Enc>:: uftable'{for ‘CryptoPP::BlockTransformation’}
06403868 push
00408386R ecx, [ebprvar_9BC]
0640386A 3 3 // starts at 403835
'E, .
il s =
00403870 ;  try {
804083870 moy byte ptr [ebp+var_u], 2
808483874 call sub_S9EF68
00403879 push a
00493878 mou [ebp+var_9BE], ©
004083885 mou [ebp+var_9B0], ©
B8040388F call Alloc
8084083894 add esp, 4
884083897 mou [ebp+var_9aC], @
00403897 ; } /7 starts at 483878
T T [
_ L
il e =
oou038A1 ;  try {
8040838A1 nou byte ptr [ebp+var_u], 3
004038A5 push
00403807 nou [ebp+var_9A0], @
004038B1 call Alloc
0804038B6 add esp, U4
80403889 nou [ebp+var_99C], @
004038B9 ; } /7 starts at 4e38A1
| L
ol i =
0OuB3SCE ;  try {
80483803 moy byte ptr [ebp+var_4], 4
804838C7 lea eax, [ebp+var_988]
084038CD lea ecx, [ebp+var_9CE]
00403803 nov [ebp+uar_9C0], offset const CryptoPP::CipherHodeFinalTemplate_CipherHolder<CryptoPP::BlockGipherFinal<®,CryptoPP::Rijndael::Enc>
6840380D moy [ebp+var_9BC], offset const GryptoPP::CipherModeFinalTemplate_CipherHolder<CryptoPP::BlockCipherFinal<e,CryptoPP::Rijndael: Enc>
804B838E7 moy [ebp+var_9A8], offset const CryptoPP::CipherHodeFinalTemplate_CipherHolder<CryptoPP::BlockCipherFinal<@,CryptoPP: R1]nﬂael zEnc>
804838F1 mov [ebp+var_9B8], eax
804838F7 call sub_5A5FF8

Part of the procedure that implements data encryption

Soon after launch, KeyPass connects to its command and control (C&C) server and receives the encryption key

and the infection ID for the current victim. The data is transferred over plain HTTP in the form of JSON.

M Wireshark - Follow HTTP Stream (tcp.stream eq 0) - network.pcap

O

Acce
Conn

pt: */*
ection:

nginx

{"linel":"

GET /get.php HTTP/1.
Host: cosonar.mcdir.ru

close

HTTP/1.1 288 OK
Server:
Date: Fri, 106 Aug 2018 15:43:31 GMT
Content-Type: text/html

Connection: close
Vary: Accept-Encoding

X-Powered-By: PHP/7.1.13

> line2":™

1 chient pkitf=). 1 server pkifs). T turn{s).
Entire conversation (348 bytes)

Show and save data as |ASCII

Find:

Find Mext

Filter QOut This Stream

Print Save as... Back STKPLITE Cnpaeka
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If the C&C is inaccessible (e.g. if the infected machine is not connected to the internet or the server is down), the
Trojan uses a hardcoded key and ID, which means that in the case of offline encryption the decryption of the

victim’s files will be trivial.

GUI

From our point of view, the most interesting feature of the KeyPass Trojan is the ability to take ‘manual control’.
The Trojan contains a form that is hidden by default, but which can be shown after pressing a special button on the
keyboard. This capability might be an indication that the criminals behind the Trojan intend to use it in manual

attacks.

INEEYPASS_DECRYPTION_INFO!, txt

Attention! -
All yvour files, documents, photos, databases and other impaortant files are encrypte [
The only method of recovering files is to purchase an decrypt software and unigue |i|
After purchase you will start decrypt software, enter your unigue private key and
Only we can give you this key and only we can recaver your files,

You need to contact us by e-mail keypass @bitmessage.ch send us your personal Il

For you to be sure, that we can decrypt your files - you can send us a 1-3 any not il

1| 1] 3

fseIRalXFam70zWmx 7Nl 3bVRpa3 IwdsNYSUCIrD

FEYPASS

[Exduded paths. .. ] [ rdpdip.exe ]

GUI of the trojan
This form allows the attacker to customize the encryption process by changing such parameters as:

 encryption key

e name of ransom note

 text of ransom note

e victim ID

 extension of the encrypted files

e list of paths to be excluded from the encryption
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luded paths

C\windowst, -
C:\Program Files (x36)WMozilla Firefox),
C:\Program Files (x3&)\Internet Explorer’,
C:\Program Files (x36)\Google’,
C:\Program Files\Mozilla Firefo!,
C:\Program Files\Internet Explorer’,
C:\Program Files\Google,

D:Wiindows,

D:'\Program Files (x36)Mozilla Firefoux!,
D:\Program Files (x36)\Internet Explorer},
D:\Program Files (x86)YGooglel,
D:'\Program FilesMozilla Firefoux,
D:\Program Files\Internet Explorer’,
D:\Program Files\Googlel,

Paths excluded from encryption by default

LRESULT __ stdcall 5uh_u13?sﬂ(int code, WPARAH wParam, LPARAM 1Param}

{
int w3; /7 eax
int wh; f/ eax
HWHD hWnd; 7/ esi
if { ftcode && (wParam == WH_KEYDOWHN || wParam == WHM_SYSKEYDOWN) && ={_ DWORD =)1Param == UK_F8 )}
{
u3 = sub_US53BED();
if { v3 && (vb = (=(int (_ Thiscall ==)(int)){={_DWORD =)u3d + 116))(v3)) *= 8 )
hind = #{HWHD =)}(ulk + 32);
else
hllnd = @;
if { IsWindowlisible{h¥nd) )
{
ShowWindow{ hind, SW_HIDE);
H
else
{
ShowWindow(h¥nd, SW_SHOW);
SetFuregruundWinduw{hWnd);
H
b
return CallHextHookEx{hhk, code, wParam, 1Faram};
H

Pseudocode of the procedure that shows the GUI by a keypress

Geography
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Trojan-Ransom.Win32.Encoder.n geography

Percent of users

N 2-2 BN2-5 [ ]5-7 M 7-10 N 10-20

10C

901d893f665c6f9741aa940e5f275952 — Trojan-Ransom.Win32.Encoder.n

hxxp://cosonar.mcdir.ru/get.php

Source: https://securelist.com/keypass-ransomware/87412/
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