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HildaCrypt Ransomware Developer Releases Decryption Keys

By Lawrence Abrams

Published: 2019-10-05 - Archived: 2026-04-05 23:03:46 UTC

The developer behind the HildaCrypt Ransomware has decided to release the ransomware's private decryption keys. With

these keys a decryptor can be made that would allow any potential victims to recover their files for free.

When a new ransomware or a variant is discovered, it is very common for researchers to post about them on Twitter. This

week, researcher GrujaRS discovered a new ransomware variant and identified it as a STOP variant.
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Last night, the developer contacted the researcher to tell him that it was an incorrect identification and that it was actually a

variant of the HildaCrypt Ransomware.
As part of this communication, the developer decided to also release the master private decryption keys for the ransomware.

With these keys a decryptor can be made that allows a victim to get their files back for free.

[ RELEASE-2019.TXT (Read Only) - Notepad?2 — m] X
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1 Greetings from jOhanna! A

3 These are my private RSA-2048 keys, have fun!

3

5 HILDACRYPT 1.1:
<RSAKeyvalue><Modulus>28guEbzkzcikg3N/ExUg8jGeshuMscmoFsh/ 3LoMywWzPrnfHGhr gotuY /cs+eS5GABQ+r s1B+MMWOWvqWdVpBXUgZzgsgogeIt7P+rib
whf ccyeKDi 7PGREZUTv+XpmG+m+u,/JgerBMLF 14 9+0vUMUEWSal57408CvFapojDkMTOPSCIGYLSiVFud8rev7ZtwcCaGf 88r t8DAUL2152Q1 x0aw8PpnCHS /74w
E8dAHKLF3sYMR7yFWAdCIRovZdAx8/qf jMTZ41sI1TEYajvkfAL80T7 2/UBME2gsAM /BGT 12hgLXP5ZGKPGQEF7ZpiclfrezcpionhnzzxztracsLfa/ jo==</Modu
Tus><Exponent>AQAB</EXponent><P>+etEOHT gvrNI8aPz/ TWETFNHRK+tmshndN,/bznik8z 3wMu,/13Y1E1EBOUXRP3UUI0OdF 2yTLROSMET j i +NU+r PUboMGd Y
J1TORSE7CL/wLa+1Thw7u097 afGu/uaof1b+1C1191HNARATIqT/9rCVPIYRRDIUDNNA IKSURSKD+g5=</P><Q>4 SEWaQZ pgChIug9ig+QqLolyImMLE+el Ylwxlu
jRgdfE2ghl7y/g2yP/qPezZTkwZoF 2t agySVDVFNLmKXpmxd9iDWHITiZwanbygi 3r7U9goPiMATKuDAMht xt1el pUOZBbmWIvuEe/BBz162Tkzbis7Mf 3NSGBOY
NTFvQfbw8c=</Q><DP>FZdr517wWzelL zemObAVi1zn4 831C jyGLNDrodCODSYED/PI16trx0Z TLHUDWZ5QAA /€31 JHMhKwnL 2sxhnc7 f5aDvs 35CdF 1HDvO2+1sQDeg
UONFLgOb9erk /+bxM3E8abh2kHxWOKMH+N1G2EPSZCV] /nQaneGzPUBTthcdgwx zHKSO=</DP><DQ>0gzHOTGE03Rb1INUS9ZC 3robugwaf OuoXBlGYCAT SvedKrsa
vdnxzzuAuwnCIu/4skzjIMATIHVOIh3HOgyDI1ChbdKDFkGZDal6c0omlu0Z8ChIbl 21 eRWE+S7 TINHNAPOUTTXBAQPZ5TV/6+pTIKKYIUBRe3dLDKECST UKO2CU=
</DQ><InverseQ>91Ir TvMBmA+ykXbBOSBEHLDT 0UNA3XFgOBdr FKCLRY SAZ4yy2 AGELZ joqvwvT itcIfumrRTZ4e/QufL1ThCErbBvC28ZW3CN3RPMHTFOOUY Sw
J15VN1etgXwb9cN7136550mx2qT jspoywRb2cHXVGT Imio82rgha+/1jFwdwhxk=</Inver seq><D>Y11iBOpNT+YUELSaF gmK 3HVM+GWRKbPQNTuTypxusxBpLZ1n
OLgaoM/V/mnkcrDRwYd1L16p+4Bzs1EMhb7 p0sHCKMDEGE 3GHr vGDCGv1q8krTpug99,/aNXUlvDB4 /ua5XAS32xXn8Cu5m/QpI8KNFWGTMT/jO9SjL+Ecjqve+ibu
hd687 PWBTKKGVRDgPZUpML7 08SWCNBCMO12BW]EBwah01RZHOTP jw]LXPM7LTPUeYATKHUXRBNGIZYRONNOGEU ] jgTOr LKTKQUANrexHs S1SRONNr9zrRDm4 358r
AdnNhuL7hvfvmheomquho7 sbz9Q7LXyvibv7CQODVCy+ZI0==</D></R5AKeyvValues>

7 HILDACRYPT 1.2:
<RsAKeyvalue><Modulus>0DFRVFCWIbLeL /2ZmmOfbx985TmGICRIWIUTIYNNXmpZMIZ i eY1TpINmjmcan82xXpx1z5ak,/Pv558szcBZoyqwmsxwedpo6vbsrcPap
+AT81lavxa6xnN11lacMpd? SR1IjKQUP14S3FsYT14FC7hygPxotr9l4unmyH84z 3dypPy+mOkfkHOYKNKRNWINGLE3IVRhX /Z4XAeZpIcPXTK2qThpTKOUL4NHIEITX
pauWbAWVZHIAWVTAHWM] 6+8H96kNpgcmOgGiwvRhivvjoulof T8d8hekbgyfEOKDY1p5eL4DNZWEAZM,/MLGX8Q TFVYFSpawAvVBBOp6S IMMTIGCT 61F 2w==</Modu
Tus><Exponent>AQAB</EXponent><P>/21g6MRGCWVymMFtI9sWBZ 9GsshfypywI3gEaz jkf jN3sdr/HZVo/TU200hmEWB4 INTSITXONWCbMB3CO9Z7 IO vWWsrha
+9aktCPX2esvhMLZ zcbNOkkb99r 53hGZLQKeIL HQVT TWFNELZwuKPFBk zuk4 j B3sHS2Ngk aR+XWXBQC=</P><Q>0KwX2BWrRXF 1F jnFv5H7 0qjOECrhvoBKACVT2
SYrvwr7xpq0j Tkkpx9wssoveyvpgoNLh0T 1YoN8660grEdpsTiNIOTdUDMVGFKbECK /pXcSBWKOFah,/vEA7 9vIEPeRbD/k2NURZYKD2Nr 0+ YTQF 6C3AQ4Q/ZRQDY
C1jfBChN4O=</Q><DP>Xxwivr2zak7bckcyRGauxLNmnd 17 TyfHKTuc3riwfz i hghnRNmwC62Baxotzr Tkxgf2suLcr78irFIIQrLopcr 9RIiaw32bpTvddmxF3Tl
QEVS3q0eYIE1X+7RZATGRXIT1QqSF43581yykm/fyptbNwXeL tu/DANEDAI4FQWUGIC=</DP><DQ>51Iw8IuLfk2hi8oFv7xvbu3hkvgQydmounshynPFXwebuHvs
sR/d8jDgYUYQIIDFxD5k2YZBePaas24tucP2BI196Fh+QZ p55Zun98repFfzMFm591MxBhGaxxyd vkvEBxzR1pkqLdL Dt 5Bh9AS /DihyCor 51A3D9L kwTha8Kxk=
</DQ><Inverseq=Mk/rMTcB2RGSVOFgEXdvrurAxpjooli 9KGI16wro76C TNItBqYp8b3y /eRThX10s11pl8F I TWHMr I T tEUeK2K0atgfim7 /Q71pIM/bOenE/IB |,
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HildaCrypt Ransomware Decryption Keys
After giving the keys to Michael Gillespie, he confirmed they were legitimate released a decryptor using them.

For those who wish to view the keys or create a decryptor based on them, they can be accessed here.

HildaCrypt was created for fun

BleepingComputer had a conversation with the ransomware developer last night and was told that HildaCrypt was only

made for fun and "it was mainly an educational thing really".

They further told us "hildacrypt never was used on anyone" and that they released the keys in case "some kid gets a hold of

these binaries I hope the keys would be of some use".

After further discussion, the developer intimated that they were probably going to stop development of the ransomware and

instead focus on getting involved in more legitimate efforts of the cybersecurity community.
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The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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