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The largest pharmaceutical company in India confirmed a ransomware attack in its regulatory filings this week,

explaining that the incident involved the theft of company data and personal information.

Sun Pharmaceuticals – the fourth-largest specialty generic pharmaceutical company in the world – said in filings

with the Bombay Stock Exchange that efforts to contain and eradicate the ransomware are ongoing and a
cybersecurity firm has been hired to help respond to the incident.

The company confirmed that a ransomware group has claimed responsibility for the incident but did not name

them. The notorious Black Cat/AlphV ransomware group listed the company on its leak site on March 24.

“The Company currently believes that the incident’s effect on its IT systems includes a breach of certain file

systems and the theft of certain company data and personal data. As part of the containment measures, we
proactively isolated our network and initiated the recovery process. As a result of these measures, Company’s
business operations have been impacted,” they wrote.

“Consequently, revenues are expected to be reduced in some of our businesses. The Company would incur
expenses in connection with the incident and the remediation.”

The filing provides an update to one submitted on March 2, when the company said it was suffering from a
cyberattack that affected some IT systems but did not impact “core systems and operations.”

Sun Pharmaceuticals warned that there may be other adverse effects resulting from the incident, including

increased cyber insurance costs, potential litigation, as well as diversions of time and effort for senior
management.

The Mumbai-based company sells pharmaceutical products in more than 100 countries and brought in a revenue

of $5 billion in 2022. It has more than 37,000 employees.

Black Cat/AlphV has made a point of going after healthcare and pharmaceutical companies. The gang caused

outrage three weeks ago when it extorted a healthcare network in Pennsylvania by publishing photographs of
breast cancer patients.

The group also attacked hospital technology giant NextGen Healthcare in January.

The criminal gang has existed in some form since 2012, according to researchers from Symantec, who said it
began using the Carbanak malware to steal money from organizations in the banking, hospitality and retail sectors.
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Three members of the group were arrested in 2018 before it evolved into a ransomware-as-a service (RaaS)
operation around 2020.

AlphV/BlackCat has now been used in other high profile attacks on colleges and universities across the U.S. as
well as businesses like Japanese video game giant Bandai Namco, toy production company Jakks Pacific, two

German oil companies and Italian fashion brand Moncler.

Jonathan Greig

is a Breaking News Reporter at Recorded Future News. Jonathan has worked across the globe as a journalist since
2014. Before moving back to New York City, he worked for news outlets in South Africa, Jordan and Cambodia.
He previously covered cybersecurity at ZDNet and TechRepublic.

Source: https://therecord.media/sun-pharma-india-ransomware-attack

https://therecord.media/sun-pharma-india-ransomware-attack

Page 2 of 2

https://therecord.media/two-carbanak-hackers-sentenced-to-eight-years-in-prison-in-kazakhstan/
https://therecord.media/fin7-manager-sentenced-to-7-years-for-role-in-global-hacking-scheme/
https://therecord.media/cybercrime-gang-sets-up-fake-company-to-hire-security-experts-to-aid-in-ransomware-attacks/
https://therecord.media/north-carolina-at-hit-with-ransomware-after-alphv-attack/
https://therecord.media/blackcat-ransomware-group-claims-attack-on-florida-international-university/
https://therecord.media/bandai-namco-confirms-cyberattack-after-ransomware-group-threatens-leak/
https://therecord.media/toy-maker-jakks-pacific-reports-cyberattack-after-multiple-ransomware-groups-post-stolen-data/
https://www.zdnet.com/article/shell-forced-re-route-oil-supplies-after-cyberattack-on-german-companies/
https://www.bleepingcomputer.com/news/security/fashion-giant-moncler-confirms-data-breach-after-ransomware-attack/
https://www.recordedfuture.com/?utm_source=therecord&utm_medium=ad
https://www.recordedfuture.com/?utm_source=therecord&utm_medium=ad
https://www.recordedfuture.com/?utm_source=therecord&utm_medium=ad
https://therecord.media/author/jonathan-greig
https://therecord.media/author/jonathan-greig
https://therecord.media/author/jonathan-greig
https://therecord.media/author/jonathan-greig
https://therecord.media/author/jonathan-greig

