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Android malware Central Asia

Introduction
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Key Findings

During our research, we uncovered the ongoing malicious campaign that started from
November 2023 to July 2024.

We found and analyzed approximately 1,400 unique samples of Android malware and identified
changes between versions of the same malware.

The attacker has a network of affiliates motivated by financial gain, spreading Android banker
malware that targets ordinary users.

Analysis of the file names, sample distribution methods, and other activities of the attackers
suggests a cultural familiarity with the region in which they operate.

Analysis also shows that the evolution of this malware campaign is causing attacks to expand
beyond the original region, causing more victims in other countries as well.

Threat Actor Profile

The starting point of the research
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Timeline
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Malware distribution

Techniques
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Translated from Uzbek:
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Accounts

Last Seen INFINITOSSS Barno OkcaHa
Name MILLENNIUM Umarova LiBeTkoBa

Last Seen

infinitosss
Username

User ID 6571903171 6856449327 6824678523 6477339333 7027991392

Number of
messages

Last Seen CesaTocnas Eduard
AneBTnHa!
Name NMoHomapeB Bocan

Last Seen

EduardBocan
Username

User ID 6406880636 7119728862 6556126401 7158481885 6125515928

Number of
messages

Last Seen HunkoH OpHecT Tykns HuHenb
Name OdemeHTbeB Ulep6akos PoibakoBa MamoHTOBA

Last Seen
Username

User ID 7133377920 6887020479 5526643036 6344107060 6701781993
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Number of
messages

Last Seen Name Jason99 Linda Castaneda Alicia Willis AnppeeBa Pogpurec

Last Seen Username — Andreeva_b676

User ID 6553097862 6574219148 5668418863 6716964266

Number of messages 2

Malware analysis

"android.permission.READ_PHONE_STATE",
"android.permission.RECEIVE_BOOT_COMPLETED",
"android.permission.RECEIVE_SMS",
"android.permission.ACCESS_WIFI_STATE",
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"android.permission.BROADCAST_SMS",

"android.permission.DUMP",

"android.permission.INTERNET",
"android.permission.READ_PHONE_NUMBERS",
"android.permission.ACCESS_NETWORK_STATE",
"android.permission.CALL_PHONE",
"com.example.smshandler.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION",
"android.permission.READ_SMS"

Ajina.Banker.A
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"key": "baseb4-encoded AES key",
"action": 1,

"worker": "Ares",

"id": "c23aaac5774d4992a8d68de5eaf28535"
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"action": 5,

: "string representation of the occured exception”

[

"android.permission.READ_PHONE_STATE",
"android.permission.CALL_PHONE",
"android.permission.READ_PHONE_NUMBERS",

"android.permission.RECEIVE_SMS",

"android.permission.READ_SMS"

]
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setComponentEnabledSetting(componentName, PackageManager.COMPONENT_ENABLED_STATE_DISABLED

for each active SIM card

MCC+MNC codes of current registered operator
Name of the current registered operator

ISO-3166-1 alpha-2 country code equivalent of the MCC (Mobile Country Code) of the
current registered operator or the cell nearby

ISO-3166-1 alpha-2 country code equivalent for the SIM provider's country code

MCC+MNC codes of the provider of the SIM
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Service Provider Name (SPN)
Phone number

Is SPN “known” or not

list of installed financial applications originated from Armenia, Azerbaijan, Iceland, Kazakhstan,
Kyrgyzstan, Pakistan, Russia, Uzbekistan and some international ones

sent SMS

Recipient
Body

Date

received SMS

Sender
Body

Date
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Armenia

Azerbaijan

Kazakhstan

Kyrgyzstan

Ajina.Banker.B
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new packages of interest

Accessibility Service abuse:

prevent uninstallation
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grant permissions

Requests for additional permissions. However, we did not found calls of Android Platform API in
the analyzed samples that requires such permissions

READ_CALL_LOG
GET_ACCOUNTS
READ_CONTACTS

Opens another legitimate app instead of a browser when permissions are granted

Infrastructure
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Targets

AM-CERT
(National CERT/CSIRT Armenia) reporting this campaign
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Attribution

Twitter post to the post by APK-47
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Group-IB Threat Intelligence
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Prevention

For confirmed malware samples Ajina.Banker:

Group-IB’s Fraud Protection
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When the malware is detected on the user’s device:

When new versions of a given Trojan family appear:
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Conclusion
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Recommendations

For users

Always check for updates on your mobile device. Maintaining your mobile devices updated will
make them less vulnerable to such threats.

Avoid downloading applications from sources other than Google Play. However, it’s important to
note that even Google Play cannot guarantee complete security. Always check the permissions
that an application requests before installing it.

Do not click on links contained within suspicious SMS messages.

Disable network access.
Freeze any bank accounts that may have been accessed from your device.

Contact experts to receive detailed information about the risks that the malware could pose to
your device.

For organizations

Threat Intelligence

Fraud Protection
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Threat Intelligence

Fraud Matrix

Tactic Technique Procedure

Attackers use Ajina.Banker malware to gain
access to user accounts

Malware

Attacker has a network of affiliated employees
Scam workers acting with financial motivation, spreading
Ajina.Banker that victimizes ordinary users

Resource
development

Attackers use Telegram accounts to spread

Social Network Account
I wor . Ajina.Banker

Trust abuse Attackers promise easy earnings and lucrative
Bluffing offers to convince end users to install
Ajina.Banker
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Fake application

Ajina.Banker mimics popular banking apps and
payment systems

MITRE ATT&CK® Matrix

Tactic

Initial Access
(TAO027)

Persistence
(TAO028)

Defense-
evasion
(TAOO30)

Nradantial_

Technique

Phishing (T1660)

Event Triggered Execution:
Broadcast Receivers
(T1624.001)

Indicator Removal on Host:
Uninstall Malicious
Application (T1630.001)

Masquerading: Match
Legitimate Name or Location
(T1655.001)

Procedure

Ajina spreaded malicious applications via
Telegram.

Ajina.Banker registers to receive system-wide
broadcast intents such as receiving SMS
message, device boot completion, network
changes, battery charging state changes,
locking and unlocking the screen.

Ajina.Banker can uninstall itself.

Ajina.Banker mimics legitimate applications,
trying to match their names and icons.

Indicators of compromise

md5

4b0256974d7250e3ddc3d13d6¢c506f4f

shal

ccb6afl49fldall0a570241dde6e3cfd0852cb0d8

Page 34 of 37




https://www.group-ib.com /blog/ajina-malware/

a61c0d53f624024d401c987032270e7d

34a42857113ab2c856d533105494eb41

bf20e58236¢c2020cd5eeceffObf7974c

7f2e9aa66f802727a52eeec72ed2d458

00241d7334d78340cd5eb721f40b8682

48eb80adac9c2c9bd046c8f3da8c7f58

bflcb7d7c3bccaca23a652bd69feb539

Network indicators

2405e7b762e65011f7d107b2b2bcf069a18a5278

8a3c5e0c0438588640fbf4afe3a9c176a8204eec

209aa1222bf59dd397aa38779cb0f48dcc961424

84af2ce3a2e58cc8a70d4cc95916cbfel5f2169e

15del5a6f4af9c32cccbee23d99b80d33f3dcb50

7f4b4f2b941e4472ece092a409099716aadcflob

5765162d8e5¢c5f903b4a297c5d2d2bbb5fedaaOf

Found it interesting? Don't hesitate to share it to wow your friends or colleagues

@ GROUP-IB Products Resources
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Partners Company

Subscription plans Services Resource Center

Subscribe to stay up to date with the
latest cyber threat trends
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