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An analysis of syscall usage in Cobalt Strike Beacons

Thanks to the suggestion of my good friend Nat (0xDISREL), I spent the last week digging into a Cobalt Strike

beacon made with the latest leaked builder. His idea was to analyze and understand how CS approached syscalls.

Sample

This analysis was conducted in an x64 bit payload with the hash
020b200987808301cad6025fe7e2f93fa9f3d0cc5d3d0190f27cfocd374bcf4 , generated by the recently leaked 4.8

version of Cobalt Strike. It's publicly available for download in unpacme. I will not go over unpacking the sample

for the sake of brevity, but doing so is pretty straightforward and shouldn't present any problems.

A quick refresher

Before we get to the actual reversing, let's get a quick refresher on what system calls look like under Windows.

4C: BBD1

BS 18000000

FeD425 0OB0D3FETF 01
75 03

OFD5

C3

D ZE

c3

OF1F 8400 00000000
4C: 8BDL

BE 13000000

F&0425 OBO3FETF 01
75 03

OFDs

OF1FB400 00000000
4L BBD1

BE 1AD00000

F&D425 OBO3IFETF 01

OF1FB400 QOO0
4C: BBD1

EE 18000000

FeD425 0OB0D3FETF 01
75 03

OFD5

3

D 2E

c3

According to calling convention, arguments are setup in the appropriate registers before the instruction

[mow rio,rcx [ZwAlTocatevirtualMemory
mov €4ax,15

test byte ptr ds: [7FFED308],1

jne ntd11.7FFE461BD3CS

ine
ret
mov rl0,rcx
mov eax,13

test byte ptr ds: [7FFE0308],1
ire ntdll.7FFE4618D3ES

NtQueryInformationProcess

retc

ret ) B

Wp dword ptr as: |[rax+rax|,eax

mov ri10,rcx

mow eax,la

test byte ptr ds: [7FFEO308],1
ne ntdll.7FFE4618D405

IwWaltForMultipledbjectsiz

ret
o
ret ] )
nop dword ptr ds: |[rax+rax];eas
mowv rld,rcx

mav eax,18

test byte ptr ds:[7FFED308] ;1

ire ntdl1.7FFE4618D 425

ret

Zwwr iteFileGather

ret

SYSCALL

is executed, handling execution to the Kernel. One of such arguments is the code for the system call (in the picture
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above, it's passed via the eax register). These system calls reside in ntdll and provide evasion benefits by
allowing you to avoid calling APIs that are likely hooked by AV/EDR.

How Cobalt Strike does it

During the first steps of analysis of the unpacked payload we'll come across references to qwords and calls to

registers.

Jtext:000000018001B421 loc_18@@1B421: ; CODE XREF: sub_188@1B3D8+381j
~text:000000013001B421 48 89 54 24 58 mow [rsp+38h+arg_18], rdx

Ltext:ee00e0015001B426 458 89 4C 24 28 Mo [rsp+3gh+var_18], rex

Ltext:B000000150016B428 FF 15 7F 4E 081 @0 call cs:GetCurrentProcess

.text:0000000180081B431 83 3D 34 88 83 B0 81 cmp cs:dword_18884BC6C, 1

Jtext:000000013001B438 44 8B CB mow rad, ebx

Ltext:0008000150016438 4C 8D 44 24 58 lea ré, [rsp+38h+arg 18]

Jtext:0oo9epalseelB448 AC BB D mow rle, rax

Ltext:000000018001B443 48 8D 54 24 20 lea rdx, [rsp+38h+var_18]

text:000000015001B448 75 BE jnz short loc_18881B458

.text:200200015001B444 48 5B @5 TF 4B @3 ee mov rax, cs:qword_l8eadFFDe

.text:0e0ae00150016451 49 8B CA MoV rox, rle

.text:2000800018881B454 FF DO call rax ; qword_1B88@4FFD@

.text:00600000186081B456 EB 22 Jmp short loc_188@81B47A

Jtexti:Geaaeeels38818458 It il bt b
Jtext:e@oae0elseelbass

Ltext:000900al5001E458 loc_180@1B458: ; CODE XREF: sub_188@1B3DB+781j
Jtext:000000015001B458 48 BB @D 79 4B 83 oe mov rcx, cs:qword_lS@84FFDE

.text:200200018801B4A5F 48 39 @D FA @7 @3 ee mov cs:qword_18884BC6A, rcx

.text:eg00e0015001B456 56 a0 74 4B @3 ee maw ecx, cs:dword l8@@4FFES

<text:B00000015801B45C 89 8D F6 @7 B3 ee Mo cs:dword_18884BC68, ecx

.text :000000018001B472 48 BB CB mow rcx, rax

Jtext:000000012801B475 EE 8C 1C 88 B8 call sub_18881D886

Jtext:eeeae0alseelbara

. Lext:00a000150016474 loc_le@alBaia: ; CODE XREF: sub_18@8@1B3D8+7ET]
hext:000000018001E47A B (@ test eax, eax

«text:000000018801B47C 75 87 jnz short loc_18881B485

.text:200200015801B47E BE 21 8@ a0 ee mov ean, 1

.text:2e0e000150016483 EB oF jmp short loc_ 188018494

Ltext :BE000018001E485 j =mmmTrrrssssrrssssrssssrrssssrrEssrssssTrrEsssEsEsEssrEsssssEssTTEsss s e T
.text : 006000018601 B485

Jtext:G008000138081B485 loc_18881B485: ; CODE XREF: sub 188@1B3D3+1Ftj
Jtext:e@eae00ls0e16485 ; sub_l180@183D8+301]

«text 000900018001 E485 3 sub_lB88@1B3DE+471]
text:000000018001B485 5 sub_1BB@LE3DE+A4T]
.text:000000015001B485 44 8B (3 mow r8d, sbx 3 dwFreeType
.text:@eeaeealseelb4ss 48 86 D7 mow rdx, rdi ; dwsize

.text:000000015001B488 48 88 CE Mo rex, rsi ; lpAddress
.text:000000015081B4BE FF 15 8C 4D @1 ee call cs:VirtualFree

text:B00800012801B494

Jtext:eedaeealioelbans loc_l3@@1B494: ; CODE XREF: sub_l186@1B3D&+A5T]
Ltext:0000000150016494 45 88 5C 24 48 mow rbx, [rspt38h+arg_e]

.text:0000000180016499 48 BB 74 24 48 mav rei, [rsp+3sh+arg_g]

text:000000018601B49E 48 83 C4 30 add rsp, 3@h

<text:0eeae0015001B442 SF pop rdi

.text:0e0ae0015001B443 3 retn

Ltext :BE000018001E4A3 sub_188@1B3D8 endp

Inspecting said qwords will lead us to the .data section, where they don't hold any values (yet).
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.data:po00e0018084FFCO sub_1B8@1B4A4+791r

.data:000800018004FFCE 2?7 #? ?? 2?7 dword_1B8@8@4FFCE dd ? ; DATA XREF: sub_18001B4A44B&Tr
.data:BBEOBBE1SBBAFFCC 2?7 22 3P 2 align 18h

.data:e0eareR1sRe4FFDe 27 22 27 22 ¥ 32 ?? ¥} qword_18@e4rFDe dq ? ; DATA XREF: sub_18@@1B3D8+3@fr
.data:e00000015004F FD@ ; sub_188@1B3D8+72tr
.data:500800015084F FD8 ; ma_indirect_syscalls_setup+3Ete
.data:0e00020180@4FFDE 27 P7 7 27 PP 3P 2} ¥ q‘nor‘d_leFDB dq ? ; DATA XREF: sub_LSBBJBBDS-&-S:T‘F
.data:eeeseeelseesrris ; sub_18@@1B308:loc_180@1B458Tr
.data:000000018004FFEe 27 #2 2?7 27 dl'ol‘ﬂ_lMFEG dd ? ; DATA XREF: sub_188@1B3D8+8Efr
.data:000000018004FFES 27 ¥? ?? 3? align 8

.data:000808818084FFEE ? 2 2 2 R 2 1 ¥ qword_18884FFES dq ? ; DATA XREF: sub_18881AD38+24fr
.data:600000015004FFES ; mw_indirect_syscalls_setup+BFto
.data:000000015004FFFe 22 22 22 27 22 22 2?7 P quord_l3@e4rFFe dq ? ; DATA XREF: sub_l8@@1AD38+3Atr
.data:000000018004FFFB 22 2?2 2? 2?2 dword_1B8@84FFFE dd ? ; DATA XREF: sub_l1B88@81AD38+4DTr
.data:00000800180@4FFFC 2?7 ?? ?? 3?2 !]ign 28h

.data:eeecepalseeseese M N N N R NP N N qword_l8eeseese dq ? ; DATA XREF: sub_180@1B19C+24fr
.data:B6800000150050000 ; ma_indirect_syscalls_setupt+Edto
.data:0000000180050008 27 ¥? 2P 22 ¥? 32 1 ¥} qword_laaasms dq ? ; DATA XREF: sub_LEB@lBLBE+3AI‘r
.data:0008000180850818 2?2 ?? 2? 2? dword_188858816 dd ? ; DATA XREF: sub_18881B19C+4Dtr
.data:000ORBE130850814 27 22 3P 2 align &

.data:eeeereR180050018 27 22 27 22 ¥ 32 2 22 qword_18@e5ee18 dq ? ; DATA XREF: sub_18@@1811C+10Tr
.data:pE000281508850018 ; ma_indirect_syscalls setupt+l8lto
.data:2008000150050820 27 ¥? P 22 P 2?2 ?? ¥ qword_1B88858828 dq ? ; DATA XREF: sub_18881B11C+38fr
.data:@0eeepa130850028 37 P 2} 27 dword_180050028 dd ? ; DATA XREF: sub_188@1B11C+4Bfr
.data:000000015805002C 2 22 2? 22 align 18h

.data:0000000150050030 22 22 22 22 P 22 2} ¥} qword_188050638 dq ? ; DATA XREF: sub_18881ABB&+47fr
.data:0000000150050030 ; sub_18@@1ABBE+8LTr
.data:BE0EB2E138858038 ; ma_indirect_syscalls_setup+122to
.data:peEEBR0150050838 27 PP P 2P PP ¥R 2P M qword_186858838 dq ? ; DATA XREF: sub_ 188@1ABBS+48Tr
.data:0e000001500500838 ; sub_18e@1ABBE+TAtF
.data:0000000150050048 22 ?2 ?? 2?2 dword_188858048 dd ? ; DATA XREF: sub_188@81A888:loc_l8@@1ACETtr
.data:00000800180050844 2? ?? FP 37 align &

L0RTAIEEARERRIEARSEELE 2F 2D PP 23 PR 2R 3 27 qword_l8eesee4s dq ? ; DATA XREF: sub_18@@1AF28+3Dfr
.data: BG00000150050048 ; ma_indirect_syscalls_setupt+ld3to
.data:0000000150050050 27 7 P 22 P} 37 ¥ M qword_l8805005@ dq ? ; DATA XREF: sub_lB8@@lAF28+36Tr
.data:0008000180850858 2?2 ?? ?? 2? dword_188858858 dd ? ; DATA XREF: sub_18881AF28:loc_188@1AFCETr
.data:PB0OBBE130850E5C 27 22 3P 22 align 28h

.data:eeeereR180050060 27 22 27 22 P 2 P ¥} qword_18@e5ee6e dq ? ; DATA XREF: sub_lseelBese+3Efr
.data: pE00BE0150050068 ; ma_indirect_syscalls setupt+lesto
.data:0000000180050868 27 ¥? PP 22 ¥ 3P ¥} WP qmrd_lmsma dq ? ; DATA XREF: sub_lEGBlB@][HB?]‘r
.data:eo0a000150050878 2?7 22 P 2?2 dword_188058878 dd ? ; DATA XREF: sub_l8eelBe3e:loc_lseelBeD2fr
.data:00006001808050074 27 22 2? ?? align 8

.data:0000000150050078 22 22 22 22 P 22 2} ¥} qword_188050678 dq ? ; DATA XREF: sub_18881AA38+1Efr
.data:0008000150050078 3 mi_indirect_syscalls_setup+lB5to
.data:0008000150850888 2? 2 M 2 N 2P 1 M qword_188858880 dq ? ; DATA XREF: sub_18881AA38434fr
.data:00e0000130050@88 7 P¥ P 3P d‘wrd_lmms dd ? 3 DATA XREF: sub_l8@@1AA384+47Tr
.data:0e0000018005008C 2?7 22 22 22 align 1@h

Inspecting other references to these addresses will land us in a function that looks a lot like an import by hash
routine - there are repeated calls to the same function, each time passing a different hexadecimal value and a

.data section address among its arguments.
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text:8e080018001B680

' text:@e00080130016668 48 89 5C 24 1@ Mo [rsp-8+arg_8], rbx
Ltext:080aes815801B685 458 89 7C 24 18 mo [rsp-8+arg_l18], rdi
.text:P80088818881B68A 55 push rbp
Jtext:200800018881B688 48 BD AC 24 98 E1 FF FF lea rbp, [rsp-1E78h]
Jtext:0000000180081B6C3 BE 70 1F a2 88 Mo eax, 1F7@h
Ltext:0200000180801E608 EB 33 33 o0 20 call __alloca_probe
.text:B8800001800166C0 45 20 E@ sub rsp, rax
Ltext:eooe00018001B6D0 83 64 24 30 88 and [rsp+iF7@h+var_1F48], @
.text:P00080018801B6D5 44 8D 48 CC lea réd, [rax-34h] ; Size
Jtext:0eee8e13001B8600 45 8D 4AC 24 34 lea rcx, [rsp+lF7@h+var 1F3C] ; woid *
Ltext:Pe080001580166DE 33 D2 Xor edx, edx ; Val
. text: 0000001 B881B6E8 EE BB 1D o8 B8 call memset
Jtext:o00800818881B6ES 48 B3 AS B 1E 00 80 B8 and [rbp+1E7@8h+arg_@&], @
Ltext:000000018801E6ED BF F4 @1 o0 20 Mo edi, 1F4h
Ltext:000000018001B6F2 AC 8D 85 8@ 1E 80 BO lea r8, [rbp+lE78h+arg_8]
Ltext:200000618801E6F9 48 BD 4C 24 38 lea rex, [rsp+lF7@h+var_1F48] ; void *
Jtext:000000018801B6FE BB DV mo edx, edi
Jtext:o00ee0e15801E708 EE EF FB FF FF call sub_18861A7F4
Ltext:0e0eeeels801E785 458 58 90 S0 1E ee ge mo rbx, [rbp+lE7eh+arg_e]
LLext:boooeRelseelETaC 45 8D @5 BD 45 @3 e lea rax, gword_lBeB4rFap
.text:000000618801B713 48 BD 4C 24 38 lea rcx, [rsp+lF7@h+var_1F48]
Jtext:ofeee0818881E718 4C 8B C3 mow rg, rbx
Jdext:oeeaeselsee1E718 41 B9 69 7A 28 Bl Mo rod, e81287469h
text:2000000180016721 8B D7 Mo edx, edi
Ltext:00000001BBR1ET723 48 B9 44 24 28 mon [rsp+IF7@h+var_1F58], rax
text:000000018001B728 EE @F F@ FF FF call sub_18881A73C
Ltext:020000018001E720 48 8D @5 84 48 83 pe lea rax, gword_ 1B8884FFB3
Ltext:peaeee01880016734 458 8D 4C 24 3@ lea rcx, [rsp+lfiéh+var_1F48]
Ltext:eo0peee18001EB739 41 B9 BB CF @8 C5 mon r9d, @8CS8sCFBBh
Jtext:000000218001EB73F 4C BB C3 mo ré, rbx
Jtext:oeeeeselseelErva2 S6 D7 Moy edux, edi
Ltext:Pe0aaee15801E744 45 59 44 24 28 mow [rsp+iF7@h+var_1F58], rax
L Lext: 0000818081674 EE EE EF FF FF call sub_18881A73C
Jtext: 0000001 B801BT4E 48 BD @5 7B 48 83 @@ lea rax, gword_18884FFD8
Jtext:0800088818881B755 48 8D 4C 24 38 lea rcx, [rsp+lF7@h+var_1F4@]
Ltext:000000018001E75A 41 BY 23 21 AF 35 Moy rod, 35AF2123h
LJtext:eeosepe1ERR1ETEe 4C BB C3 o rg, rbx
Jtext:@00002218801EB763 BB DV mon edx, edi
text:08000018001B765 43 89 44 24 28 mon [rsp+1F7@h+var 1F58], rax
Lext:0e0ae8815801E76A ES (D EF FF FF call sub_18@01A73C
Lext:PeeeeeR1see1lE76F 45 8D 85 72 45 @3 @9 lea rax, gword_lB8ee4rFEs

Case closed then, the empty qwords would receive pointers to the resolved API functions, right? All that's left is to
identify the hashing algorithm and start renaming things? Well, not quite. This write-up is not called "analyzing

import by hash", after all.

Let's take a look at the function that's called before all the hashes start showing up. I've named it

mw_prepare_indirect_syscalls .
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Preparing system calls

loc_18801A832:

mov
mov
mov
mow
add
mov

cmp:
jz
mov
mov
movsxd
mov
test
jz
lea
mp
jz
mov
mov
or
cmp
jnz
mov
or
cmp
jnz
MoVIX
or
cmp
jnz
mov
mov
mow
mov
add
add
add
mov
shl
xor
mov
mov
mov
xor

call

rl3, rex

rgd, 28282828h

r9, [rax+TEBG4.ProcessEnvironmentBlock]

ri@, [r9+PEB64.Ldr]

rie, 1eh

r9, [rle+(PEB_LDR_DATA.InLoadOrderModuleList.Flink-18h)]

; CODE XREF: mw_prepare_indirect_syscalls+5B47
; mw_prepare_indirect_syscalls+654]
; mw_prepare_indirect_syscalls+754§
; mi_prepare_indirect_syscalls+B834j
; ma_prepare_indirect_syscalls+92lj

r9, rie

loc 188014984

rdi, [r9+LDR_DATA_TABLE_ENTRY.D1llBase]

ra, [ra]

rax, [rdi+IMAGE_DOS_HEADER.e_lfanew]

ecx, [rax+rdi+IMAGE_NT_HEADERSE4.OptionalHeader.DataDirectory.VirtualAddress]

ecx, ecx

short loc_1B88@1A832

rsi, [rditrex]

[ rsi+IMAGE_EXPORT_DIRECTORY.NumberOfiames], @

short loc_18@@1A832

ecx, [rsi+IMAGE_EXPORT_DIRECTORY.MName]

eax, [rex+rdi] ; first 4 bytes of dll name

eax, réd

eax, 'ldtn’

short loc_1B88@1AB32

eax, [rex+rdi+d]

eax, réd

eax, 'ld.1’

short loc_1B88@1AB32

eax, word ptr [roxérdi+d]

ax, 28h

ax, '1’

short loc_188@1A832

ebx, [rsi+IMAGE_EXPORT_DIRECTORY.AddressOfFunctions]

ebp, [rsi+IMAGE_EXPORT_DIRECTORY.AddressOfNames]

eax, [rsi+IMAGE_EXPORT_DIRECTORY.AddressOfiameOrdinals]

réd, edx

rax, rdi

rbx, rdi

rbp, rdi

rex, rl3 ; vold *

rg, 4 3 Size

edx, edx ; val

[rsp+68h+AddressOfFunctions], rbx

[rsp+68h+arg_18], rax

[rsp+6Bh+var_4@], rbp

risd, risd

memset |

The first part of it is run of the mill PEB walking and PE parsing to get names of exported functions. Note also
that there is a check of IMAGE_EXPORT_DIRECTORY.Name against ntdll.d1l very slightly obfuscated (it's just

written backwards and split over three cmp instructions). This tells us the author is only interested in ntdll. That

makes sense, considering they're after syscalls. There is a memset , to which we'll come back later.

The next block of code will check the function name for the prefixes Ki and Zw.If either prefix matches there is a

call to the hashing function, which isa ROR 8 ADD algorithm that iterates over each word and uses 0x52964EE9
as a hardcoded XOR key.
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-text: 22088001888 1A5CD check_start_for_Ki_and_hash: ; CODE XREF: mw_prepare_indirect_syscalls+1854j
.text:200000018801A5CD 42 BB &C BS 2@ mowv ebp, [rbp+ril4*4+8]

.text:0000000130@1A3D2 42 B3 EF add rbp, rdi

Jtext:000000013201A8D5 GF 84 92 20 &8 o0 jz loc_18001496D

.TexT:e00000015001A508 B5 4B 69 o0 0@ mow eax, "iK’

.text :00000018001A3E8 66 39 45 8@ emp [rbp+a], ax

.text:0000BPE1EBA1ASES 75 32 jnz short check_start_for_Zw

Jtext:@00B0015801A5E6 458 88 (D mov rex, rbp

Jtext:800000018001A8E9 E8 DA FE FF FF call mw_ror8_add_hashing

.text:eeeeeealsee1ABEE 3D 99 44 (D 8D cmp eax, BDCD443%h

.text:0008BBE1BBA1ASFI 75 23 jnz short check_start_for_Tw

.text:000000013001A8F5 48 8B B4 24 23 80 @@ 80 mowv rax, [rsp+68h+AddressOfNamedrdinals]
Jtext:000000015001A5FD 42 OF B7 84 7O movIx  eax, word ptr [rax+rld*2]

.text:@@08000188014992 BB 8C 83 mov ecx, [rbx+rax*4]

.text:@008000150014985 43 @3 CF add rex, rdi

.text:PPOOBOE1SBA1AIBE E8 TF FE FF FF call  mw_find_syscall_codeblock

. text:0BOORROLEAR1A9BD 45 80 BC 24 50 @0 00 89 mov rcx, [rsp+é8hiarg_10]

.text:PB08000158014915 458 89 @l mov [rex], rax

.text:200800018801A918

Jtext:0@08000130014918 check_start_for_zw: 3 CODE XREF: mw_prepare_indirect_syscallss+Fetj
.text:200000015601A918 : mw_prepare_indirect_syscalls+FFtj

Ltext:@00000810001A9168 B8 SA 77 @0 00 mov eax, "wi'

.text:P@0800018801A91D 66 39 45 @@ cmp [rbp+@], ax

text:200800018001A4921 75 4A jnz short loc_18881A95D

Jtext:900eee8158014923 41 88 DF mow ebx, risd

.text:PBa8aea158014926 45 88 (D mov rex, rbp

.text:@00000018001A929 48 83 DB add rbx, rbx

.text:000000018001A92C EE 97 FE FF FF call mw_ror8_add_hashing

text:0000800150014931 4C SB 24 24 53 @0 GO @0 mov r8, [rspt&8htAddressOfiamedrdinals]

. text:00009ee150014939 45 8B 54 24 20 mov rdx, [rsp+ésh+AddressofFunctions]

.text:PB0aROR18801A93E 41 89 44 DD 8@ mov [r13+rbx*8+@8], eax ; move hash value to indirect syscall struct
.text:@200800018801A943 43 BF B7 84 7@ mOVEX eax, word ptr [r8+rl4*2]

Jtext:0000008130014948 8B @C 82 mov ecx, [rdx+rax®d]

Jtext:0008000158014048 41 FF C7 inc ri5d

L TeXT:B20800R1E001A94E 41 89 4C 00 84 mov [r13+rbx*6+4], ecx ; move address of function from ntdll te indirect syscall struct
.text :000880018881A953 43 BF BT 84 78 MOV E X eax, word ptr [r8+ri4*2]

text:2@0800013001A958 EB 8C 32 mowv ecx, [rdxtrax*4]

.text:@@0800015801A958 48 @3 CF add rex, rdi

Jtext:B00000018001A95E 49 89 4C DD @8 mov [r13+rbx*8+8], rcx ; move ptr to syscall block to indirect syscall struct
.text:P0080001E801A963 44 3B 7C 24 78 cmp risd, [rsp+68h+arg_8]

.text :0008000180814968 74 15 jz short loc_188@81A97F

Jtext:P00a808158014964 45 86 DA mowv rbx, rdx

. text: 0O0OBDA1B0B1ATIE ;3 __int64 _ fastcall mw_ror8_add_hashing{_BYTE *

. text: 000080018081A7CE mw_ror8_add_hashing proc near 3 CODE XREF: mmw_prepare_indirect syscalls+FSip
text: 000a02a18881AT7CE 3 mw_prepare_indirect_syscalls+138lp
. text:peaedealseelATCE 45 33 9 xor rod, rad

text:#G0088001B801ATCE 4C BB C1 mo rB, rcx

Jtext:000080QLERR1ATCE B8 E9 4E 96 52 mov eax, 52964EE%h

Jtext:GeeeepalsselATDI 44 38 69 omp [rex], rob

text:peaessalseelaTbe 74 1A jz short locret_18881A7F2

text:a86800818001ATDE

.text:000008018881A7DE loc_18881A7DE: 3 CODE XREF: mmw_ror8_add_hashing+284j
.text:0e8080a18881A7D8 @F BT @9 movzx  ecx, word ptr [rex]

text:6eaeepalseelATDE 86 Dé mov edx, eax

text: 8088081880140 41 FF C1 inc rod

text:00000001B001AFES C1 CA B2 ror edx, 8

.text:0e0882@18881AFE3 €3 D1 add edx, ecx

Ltext:eeeaeealseelAvES 41 86 C9 mov ecx, rad

text:#@0880818801ATES 49 83 (8 add rex, ré

. text:0B00B0ALERRLATER 33 C2 xor eax, edx

. text:008080018881A7ED 28 39 G@ cmp byte ptr [rcx], @

Jtext:e00a0ealseelATre 75 E6 jnz short loc_188@1A7D8

. text: GB0a0BA15081ATF2

. text:pB008RaLB801ATF2 locret_188@1A7F2: 3 CODE XREF: mwi_ror8_add_hashing+Etj
.text: 00008001LB801ATFF2 F3 (3 rep retn

Jtext:eeeeesalseelATr2 mw_ror8_add_hashing endp

. text: 6eea0eal8001A7F2

A function starting with Ki will only be used if its hash matches 0x8DCD4499 ; on a 22H2 version of Windows 10
I couldn't find an export from ntdll that matched such value. This routine then will act on at most one function

starting with Ki and all starting with Zw. Appropriate values will populate a structure whose address was supplied
to mw_prepare_indirect_syscalls - I've decided to call it syscalls_organized_by_hash . It is described below.

struct syscalls_organized_by_hash {
DWORD function_hash;

DWORD ntd1l_address_of_function;
QWORD ptr_to_function_syscall_block;
be

function_hash is the calculated hash for the exported function; ntdll address of function is an address to
the function's code as pointed to by IMAGE_EXPORT_DIRECTORY.AddressOfFunctions ;
ptr_to_function_syscall_block is a pointer to the system call gadget related to said function, which resides in

ntdll.dll memory. Remember the memset call earlier? It's used to zero that structure out. The r13 register points
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to it, and the additions at each address confirm the size of each struct member. After all the Zw prefixed functions
are placed in the structure, an algorithm will sort their positions according to the ntdll_address_of_function ,
from lowest to highest. After this is done, the struct will contain the hashes, addresses of functions in the ntdll
executable and pointers to the syscall gadgets for all functions with a Zw prefix, sorted in ascending order

according to the ntdl1l_address_of_function wvalues.
Setting up the syscalls structure

Going back to the function that resembled import by hash with what we've learned, we can see the that
mw_get_indirect_syscalls_by_hash is supplied the syscalls_organized_by_hash , alongside the hash and a
pointer to those empty qwords. After using the hashing algorithm to generate enums from ntdll exports, we can

solve the hashes to see which APIs they intended to get the syscall code blocks to.

.text:P00000015801E780 E5 EF F@ FF FF call mw_prepare_indirect_syscalls

. text:P00000018801E785 48 BB 90 B@ 1E @0 8@ mow rbx, [I‘bpflf?@h-}-a"g_ﬁ]

.text:088080012001E78C 428 8D @5 BD 48 @3 @8 lea rax, syscalls_struct

Ltext:000000@13801E713 48 8D 4C 24 3@ lea rcx, [rsp+lF7@h+syscalls_organized by hash]
Ltext:Beeoe0015001E718 4C 8B C3 maw r8, rbx

.text:000000018001E710 41 BY &9 JA 2B Bl may rod, NT_ZwAllocateVirtualMemory

.text:0008008018881B721 8B D7 mowv edx, edi

Jtext:088080012081E723 48 89 44 24 20 mow [rsp+lF78h+ptr_to_syscalls_struct], rax
.text:Bee080018001E728 E8 BF F@ FF FF call mw_get_indirect_syscall_by _hash

.text:P00040018801E720 45 8D 85 84 45 @3 @0 lea rax, syscalls_struct.ZwProtectVirtualMemory ptr_to_syscall _block
.text:022000013001E734 48 8D 4C 24 28 lea rex, [rsp+lF78h+syscalls_organized by hash]
.text:008000018001E739 41 B9 8B CF @8 (5 mow rod, NT_ZwProtectVirtualMemory

Jtext: 60eae0R15881B73F 4C 8B (3 mow rd, rbx

Ltext:PE00000158016742 8B D7 mow edx, edi

.text:PO00RBRLEA01ETS4 453 B9 44 24 20 mov [rsp+iF7eh+ptr_to_syscalls_struct], rax
.text:088080012081B749 E8 EE EF FF FF call mw_get_indirect syscall by hash

Jtext:0eeeee@13801E74E 48 3D @5 7B 48 @3 @@ lea rax, syscalls_struct.IwFreeVirtualMemory ptr to syscall block
Ltext:20008001588016755 45 BD 4C 24 3@ lea rex, [rsptlf78h+syscalls_organized_by_hash]
Ltext:000000018001E75A 41 BY 23 21 AF 35 may rod, NT_ZwFreeVirtualMemory

.text:200000018081B760 4C BB (2 mov ri, rbx

text:oo00000123001E763 2B D7 maw edx, edi

Ltext:Pe00eRR15801E755 45 B9 44 24 28 mow [rsp+lF7Bh+ptr_to_syscalls_struct], rax
.text:BO0@BOR16001676A E6 CD EF FF FF call mi_get_indirect_syscall_by_hash

.text:008080018001B76F 48 BD @5 72 48 @3 ee lea rax, syscalls struct.ZwGetContextThread_ptr_to_syscall bleck
.text:0000080138081E776 48 BD 4C 24 3@ lea rcx, [rsp+lF7@h+syscalls_crganized by hash]

text: 200000018001B776 41 B9 8B BY 9B BS maw rad, NT_ZwGetContextThread

.text:peeeepa15881E7E1 4C BB (3 mo rg, rbx

.text:PP00ABA1B801E784 8B D7 mov edx, edi

.text:088080012001E786 42 89 44 24 20 mov [rsp+lF7@h+ptr_to_syscalls struct], rax
.text:@ee080018001E78B E8 AC EF FF FF call mw_get_indirect_syscall_by hash

Ltext:2000400180016798 45 8D 85 69 45 @3 @0 lea rax, syscalls_struct.ZwSetContextThread_ptr_to_syscall_block
.text:028080018001B797 48 8D 4C 24 28 lea rex, [rsptlF78h+syscalls_organized_by_hash]
.text:200000018881B79C 41 B9 75 F@ 5E 76 mov rod, NT_ZwSetContextThread

Jtext: GE0BER18801E7A2 4C BB (3 maw rd, rbx

.text:B000eRR15001E7AS 8B D7 mov edx, edi

.text:P000RBRLEAR1ETAT 45 B9 44 24 28 mov [rsptiF7eh+ptr_to_syscalls_struct], rax
.text:088080018001B7AC E2 BB EF FF FF call mw_get_indirect syscall by hash

.text:008000013881E781 48 8D @5 60 48 @3 @@ lea rax, syscalls_struct.ZwResumeThread_ptr_to_syscall bleck
Ltext:2000800150016788 45 BD 4C 24 3@ lea rcx, [rsptif7@h+syscalls_organized_by_hash]
.text:pe08eea15801E7ED 41 B9 65 E1 4E 66 mo rod, NT_ZwResumeThread

.text:200000018881B7C3 4C BB (3 mov ré, rbx

text:op0eepel3001E7C6 8B D7 mow edx, edi

Ltext:GeeeeRRlEa01ETCE 45 B9 44 24 20 mow [rsp+lF7@h+ptr_to_syscalls_struct], rax
.text:2000600188001B7CD E5 6A EF FF FF call mei_get_indirect_syscall_by_hash

mw_get_indirect_syscalls_by_hash works by looking for the supplied hash in the
syscalls_organized_by_hash structure. Once that is found, it will retrieve the pointer to the syscall code block

and call a function that validates said block - mw_validate_syscall_codeblock .

The way the verification works is simple. It will loop through the syscalls_organized_by_hash struct (they are
actually organized by ascending order of ntdll_address_of_function , but I didn't know that back when I
created the structure) until it finds the supplied hash. The functions are organized inside ntdll by ascending order
of syscall codes - a function that uses code 0x1 is succeeded by one that uses code @x2 and so forth. Because
of this, once a hash is found the counter in edi will be equal to the syscall code. The validation function checks

for the op codes of the SYSCALL and RET instructions.
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. text : PPee8sR1E801A73C

. text :0GOBBB1EH1ATIC arg_8 = gqword ptr B

.text:0E020B018881A73C arg_2@ = gword ptr 2Bh

~text:000880018801A473C

' Jtext:000080015681473C 85 D2 test edx, edx

.text:@B0980e18801ATIE 74 48 jz short locret_18@@1A78B

.text:@OO00001E001A740 458 B9 5C 24 @3 mov [rsptarg_@], rbx

Jtext:PEEABBE13801A745 57 push rdi

Ltext:@000000180014746 48 83 EC 20 sub rsp, 2@h

. text:000000015001A74A 33 FF xor edi, edi

.text:000000018001A74C 48 BB C1 mov rax, rcx

- text:088080818801A74F

. text:@BOOBOE13001ATIF look_for_hash_in_syscalls_organized_by_hash_struct:

.text: 000000015001A74F ; CODE XREF: mw_get_indirect_syscall by hash+2847
.text:P@0080OLBB01ATAF 44 39 BB cmp [rax], rad ; check supplied hash with syscalls_organized_by_hash structure
text:000000018801A752 74 BC jz shert hash_match

Jtext:000000018801A754 FF (7 inc edi

.text:@0oe800180014756 458 83 (o 10 add rax, léh

L hext:BO000B015001ATSA 3B FA emp edi, edx

.text:000080018801A75C 72 F1 jb short lock_for_hash_in_syscalls_organized_by hash_struct ; check supplied hash with

Jtext:G00000018801A75E EB 21 short loc_188@1A781
< text: PREABRR18001A760 H

.text:000000018001A758

. text: 00000BOLEB01ATER hash_match: ; CODE XREF: mw_get indirect_syscall by hash+16tj
.text:0200000130801A760 2B (7 mov eax, edi

.text:@@E00LR130014762 48 03 (@ add rax, rax

.text:000000015801A765 45 BB 5C C1 @8 mov rbx, [rextrax®8+8] ; move pointer to syscall code block to rbx

. text:BOOOBEOLEBOLATEA 48 BB (B mov rex, rbx

.text:000000018801A76D E8 1A 0@ 80 GO call mw_validate_syscall codeblock

.text:@00000013001A772 48 3B 4C 24 5@ mov rex, [rspt28hiarg_20]

.text:0000080180014777 48 89 19 mov [rex], rbx : ptr to syscall code block
.text:PB00BBOLEBALATTA 48 B9 41 88 mov [rex+8], rax ; ptr to syscall instruction
.text:000000018801A77E £9 79 18 mov [rex+18h], edi ; wvalue of syscall code

<text:PEEGBBO188014781

. text:000000015801A751 loc_180@1A781: ; CODE XREF: mw_get_indirect_syscall_by hash+22tj
.text:@OOOBBE1EAA1ATEL 48 BB 5C 24 38 mov rbx, [rsp+2Bh+arg_8]

.text:P000BBO18801A786 48 B3 C4 20 add rsp, 28h

.text:000000012001AT78A SF pop rdi

.Text:@eeeee8158014780
.text:000000018001A788
.text:00000800180081A7BB (3
<text:000e02@13001A788
tevt - AAAAABAT RAATATRR

locret_18@@1A786:
retn
mw_get_indirect_syscall_by_hash endp

; CODE XREF: mw_get_indirect_syscall_by_hash+2tj

< text: doaeeeel 58814780

.text: eeeseee18001478C mw_validate_syscall_codeblock proc near ; CODE XREF: mw_get_indirect_syscall_by hash+31tp
.text:paaeeselsee1A7EC ; mw_prepare_indirect_syscalls+114dp
-text: 30880001888 1ATEC ; DATA XREF: .pdata:@088680188853320
text: 60080001280 1A7EC
< text: BOaeRee]l 588 1ATEC
-text:BeasepalsealATac

‘o

arg_8 = word ptr 18h

-text:00000BA1BBALATEC 66 C7 44 24 18 @F 85 mov [rsp+arg_8], 5@Fh

.text:B000000130014793 44 BF B7 44 24 10 movzx r8d, [rspsarg 8] ; move SYSCALL op code (@F B5) to r8d
Jtext:3Eeeepe18ee14799 41 81 C3 mov rob, @C3h ; mov RET op code (C3) to rdb
Ltewt:B0008e015801A79C 33 Co HOP eax, eax

- text: B0asRRa1B881ATIE

.text: 600600013001A79E call codeblock: ; CODE XREF: mw_validate_ syscall codeblock+28{j
text:000000018001A70E 48 63 D@ movsxd rdx, eax

Ltext: 00000001500147A1 66 42 3B @4 fA cmp réw, [rdxt+rcx] ; rox = function address
Ltext:@eeoseelieelaATAE 75 87 jnz shert lec_lB@@LlATAF

Jtext:@000BBO1BB01ATAE 44 3A 4C BA 82 cmp rab, [rdxtrox+]

Stext:B00080015001A74AD T4 BA jz short s)
Ltext: Beaseeelaee1A7AF

.text: eaao08018001A7AF

call_codeblock_found

loc_18891ATAF: ; CODE XREF: mw_validate_syscall_codeblock+1Atj

.text:000000018801A7AF FF (B inc eax

text:000000013801A781 B3 FB 28 cmp eax, 28h ;
.text:000e000188014784 7C EB Jl short look_for_syscall_codeblock
.text:2a0000018081A786 33 C@ xor eax, eax

-text: 00800001888 1ATEE C3 retn

-text:000000013801A7B9 :
Ltext:Beaaeee128014789
.text: Beaaeelsee14789

syscall_codeblock_found: ; CODE XREF: mw_wvalidate_syscall_codeblock+21tj

-text:00a0B0R1B001ATE9 48 9B cdge
.text:300000013881A788 48 83 C1 add rax, rcx
Stext:BBA0BRR18001ATEE 3 retn

Ltext: B0000R0150014A76E
«text: 00000001800 1A7BE

mw_validate_syscall_codebleck endp

Once the desired entry is found, a new structure (which I've named syscalls ) will receive a pointer to the
syscall code block, a pointer to the SYSCALL instruction and the value of the syscall code. Although the code is a
dword , I've made all members of struct qwords for convenience (that way I don't need to create a member for

padding between different syscalls entries). The struct is as follows:

struct syscalls {

QWORD ptr_to_syscall_block;
QWORD ptr_to_syscall_instruction;
QWORD syscall_code;

¥
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Now all that's left is use that model to generate the structure that will result from setting up the syscalls and apply
it to the range of qwords that are passed to the mw_get_indirect_syscalls_by_hash function. Following cross-

references to each member will lead us to places where the structure is used in the beacon code.

BEGRBEEE

BoBe0088 syscalls struc ; (sizeof=8x158, align=8x8, copyof_114)

jelele e lelel ol ; XREF: .data:syscalls struct/r
Poeaee08 IwillocateVirtualMemory ptr_to syscall_block dg ?

BoaRoeee ; XREF: sub_l58@1B264+43/r
aaappaeg B Sub_lﬂaﬂlEZBfH?Ffl‘

P08a8008 IwAllocateVirtualMemory ptr_to syscall instruction dq ?

Baaeaaas 3 XREF: sub_18881B2B4+3C/r
BOaBRBaS ; sub_lE@@1B2B4+78/r

poaeeale IwAllocateVirtualMemory syscall code dq 2

Baaesale ; XREF: sub_18881B2B4:loc_l18881B365/r
88888818 IwProtectVirtualMemory ptr to syscall block dg ?

BEARRA1E 3 XREF: sub_lEG@1Basd+4d4/r
Boaeeals ; sub_lsealBasd+se/ r ...
88880828 IwProtectVirtualMemory ptr_to_syscall_instruction dg ?

Baaaaa2e 3 XREF: sub_18@881B4A4+30/r
2aaeaa2e ;3 sub_lE@elB4sd+79/r

288660825 IwProtectVirtualMemory syscall code dq ?

Beaa8a2s ; XREF: sub_l18891B4A4+B6/r
20880038 IwFreeVirtualMemory ptr_to syscall block dgq ?

Baaeaa3e ; XREF: sub_l2881B3D3+38/r
paaRease ; sub_l8@@1B308+72/r ...
PO8RRe38 IwFreeVirtualMemory ptr_to_syscall_instruction dg ?

Boaeaa3a ; XREF: sub_l1EB81B3D8+3F/r
Baaeaa3s ; sub_188@1B83D8:loc_18881B458/r

80800048 IwFreeVirtualMemory syscall code dq #  ; XREF: sub_l138@1B3D8+8E/r
20860248 IwGetContextThread ptr to syscall block dg ?

BOBB0B45 ; MREF: mw_IwGetContextThread wrap+24/r
Baa80848 5 mw_indirect syscalls_setup+BF/o
Poaaaass IweetContextThread ptr to_syscall_instruction dg ?

Boaeease 3 XREF: mw_IwGetContextThread wrap+3A/r

20880858 IwGetContextThread_syscall code dq ? ; XREF: mw_IwGetContextThread wrap+4D/r
Pe8a8068 IwSetContextThread ptr to_syscall block dg ?

aaaaea6s 3 XREF: sub_l3881B19C+24/r
BEaBBRGS ; mw_indirect syscalls setup+E8/o
POBRRA6E ImSetContextThread ptr_to_syscall instruction dg ?

2eaaaa63 ; XREF: sub_18@81B19C+3ASr

80886878 IwsetContextThread_syscall _code dq ? ; XREF: sub_lE8881B19C+4D/r
PeeaRa7s IwResumeThread ptr_to syscall_block dg ?

Peaeaa7a 3 XREF: sub_l18881811C+1D/r
8886078 ; mwv_indirect_syscalls_setup+181/o
P08a8888 IwResumeThread ptr to syscall_imstruction dq ?

Baaspase ; XREF: sub_lB8@@1B11C+38/r
Bo0BBEES IwResumeThread syscall code dg ? ; XREF: sub_ 185881B11C+4B/r
20888898 ImCreateThreadEx_ptr_to_syscall block dg #

Baaaaass 5 XREF: sub_l1E@81ABBE+47/r
Baaeeass ; sub_lB@81ABBE+B8l/r ...

20ae0a98 IwCreateThreadEx_ptr_to_syscall _instruction dq ?

20986238 ; XREF: sub_l18891ABBE+28/r
BeaaaE93 5 sub_1B881ABBE+TASr

Beaaeasd IwCreateThreadEx_syscall code dg ? 3 XREF: sub_18@881ABES:loc_18881ACET/r

Syscall usage

Let's take a wrapper function used to get thread context as an example.
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.text:0e00ree180014AD36 48 89 SC 24 @8 war [rsptarg @], rbx

-text: 0e0200018081AD3D 57 push rdi

<text: 00DOBOB1B081AD3IE 48 B3 EC 20 sub rsp, 28h
-text:0GO000015001AD42 83 30 27 oF 63 80 @@ cmp csdword_15884BC78, @
-text:000000018001AD49 48 8B DA moy rbx, rdx
.text:0o0000018001AD4C 48 88 F3 mow rdl, rex
-text:000000018001AD4F 74 53 j= short loc_l8e@1ADAd4
.text:00900001EAA1ADS] EE @5 15 @F @3 9@ mow eax, csruse_syscalls_flag
-text:000800018081AD57 83 FB @1 cmp eax, 1

Jtext: 0G0808018001AD54 75 11 jnz shert leoc_l88@1ADSD
-text:000000018001ADSC 4C BB 85 B5 52 83 @@ mow rB, cs:syscalls_struct.IwGetContextThread ptr_to_syscall bleck
-text:@00000018001AD63 4D 85 (@ test ré, r8
-text:000000018001AD6E 74 @5 jz shert loc_180@1AD6D

. text: 0e00R0A18081ADE68 41 FF D call rB

- text: 000000018001AD6E EB 20 Jmp short loc_l8@elAD39

. text : 020801 8881LADED
Jtext: 000000018001AD60

Jtext: 200800818081AD6D loc_18801AD60: ; CODE XREF: sub_l8eelaD3ig+22tj

-text: 29000018001LAD6D + sub_180@1AD3IE+2ET]

.text: 002000018001ADED B2 FB 82 cmp eax, 2

.text:0000080180081A078 75 32 jnz short loc_lB@lADAd

-text:Be00000158001AD72 48 8B @0 77 52 @3 o8 L ron, csisyscalls_struct.IwGetContextThread_ptr_to_syscall_instruction
-text : 0800B901BBBLADTI 48 B5 (9 test rcx, rex

-text:000008018081ADTC 74 26 jz shert loc_l38a1ADA4

.text:@G000018001AD7E 43 80 @D DB OF 83 @@ mow csiptr_to_syscall_instruction, rox

.text: 0G20080188081ADSS BB 8D 6D 52 @3 8@ mow ecx, dword ptr cs:syscalls_struct.IwGetContextThread_syscall code
Ltext:020000018001AD8E &9 B0 D7 OE 83 &0 moy csisyscall_code, ecx

.text:000008018001AD91 48 BB CF mov rex, rdi

-text : 000S00018001ADI4 EE B0 23 80 G call mw_direct_syscall ZwGetContextThread

Stext: BE08608150814A099

Ltext: 0G0080G18881AD99 loc_188@1A099: ; CODE XREF: sub_l8@@lAD3E+331j
Ltext:200800018001AD099 BS C0 test eax, eax

~text: 000000018001AD8 75 @7 jnz short loc_188@1ADAS

.text:0008080180081AD30 BE @1 8@ 80 @@ moy eax, 1

.text:0008000180014DA2 BB &C Jmp short loc_l88@1AD88

- text : Be0008818881ADAS
-text:280000018081A0A4
Jtext: 000000012001ADA4 loc_158@ 14044 :
. text:200000018001A0A4
. text: 900008 18001A0A2
-text: B0000001B001ADAL

CODE XREF: sub_186@1AD38+17tj
sub_180@1AD38+381 §
sub_180@1AD38+441§
sub_188@1AD38+631§

e me wme s

-text:000000018001ADA4 48 BB D3 moy rdx, rbx lpCentext

Jtext:0E0000018801ADAT 48 8B CF mow rex, rdi : hThread

.text:080000818881ADAA FF 15 AB 54 81 @@ call cs:GetThreadContext

. text: 200000818081A080

- text: 00000001 8001AD30 loc_180@1A088: 3 CODE XREF: sub_l88@lADIB+6AT]
.text:0@0000018081ADB0 48 BB 5C 24 38 mow rbx, [rsp+28h+arg 8] |
-text: 000000018001AD85 48 83 C4 20 add rsp, 28h

. text : 000008018001ADB9 SF pop rdi

-text:000800018001AD8A (3 retn

-text: 0G0000018081AD8A sub_188@1AD38 endp

According to the value in a dword I've named use_syscalls_flag , the beacon will take one of three possible

approaches.

o If the flag is equal to 1, it will call the desired syscall block directly; this means getting the correct code
into eax is handled by the ntdll code.
o If the flag is equal to 2, it will call a function responsible for getting the appropriate code from
syscall.syscall_code into eax and jumping to the SYSCALL instruction.

o If the flag is neither 1 or 2, it will simply call an API instead.

If a syscall is made by either method, the code will return 1 in eax . Otherwise, it returns the result from the
standard API that was called. The presence of the flag leads me to think all beacons will have the mechanisms for
handling syscalls. Choosing to use indirect syscalls in the builder would simply set the appropriate flag(s) in the

binary, instead of producing a payload that doesn't handle syscalls at all.
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