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Use

For C0011, Transparent Tribe registered domains

likely designed to appear relevant to student targets

in India.[1!

For C0011, Transparent Tribe used malicious VBA

macros within a lure document as part of the

Crimson malware installation process onto a

compromised host.[L

For C0011, Transparent Tribe established SSL

certificates on the typo-squatted domains the group

registered.[l]

During C0011, Transparent Tribe sent malicious

attachments via email to student targets in India.1l

During C0011, Transparent Tribe sent emails

containing a malicious link to student targets in

India. ]

For C0011, Transparent Tribe hosted malicious

documents on domains registered by the group.[l]

During C0011, Transparent Tribe relied on student

targets to click on a malicious link sent via email.
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Domain ID Name Use

During C0011, Transparent Tribe relied on a

User Execution: .
.002 student target to open a malicious document
Malicious File 1
delivered via email.l!]
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