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&2 Tool: APERETIF
Names APERETIF
Category Malware
Type Reconnaissance, Backdoor
Description (Sentinell.abs) APERETIF is a trojan, automating the collection of victim details, maintaining
access, and beaconing outbound the actor-controlled domain.
Information  <https://www.sentinelone.com/labs/winter-vivern-uncovering-a-wave-of-global-espionage/>
Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.aperetif>

Last change to this tool card: 22 June 2023

Download this tool card in JSON format

All groups using tool APERETIF

Changed

Name Country Observed

APT groups

Winter Vivern [Unknown] 2020-Oct 2023

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=e30e2b07-c32a-4523-a7fa-ef83bec4d4c1
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