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Use

Calisto adds permissions and remote logins to

all users.[2]

Calisto uses the zip -r command to

compress the data collected on the local
systern.ullgl

Calisto collects information on bookmarks

from Google Chrome.H!

Calisto has the capability to add its own

account to the victim's machine.[2!

Calisto adds a .plist file to the

/Library/LaunchAgents folder to maintain

persistence.[l]

Calisto collects Keychain storage data and

copies those passwords/tokens to a file.LLI21

Calisto can collect data from user directories.
[1]

Calisto uses a hidden directory named .calisto

to store data from the victim’s machine before

exfiltration.[H1[2]
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Use

Calisto uses a hidden directory named .calisto
to store data from the victim’s machine before

exfiltration.[1(2]

Calisto has the capability to use rm -rf to
remove folders and files from the victim's

machine.[!]

Calisto has the capability to upload and

download files to the victim's machine.[2]

Calisto presents an input prompt asking for the

user's login and password.[Z]

Calisto's installation file is an unsigned DMG

image under the guise of Intego’s security

solution for mac.[1

Calisto runs the ifconfig command to

obtain the IP address from the victim’s

Inachine.u;l

Calisto uses launchctl to enable screen sharing

on the victim’s machine.[}]
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