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&2 Tool: Leo RAT

Names Leo RAT
Category Malware
Type Backdoor

(Airbus) Additionally to the Paladin RAT, we found another variant of GhOst RAT, named “Leo”. Although we have found

Description ~ c&c server of the group, there is no evidence that is has been used by the group, in opposition to Paladin which is used oft¢

Pitty Tiger.

Information ~ <https:/paper.seebug.org/papers/APT/APT CyberCriminal Campagin/2014/2014.07.11.Pitty Tiger/Pitty Tiger Final Re

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool Leo RAT

Changed Name Country
APT groups

*
PittyTiger, Pitty Panda

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=82ce1d12-9f72-4e4e-be92-c3b59ef7adac

Page 1 of 1

Observed

2011-2014


https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=82ce1d12-9f72-4e4e-be92-c3b59ef7adac
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=82ce1d12-9f72-4e4e-be92-c3b59ef7adac
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Backdoor
https://paper.seebug.org/papers/APT/APT_CyberCriminal_Campagin/2014/2014.07.11.Pitty_Tiger/Pitty_Tiger_Final_Report.pdf
https://apt.etda.or.th/cgi-bin/listgroups.cgi?t=Paladin%20RAT
https://apt.etda.or.th/cgi-bin/listgroups.cgi?t=Gh0st%20RAT
https://paper.seebug.org/papers/APT/APT_CyberCriminal_Campagin/2014/2014.07.11.Pitty_Tiger/Pitty_Tiger_Final_Report.pdf
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=Leo%20RAT&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=PittyTiger%2C%20Pitty%20Panda
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=China
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=China

