
SUMMARY DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 6

Join our Communit y and enjoy additional community insights and crowdsourced detections, plus an
API key to aut omat e checks.

MD5 1d18bb66b87e5b8193d4a1030181ed82
SHA-1 a3da96475ba3a991e03795ce29da791f999c38b8
SHA-256 48157c03bf9731926f9567fe1fabc807bff166241f8d6c27e6308dde68112669
Vhash 116076655d156d15755033z12z63hz17z99z11
Authentihash 5a89f93f2a3d6dabe0d51b350ee639ce07eeb53ea713c52ab0bc8c7c6e65efc0
Imphash a88f929504aaf8414f3f0913696d0979
Rich PE header has… a8364c2f2eb8c30faf05f72e458e1d2b
SSDEEP 24576:sEhSqMgPAxBoZYR3DOYQG0AVuHf2fkEmr88CxUsWgyEeghRdr2KkT8/mau4NClx…
TLSH T1B0657D46B2B800BCC857D2788A4B5A07E7B7741513759ADF06E0C66A6F23FE15E7A330
File type Win32 DLL executable windows win32 pe pedll

Magic PE32+ executable (DLL) (GUI) x86-64, for MS Windows
TrID Win64 Executable (generic) (37% )    Win16 NE executable (generic) (28.6% )    OS/2 E…
DetectItEasy PE64    Compiler: Microsoft Visual C/C++ (19.36.33130) [LTCG/C++]    Linker: Microsoft …
Magika PEBIN
File size 1.41 MB (1481216 bytes)

Basic propert ies

Creation Time 2025-02-24 14:29:30 UTC
First Seen In The Wi… 2025-08-12 20:51:03 UTC
First Submission 2025-03-31 16:15:23 UTC
Last Submission 2025-08-07 06:59:17 UTC
Last Analysis 2026-03-14 01:10:36 UTC

Hist ory

PushPin

PushPin.dll

48157c03bf9731926f9567fe1fabc807bff166241f8d6c27e6308dde68112669.exe

Names

Sig nat ure info
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Sig nat ure Verificat ion
File is not signed

File Version Informat ion
Copyright Copyright © 2025 Gen Digital Inc. All rights reserved.
Product AVG Antivirus
Description AVG PushPin library
Original Name PushPin.dll
Internal Name PushPin
File Version 18.0.2145.0

Compiler Product s
[IMP] VS2008 SP1 build 30729 count=14

[ C ] VS2022 v17.8.0 pre 2.0 build 33030 count=8

[ASM] VS2022 v17.8.0 pre 2.0 build 33030 count=4

[C++] VS2022 v17.8.0 pre 2.0 build 33030 count=30

[IMP] VS2022 v17.8.0 pre 2.0 build 33030 count=6

[C++] VS2019 v16.10.3 build 30038 count=3

[---] Unmarked objects count=284

[LT+] VS2022 v17.8.0 build 33130 count=16

[EXP] VS2022 v17.8.0 build 33130 count=1

[RES] VS2022 v17.8.0 build 33130 count=1

Header
Target Machine x64
Compilation Timest… 2025-02-24 14:29:30 UTC
Entry Point 1113376
Contained Sections… 7

Sect ions
Name Virtual

Address

Virtual

Size

Raw

Size

Entropy MD5 Chi2

.text 4096 1122715 112281

6

6.44 e7912308be3a762be2cf3

eba538a2206

7388459.

5

Port able Execut able Info
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.rdata 1130496 163326 163328 5.85 a8bb3c82f23dd2304fc250

13991c2607

3529234.

75

.data 1294336 17624 14848 2.56 530373cab17fc3dd453982

27ffea0825

1850706.

5

.pdat

a

1314816 42528 43008 6.11 64f8980d8655735eac5efb

c3da9215d8

842263.8

8

.didat 1359872 120 512 0.88 612f4020ac20b3e3791502

c9cc806051

102357

Import s

CRYPT32.dll

KERNEL32.dll

ADVAPI32.dll

SHELL32.dll

WINHTTP.dll

WININET.dll

Export s
ppGetAvastSource

ppGetAvgSource

ppGetFacebookLoginCookies

ppGetGooglePlusLoginCookies

ppGetLatestAvgGaClientId

ppGetLatestAvgLandingPageIdCookie

ppGetLatestAvgPageDownloadIdCookie

ppGetLatestGaClientId

start

ppGetLatestPageDownloadIdCookie

Cont ained Resources By Type
RT_VERSION 1
RT_MANIFEST 1
Y)HRGG`~N7$PJ6D… 1
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Cont ained Resources By Lang uag e
ENGLISH US 2
NEUTRAL DEFAULT 1

Cont ained Resources
SHA-256 File

T ype

T ype Language Entropy Chi2

b04761acae2d7bdaa660830e2175

712df3ff4a2489533a83dd0feb035b

df8a6c

unkno

wn

Y)HRGG`~N7$

PJ6DQM_Z&#S

NEUTRAL

DEFAULT

7.27 22688

5.53

a7e67cc0129cb38f21ecc9d84cd85

84ba3eb410e25af3653f2be0f8acb

b98dd3

unkno

wn

RT_VERSION ENGLISH US 3.58 82115.

05

f80e4a3724cfa74a8277faad160301

0c086c0e1f607adff2333c8a7d2879

4495

XML RT_MANIFEST ENGLISH US 4.91 4034.5
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