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I’'m finally getting round to writing this post — for the past few months I have been analysing different versions of
ISFB/Ursnif/Gozi to gain a deeper understanding in the functionality of this specific malware. In this post, I will
be detailing how to unpack and then analyse the first stage loader executable, and then use that information to

extract the second stage loader DLL, known as rpcrt4.dll, which we will analyse in a later post.

In a nutshell, ISFB is a banking trojan used to steal financial information from unsuspecting victims. It utilizes
several methods to do so, from stealing saved passwords to injecting JavaScript into predetermined websites. This
specific sample of ISFB is version 2.14.60, and can be attributed to a specific ISFB v2 group based on the
infection routine used — specifically the macros that execute a powershell command that is simply Base64
encoded. The group behind this sample also reuse the encryption key for different campaigns (the default key),
making their samples easily identifiable compared to other large groups utilizing ISFB. I have been unable to
locate specific threat actor names, and as a result, I will be referring to this group as Group 53, based off of this

presentation by FireEye.
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Similarly to other groups utilizing ISFB for financial gain or simply as a stager, Group 53 gains a foothold on the
target’s system using a malicious Word document containing embedded macros, which in turn lead to the
execution of a Powershell script responsible for downloading the first stage executable. Certain groups “partner”
with other groups that are able to distribute malicious spam (malspam) on a large scale, such as the group behind
Hancitor. This could potentially result in larger infection numbers, compared to those groups that are relying on
their own distribution methods. I would assume “renting” a spot from the group behind Hancitor would be quite
expensive as a result of its enormous outreach, which is why a lot of groups, including Group 53, have to
distribute their own malicious documents. I will be focusing on the unpacker executable and the first stage
executable loader in this post, rather than the Word Document itself, as its functionality is quite straightforward.

As always, the samples have been uploaded to VirusBay. So, let’s crack it open!
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But, before I do I’d like to thank all of the people who helped me out in analysing the different samples of ISFB,
including @VK_Intel, @Nazywam, and @Maciekkeotowicz (for his great papers on ISFB). Anyway, let’s get on

with the reversing!

Part 1: Unpacking the first stage executable

MD5 of First Stage Executable: bc72604061732a9280edbe5e2c1db33b

Typically I would open it up in PEStudio or perhaps perform some static analysis, however at this point I have
already determined that it is highly likely to be a sample of ISFB, based on the Word Macro, although we still
want to unpack the first EXE to be 100% sure that it is in fact ISFB. First, let’s open it in IDA to try and find a call

(or jmp) to a memory region or register — this could possibly be a call to the unpacked stage.

4.39% (-12395,-141) (1279,335) 00028090 0042BC90: WinMain{x,,1,%) (Synchranized with Hex View-1)

It definitely looks like there is some unpacking going on here (based on the length and intricate flow shown in the
image above), and upon looking at the strings in the binary we can see that there aren’t many that are legible, or
meaningful. Normally when unpacking a sample, I start at the bottom and work my way up — most unpackers exit
once the file has been unpacked — although this depends. In this case, the unpacker performs Self-Injection, and
overwrites itself with the unpacked file. This is not unusual for ISFB, and if you analyse some other samples (even
from other groups), you will most likely find this occurring too. This means that the unpacker does not exit until
the unpacked file does, although we can assume that the last function called will transfer execution over to the

unpacked executable.

In this specific file, there is no call or jmp to a register or memory region — however, there is a call to loc_42A880.
It’s the last call in WinMain, so as mentioned before, this function is most likely responsible for transferring

execution over to the EXE.
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(7] concurrency::detais: uMsBackgroundPoler: mov  dword_58A838, ecx
[F] mib_s01380 mov dword_S8AB3C, edx
7] _strste J
(7] first_char_found ¥
[F] empty_str2 ol e =
] _fose_nolock
(7] _iclose loc_42084C:
(7] sub_s01588 mov eax, dword_S8AB24
7 ab s03er push eax
| call  loc_s24880 ; Possible DLL execution
L] mib_d06r38 add  esp, 4
(7] sub_soeere mov [ebptvar_14], ax
7] sub_soo738 movix  ecx, word SBABGC
|f] sub_s0sses emp ecx, dword_58AB24
] ah_arsam B jbe short loc_420087
i
LT
4k, Graph averview o& x
eax, word_S8ABl8
cdg
add  eax, dword_584838
adc edx, dword_S8AB3C
word_S8A01@, ax
100.00% (553,5611) (707,377) O0QIB3EF ODAZEFEF: WinMan(x,x,x,X)loc_428FEF (Synchronized with Hex View-1)
TE] Output windaw
Your request has been put in the autcanalysis queue.
Python
A: ide Down Disk: 2768

When we jump into this function, it is clear that it hasn’t been converted to a function yet, and so we are unable to

view it as a graph. Sometimes, you are able to turn it into a function by pressing “P”, although it doesn’t seem to

work in this case. So, we will have to deal with the text mode. It is definitely possible to follow the jumps and

conditional jumps to try and find the call or jump to our executable, but we can speed this up a bit. Locate a call

instruction and click it — this should highlight the instruction and other instances of it. This doesn’t work for every

sample, but it is worth a try to speed things up. Simply scroll down or up from where you are, looking for other

instances of call. The last call I located took IpAddress as the first argument, so let’s take a look at this.

IpAddress indicates that it contains an address to a region of memory, meaning it could contain the address of our

unpacked executable.

O DA - littend 7.exe C\Users\RE\Desktop! litten1 7.exe = =
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[7] Funetions wndom 0 & x| [ mavews B [ [ stingswindow £ [ [E] Hex view-1 | @ stuctures | El ums | B mports | @ exports

T —— -] . text:BB42BBCA push eax -
. text:084288C8 mov  ecx, dword 58428

(7] concurrency::detais: umssackarouncholer: . text: 88428801 push  eex

L | sub_401380 . text:8P4288D2 call sub_42988

[7] _strstr text:08428807 add  esp, &

(7] first_char_found .text:0B42BB0A mov  edx, dword 584024

(7] emoty_st2 text:@84268E0 mov eax, dword_S84828

7] tecametack . text:0B842BBES lea  ecx, [eaxtedn-6]

7 .text:0B42BBES mov  dword SBABIB, ecx

A fckose text:@84288EF movzx  edx, word ptr [ebp-24h]

\L] mb_01584 \text:0042B8F3 push  edx

IZ sub_i0348F .text:0B42BBF4 mow cax, lpAddress

(7] sub_soera9 text:08428579 push  eax

[7] sub_soer 7 . teXtI0042BBFA call  sub_424470

7] sub_a0s738 . text :0B42BBFF add esp, B

IZ sub_4098E5 Ltext 08428082 xor ecx, ecx

7] sub_s2847 .text:@B428CA4 mov  dword_5BAR3E, eax

= - . text:8B842BCH9 mov  dword_SBAB3C, ecx

(7] wintain(x %) . text:@04ZBCHF mov ecx, dword 584038

|1 sub_sac300 .text: 88428015 add ecx, 3763h

] sub_sacsen - text:88428C18 mou  esi, dword_58AB3C

7] sb_sacEss - text:98428C21 adc  esi, @

(7] sb_s2ce0 .text:08428C24 mov  edx, dword 584824

|F] sub_sacEss . text:8842BC 24 xor eax, eax

(7] aperator deetetvoid = il - text:98428C2C sub ok, edx

« [ttt ' GO02AFES 0042B8E3: text:004288€8 (Synchrorized with Hex View-1) -
‘ W '
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AU ide Down Dusk: 27GB

Inside this function, if we jump straight to the end, we can see a call to ESI. Hit space to jump from the Graph

view back to Text view in order to get the address of this call. This could be the call to our unpacked EXE, and so

we need the address of it to view it in x32dbg and put a breakpoint on it.
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[7] Functions window o6 x EIE]mNe-&B =] swngs windaw [ | @] vexview-r ) | B swucwres 0 [ ewme 0 | GE mpos 0 [ #F epon O]
P — - T .text:ee42asra mov edx, [ebptarg 4] =
L text:@B42A5FT add edx, 3763h
Concurrency:detaisi UMSBadgrouncPoleri | * | text:@84245FD sub  edx, dword 584024 |
sub_401380 ¥ text:e8424603 add edx, floldProtect —
ra L text:00424609 add  edx, floldProtect
first_char_found . text:0B42460F mov floldProtect, edx
empty_st2 © L text:@B424615 mov eax, [ebp+arg 8]
| R : text: 0424618 mov [ebp+var_14], eax
7] el o .text:eeszssis mov ecx, dword 584024
- bext:BBAZA621 mow edx, [ebp+arg_4]
£ sub_10158A *text:08424624 lea  eax, [edxtecx-8]
wub_10348F ® text:00420628 mov  ecx, floldProtect
7] sub_s08F3e ¥ text:@BA2A62E sub eex, eax
(7] sub_acerse ¥ text:6B424638 mow floldProtect, ecx
F| sub_409738 © L text:@8424636 mov edx, [ebptvar_ 18]
eub_40%8ES “ .text:eeszas3o mov  eax, dword 584024
(7] sub_sznem U text:ee42463€ lea ecx, [eaxteds-6]
- - text:08424642 mov dword_SBAB1E, ecx
Winhain{x %) ® L text:00424648 mov  esi, [ebpivar_14]
& o-1c00 " . text:08424548 ine  edx
sub_42C9E0 . text:@BA2A64C add edx, 150h
(7] sub_s2ce48 . text:e8424652 inc edx
[7] sub_sece0 ¥ tewt:esa2aes3 eall  esi ; Interesting Call
7] sub_sacE64 ¥ text:BB42AESS retn
opesator delete(void % il -text:0B424655 sub 428470 endp.
Ll ' 000299FD 0042ASFD: suby_42A470+180 (Synchranized with Hex View-1) -
< 0 b
TE] output window o0& x
Your request has been put in the autcanalysis queue. ‘ =
AU ide Down Disk: 2768

So the memory address to this call is 0x0042A653, so let’s now open this up in x32dbg and jump to this address.
Simply push CTRL-G in x32dbg and type in 0042A653, and then hit enter — this will jump to that address,
allowing you to put a breakpoint on it. Whilst attempting to unpack a sample, I prefer to open up Process Hacker
alongside it, so that if I put a breakpoint on the wrong address and the unpacked process executes, I can easily

detect it, either through the Network tab or through the Processes tab.

* ﬂ?dﬂg - File: litten17 bin - PID: E1C - Module: itten17 bin - Thread: Main Thread D88
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mj 15 miexec.exe u[12 955 MB Wind
g =7 lsass.exe 508 a4 mB Local
f 5:}' 53 Isrm.eve: 516 238MB Local
Eﬂli!n- T [57 carss.ene 416 006 234 MB Client
) B winlogon.exe 480 278 ME Wind
Jaecx [+ svehestexe 56 439 MB Host |
T 487 suchost.exe 240 1814 ME Hest |
ax+ edx-6] 7 audiodg.exe 824 1543 MB Wind
EE 47 svchost.exe 888 97.59 MB Host i
57 dwm.exe 120 L74MB Reversing\RE Deskty
[27 swchost.exe a2 2213 MB Host
[ svehost.exe 332 6.51 MB Host
e e cie= LN =7 swehast exe 90 om 2766 M8 Host
. s:febpC [#7) spoolsv.exe un 6.08 MB Spool
2 89 15 Kﬂ_zfrﬁ mov dword ptr ll J[Ew“].edl memm 123 naswe Host |
esi=littenls.0056FCO8 1) OfficeClickToRun.exe 15312 3275 MB Micro
[27 swchost exe 1408 5.76 MB Host f|=
.EEXT:00424653 11TTend7 bin:$24653 #29453 [T taskhost.exe 2008 B02MB Reversing\RE Host
WOutol | WeDump? | @eDump3 | Dump4 | GDump5 | & watcht | beltocss | ) Stnet | 4 (4 explorerexe 132 ol 4265MB  Reversing\RE Windd
Address | sex ¥ VBoxTray.exe 1828 28B/s  263MB Reversing\RE Virtua
;;&W‘U BB 44 24 04|CC €2 04 00|CC 30 €3 30|CC €3 30 30 . ‘*ﬂzd:g.m 452 288 4354 MB  Reversing\RE Bddb
R wLInasanNNcEAEaAnS B o LEMS Reamingf T
770C0040| 8B OO0 00 0G(00 0O BA 20{00 OC 77 B9(08 B9 50 04 ”iﬂlm 3688 018 15172 ME  Reversing\RE Thelr
efeel|e B el ) 2t ) P T i B e et {8 ProcessHacker.exe 00 063 9EOME Reversing\RE Proce
b i P R 2  soncindeses o sz M
770CO090|FF 74 24 OC|FF 74 24 0B|ES 95 06 09|00 BE 0O OU y(t y(; ! -
: ‘] 0 '
[Fomed CPUUsage: 4.40%  Physical memory: 1.2 GB (2095%) Processes: 37

Once the breakpoint has been hit, step into ESI and in this sample there is what seems to be a second unpacking
“stage” — this code was not here originally, in fact if we try and view it in IDA, you will simply see a lot of

question marks and the variable unk_58FC08.
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. 53 Fa mov edx, edi EDX 00000188  L'e
- 31 DB ¥Or abx, 8bx EBP  0D1BFDF4
. 8 c& mov esiecx [l ese  ooisrocc
- nop ESI DO5BFCO8 Titteni?.0058FCO8
. 83 E6 03 and esi,3 EDI 00000000
. jne litten17.58FC37
. 83 FB mov enx, eal EIF  00S5FCOS  1iTten?.005SFCOE
. 66 01 DA add d
- :; s; e :: :g:'iax EFLAGS 00000206
- 36 10 yor byte per ds: feax],d) ZE0 EE1 A0
. a0 inc e; QEO0 ZEO0 DFO
o 0058FC3A| €1 CA 08 nr ed LEO0 TFO IF 1
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eloosercar| - £9 89 04 00 0o 1!!0 u“m" $300FD LastError 00000578 {ERROR_INVALID_WINDOW_MANDLE)
o] oossecis a7 Lasrsratus COD00034 (STATUS_OBIECT_NAME_NOT_FOUND)
® J Q05 BFCAS 98
@ JO0SBFCA6 &0 F GS 0028 FS 0053
o J Q0S5 BFCAT EC 1, ES 0028 05 0028
o oossrcas 65 85 0C Test_&5p,e0x
o] oosercas Ed 30 in a1,%0 -
‘| ol v

edxwi8s L c’ e5p+E] 00000053
&5 00000000
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File  Edit
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[ Functions windom 06 x | [ mavens mmtﬂ|mmﬂ|ﬁ tums [0 [ 5 tpors [ [ eem [0
Function name N e :::::g; R 3
.data: 23
%WWMMWD * | data:BESEFCEE a2
sub_301380 ® |.data:@BsEFCA7 db 7
“ .data:eessFCes unk_S8FCES CEI ; DATA XREF: .text:@@424903f0
“MM * . data:@B5BFCEY db 27
ety su2 : data:@0SEFCAA db 7 ;
" flose_nolock .data:@eserces de 7
® |.data:@esBFCeC d
Z‘ﬂ-“"" * |.data:@e5EFCED db ?;
01544 ® | data:@858FCOE b 7
sub_H0348F ® |.data:@eseFCer LI 1
sub_408F38 .data:eessFcle di ?3
(7] sub_scere .dataz@B5EFC11 d 2 ;
sub_409738 .data:@esEFC12 LI
cub_4058E5 ® |.data:eessrcis db 7
. .
e | s i
.data: ?;
7] WinHainxxxx) ® |.data:@@sEFC1S d 7
aub_42900 ® .data:eessrc17 b ?;
sub_42C9E0 * |.data:@B5BFC1S db 2
sub_42CE48 ® |.data:@BSBFC19 db P
(7] sub_s2cE® ® |.data:eessFC1a a7
sub_42CE64 * |.data:eessFC1B dp 7
) o , -data:@BsBFCIC db 7
data:@858FC1D db ¥ @
* Lol J
UNKNOWN DOSEFC08: .datazunk_SEBFCDS (Synchronized with Hex View-1) -
5] Output windaw o0& x

The initial autcanalysis has been finished.

i

AU: ide Down Disk: 2768

As it is difficult to statically analyse this section without dumping it and opening it up in IDA, I will be jumping
over functions, rather than stepping through them manually. This will also help to speed things up, but make sure

your network adapter is not attached, as one of these functions may execute the executable.

In the GIF below, you can see there is some form of loop going on, with XOR being used to XOR a byte at the
memory address stored in EAX, with the value in DL. You might also notice that the assembly is changing as each
loop goes on — this is another example of the second unpacking stage. We can simply put a breakpoint on the jmp

and then run the program until it hits it.

® ) GOSEFCLT BF B8 &7 DC 33 mov edi, E.I-DCE"SS
&) BOSBFC1IC ES 56 09 00 OO L EL*‘
&) I5EFCIL1 B3 FA& mov edu, !ﬂi
@) OSBFC23 31 DE Wor  eboc, ebx
Eﬂ—hlmm
o) GOSEFC2T 0
005 EFC28 23 E& 03 w
GOSEFCIE]| ~ 75 OA ne 'ﬂttlﬂ\l? SBFC3ET
=05 EFC 200 25 FB mov abi, ad
SO ERCRF 66 01 DA add dx b\'.!
& )| BO58FC32 <1 CA O3 ar td
GOSEFC S B9 D7 moy edi, !d:
05 BFC 3T IO 10 wor I:ryte ptr ds:[eax],dl
IS EFC 31D &0 Nt e
o) OSEFC3A <1 CA OB ror edu;s
® | 0OSEFC 30 EZ E6 Toap 'I'i'l!':ll'l.l‘?.!lFCis
® | OOSEFCIF| ~ EI B9 04 00 00 H T11tteni?. 5900FD
&) ISBFC A4 FF
m—l:‘ 05 BFC 45 FF BD EC &5 85 DL det gword por 551 Pebp-23TA5Aa15]
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Once we follow the jump, we are met with several calls to [ebx+xxxxxx]. Each of these could jump to the
unpacked EXE, however as we progress further on, it is clear that these are simply calls to Windows API
functions. Notice the call to EDI? EDI is pointing to a function that dynamically imports these APIs so that they
can be called by the unpacking stub. The result is stored in EAX, and as seen in the image below, this specific call
imported the API RtlExitUserThread.

4 132dbg - File: litten17 bin - PID: E1C - Module: litten17_bin - Threack Main Thread DBB. =R ===
Fle View Debug Trace Plugns Favourites Options Hep Dec 312017
LDE il Y %y talBéi-esfhe mLER®

.CPU|!ed||_rm|_.-m|'m|-mm|[&um|-ﬂﬂ\umlﬁsm|0m - Refereces | % Tveads | 4 Srowman | o endes | ¢ Trsce |

H B 5 10 42 00 Ieahes1‘mmrn DEr ds: [£0x-42Z107E] +|wide Fru
B4 06 Push & e 7
65 88 4E 0D 00 push DsESS EAX w;:g::: <Atdl1.REIEXTTUSErThr 2ad>
?: :; 9A 10 42 0O 1ea eai, oword prr as: [bx-42109A] umx 00000000
ED B3 EB 14 42 00 Tea esi,dword ptr ds: [ebx+4214E8] [ebx+3214E8] tRTIEXTTUSEr Thread EDX 00000000
56 push esi EBP 001BFDF4
8D B3 96 10 42 00 Tea esi, dword ptr ds: [ebx+421096] | es» ooisFocc
56 push esi ESI  0OSBFCA4 JitTeni7. 0058FCAS
6A 01 push 1 EDT OOSBFCAB Tlitteni7.0058FCAB
&8 08 B7 01 00 ush 18708
BD BB 9A 10 42 00 ea edi,dword ptr ds:[enx:+42109A] EIF 00550164 Titten17. 00550164
FF 07 cal edi Import APT
83 BB 7A 10 42 00 00| CMp dword prr ds:[ebx 421074],0 EFLAGS 00000200
~ 74 0B Je '|1tldrﬂ? 530175 ZEO PEO o
B8 83 7A 10 42 00 mov eax,dword ptr ds:[ebx+42107A] eax:Rt1ExitUserThread o o DF 0
~ EB 1F jmg 1itteni7.590194 Q0 SO DF
88 83 C7 14 42 00 mov eax,dword pTr ds:[ebx+4214€7] eax:RTIEXiTUSEr Thread <3 1
25 00 FO FF FF aﬂd ea.mr FFFOO0O eax:RTIEXiTUserThread
66 81 38 4 5A word ptr ds:[eax] 5240 eax:RTIEXiTUser Thread LASTEFFOr  D0000578 (ERROR_INVALID_WINGOW_HANDLE)
~ 74 07 )g |‘(g¢m1 S9018E LastStatus CO000034 (STATUS_OBIECT_NAME_NOT_FOUND)
20 00 10 00 00 sub cax, 1000 eax:RtIEXituserThread
~ EB F2 Jmp 1itren17.590180 GS 0028 FS uo;s
B9 83 7A 10 42 00 mov dword ptr Ua [ebx+ ‘210?!] eax eax:RTIEXiTUSerThread
B8 8B C8 14 42 00  |mOv ecx, Mrd ‘ds: [£0x+4214C6] B
81 E1 80 00 00 0O and ecx, 80 alf
= ) . =] 5 2 [ Uniocked
e
dword ptr [ebx+42107A]=[11TCeni7.D0SSFCER)=0
3
3
.dara:00s90164 1iTTent7.bin: $190164 #0 sz gms} m"“z 1itteni?.0058FCO8
return to Tittenl?.004ZA655 from 777 -

00424655
FFFFEFEF

Dot | g4bump2 | Wbumed | Wwmps | Wsoumps | @8 wetht | ireliocss | ' stuct |

56 57 8B 4D|0C

00000029
gg:;r‘g:: 005 8FCO8 | 1ittenl7. 005 EFCOE
=
3%::(”&: 751D2C7C | return to kernelbase.75102C7C from kernelbase.7S1FSE
BFCF. 91130633
005;224 %IEFE:FF 1 0042BBFF T 1 2042, 0 B
return To 11TTER17, 0042BBFF Trom 11TEEN1T. 0042447 -
jocs senxs AN 8E- N irtantT ANEEEFNE
=

[“Pased | |Time Wasted Debugging: 0:00:26:36

Scrolling down a bit, we can see a jmp eax, so let’s put a breakpoint on that and run to it, and then follow the

jump.

3 132dbg - File: litten17.bin - PID: BDS - Module: ltten17.bin - Threac: Main Thread BDC
Fle View Debug Trace Plugns Favowites Options Help Dec 312017
D6 i tawy tuBiEeliir L E®

Doach | _rlog | o Mows | ® Breskponts | M8 MemoryMop | L) ColSteck | s | o/ Saipt | @ symbols | <0 sowrce | o References | W Thveads | ) snowman | ol Hondes | ¢ Trace |

sJoossoica oL C1 a0d ecx, Bax = [
5901C 4 B3 €7 14 42 00 |mov esi.dword ptr ds: [ebxi4214C7) (_frida PP
cmp e i 7.0058FCOE
5be Tictent7.59020 B eieo Trent
cup exi, e ECX
jae lirten17.ssoz20a
98 14 42 00 mov ecx,dword ptr ds: eb‘t 421498] EDX 00000000
mov ecx,dword ptr ds: [ecx] Eg: gﬁx:
push esi
push ecx j ESI  OOSBFCA4 1iteen17.0056FCA4
push 30 EDI  ODOSBFCAE Titreni7.00s8FCAE
30 00 00 push 3000
shface EIP 00550178 Titten17. 00590276
BT 14 42 00 h dword prr ds:[ebx-421467] [ebx+421407]: Virtualalloc EFLAGE  DOD0OZ4E
(== IFL PF1 AF 0
BE 14 42 00 |y dword ptr ds: [ebx+421488] , eax [DEQORSER N0
ooy Sa1,cak €FO0 TFO IF1
repe b
€7 14 42 00 |mov esi,dword pTr ds:[ebx+4224C7 LastError 0O00OS7S (ERROR_INVALTD_WINDOW_MANDLE)
88 £F 14 4200 | lea ediiduord pur dai[enx 4L4ER LasTSTatus COO0D034 (STATUS_DSIECT_MAME_NOT_FOUND)
sub edi,esi
i I G5 0028 FS 0053
™ eax
S 93 98 14 42 00 | mov cox dword por oe: [ebx-424438] e e =
push_edx = —
= ) - |5 & 7] unlacked

Jump 15 _taken
eax=1itten17. 005 BFCOE

000000;
p+|4 005 8FCOB 11TTENn1T.0058FCO8

.data: 00590208 1itteni7.bin: 5190208 #0 e
return to 1ittenis.0042AGSE from 777 -

purpt | @hoump2 | Eeoump3 | lowes | Weoumps | 8 warhy | beeliacas | swua |

FFFFFFFF
0000005 3

00000028

005 BFCOE | 11tten1?. 005BFCOB

00004311

76272C7C | return To kernelbase.76272C7C from kernelbase,7E295E
33

return to 1ittenis.004288FF from 11Trent?.00424470
L35 rrans= ancoc

o. oA,
88 noon yu yn ! . - v
na_ne

4 OC 7 B E8 95 O
ErRLEEER:
ot

| Paused  [Breskpeint at 00590208 set! |Time Wasted Debugging: 0:00:03:33

This jump takes us to a newly allocated region of memory, with more code. I didn’t want to examine each
function, so I scrolled down until the ret instruction, and started examining the (local — not API calls) functions
backwards. The last function did not seem likely to be the executable “executor”, as there was no call or jump
instruction to a different region of memory, however the second last function had some calls to [ebp+14] and

[ebp+C], so let’s put a few breakpoints on those.
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Fle View Debug Trace Pugns Favourtes Options Hep  Dec 312017
CoE 0 tawy taBiEesis L @9

LENE s | ® setoms [ Mverorriy [ O catms [ 51501 [ soms | ot [ O sares | & s [ % Teess | & soomn | s [ 770 |
B T —

EAX  002404EF
EBX  0D16ECOE

00000000
Passible DLL o Do8EIS
(7| Eer  ooisrors
OO1EFDCC
ESI  OOSBFCOE Titren?. 005 8FCOE
Ly

E0 1F EDI  ODODO4EF

FF 00 00 EIF  00Z404EF

L EFLAGS 00000202

= ZFO PFO AF O

OF 0 SFO DF O
002403F8 50
002403F 3 52 €FO TFO IF21
FF 55 14 Possible DLL

00240370 54 LastError '8 (ERROR_INVALID_WINDOW_HANDLE)
002403FE a8 Laststatus cooonosn (STATUS_OBIECT_NAME_NOT_FOUND)
002403FF| ~ EB DE
00240401 5A G5 0028 FS 0053
00240402 B3 C2 14 £S 0028 05 0028
00240405 | ~ EB AA [ 1
00240407 SA & =
Tl — 5 5 & [ uniocked

e5p+4) FEFFFRFE
esp+8] 00000053
esp+C ) 00000000
esp+10] 00000028

Titten17.0058FCOB

00187000

return to kernelbase.76272C7C from kernelbase.76295E

ER388078
2R888kEE

E]
a
-
N

However, upon executing the program and hitting the breakpoint, it is clear that they are simply calling
LoadLibrary and GetProcAddress.

Fle Wew Debug Trace Plugns Favourites Options Hep Dec 312017

S9E +u ta»t tulé’Edlﬁ» L E®
ke

Hide FPU

EAX 00404288
EBX  FFE1FO00
ECX 00400000

EDX 00404164
EEE

¥ 001BFDEC
Tirea91s <ke ESP  001BFDTO
oy ed1, edi €SI  0040427C T1Tren17. D040427C
push ebp EDI 00404084  litteni7.00404084
[mov e:v.:sv
pop enp
jmp <kernel3z.LoadLibraryExas FEF L Gmesmaes
eax, Mrd per 55t febpefop EFLAGS 00000304
e ZF 0 PF1 aF 0
s OF 0 SF O DF 0
nop CFO TF1 IF1
Lasterror 00000578 (ERROR_INVALID WINDOW_HANDLE)
Lasrstatus C0000034 (STATUS_DEJECT_NAME_NOT_FOUND)

G5 0028 FS 0053
| €5 0028 DS 0028

L1br aryExa>

upﬂj 00000000
asp+g

esp+C]_ 00404164 "I1B"
esp+10] 005F3967

00000000|
00404164 return to 19tten17. 00404164 from 7C408180
000| 11 Tten17. 0040F000

74

Q024084F| return to D0Z4084F from 00240341
00004164 o
TitTen17.00400000

kernel3z. Loadiiorar -
nal3

S Garernaddeare

00400000
TEFE4313

LEu2EPERER
F]
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¥ x32dbg - File: litten7.bin - PID: BDG - Thread: Main Thread BDC.

Fle View Debug Trace Dugns Favourites Options Hep  Dec 312017

—OE il t ey tuBi=cs,shs nl @B®

.CPU|.&d'|_rlm|_.am|Dlﬂwﬁ|-mm|9ﬂm|qs&1\,ﬂwlﬁsm|<>m - References | W Theeads | i) Soowman | o Hendes | 7 Trace |
L s

inc eax Eax: STrChrA” 7
B jmp 24030 [inas Fey
€A 0 push o EAX  004044C0 "STrchra”
e R [ - EBX  FFE1FD00
us
ECX 77983874 nTd11.77983874
Faw B org oer oeitenn o8 B g Sl
lodsa | 3 EBP  001BFDSC
85 €O test eax,eax ESE  0018FD7O
- 0 je 2 ESI 00504280 Titrenis. 004042580
OF BA ED 1F bt eax,iF EDI 00404084 Titteni7. 00404084
~ 73 07 jae 2403F1
25 FF FF 00 00 and eax, FEFF EIP  002403FA
© EB 06 jmp 2403F7 T '
03 45 oC add eax,dword ptr ss:[ebpec] EFLAGS 00000314
83 C0 02 add cax,? eax;: "Strohra” ZF O PF1 AF
Az o i OF 0 SFO DF O
50 push eax eax: “strohra
ush edx CFo TF1 1F1
FF 55 14 r ss:febp14] oLl
= 5A TR LastError & {ERROR_INVALID_WINDOW_) mm.:;
a8 stosd Uostsratus 0000034 (STATUS_OBIECT_NAME_NOT_FOUND:
~ EB DE imp 24030F TEFELIE ckerneliz.Gethrocadd e
5A pop edx o G5 0028 FS 0053
B3 C2 14 edx 14 u
~ EB M img 240381 o £S5 0028 05 0028
5A edx =
< i EE Jmp ckernel3z.GetProcAddresss >
op

7S5FO000

dword prr [ebp+14])=[D018FDAD <AGATPT OCAddY £55>]=<Kerne]32.GeTProcaddress> 4] DDSD44CO "STrCArA”

755F0000 shiwapi.7S5F0000
3

0D0Z403FA Mo "33;";5% L

Weoure: | Dump2 | WsDunp3 | wDwed | wsoumps | 8 waich) | be-llacas [ F st |

“strchn
smnum 2ssro000

return to 1ittenl?.00404164 from 7C40818D
7

Titten17.0040F000

4
FETUrn TO 00Z4084F from 00240341
4

00000/ 14ttent7. 00400000 LS
kel‘n!'l!} Lﬂ.lﬂLle!l’yExA -

= v
|Time Wasted Debugging: 0:00: 13: 11

Therefore, we can simply return from this function, as it is just importing API’s, which isn’t extremely important
to us yet. After exiting the function, there are several calls to API’s, in particular VirtualPretect. VirtualProtect
is responsible for changing the permissions/protection of different memory regions, so that they are readable,
writable, or executable (can be one, two, or all three). In this case, we can see that VirtualProetect is being used to
change the protection of the memory region at 0x00406000, which is the .BSS section. As I mentioned before, this
unpacker overwrites itself with the unpacked executable, so it is safe to say that we are extremely close to the
unpacked EXE. We could dump it now, but there could be some extra unpacking going on, so let’s wait until we

jump to the 0x00400000 memory region.

W% x32dbg - File: litten1.bin - PID: BDA - Thread: Main Thread BOC
Fle View Debug Trace Plugns Favowites Options Hep Dec 312017

co® >0 ¥t ey tulBlseiy L BY
.Wl,h"|-—ﬂw|—f"ﬂ=|'w|-mh|mﬂwlqﬂ\.ﬁnwlgs#|<>m D References | ' Trveads | &) Snowman | o Handes | g7 Trace

EE T7E 24 mov edi,dword ptr ds:[esi+24] "
E1E7 00 00 00 20 |and cn;‘l:';u‘or' 00 [ide Fry
e Tt edl e
e gl EAC 0DIOGOD  Ticreni?.0006000
1 E3 04 3R ebx, 4 E&x  Freirooo
£9 DF mov edi, ebx
'PoD ebx EDX  002404CF
BD 93 CF 14 42 00 lea edx,dword ptr ds: [ebx-4214CF] EBF  OD1EFDF4
52 push !U‘l ESP 001EFDBO
57 push eds ESI 00400270  ".bss”
51 push ecx EDI
50 ush eax
R ST 8] ¢ 8] VirtualProtect EIP  002908F7
5F
83 ce 28 Ba9 s51,28 esii".bss l erurss  ooooozss
- ;: A3 a::;gw IF 1 PF 1 AF O
BD BE 9A 10 42 00 ea edi,dword ptr ds: [ebx+421094] OF 0 SF 0 DF O
g; nush Ed CFQ TF o IFa
50 nop Lasterror 00000576 (EAROR_INVALID_WINDOW_HANDLE)
58 pop eax LAsSTSTAtus CO000034 (STATUS_OBJECT_NAME_NOT_FOUND)
€8 00 80 00 00 push 5300
4 pus G5 0k Fs 00z
FF B3 €3 14 42 00 uih dword prr ds: [cbe 4214CS
FF 93 €7 14 42 00 dword ptr ds: [ eoxs4214E7 [ebxr4214E7): VirtualFree
BB B3 7A 10 42 00 |mOv esi,dword ptr ds:[sbx-42107A] &x1:". b2
LN ] |
dword ptr [ebx+421408]=[00240408 <&virtua ]=ckernels2. ual otect:
002408F7
Wlutol | WDump2 | WeDump3 | WDump4 | wDumps | & watht | bellocss | ' st |
Address | Hex | ascxx -

90000 | BB 4+ 24 04|CC C2 g; 00]CC 90 €3 90[CC C3 90 90| D5.IA.. LA IA., §

S0
77990020 | BB 4C 24 04|F6 41 o
return to T9TTenir.00424655 from 777
E

3|
Tirranss amesecne

At this point, there isn’t much going on in the function, so we can simply put a breakpoint on the ret instruction

and return from this function.
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Plugns Favourites Options Hep Dec 312017
3”" T4 FEePH e nLR®
['m|-mm|ﬂum|‘ﬂ|umlﬁw|0m|Bml!mlﬂul‘mll}ml

Fle  View Debug Trace
CDE $u ¥

.
. :ac dov Bedtd prr ds: [enxric) * | mbiigd.EEL
. 10 42 00 mov ecx,dword ptr ds: [ebX
H 18 mov dword ptr ds: [eax-16], C
- 14 42 00 mov ecx,dword ptr ds:[ebx-4a2: £CX DO1BFFC4
- mov dword m:g us:[‘:‘m(-zh acx o
. dword prr X 00000000
c 10 42 00 :; :::s;“x ptr ds: [el el ooantors
. 14 42 00 add cax, dword = ds: cbarﬂm] JESE SIS A PR
- 84 5 60 00 00 00|mov edx,dword pr: ESI 00400000 Titreni7. 00400000
. 88 mov ecx,dword pTr g e ax) EDI 00640094
. MSSWMOEDOWMVWED’!I‘E
o] o0z4097E B8 93 EB 14 42 00 mov edx,dword ptr us :eux‘uuu] [ebx+4214E8) :RTIEXT tUserThread EIP 00401123 19tten17. 00401123
| 00240984
® ] 00240985
®J 00240986 D EFLAGS 00000246
@ 00240588 ZE G QU VEYT AT S8
M OF O SF O DF O
H s €Fo0 TFo IF1
® ] 0024098C
o] oozs0980 LastError 0000057 {ERROR_INVALID_WINDOW_HANDLE)
o aoz4ioase LASTSTAtUs COD00034 (STATUS OBIECT_NAME_NOT_FOUND)
o] 0024098F
»|aoz4090 G5 0028 FS 0053
# 00240938 €5 0028 05 0028
»|ooz409ss E
o 00240994 ~I
< "

<spve] 005F0000
OO5F!

upvln Soe3aess 1ittentr.00424655
espr14] FFFFFFFF

0018FDCO| 77900598 | ntd11.RTIEXTtUserThread

return to 1itteni?.00424655 from 777

Titten17.0058FCO8

Upon exiting the function, you’ll notice the memory address is in the 0x00401000 region. This is the unpacked
program! Now we can dump it out, so make sure you have Process Hacker open, although you can dump it from
x32dbg.

—

Fle Wew Debuy Trace Plgns Favourites Opbions Help Dec 312017
coE i tawd taBiSeein oL B
_log | _Noles | ® Gresigonts | " MemoryMap | () CalStack | =SB | [ Somt | Ssymbos | < Sowce | - References

W Threads | 5 snowman | o vandes | €7 Trace |

)mrnes1 1257 * ||t £E1
5§ pus!
£8 00 00 20 00 push TiTreni?. 400000 Iclilie ee Teios!
i3 n o ECxX  O018FFC4
EE 15 04 40 40 00 Gword ptr ds: [<aHeapcreates]
38 o cax,esi Ll
4 30 00 mov_dword ptr ds:[405438] ,eax EBP  0OL8FDF4
~ 7428 e JiTEenty. 401160 ESE  0018F08C
ush es ESI 00400000 Titten17. 00400000
FF 15 08 a0 40 00 | GEE ow 2 Prr as:[<aGermodulesand]eas] e
40 00 mov_dword [ 47C) ,eax
00 ﬁzgrd -ommandL inew> ] EIP 00401123 Titten17?.00401123
EEE 0 H 0 |Gosn owrd per oo (s0se3s] EFLAGS 00000246
& oA ZF1 PF1 AF O
;; 15 00 40 40 00 -uan mrd ptr ds: [edHeapDestroy=] OF D SEO0 DF O
EE_15 40 &0 40 00 dword ptr ds: [c&€xitProcesss) CFO 770 IF1
3
6A 20 mn 2 LastError 00000578 (ERROR_INVAL ID_WINDOW_HANDLE)
58 38 31 s0 % wush ‘;é(:»x: :g;;ig LastStatus CO000034 (STATUS_OBIECT_NAME_NOT_FOUND)
EE & 30 00 reni?
33 0E xor ebx, ebx G5 Q0B FS 0053
mov daword prr 55:ffenp-2. ES 0028 DS 0028
83 5D EC mov dword r ss:jebp
mov_edx,dword ptr ss:fe d
]

2] cC 80 C2
77990010|90 30 90 30 90 90 90 30 2

7950020 88 4C 24 04 74 05 E8 B1 00
77990030 |01 00 00 00 ED B4 24 DC 00
77950040 00 00 00 00 59 77 89 s0
77990050 | €4 A3 00 00 7C 24 OC FF 8

390060 | 02 00 00 &3 00 00 64 & 1iTTen17.0058FC08 @
77990070| 00 0O 88 FQ 03 00 EB F8 00

990080 | 64 86 00 30 43 10 FE 41 75 76272C7C |return to kernelbase.76272C7C from kernelbase.76295E .
RN S HE 2 '

To dump it from memory, simply double click the process in Process Hacker, and right click the 0x400000 region

of memory, and select Save.
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B o . -
M x32dbg - File: litten]7.bin - PID: BDE - Thread: Main Thread BDC B Process Hacker [Reversing\FE] — i
Dec 312017 ilacker  View Tooks Users Hglp
D@ i tawy tal s a0 % Refresh {7 Options | @§ Find handles or DLLs 4% System information | * Search Processes (Ctl- I
Heu | ® o | bntec |8 [ o |l ol cimcke | sma rrm——
I r _ . I ==
Mo =B FID CPU IOtotal.. Privateb.. Username Descri *
General | statstis | Performance | Trveads | Token | Modules | Memory | Emviranment | Handies | Comment 436 262 MB Wind
756 346 MB Host |
| Hide free regions Strings... Refresh 836 1785 MB Host |
= 896 7253 MB Host |
Base address Type Sze Protect.. Use Total b LIMB ReversingiFE el
Ox250000 Private 5128 RW Hezp (ID 1) 29k lo2e 17.96 MB Host |
gl;ﬂgﬁg :rma!r is@: :;\' Heap 32-tit (ID &) .2: 368 58 MB Host |
LEM rivate 12 w 4
340000 Private 6448 RW Heap 325t (ID 5) 24k o e L=
0x400000 Image 1emie ey 1 lears 1BE \Desktop itten 17 .bin 1,676 4 196 6.2 MB Specl
OwE30000 Private Read/Write memary @ 2204 232 11.58 MB Hast |
0x730000 Mapped 324 384 1782 MB Micro
OwB0000 Private . (o3 124 492 513MB Host |
0xBf000 Private @32 12} 572 T79MB  Reversing\RE Host |
L 300000 Maoped 24k 12 6.96 MB Micro
‘ b Mapped ol 188 005 1996 MB  Reversing\RE Wiindt
S57=Tttenis. 00400000 atin00 P:aw“‘:: e ——— o 788 017 M46SMB  Reversing\RE Thele
loss 246  1M8/s SLOOMB Reversing\RE sBldb &
. - o Ox70600000 Image Copy ke C #h
TEXt: 00401122 11ttent?. bin: . Image oy iz ooz 129MB Reversing\RE Tuber
Type" . ’
0wl | WMDump2 | @S| 0x70650000 Image Copy "Type Bipeingcs\xB6,_microsoft 36k 264 037 1057 MB  Reversing\RE Proce
|address [mex Ox 7070000 Image 34K WO indows \SysWOWE4winspoal.drv a0k j6og  0.01 283 MB Micro
77990000 |88 44 24 04|CC C2 2
50010( 30 30 30 30|56 %0 9 70840000 image 9218 WX 2 500 278 MB NET |
2 1 70660000 Image B4kE WX sk 500 414 MB NETH
Ox 7080000 Image 5Bk JOX 63k lo36 6231 MB Host |
‘;'Mgg L_"":E sm: ex ;:: 240 336 MB WML
I F0boN e 12 WX -
00 = = = 280 928 kB Hoat!
= 8
(2498%) Processes 36

Now we can open it up in PEBear and unmap the dumped file. Upon doing so, you can see that the imports have
not been successfully resolved by PEBear. This is why we need to unmap the file. When a program is about to be
executed, it needs to be mapped in memory, so that it can be interpreted correctly. Therefore, PEBear is unable to

resolve the imports until we unmap it.

@ PE-bearv0.3.8 [C:\Users\RE\Desktop)\dumped_dil bin]
File Settings Compare Info

4 = dumped_dlLbin A|%| « 5 &2 0 2
DOS Header L]
.Uﬂiﬂub 012345678595 ABCDETF ~
4 5 NT Headers 522 [
Signature 532
File Header a2
Optional Hesder o
Section Headess e
4 Sections
4 % text 572 00 00 00 00 00 00 0O Q0 00 00 00 00 OO0 00 00 00
=P Pz 52 582 Q0 00 00 00 00 00 0O 90 00 00 00 00 OO0 00 00 00 -
rdata
ﬁ.d,., Disasm: .text | Genersl | DOSHar | Fleride | Opbonsibdr | sectonrids = BB Imports | B Resowces | M BaseReloc.
oy bss o+
o e
& reloc Offset Name Func.Count  Bound? OriginalFirstThun TimeDateStamp  Forwarder NemeRVA FirstThunk .
2064 ] FALSE 83037200 FEBL0LCD 510 o372 BOFERLOL
w1 ] FALSE 73000000 2008303 ACBBCORS 1471824 6260188
08C 0 FALSE 11881284 B301C183 FOTS01ER 18244089 28247489
2080 o FALSE 20245C88 1C245438 14247488 1BF BAI4ERO0
2084 o FALSE 1068306 14247488 1830188 BOFFI0L BIBMAC
e ] FALSE 1047C FEDEB4OF SESFFFFF 4428138 SBSD2424
00C 0 FALSE €214C483 BB550008 30ECE3EC 33575653 DETDBDCO
20F0 L] 105D8BAB 406AC033 7DBDFG33 458BABFD il
Detais

dumped_di.bin

Loaded: C:\Users\RE\Desktop\ dumped_dilbin

To do so, we simply change the Raw Addr. so that it matches the Virtual Addr., and then change the Raw Size

accordingly. This should result in something looking like the image below.
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@ PE-bearv0.3.8 [C:\Users\RE\Desktop\dumped_dil bin] =8
File Settings Compare Info
4 [ dumped_dlLbin X * D & N
DOS Header =
B 005 stub o 12345 01234567895 ABCDEF
4 . NT Headess 0
Signature 0
File Header o
Optional H r
Section Headess .
+ Sections
« B tet -
= EP =52 = =
4% .rdata
£ et Disesm: .text | General | DOSér | Fieride | Opbonelbide | Secton bars Tmparts Resowrces BaseReloc.
& b + o
o e
#% reloc Mame Raw Adde. Rawsize Virtwal Adde. Virtual Size Charactenistics Ptrto Reloc.  Num. of Reloc. Num. of Linenum
text a0 2800 266F 60000020 0 ] 0
rdata 00 69E 40000040 0 0 ]
data 4 400 514 0000040 0 0 0
bss 400 280 0000040 0 0 0
— 3000 00 1 40000040 0 0 0
relae = 6E00 000 40000040 0 0 0
Raw & X virtuad &x
Se00 — 000 —
T "

dumped_d.bin

Loaded: C:\Users\RE\Desktoph dumped_di.bin Check for updates

We can check the imports and sure enough, there are 4 imported DLL’s, meaning we have the correctly unmapped

file. We can now save this to the desktop and congratulations! You have now successfully unpacked the first stage!

Let’s open it up in IDA for further analysis!

@ PE-bearv033
File Settings Compare Info
+ '@ dumped_diLbin®

DOS Headler
B 005 stub 7839 ABCDEF
4 | NTHeaders
Signature
File Header
Optional H
Section Headers
# Sections
A B et
= EP=u2
% rdata
* data Optonal e | Section Hdrs Imparts Resources BaseReioc.
o bss
FEs
& reloc Name Fune. Count Bound? OriginglFirstThun TimeDateStamp  Forwarder NameRyA FirstThunk
SHLWAPLAII 2 27C 0 0 4288 4064
KERMEL 4“4 4 0 0 440
JSER: 1 42 0 0 4426
A ntdildl 9 0 0 4448
Detais
Call via Name Ordinal Original Thunk  Thunk Forwarder Hint
084 StrChra 44BE 7 10F
anea StRChiA 4482 136

durped_dl bin

Loaded: C:\Users\RE\Desktop\ dumped_dil.bin Check for updates

littenl?.bin durnped_dlIl... durnped_dll_f
ied.bin

Part 2: Analysing the Dumped Executable

MD5 of Dumped Executable: 0063316975e55c¢765cd12e3d91820478
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Upon opening the file in IDA, we can see that the main function only calls one local function and then exits, so
it’s not too difficult to find the malicious code. If you’re not sure if a certain sample is ISFB or not, one telltale
sign can be found in the strings window. Most, if not all, ISFB payloads (version 2 — haven’t taken a look at
version 3 yet so not sure) store a compile/campaign start date in plaintext that is used for string decryption. In this
sample, the date is Jan 28 2019, so a relatively new sample at the time of writing this. I will go over the string

decryption method soon, but first let’s take a look at what happens first in the function.

€W DA - fixed_dump.bin C\Users\RE\Desktop\fixed_dump.bin = =d
File Edit Jump Search View Debugger Options Windows Help
A e B8 8 e @O et e X P O D [becebuger ) % [ & B B
Library function [ll Reguiar function [ll Instruction I Data [l Unexpiored || External symbol
[T Functiens wndow o0 & x |7 oavewa (=] strngs window ] | (S Hex view-1. | @ stuctures | E eums | B mports | @ expots
Function name Type Sting =
7] sb_sa1000 L C Jan 28 2019
(7] sub_so108E b € ADGQMXa
(7] start c SHUWAPL I
7] sub_s01288 c KERNEL3Z. 4
(7] sub_s01288 c  usERzdl £
(7] sub_s0120F c ntdl.dl
(7] Rtiunwind c ASUVWATAUAVAWHFHH
|f] eub_s0133c c QuI0H
] sub_s0138c c i GH
[F] sub_s0131 c LebeH
[7] sub_s019¢ c ouhug
] sub_4015%8 c F:303M
(7] sub_s015m0 [5 dotaio0405.. 00000009 € desHiirvA
Tl ok anie || [5] .data00405... 00000005 c Renzor
* Lalll U =] .data:00405 . 00000008 c H;irH
[E] dets0os0s. 000D0ODE € VHGD
e O & x || [E de0ows. otopooos ¢ Al
o [&] data0oe0s.. ooooooos € 1fkel
=] .data:00405 . 60000008 c TR
[5 doteiwos0s.. oo0m00s ¢ EHsh
[5] data:00405... 00000005 c VBAL
[5] .data:0od0s . ooooaoos € Ik i
Line1 of 50
TE] Output windaw oe& =
Comsand "JumpEnter failed -
| Pythen |
Al: ide Dawn Disk: 27GB
Strings
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il e 5

Attributes: noreturn

public start
start proc near

push esi

Xor esi, esi

push esi ; dwMaximumSize
push 4ppaaah ; dwInitialSize
push esi ; Tloptions
call ds:HeapCreate

cmp eax, esi

Moy hHeap, eax

jz short loc_481168

ol e 5

push esi ; lpModuleName
call ds:GetModuleHandled

mov dword_48547C, eax

call ds:GetCommandLinel

call sub_ 482473

push hHeap ; hHeap

maw esi, eax

call ds:HeapDestroy

s 5

loc_48llee: ; UExitCode
push esi

call ds:ExitProcess

start endp

There are several functions called inside this function, so let’s take it section by section, so first let’s take a look at
the first four functions. From the image below, it is clear that the return value of sub_401C69 (stored in eax)
needs to match the value in esi, otherwise it will jump to the exit. The second called function — sub_401E4F —
seems to do the same thing. The third function seems to be a check for something, as 1 is moved into a DWORD
based on the result of a bit-wise AND (test performs a bit-wise AND on the two values, however it just sets flags
based on the result, which is not stored) on eax. Finally, the fourth function seems to act in the same way as the
first and second function, in the sense that the returned value is compared to the value in esi, and it will exit if the

conditions are not met. Anyway, enough assuming, let’s actually take a look at these functions.
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var_58= dword ptr -58h
var_48= dword ptr -48h
Name= word ptr -48h
push ebp

mov ebp, esp

and esp, BFFFFFFFBh
sub esp, 7Ch

push ebx

push esi

wor esi, esi

push edi

mov [esp+B8h+var_78], esi
call sub_481C&9

cmp eax, esi

jnz loc_482617

[l s 55

call sub_4B1E4F
cmp eax, esi
jnz loc_ 4828517

Ll e 5

call sub_48138C
test eax, eax
jz short loc_4824B2

[ D—
P
mav dword_ 485478, 1

[l e 5

loc_4824B2:

call sub_48281E
cmp eax, esi
jnz loc_48268C
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Taking a look at the first function (the main bit), we can see that the malware is opening it’s own process and
storing the handle in a DWORD, which is set to -1 if the malware failed to open the process. This then returns

back to the main function, where the returned result is compared against the value in ESI.
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Ll s 5 ] e =]
call ds:GetVersion
cmp al, 5 loc_481CD6:
jnz short loc_481C97 pop esi
T jmp ds:GetlLastError

| |sub_481C89 endp

"=

test ah, ah

ja short loc_481C39

al, al

—;
FT%:@
3

Ll e 5

loc_4B1C97:

jbe short

loc_481CD1

il s 5

Y
ol e =

loc_481C99: loc_481CD1:
mov dword_485474, eax push 32h
call ds:GetCurrentProcessId pop eax
push eax ; dwProcessId pop esi
push e ; bInheritHandle retn

push 1ea474h ; dwDesiredAccess

mov dword_485478, eax

mov dword_48547C, esi

call ds:0penProcess

test e@ax, eax

mov dword _48546C, eax

jnz short loc_481CCD

The second function is where things start to get interesting. In the image below, you’ll notice the compile date
being moved into ESI, which, as I mentioned before, is used for string decryption. You might already know this,
but for those that don’t, ISFB contains a .BSS section, which contains multiple strings that are all encrypted using
a ROR-XOR algorithm. The XOR key is calculated based on a given date, and in order to decrypt the strings,

ISFB needs to perform the calculations again to get the correct key, allowing us to easily reverse it. But first, let’s

Y
I
or dword_48546C, -1

take a look at the two functions called beforehand.
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push ebp

mov ebp, esp

sub esp, 14h

push ebx

mov ebx, dword_48547C
lea eax, [ebpt+var 8]
push eax

lea eax, [ebpt+var_4]
push eax

mov edx, ebx

call sub_4@1Cer

test eax, eax

jnz short loc_4@1EBB

call sub_4@12CF
test eax, eax
jnz short loc_4@1EBB

L]

mov eax, [ebptvar 4]

mov edx, [ebptvar_g]

push esi

push edi

mov esi, offset alan282819 ; "Jan 28 2819
lea edi, [ebp+var_14]

mov ecx, [ebp+var_14]
xor ecx, [ebptvar_1@]
lea ecx, [ecx+eax+@Eh]
push ecx

add eax, ebx

call sub_481F22

test eax, eax

pop edi

pop esi

jnz short loc_4@1EBB

mov ecx, ds:dword 4861C8
sub ecx, ds:dword_4861CC
add ecx, ds:dword_4861C4
mov dword_485498, ecx

loc_481EBB:

pop ebx
leave

retn

sub_481E4F endp

Looking at the first function, you’ll notice ssb. (endian issues, as it is stored as hex — actually is .bss) being
compared to the value at [ECX], inside a loop. In order to decrypt the strings in the .BSS section, ISFB must first
locate the .BSS section, and in order to do so, it simply reads it’s own PE header and gets the size and address of
the required section. If the value at [ECX] doesn’t match .bss, 40 is added the the memory address in ECX, due to
the fact that the spacing between the section descriptors/structures (.text, .data, etc.) is 40 bytes. The loop will the
continue. If there is a match, the length of the string is checked, making sure that it is not longer than 4 bytes. The
malware does this by checking the byte after the string, and comparing it to zero. If the string is the correct length,
the memory address pointing to “.bss” is moved into EDX. If everything is successful, ISFB will get the address
and size of the .BSS section and store it in memory. In this case, the address is 0x6000 (add this to the image base
and you will be able to locate it), and the size is 0x1000. If this is still difficult to understand, there is an image of
what the section table looks like in x32dbg — this should help you to understand how it is able to get the address

and size.
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loc_481C25:
cmp dword ptr [ecx], 'ssb.’
jnz short loc_481C34

il s =
cmp [ecx+d], eax ; EAX = @
; ECX = ".bss"
; len(".bss™) = 4
cECK +4 =8
jnz short loc_481C34

’
+J+1r

loc_481C34: ;

add ecx, 48 ; 48 bytes between each section descriptor
dec esi

jz short loc 481C3E

M=
cmp edx, eax
jz short loc_ 481C25

¥

' Y
Ll e 55

loc_481C3E:
cmp edx, eax
jz short loc_481C62
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bl s

loc_481C3E:
cmp edx, eax
jz short loc_481C62

]

ecx, [edx+12] ; Contains addr of .BS5S section
eCx, eax
short loc_481CSE

Y

mow edx, [edx+l6] 3 Contains size of .BSS section
cmp edx, eax
jz short loc_481CSE

bl s

loc_481C5E: loc_4@1Ce2:
push @Eh push 2
jmp short loc_481C64

v — ¥

esi, [esptitarg 8]

[esi], ecx 3 Raw Addr

ecx, [espritarg_4]
[ecx], edx ; Size
short loc_481C65

i
Ll s 5

loc_4@81Ce5:

pop esi
retn 8

Function: sub_401COF #2

® Bresiponts | ®8 MemoryMap | [ Callstack | S3sen | oSt | @l symbols | <7 Sowrce | o References | W Trveads | 4/ snowman | o vendes | ¢ Trace |
) I bss

mov ecx,dword ptr ds: [edx+3C] -
add ecx, edx [t eu I
4 movax_edx,word per ds EAX 00000000 I
push es
o8 movzx esi,word prr ds = 32:33‘;5'3 :';:zﬁﬂm pessnene
XOr eax, eax N ecx E
18 lea ecx,dword ptr [edx+eex+18] L Do

E8F  OO1BFEFD
ESP  0D1BFECE
ESI 00000003
EDI 00000000

xor _edx, edx
62 73 72 |cmp dword ptr ds:[ecx],7373622E
jne fixed_dump. 401C34
cmp dword ptr ds:[ecx+4],eax
jne fixed_dump. 401iC34
mo x

] b

00401E!
O01BFEEC

‘Oword pEr [Ecx]=[00400270 *.bss"1=7373622€ —

5p+C] OD1EFEES
10] 7EFDE0OD
. CEXT: 0040125 Tixed_dump.bin: $1C25 #1C25 :?g:-u} 0018FFE0

ST .
00401E68 | return to fixed_dump.00401E68 from Tixed_dump.00401C
0018FEEC

o i | Woump2 | weoume3d | wowes | weoumps | & wewhi | b-liocas | O st
| AscIT

0040029000 0O 00 00|09 OU 0O 0[O0 00 90 00|09 90 00

0040014000 & 00(00 02 00 0o|oa 00 00 0a|oo

100400180(00 0O 00 00|00 00 DO 00[00 00 00 00|00 00 DO . — e T
004003000 O 0a(0o 00 oo oo|oa 0o 0o ooloo 0 (o] D AT ot )

7| FEturn to Fixed_dumo. 00402497 from fixed_dumg. 00401

00400200 | O 0 06 | 0¢ « | ettt
004002E0| 00 00 00 00|40 OO0 00 40/00 00 00 00(00 00 00 00|....8. . 8.......
004002F0| 00 00 00 00|00 0O 00 00|00 00 00 00|00 00 00 00) .. ... . ...,

‘Command; Default
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With that function analysed, let’s move onto the next one. The main purpose of this function is to add a vectored
exception handler using AddVectoredExceptionHandler. The second argument is a pointer to the handler
function that will be executed when the program runs into an exception, so lets take a look at the function

Exception_Handle_Function.q

signed int sub_4812CF()
i
struct _RTL_CRITICAL SECTION *v@; // eax
struct _RTL_CRITICAL_SECTION *Critical Section; // esi
DWORD v2; // eax
int v3; // eax
DWORD wd; [/ edi

vl = (struct _RTL_CRITICAL_SECTION *)Allocate_Heap(@x28u);
Critical_Section = v@;
if ( tve )

return 8;

v@[1].LockCount (LONG)&va[1];

v2[1] .DebugInfo = (PRTL_CRITICAL SECTION DEBUG)&ve[1];
InitializeCriticalSection(va);

v2 = TlsAlloc();

ical_5 on[1].0wningThread = (HANDLE)w2;

3 = AddVectoredExceptionHandler(l, Exceptiom_Handle_Function), (Critical Section[1].RecursionCount = w3} != @) )
IpCriticalSection = Critical Section;
i = B
¥
else
1
w4 = GetlLastError();
if (wva )
Remove_Exception_And_VirtualProtect(Critical Section);
}

A

return wvid;

}

This function checks the value of the exception — whether it is an EXCEPTION_ACCESS_VIOLATION or
EXCEPTION_SINGLE_STEP, however they both end up executing the same function, so lets move into that

function.
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signed int _ stdcall Exception_Handle Function(int **al)
{

int vl; /S ebp

LPCRITICAL SECTION w2; // ebx

int *v3; //F ecx

int w4; /S edx

void *v5; // edi

DWORD *we; /f/ esi

volid *v73; //f eax

=a;
v2 = lpCriticalSection;
if ({ lpCriticalSection )

L
#
1]
;
-

if ( v4 == 8x(PEEERES5 )

il

= (void *)vw3[6];
if ( !sub_481B36(lpCriticalsection, (LPVOID)v3[6], 1) )
{
TlsSetValue( (DWORD)v2[1].OwningThread, vS);
al[1][48] |= exledu;
return -1;
s
}
else if ([ vi == Bx56000084 )

1

(DWORD *)&lpCriticalSection[1].0wningThread;
TlsGetValue( (DWORD)lpCriticalSection[l].OwningThread);

)

( !sub_4@1B36(v2, v7, 8) )

1o

—a e
=h i

i

{
TlsSetValue(*vE, @);
return -1;

i
¥

¥
1

return vl1j;

The important part of this function happens soon after it is executed. In the image below, you’ll be able to make
out a loop, as well as two XOR instructions and a ROR instruction. This is the BSS section decryption — the XOR
key that is created later on is actually arg_8, so take note of that. So, now we know that there will be an exception
that is caused at some point, which will in turn execute the BSS string decryption function. Now we have this

information, we can move onto reversing how the XOR key is created from the compilation/campaign date.
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P

loc_481BD1:

mov eax, [edx]

test eax, eax

Moy BCX, Eax

jz short loc 4@81BEC

- _
il el = =

xor eax, edi
Xor eax, [ebptarg_B]| |loc_4@1BEC:
ine ebx mov [ebp+lpAddress], 1
maw edi, ecx
man cl, bl
ror eax, cl
mav [edx], eax
add edx, 4
jmp short loc 481BF3
|

Yy

bl e 55

loc_481BF3:
dec [ebp+lpAddress]
jnz short loc_481BD1

L 4

M

and dword ptr [esit+léh], @
T

As the XOR key is based off of the date, thats where we need to look. First, the address of the BSS section
(0x6000) is moved into EAX, and the size of it (0x1000) is moved into EDX. Then, the memory address of the

compile date is moved into ESI, and a memory address (pointing to an empty section of memory) is moved into

EDI. The compile date is then moved into that empty region of memory, using MOVSD, which moves a DWORD
from the memory address in ESI to the memory address in EDI. Next, the first DWORD of the compile date is
moved into ECX, and this is XOR’ed against the second DWORD of the compile date. Then, the result of this is
added to the address of the BSS section (0x6000 here) and the value OxE. This is then pushed as the first argument

for the next function that will be called.
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call Add_ExceptionHandler

test eax, eax
jnz short loc_481EBB
|'_*
il e =
mov eax, [ebp+B55_addr]
mov edx, [ebp+B55_S5ize]
push esi
push edi
mow esi, offset alan282819 ; "Jan 28 219"
lea edi, [ebptdate] ; Mov date into EDI
movsd 3 Mov DWORD at ESI to EDI
movsd 3 Mov DWORD at ESI to EDI
movsd 3 Mov DWORD at ESI to EDI
mov ecx, [ebp+date] ; Mov lst DWORD of date into ecx
Xor ecx, [ebptdword 2] ; XOR 1st DWORD with 2nd DWORD
lea ecx, [ecxteax+BEh] ; ECX = XOR Result, EAX = @x6oe8
push ecx ;3 ECX = result
add eax, ehx : EBX = Base Address
call sub_481F22
test eax, eax
pop edi
pop esi
jnz short loc 4@1EBB
I
I
mov ecx, ds:dword 486108
sub ecx, ds:dword 4861CC
add ecx, ds:dword 4861C4
mowv dword_485498, ecx

VYN

Taking a look at the function, arg_0 (the XOR key) is used in a Rotate Left instruction. Here, we see BL being
moved into CL, which is incremented by 1 and used to rotate the XOR key left by 1. This results in the final XOR
key that is used to decrypt the BSS strings.
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LA ]

e 5

loc_481F5C:

mow eax, [ebp+X0R_Key]

maw cl, bl 3 EBX = 8

inc cl

rol eax, cl ; ROL Encryption Key by 1
push eax ; int

push edi ; lpAddress

push [ebp+lpCriticalSection] ; lpCriticalSection
call sub_48185E

test eax, eax

jnz short loc_481F88

edi, 1leesh

ebx

ebx, esi

short loc 481F5C

) —

Y
lall 4 55 [l e -5

jmp short loc_4@1FB3

loc_481F85:
mov eax, [ebp+XOR_Key]

|
vYYy

Once we have performed these calculations, we get this as the key: 0x249d730c. Whilst it is possible to get the
strings from a debugger and copy it over to an IDA instance, I prefer to replicate custom routines using Python.
I’m currently polishing up the decryption script I have been using, and when it is complete, you can get it here
(my GitHub). Simply put, the algorithm decrypts the data in DWORDs, using a mixture of XOR’s and rotate right
(ROR) instructions. First, we’re going to want to copy out the data in the BSS section. View it in the hex editor
mode, select the entire section (where there is data), and then go Edit->Export Data, and you can copy the

unspaced data. Next, we need to parse this blob of data so that we can decrypt it.

00425000 0% ek u/S . -
o )1 “.Bg%y,07§,00¢-0
h. (yu¢eL.E..Qi.x
q"00«§PV. /nflede.
ASAEHX¥wH® : Fo€TR
Pom #... . OXnEQR
01" Tuijp.eo+{ot
SAFIKi.7.@-mxpRi
2 ENYET7aOKiGE. 0
“EryK. Oex*KE. £]
&7P.t.LO.Ix" " E)
8K ~Am-TEIA-7(
)VB!L,,. (0w EGG/ 20
K\COP&Tle g0k, ¢
o.._bk.gef€T>[W
~qjpi_i/Qed;0e.h
:un.[qIchwmu
20>k, ;. ¥P.&30. -
| .=3.UzsedBe.2't,
~0As. el "O9EEI0
1r07.16Z.@x.z.%c
»D31"jt.".0,82%F
226idGoVLIi. 20
“Iexh ' %001.A7GC.
@04 &N.0g8.yn Ez4."0
80486190 FEOES-ZwimeE NI,
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™ DA - fed_dump.bin C:\Users\RE\Desktop'fixed_dump.bin o & [=
S e BB B ) o @& 2 ok WEpenda
g Exportas -
Library function [l Reguiar function [l Instruckon 1) Data [ unexpd @' hex siring (unspaced)
7] Functions window 08 x | [Foavewald | hex string (spaced) Erums. &3] tmports ] Exports
Function name = e -
7] sub_401000 | € unsigned char array (hex)
1 € unsigned char array (decmal)
initislized C variable
raw bytes
Save data to dipboard
Preview
Ak, Graph overview o& x
0000612 00406 12F: beg) -
Quitput file export_results.txt b m
Qutput window P —— 0 & x
v - = . Export Cancel
4@5490: using guessed type int dword_4@5498; | = _J =
Python
AU: ide Down Disle: 2768

To parse it, I will be using python. All we need to do is split the hex bytes by 4, and store that in a list. This means
each value will be a DWORD. If you follow the commands below, you should be able to get the output seen in the

image.

@ubuntu:

4B9E81875DF6A! :
DSFF2BDOSEAGSC TTET16ADE
A27D6 BAG
CFDBB6OSATAELLS
SDEEBE11DD7
G6F52EFBE395E4223FB538D
1E2BC D6

pps', ' 28FD BSA2FBAC', ' 1ECO478",
58054D1', 'BSTFB55F', E
155 922 B6'

'4BSC43FB', 'DEF3CFCC', ' '6FOTo -
'9BT149A4', '025B7149" 8 L ! "32F93E78",

2CB2F38
'83CAD3E3’ cs',
i oB', 'S 1FY;

3 9 COAS 'DF6O1FB1",

'SEFF236F " SE4. 5 , '5F5E2163", '

'E4BEAFCE', ' I 0 : - I 0 3 AE1E2B

Next, we’re going to use CyberChef to do a bit more fixing, although we will be replacing different characters, so

that there is an 0x before every DWORD, and so Python won’t treat the list as a list of strings.
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simplified operation building ptions ¢ About / Support @
2=
BRLFAOBL, UA ULZIZOUY;

Ox BBGOIATA

Download CyberChef & st build: 16 days ago - New in v8: Automated encoding

Operations Recipe Oom i

rep Find | Replace
AGcCF7B748,
Repla ] ax
ox x 2C69225D,
1 Bx
) ox
538DBF47,
Glohal mat el e T ax
Global matc [] Case inse e Ceemons, ¢ oces,
AE1EZB, Bx
) Bx 54719144
[& Multiline matching Dot matches a '
] bl L5l 0 ° 8% CABASE1S,

Output d: 1934 v @0 O HH

OxAFSDESA3, BxB2FDBEDS,
Ox1ACAIF1B, @x51
8xC19

. Bx1FDSBEBB®,

OxEECS5B38E,

, OxE09B4B639,

85019,

BE1291, @x6FB7@
695FEE2F, 0x5195C :] 3 68, 0x9B7149A4,
Bx3 3BFBF, Ox9F501089

Ox88F
Avanars

So now you should have a suitable list of hex DWORDs which we can then decrypt. In order to decrypt it, you
simply have to copy it into the script and make sure the key is correct, and then it will decrypt and spit out the raw
data, as well as a list of integers, and you will see why just now. In the image below, you can see the decryption

part of my script, which isn’t too complicated, so if it hasn’t gone up on my GitHub yet, it shouldn’t be too

difficult to replicate.

for i in range(len(encrypt)):

2(encrypt[il])

ror_counter ror_counter +
test2 = ror(test2, ror_count
final data = p { , tes

Once the script has decrypted the data, the output looks like this:
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161, 116, 67,
181, 97, 188,

111 6, 101, 120, 1

101,

184,

101,

105, 7.

g 116, 9

181, 114,

114, 68, 108, 168,

114, - -

. 181 , 67,

110 117, 38,

115, 101,

115,

111,

5, 86,
185, 115

115, 116
115, 115,

116

119,

, T
108, ©, 9 0 :
, 86, 5, 117, 97, 188, 77,

51, 5

181, 189

116, 165, 111, 110, 80, 114,
50, 117,
168

45,
1

180
98,

117,
119

920,
s

114,
87,
119,

76, 180, 114 99, 181,
161, 189, 111, 1 181, 97, 1ee, @,
121, @, 76, 1 : 160, 168, 168,
111, 114, 121, O, , . , 118, 181, 188, 98 g
111, 116, 185, 182, , 185, 111, 118, @, 76, 1
116, 165, 182, , 99, 97, 11 111, 11e, @, 67, 114, 181,
161, 86, 114, 111, 1e1, 115, 115, , 67, 114, 181, 97, 11
114, 181, 87, 116, 161, 114, 111, 99, 161, 115, 115, 65, 115,
115, 111, 182, 1 , 117, 3¢ 115, 181, 114, 61, 37, 48
114, 118, 101, 117, 38, 15, 168, 61, 37, 117, 38, 116
111, 119 114, , 99, 101, 115, 115, @, 77, 6,
, 108, 181, 87, 111, 119, 54 70,
59, 59, 66, 71, 41, 59,

41, 4@, 65, 59, 79 67, 73,

111, 116, 116,

1

14,

180, 11

6, 10
116,
114,

111,
160,
114,
114,
111, 9

181,

1, 86
101,
82,

111,
101,

a4

1

183

L]

So now we can copy the decrypted strings over to IDA. There is an extremely basic IDA Python script in the

image below, which overwrites bytes at dest with bytes of data in data. The list data will contain the integer

values that our script printed to the terminal, so you can simply copy it from there and paste it into the document.

hArr():
i =
dest =

length
for

in

From there, we need to import it as a script/module in IDA, so you can do that either by importing the file, or by

copying the text and pasting it into the box as shown below. All you need to do then is click Run, and it should be

c)

imported — although we physically have to call the script, Run won’t execute it — at least not in this case.
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W DA - fixed_dump.bin C:\Users\RE\Desktop'fixed_dump.bin Ee=]
File Edit Jump Search Yiew Debugger Options s £
BE e NS ) DO At F A X b OO @ T
J Library function [l Reguiar function [l Instruction ) Data I Unespiored | External symbol
il 5 0 & x | [Eimavews) | Fleseubocosen 0 | Flsuingswndon 0 | D rexvienwt1 B | K structwes £ | [ eums ) [ 5 tmpors £ | ] expors 2 |
r— .| 00405FCc 9@ 60 00 00 00 00 00 00 00 0O 00 @0 B8 B0 08 00 ................ =
" ees5r00 9 0R 9O 0@ BG BA 00 9O _BR BA 09 B0 GO B9 9 0@
sub_101000 oo+ 0 8
sub_40106E
start
] sub_a01188 - Snippetlist Please enter script ody
Mlocate Heop Name 59, 71, 65, 59, 59, 59, 66, 71, 41, 40, 68, 59, 79,
Set_Exception _ - 73, 67, 73, 59, 7, 65, 59, 59, 59, 65, 78, 41, 40,
| 7] Rtlmwind # Defoult snopet 65, 59, 79, 73, 67, 73, 59, 71, 65, 59, 58, 59, 65,
F PP 85, 41, 40, €5, 59, 79, 73, 67, 73, 59, 71, 65, 59,
P 59, 59, 66, 65, 41]
sub_10139C
sub_401%1 def PatchArr():
(7] sub_do14eF i=0
f | Heap_Free dest = OxDO406000
b %0157 length = len{data)
7] sub_4015F1 for ¢ in data:
(7] sb_so165¢ ide.patcheyte(destsd, ) I
] sub_s01698 ﬂ
emset print "Done”
sub_4016EC -
(7] s o954 o Line:13  Colmn:ls 4
F| sub_301803
86406140 )
'__ﬂ:"_‘m“ . |oososaze Sorpting lenguage: Tab sie PR
A A | [ Epot || impot | -
Oo& x

Upon typing PatchArr() into the console and hitting enter, the script should overwrite all bytes in the BSS section

with our decrypted strings, so you should see something similar to the image below.

Fle Edit jump Seach View Debugger Options Windows Help
e ML L LTI AT S Y - Ll
Ji_- 1l | -

Library function [ll Reguiar function [ll Instruction I Data [l Unexpiored || External symbol

(7] Functions wndow 0 # x | [oavewal) | [Frsewdocosen D | [ stringswindon 0 | Blrexview1 B | K structwes 0 [ [F] nums £ [ 75 wwports £ ]
Fanction name | eesesroe ©8 02 80 D@ 00 60 0O 0 08 80 DO 00 0O 00 . . -
| eesesre ©0 00 60 60 0D 03 B0 08 DO GO 0O 0O 00 00
b _%000 4 ©9 00 @0 00 00 06 00 0 90 @0 00 09 09 60
sub_40 1068 4C 4C 2E 44 4C 4C 9@ 4C 54 44 53 41 58 NTDLL.DLL.NTDSAP
start £ 4C 4C B0 4B 45 52 4E 45 4C 33 32 2E 44 I.DLL.KERNEL32.D
7] sub_a01188 SA 77 53 65 74 43 6F [0} 74 65 78 74 54 LL.ZIwSetContextT
Alocate_Heap 61 64 B@ 5A 77 47 65 74 43 EF 6E 74 65 hread.ZwGetConte
Set_Excepiion 68 72 65 61 64 08 5A 77 57 6F 77 36 34 xtThread. Zuhouts
(7] Rtktind 64 56 69 72 74 75 61 6C 4D 65 6D 6F 72 ReadVirtuslMemor
@ SA 77 57 6F 77 36 34 51 75 65 72 79 y64.IwWowEaQuery
f ®b_A1K 6F 72 6D 61 74 69 GF GE 50 72 6F 63 65 InformationProce
sub_10138C 34 80 2E 62 69 GE 8@ 4C 6F 61 64 4C 69 ss64..bin.Loadli
sub_4013€1 7279 41 @@ 25 39 32 75 2D 25 30 3275 hril‘yA.h?u-xBZu
(7] sub_s0147F 09406042 2D 25 30 32 75 28 25 30 32 75 34 25 3@ 32 75 3A -¥02u-%82u:¥%e2u:
7] Heap_Free 80406608 25 30 32 75 8D GA 0 36 34 0 52 74 6C 45 78 69 XB2u...64.Rt1Exi
sub_401570 B04060C0 74 55 73 65 72 54 68 72 65 61 64 99 2A 80 2E 6@ tUserThread.™...
E“ 4015F1 @0406000 1A 90 9@ 0@ 4C B4 72 47 65 74 5@ 71 BF 63 65 64 *...LdrGetProced
(7] aub_snss5c 80305060 75 72 65 41 64 64 72 65 73 73 80 43 72 65 61 74 ureAddress.Creat
- 8040G6F@ 65 52 65 60 6F 74 65 54 6B 72 65 61 64 B8 SA 77 eRemoteThread.Zw
&l mb_w15® 80405108 57 72 69 74 65 56 69 72 74 75 51 6C 4D 65 60 6F WriteVirtualtemo
memset 89496118 72 79 0@ 4C 64 72 4C 6F 61 64 44 6C 6C 80 SA 77 ry.LdrioadDll.Zw @
sub_4016EC 80405120 58 72 6F 74 65 63 74 56 69 72 74 75 61 6C 4D 65 ProtectVirtualle
[7] sub_401954 .|B9406138 6D 6F 72 79 88 68 65 72 6E 65 6C 62 61 73 65 8@ mory.kernelbase.
— ,  |e9906140 4C 64 72 52 65 67 69 73 74 65 72 44 6C 6C 4F 6F LdrRegisterDllic
ODDOG02A OD406024: bss:00406024 (Synchronized with IDA View-A)
] Output window oe& x
£

T

hen>
Pythen>Patcharr()
Done

AU: ide Down Disk: 27GB

We can then reanalyse the payload, by going Options->General->Analysis->Reanalyze Program, and it should

recognize most of the strings, although there will be the occasional error.
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W 1D - foced_dump.bin €\ Users\AE\ Desktopfred._dump.bin = =
File Edit Jump Search View Debugger Optiens Windows Help
St e BN S ) e @O et A X P DO o =) %) @
| | Il | I e
Library function Bl Reguiar function [l Instruction ) Data I Unespiored | External symbol
[7) Functons window 08 x| Eosvewsr D | Slrexvens D) | [Eirsmocodea D) |l strings wncow 0| Kl stnactores 3. [ [T ernens £ [ ) toports 3. (] Esports

g
5
2
E]
2
g
3
»

aNtdl1D1l @ db "NTDLL.OLL',@ 1 2 -

| "
= - 4 aNtdsapiD d J D ]
| (7] sb_s01000 piD11 b " .
| [£] sub_so106€ ; CONSt CHAR Modulehame
| [F] start = FoduleName db *KERNEL32.DLL®,0
| Lf| sub_a01158 o
IZME_Nw HAR aZwsetcentextth[2
| II Set_Exception alwsetcontextth db ‘ZwSetContextThread',@
| L£] RtiUmwind - o
| LE] sub_s0133¢ Stringd db *ZIwéetContextThread',@
| L] sub_s0138¢ i
| [£] sub_s012€1 .bs5:00486849 : CHAR aZweowsdreadvi
| (] sub_s014e# bs5: 60486049 aZwwowbdreadvir db *ZwhowbdReadVirtualMemorysd®,8
| 2] Heap Free . ATA X
| L] sub_s0157 43 CHAR aZweowssqueryin[il -
| (] sb_sorsr ¢ aZwmoubdqueryin db "ZutiowbaQueryInforationProcesscd’, o
| L£] sub_s0185¢ sBin db ".bin",@
| £ sub_s01808 aloadlibrarya db "LoadLibraryA”,8
| [£] memset ? a@2uB2uB2ub2u82 db “¥02u-382u-X62u ¥02u:X62u:¥e2u’,80h,64h,d
| [F] sub_s016ec 264 db "64',0
| [f] sub_s01958 n artlexituserthr db "Rt
|,_ = text “UTF-16LE", **.*",0
00006049 D0406049: beg:aZwwowbareadvir (Synchronized with Hex View-1) -
TE] Output windaw o0& x

Command "HakeStrlit” failed
Command "JumpOpXref” failed
Command "JumpOpXref” failed

Pythan
A: ide Down Disk: 2768

With the newly decrypted BSS section, we should be able to analyse the rest of the payload without issues.

Once the strings have been decrypted, ISFB then calls a function that utilizes one of the decrypted strings —
IsWow64Process. As you probably have guessed, this checks to see if the architecture of the system is 64 bit or
not. The result (stored in EAX — 1 if x64, 0 if not) is then tested. If the system is not 64 bit, the variable var_4 in
the graph below is used in an AND operation with EAX, which would be equal to 0, meaning the value in var_4
would be 0. If the system is 64 bit, this is skipped. Then, regardless of the system architecture, the value in var_4

is moved into EAX, which is the return value.
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push ebp
mov ebp, esp
push ecx
Mo eax, IsWowed
and [ebp+var_4], @
test eax, eax
push esi
mov esi, dword 48546C
jnz short loc_4@813C9
_ L 4
Ll s =]
push offset ModuleName ; lpModuleName
call ds:GetModuleHandles
push offset ProcName ; "IsWowbB4Process”
push eax ; hModule
mov Kernel32_dll, eax
call ds:GetProcAddress
test eax, eax
Mo Iskowsd, eax
jz short loc_4@813DB
— Yy
P
loc_4813C9:
test esi, esi
jz short loc_4@813DB

s 5

lea ecx, [ebptvar_4]
push ecx

push esi

call eax ; IskWowed
test 2ax, eax

jnz short loc_4813DB

'y !
bl s =
and [ebptvar_4], eax

If we back out of the function, we can see EAX is tested again, and if the result is not zero, the value 1 will be
moved into the DWORD dword_405478. As the system I am running on is 64 bit, dword_405478 will contain

the value 1. If we search for cross references to this DWORD, we can find test instructions that use it. Therefore

we can determine this is an indicator of the architecture.
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[l
mov dword_485473, 1
srefs to dword_405478 = =]
Directio Ty Address Text
Up r  sub_401000+41 test byte ptr dword_405478, 1
Up r  sub_401F35+28 test byte ptr dword_405478, 1
=] Up r sub_401F96+213 test byte ptr dword_405478, 1
B w  sub_402473+35 mov  dword_405478, 1
D.. r sub_402473:loc_4025BE test byte ptr dword_405478, 1

[ OK ][ Cancel ][ Search ][ Help

Line 3 of 5

The next function that is called is quite complex. In a nutshell, this function is responsible for getting the address
to a select few API calls. To do this, it uses a list of predefined values, a “key”, and a hashing routine. First, let’s
take a look at the key and find out what it is. Looking at the image below, just before the value in hModule is
moved into ECX, EAX is XOR’d with a DWORD inside the binary, however upon viewing this DWORD, it is

empty — this means it is resolved dynamically.
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offset ModuleName ; lpModuleName
esi ; GetModuleHandleAd

Kernel32_dll, eax
edi, edi

il e 5

loc_4e2648:

mav eax,
xor eax,
mav ecx,
push eax

xor esi,
push esi

push ecx

mov ebx,
call Load
test BN,
jz

short loc_48266E

dword_485814[edi]

dword_485498

hModule
3 int

esi
; lpString2
; int

ecx

APIs
eax

| A—

Ll i =]

mowv esi, [eax]
add esi, ebx
loc_4@266E:
test esi, esi
mov dword_485814[edi], esi
jz short loc_ 482682
1
Y
FEE
add edi, 4
cmp edi, 14h loc_4a@2682:
jb short loc_482648) |push 7Fh

jmp

short loc_482688

-

To find out what this DWORD will contain, we need to find cross references to it — specifically, we are looking
for a reference to it being used as the destination in a MOV instruction. Luckily enough for us, it only appears
once as the destination, inside the BSS Decrypt function. From the image below, we can see that a DWORD from

a string is moved into ECX, which is then used in a subtraction and addition instruction. In this case, it may be

¥
M=

loc_4a@2686:
push 7Eh

vy

much easier to understand what is going on by looking at it in a decompiler.
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ecx, dword ptr ds:aVersionUSoftUU ; "version=Xulisoft=Xuluser=X08x%03x%05x%08". ..
ecx, dword ptr ds:aversionUsoftUU+@ch ; "oft=Xuluser=¥esx¥esx¥esx¥08x&server=%ul”...
ecx, dword ptr ds:aVersionUSoftUU+4 ; "ion=Xulsoft=Xuluser=X3xX05x%03xX0dxdse”. ..
dword_485498, ecx

srefs to dword 405490 | o[22 =]

Directio Ty Address Text

Up r  sub_4013E1+5 mov  ecx, dword_405430

] w  Deaypt BSS_Strings+66 dword_405490, ecx

2 D.. r sub_401F96+118 mov  edi, dword_405490

=D r sub_402473+45C mov  eax, dword_405430

D... r  API_Hashing_Lookup+30 ¥or  eax, dword_405490

E OK i’ Cancel ” Search H Help
Line 2 of 5

int _ thiscall Decrypt BSS Strings(void *this)
{

HMODULE v1; // =bx

int result; // eax

int dword_1; // [esp+4h] [ebp-14h]

int dword_2; // [esp+8h] [ebp-18h]

int BSS_Size; // [esp+leh] [ebp-8h]

int BSS_Addr; // [esp+l4h] [ebp-4h]

vl = dword_4@547C;

result = Get_Address_And Size OFf BSS((int)this, (int)dword_48547C, &B55 Addr, &B5S5 Size);

if ( !result )

result = Set_Exception();
if { 'result )
strepy((char *)&dword_1, "Jan 28 2819");
result = sub 481F22((int)vl + BS5_Addr, BS5_Size, (dword_2 ™ dword_l) + BSS_Addr + 14);

if ( !result )
dword_485498 = *(_DWORD *)&aVersionUsoftUU[4] + *( DWORD *)aVersionUSoftUU - *(_DWORD *)&aVersicnUSoftuu[12];
h

}

return result;

So, from the looks of it, we can get the key used by performing a simple operation, as seen below:

key = (dword string[4] + dword string[@]) - dword string[12]

key = ("ion=" + "vers") - "oft
We need to convert these values to hex to perform addition and subtraction:
(0x696f6e3d + 0x76657273) - 0x6f66743d

0x706E6CT73

Convert the key from hex and we get this: "pnls"

key

key

We can double check this by looking at the binary in a debugger, as shown in the image below.
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#
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Debug.
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s @ L B9

= =)

Ll saript | %] symboks | 42 source

i~ Refereces | W Treeads | 4 Soowman | o Hondes | 7 Trece |

Iu’u !ad‘\_vml_,msl ® Breskponts | B8 MemoryMop | [ CollStock | % sEH
& A3 BC T4 40 00 mov _dword ptr ds:[40548C],eax

je hxnd.dumv 402686
B Tixed
call

dump, 406016

call f1x=|l_llump 401168
test eax,cax

j& Fixed dump. 402668

mov esi,dword ptr ds:[eax]
add esi et

Test esi

Je fixed_dump. 402682
add edi, s

cmp_edi |

io f1xa¢.¢ump 402648
Smn Fived umn, aNPRAS

mov dwdrd ptr ds: [AQSACO] ,eax
edi

wor edi
mov_cax dword ptr ds:[edi-<aNtGerContex
|%or eax, as: [405490]

mov ecx,dword ptr ds: [40548C

push e

Xor esi,esi

push e

push ecx

o5
mov gword Btr ds: [ed1 - <ANTGETCONTENTTIF

4060162 "KERNE
oo NEGetContextThr ead

004054302 “pn1s”

esi:NtGetContextThread
€51 :NTGeTCONT exTThr ead

es1:NTGeTCONTextThread

[ wige Feu

EBX 77080000
ECX 00401287
EDX 00000001
EBP 00000000
ESP  ODLEFEE4
EST  77000C20
EDI 00000004
W err  cosozess
EFLAGS 00000287
ZEO BE1 AF O
QEO SE1 DF O
CE1 TFo 171

eax=ntdll.770C1A
dword ptr [00405430 “pnls”]=736CEETO

- LeXT: 0040264 fixed_dump.bin: S264E #264E

WeDumo ! | WDump2 | WSDuod | wDume4 | wieDumps | B woh 1 | ir-iLocas
ASCIT

00405430
00405440

00405510
00405520
00405530
00405540

BE 6C
0 05 00 00
00 00 00 00

00 00 00 na
©0 00 00 00

00 00 00 00

00 00 00 00
00 00 00 00
00 00 00 00

00 00 00 00
0 00 00 000

©0 00 00|00 00 00 00]00 on
30 06 50 99|90 09 00 00|00 00 50 50
[ R ——
00 00 00|00 00 00 00
90°00°00"00]00 00 00 00
o

00 00 00 00

00 00 00 00

00 00 00 00 00 D} 30 09|00 90 03 00

30 00 00 50]00 50 08 00|00 00 00 00
00 00 00 00(00 00 00 00(00 00 0O 00
00 00 00 00(00 00 00 00|00 ©0 00 00| ...

20 00 00100 0f

00 00

00 00 00 0D
a(00 00 00 00

00 00 00 00

0 00000 00 00 00

‘Command;

i [espra4]

nTd11.770C1A50
ntd11. 77080000
Tixed_dump. 00401287

<ntd11.NtGetContextThreads

Tixed_dump. 00402645

LastError 00000000 (ERROR_SUCCESS)
LasTSTATUS 00D0D000 (STATUS SUCCESS)

$2p+10] 00402487 F1xed_dump. 00402487
0000000

* |5 & [ uniocked
=

Defalt  ~

| Poused

e o

| Time Wasted Debugging: 0:06:17:27

Now we have the key, let’s take a look at the values used for determining which API to import. This is quite

simple to find, as it is already inside the executable. We can also see that EDI is being used as a counter, as each
loop it is incremented by 4, until the value reaches 20, where it returns. This means there are 5 API’s in total that
are looked up using this method. The values in the embedded list are all XOR’d by the key, which results in the

hash lookup value used for comparison. So, from this, we can start examining the hashing algorithm to see how it

functions and to locate what API’s are lookup up and stored.

P

Lloc_462648:

mov eax,

xor eax, pnls

mov ecx, Handle_To DLL
push eax

xor esi, esi

push esi H
push eCx H
mov ebx, ecx

call Load_APIs

test eax, eax

jz short loc_48266E

3 XOR"d value

NULL
Handle To DLL

>
dword_4685814[edi] ; EDI is incremented by 4

=

FIZE

mov esi, [eax]

add esi, ebx
loc_4B266E:
test esi, esi
mov dword_465814[edi], esi
jz short loc_482682

add edi, 4

cmp edi, 14h

jb short loc_482648| |push
jmp

loc_482682:

7Fh
short loc_482688

Y
Ll s =]

loc_4@2686:
push 7Eh
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.data: 88485811 db a

.data: 8485812 db a

.data:ee4856813 db ]

.data: 88485814 ; int dword_4@85814[]

.data:ee405014 Hword_ﬂ@5914 dd 29518394h 3 DATA XREF: sub_481CDDTr
.data: 98485014 3 API_Hashing_Lookup:loc_482643Tr ...
.data: 88485818 dword_485018 dd 1B477A8Dh ; DATA XREF: sub_48234A+D7Tr
.data:8848581C dd 1D1D4817h

.data: 28485820 dword_ 485820 dd 6569CEG3h 3 DATA XREF: sub_ 4B1EDFtr
.data: 80485824 dword_485824 dd 54B334FBh 3 DATA XREF: sub_48133C451r
.data: 98485828 db Beh ; €

.data: 08485829 db ]

As the function is quite large, I will focus on the section that calls the hashing function. The three arguments
passed to this function are; the address of the DLL, the value 0, and the correct hash for comparison. The function
uses the base address to perform some calculations in order to get to the export table inside the DLL. From there,
it loops through each of the exports and hashes the name of the export, which is then compared to the predefined
hash. If the hashes match, the function retrieves the address to the exported API, and overwrites the predefined
hash with the address for later use. If they do not match, the function simply continues onto the next export, until a

match is finally discovered.

|
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i[5
loc_s01220:
mov eax, [ebx]
add eax, edx
Mo [ebp+APT_Name], eax
mov  ecx, [ebpenull]
test  ecx, ecx
jz short loc_481248

dl, [eax]
dl, [ecx]
short loc_401258
L ]
movzx  eax, word ptr [edi]] [push  ecx ; 1pString2
add eax, [esi+leh] push eax 3 lpStringl loc_se1248: 3 lpstring
cmp [ebptuar_28], eax ||call  ds:lstrcmpa push  eax
jmp short loc_401252 test eax, eax call ds:lstrlena
jmp short loc_481252 mov ecx, [ebp+aPT_Hame]
call Hashing_Algo
cmp [ebp+Correct_Hash], eax ; Compare calculated with correct hash
J

loc_4081252:
jnz short loc_4@1258

M 0000 ]
[ebp+var_1C], 1 ; Match|
e

Taking a look at the actual hashing function, it is quite difficult to come to the conclusion (especially for a

beginner) that the function is responsible for hashing, until it is run in a debugger. There is definitely something

happening in this function from a static analysis perspective, as there are multiple logic instructions, but we can’t
know for sure until we analyse it further.
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Hashing Alge proc near
push esi
mav gsi, BCK
test esi, esi
push edi
mov edi, eax
jz short loc_48160DF
i L J
MZIE
or eax, @FFFFFFFFh
jmp short loc 481607
[l i (=
loc_4816D7:
test edi, edi
jnz short loc_4816A4
7 ' 5 ' o
e s Ll (i =]
not eax
jmp short loc_4816E1l loc_4816DF: loc_4816AA:

Hor eax, eax maw cl, [esi]
movzx  edx, al
movIx  ecx, cl
Xor edx, ecx
and edx, B@Fh
shr eax, 4
Xor eax, ds:dword_404108[edx*4]
shr ecx, 4
mowv edx, eax
and edx, @Fh
dec edi
Xor ecx, edx
shr eaw, 4
inc esi
Kor eax, dsidword 484188[ecx*4]

Yy I

Taking a look in a debugger, it is clear that [edx*4+404108] and [ecx*4+404108] are values from a lookup table,
as the XOR values used constantly change, however the values are repeated, and therefore we can determine that
they are not randomized. Base64 encoding/decoding use lookup tables as well, so if you have looked at that before
(or at least the psuedocode), you might be able to recognize the lookup table aspect here. When we take a look at
the memory region where the lookup table is located, it is easy to see where it begins and ends. So, now we know

that there is a lookup table, how do we find out the hashing mechanism in use?
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. - = o o= N = |
Fle  view Debug Trace Plugne Favouries Options  Help  Dec 312017
SO S0 ey twuBisPhis L E®
Bou | @owh | Lites | (b | ® Breskpomts | B MemoryMep | () collstack | 52554 | Lo Saipt | @) synboks | <2 Source | 2 References | 9 Theeads |, & o des [ £ men |
. ::3'\ ea:r“ [ wige Feu
J& T1xed_dump. 401€DF EAX OAFFSIDE

or_eax, FEFEFFEF
o Pk . 401607 ©X mocaEd  nedll7rocaiee
mov cl,byte prr dsi(esi) es11"_SHAFTnal” = 3
movzx edx, a1 €X 00000007
movax_acx,cl EBF  ODIGFEDO
xor edx,ecx ESP O0D1BFETC
and edx,F ESI T7OC5158 "_SHAFinal"
shr eax,4 EDI 00000003
xor emx,dword prr ds:[edx-d-404108] OXAGOAE27E on First 100p - edx=4+404108 acts as lookup table
shr ecx EIF 000100 Fixed_dump.00401600
mov edx,eax
and edx, F EFLAGS 00000300
dec edi o 2E 0 BE O AF
Shr et REo SEO0 DF O
inc esi d . £51:"_SHAF =1;i . . . — CEO TF1 IF 3
E + dwor = [ecx ON2EDSI0OAC = once v‘l ookup
TesT el edi S on Firsslese —— — LastError 0000000 (ERROR_SUCCESS)
Jne Tixed_dump. 40164A LASTSTATUS DO000D000 (STATUS SUCCESS)
not eax
Jmp Tixed_dump. 401851 s aza Fs nosa |
N —— = SR T

[ n v

eax=AFF51D8
dword ptr [ecx*4e404108]=[fixed_dump.00404114] =26D930AC

0004

- text: 00401600 fixed_dump.bin: $1600 #1600 : g;mu} 27080000 nten1. 77080000

3 C770ca: 7
Wt | gDump2 | WeDump3 | wDwed | weoumps | 8 waih 1 | be-llacas | st | 1. 77000178
[Adaress | ASCIT return to fixed _dump.0040124F from fixed_dump.004016
004040F4 |00 00 00 0O|4A 81 6E 20(32 9
00404104 |00 00 00 00|00 00 00 00
03114 |AC 30 D9 76(90 41 D 76 pt ey
00404124 | 3C 71 05 50/20 83 BS ED ntdl1. 770C21E0
00404134 [BC B3 61 CB|BO CZ 64 38 el Frocasz0
00404144 |3C F2 BD BO|FF FF FF FF “A_SHAF1na1~
04154 (00 00 00 QO|FF FF FF FF 8
00404164 | 7C 42 00 00|00 00 00 00
00404174 |B4 40 00 00|CB 41 00 00 -
00404184 | oC 44 00 00|00 40 00 00|88 42 00 00|00 00 00 00|.D. .. -
7] m | 0 — b
Command; Defoult  ~
| Poused | fived_dump.bin |Time: Wasted Debugging: 0:07:21:51

Typically, custom encryption and hashing implementations are quite difficult to determine, unless you know what
you are looking for. As long as the algorithm is publicly available (such as AES or Serpent), and not a custom
developed one by the author, there will almost always be specific values or instructions that stick out to those who
have looked at crypto before — these are known as Constants. We will revisit these later (in the next post) when
looking at the other encryption methods used in this sample, however to sum it up, it basically refers to values that
must be used in the algorithm to achieve the correct results. In this case, let’s take one value from the lookup table:
0xAO0AE278. We can run a quick search for this value online, and as you can see from the image below, this is

definitely linked to CRC-32, although it is more of a variant — we just need to find out which variant.

Go gle OxAODAE278 v Q

[FIXED] Working Arduino CRC 32 code - Arduino Forum
forum.arduino.cc/index.php?topic=91179.0 ~

9 Feb 2012 - 7 posts - 3 authors

0x9b64c2b0, 0x86d3d2d4, 0xa00ae278, Oxbdbdf21c }; unsigned long crc_update(unsigned long cre,
byte data) { byte tbl_idx; tbl_idx = crc ...

CRC32 with signed bytes in java - Stack Overflow
https:/istackoverflow.com/questions/28405493/crc32-with-signed-bytes-in-java ~

2 answers

26 Apr 2017 - ... 0x6bBb51f4, Ox4db26158, 0x5005713c, Oxedb88320, 0xf00fI344, Dxd6dBa3es,
Oxcb61b36c, 0x9b64c2b0, 0xB6d3d2d4, Oxa00ae278, Oxbdbdf21c }; public ...

generate a Checksum using this algorithm 30 Oct 2018
Converting crc code from C to Java yields unexpected results ... 12 May 2018
Reading bytes out of a character array using a character pointer ... 8 Jun 2017

Arduino CRC calculation and Serial reading 24 May 2017

More results from stackoverflow.com

2.1.2.2.1 CRC Lookup Table - Microsoft Docs
https://docs.microsoft.com/en-us/.../ms...[2500f63e-a1ec-4605-a80d-d4 1ab63e80e9 ~

14 Feb 2019 - ... Ox166cci43, 0xa00ae278, Oxd70dd2ee, Ox4e046354, 0x3903b3c2, 0xa7672661,
0xd0E016f7, 0x4969474d, Ox3ebe77db, Oxaed16ada, ...

cre32.c

ftp:/fftp.ncdec.noaa.gov/publ/data/software/nexrad2/crc32.c ~

... 0x18b74777, 0xB8085aed, Oxff0f6a70, Ox66063bca, 0x11010b3c, 0xE639efl, 0xfB62ae69,
0x616bffd3, Ox166ccf4d, 0xal0ae278, Oxd70dd2ee, Ox4e048354, ...
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In this specific sample, the program loops through the NTDLL.DLL export functions and hashes them all until it
finds a matching hash. What makes hashing worse is that hashes are irreversable, meaning the only way you can
find the matching hash is by brute forcing — to do this you could hash each API exported by NTDLL until you
found the matching hashes, but this is too time consuming, and it is quite simple to find the matching API anyway
—all you have to do is put a breakpoint on the instruction that is hit if a match is found, and execute the program.
Once the breakpoint is hit, you’ll be able to locate the correct API. From the image below, you can see the first

API call that matches is ZwGetContextThread. We can now use this to get the variant of CRC-32 used.

8% 32dbg - File: fixed_dump.bin - PID: 644 - Module: fixed_cump.bin - Thread: Main Thread F2C = =R =
Fie View Debug Trace Plugine Favourtes Options Help Dec 312017
2oE »H tass taulSePhe unL A

B U | @oooh | _ilog | . MNotes | ® Breopoints | B8 MemoryMop | [) ColStock | S0 5EM | o) Saript | @ symbok | < Sowce | o References | W Tveads | ) Soowman | o Hondes | ¢ Troce |
T1 ush ecx 7
H FETE | #ige Fru ]
FF 15 AC 40 40 00| ESWN oword prr ds: [<alstremps] | exx  samosees
85 CO Test_eax,eax [ = = "
cE Jmp Fixed_dump. 401252 = e =D
ush eax
FF 15 A8 90 40 00 Eain owore ptr ds: EDX 00000001
B8 40 DO mov_ecx,dword prr ebp-30] : "ZwGetContext Thr ead EEE  OD1BFEDD
ES 4C 04 00 00 | EMIN fiXed_cump. ESP  0O1BFESS
39 45 10 cmp dword prr ss: 108, ESI 770CDIFE  mTdl].770COIFE
- - 07 jne fixed_dump.401258 EDI TTOCSDAB ntd11.770C40A8
o €7 45 E4 01 0D 00| MOV dwor ebp-1C],1 |Wits Breakpoint 17 match
L 81 70 Ed 00 0 €I 00401254 Fixed_dunp. 00401254
OF B7 07 EFLAGS 00000344
2 ;‘2 (ss ZF L1 PF1 AF O
89 35 DC OF 0O SF 0 DF O
33 co CEO TF1 IF 1
74 3A
58 08 LasTErFor 00000000 (ERROR_SUCCESS)
02 40 08 LastStatus 00000000 {STATUS_SUCCESS)
§9 08
8 31 | Gs cozs _Fs oos3 L
83 C3 04 ot SR
n - 3 5h cn = I irioded
H « m , | Defoult (stdcal) x]s =0 2
1 - 1: [esp+4] 00000000
‘dword ptr [ebp-iC]=[DOL8FEEA]=0 2: [esprs] 77080000 mtd]].770B0000
3: [esp+C] 770C4DAE n(d;h?:ucc\.u
i 10] 770C3430 ntd11.770C3A30
.LEXT:004D1254 fixed_dump.bin:S1254 #1254 &1 (et TI%aN0 . recana
% Dump 1 ‘mtunpz[ tsumu:] cwmnp4| m;nmusl ﬂ’wnmll |xsl Lacals | & smuey m
ASCIT « 77080000
004040F4 |00 00 00 00[4A 61 6 20(32 38 20 32/30 31 39 00 I JOCHNAR
2 770C3A30
0040404 |20 00 00 5300 0o 00 Do E4ii0 BT D ICH BnEE 3 | E e eaaxr)
00404114 30 6 41 76|F4 51 6B 68 58 ol - - H -
00404124 |3€ 71 05 50|20 44 93 OF Fo E8 A3 D& DE <q. r [T
00404134 [BC B3 61 CB BO C2 64 98 D4 D2 D3 86,78 EZ 0A AD . RO
00404144 |36 FF FF FF FF AD 12 40 00 /A4 12 40 004 00500000,
00404154 (00 00 00 00|FF FF F|E4 25 40 00 EB 28 40 00|... 00000000|
00404164 | 7C 42 00 00|00 00 0D 00(00 90 0 00|88 42 00 00 Bt
00404174 (B4 40 00 00|CB 41 00 00|00 00 00 00|00 0O 00 00 CaerEEa|
pprpent] s eatlo) e Sl bl e T ) b e b Ll dobod 99000000/ E
“ w v a D
Command: Defat  ~
[ Paused at fixed_dt [Time Wasted Debugging: 0:07:29:55

In order to do so, we can use this site, which is extremely useful. It hashes the input using several different
variants of CRC-8, CRC-16, and CRC-32, allowing us to compare the value from the debugger to the output of
the different variants. With the API name, ZwGetContextThread, and the required output, 0x5A3D66E4, we can
find the variant used: CRC-32/JAMCRC.

&« C | @ Secure | https;//crccalc.com o

Online CRC Calculator

PHP-sources on GitHub  C#-sources on GitHub  Java-sources on GitHub

ZwGetContextThread
4
Input type: @ ASCII Hex
Calc CRC-8 Calc CRC-16 Calc CRC-32

Algorithm Result Check Poly Init RefIn RefOut XorOut
CRC-32 OxA5C2991B ©xCBF43926 ©x04C11DB7 OXFFFFFFFF  true true OxFFFFFFFF
CRC-32/BZIP2 @xA5DD7B93  ©xFC891918 Bx04C11DB7 OxFFFFFFFF  false false OxFFFFFFFF
CRC-32C 8xF4B9ADCE BxE3069283 Ox1EDC6F41 BxFFFFFFFF true true OxFFFFFFFF
CRC-32D OxA1DFBC37 ©x87315576 ©xAB8339828B OxXFFFFFFFF  true true OxFFFFFFFF
CRC-32/MPEG-2 Ox5A22846C ©x@376EGE7  ©x04C11DB7 OxFFFFFFFF  false false 0x00000000
CRC-32/POSIX BxEBD15CBA 0x765E7680 0x84C11DB7 8x00000000 false false OxFFFFFFFF
CRC-320 Ox837FEB9]1 ©x3010BF7F  ©x814141AB oxeopeeeee false false Oxeeo0000080
0x346BC6DI  Ox@4C11DB7  OXFFFFFFEF  true  true 0x00080000
CRC-32/XFER 8x3524318D 0xBDEBE338 Bl AF (] false false 0x80080000
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As we can find out the matching APIs, there is no need to write a brute force script, although for families such as
GootKit, this is sometimes necessary. So, the 5 APIs imported are: ZwGetContextThread, ZwSetContextThread,
ZwReadVirtualMemory, ZwWriteVirtualMemory, and ZwAllocateVirtualMemory. With that, we can move out of

this function, and onto the next.

Fle Wwiew Debug Trace Pugns Favourtes Options Heb  Dec 312017

EAL AT LI EEN FA TS E TN 1

By | @omn | tiog | towes | @ sresiwonts | S memorymo | () Colsteck | =9se4 | o sowt | S smbok | O souce | o Referewes | W Trweacs | <) srowman | o andes | ¢ Trace |
0 ] push ebx

0040261E

| Hide FPU

55 push eop
56 push esi esi:Getmodul eHandlea
£8 35 9819 30 00 Moy esi dword pTr ds: [<WGETIOUTENANATE es1 ; Getiod.] erand] ex B inng  erneisz.rsssoone
pus
€5 00 €0 40 00 push f1ixed_dump. 06000 4060001 “NTDLL.DLL™ I nedl1. 77083874
2 33 0 xor_ebp, ebp EI TS B
o | oosnze2F EE e sl es1:GetModu1 ekandles EEF 00000000
o] 00402631 85 €O test cax,cax T
BC 54 40 00  |mov dword prr ds:[4054BC],eax ESI  750C1245 <kernel3z. GetModulenandleas
v 78 % je Fi EDI 00000000
68 & 6016 "KERNEL3Z.OLL" Ij
FF D6 2511 GeTMody ] enand] eA EIF 00402641 Fixed_dump. 00402641
31 FF Xor edi,edl
88 87 14 50 40 00(mov eax,dword ptr ds:[edi+ i s
33 05 90 54 40 00 |xor eax,dword pt 00405490: “pnls” el R loRaelc
88 00 BC 54 40 00 |mov ecx,dword ptr d
50 push eax CFO TF1 IF 1
1 Fe xor_esiesi es1:GetModu] edand]es
56 push es! esi:GetModu] eHandlea LastError 00000000 {ERROR_SUCCESS)
51 pusn ecx LastStatus 00000000 (STATUS_SUCCESS)
BB DX, eCX

o3 mov.
E: (Dz EB FF FF t- Tixed_dump. 401168
~ 7a na ia Fived dumn, anvees

| El ]
Gwrd BUF. (T TXEA,AUng | 00405 $C0T Skerne1 37, 75080000
0BO00O.

eax=kernel32.75i

- Text:00402641 fixed_dump.bin:$2641 #2641
wDump2 | Smumo3 | woues | wsDumps | % weunt | peilocas | Y s |

OD18FEES

00402000 [03°00 00 00 return to fixed_dump.00402487 from fixed_dump.004026
00405020 |63 CE 69 65
00405030 (00 60 00 00
040 (00 00 00 00
00405050 |06 00 00 00
080 (00 00 00 00
00405070 |54 41 55 41
08O (DB 48 BB F1
090 (00 4C 63 62
4 m | L
Command; Defait ~
| Paused | Google Chome

Options  Hep  Dec 312017
Tt Sl wLE®
|‘.dpm:EL-n::rm|ﬁum|1m|ﬂs¢u|ﬂm|0m|9m|!ﬂ-—b|ﬂm|‘m¢-|l’m|

je r1n‘-q.n1.msgs (e * llpide FRY
mov esi,dword prr ds:[eax 50000000
add es1,ebx =
B e
7 44 §0 40 00| mov dword ptr ds:[edis<&NtGetCont: .

12" ivea ame. sorber X 00000004

04 add edi 4 EBP QO1BFF80

1% omp edi,i4 O01BFEFS

cs b i . a02648 ES3 RHEENENL

EDI 00000000
[ ere oosozssr Fixed_dump. 00402487

OF 0 SF O DF 0
CFO TFO IF1

LastError 00000000 (ERROR_SUCCESS)
h 00000000 (STATUS_SUCCESS)

p+C] TFFDEFFF
espr10] DOOTFOOO
esp+14]

esp+8] 7EFDEQDO ’V
es

EETEEEE
&BEBEEE
8248888

The next function simply retrieves the file name to store in memory, potentially for use later on in the sample. The

next function gets much more interesting, so lets move onto that.
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int Get_FileName()
1
WCHAR *v@; // ebx
DWORD wl; //F esi
WCHAR *v2; /f/ eax
int v4; // [esp+Ch] [ebp-8h]
LPCWSTR lpszShortPath; // [esp+leh] [ebp-4h]

vd = GetModule FileName(base_addr, (int)&lpszShortPath, 1);
if ( ve )

lpstring2 = @;

1se

R I

v@ = (WCHAR *YlpszShortPath;

vl = @etLongPathNameW(lpszShortPath, @, @);

if ( vl && (v2 = (WCHAR *)Allocate Heap(2 * v1 + 2), (lpString2 = v2) I=8) )
1

GetLongPathNameW({ve, v2, wvl};
Heap Free(ve);

¥

else

1

¥
¥

return wi;

lpstring2 = va;

¥

If you’ve looked at ISFB or read anything about it before, you might be aware of an embedded FJ, F1, or JJ
structure that is located just after the section table. This structure contains pointers to appended (also known as
joined) data, such as configuration information, an RSA public key, or even another executable. There are
differences between FJ, F1, and JJ, although they are quite small changes. In this case, the sample is using an
embedded JJ structure, identifiable from the magic value 0x4A4A (“1J”).

H) fixed_afterdump.bin |

Offset(h) 00 01 02 03 04 05 06 07 08 09 O& OB OC OD OE OF Decoded text
000001EQ 00 00 00 00 00 00 00 00 00 00 00 Q0
000001F0 00 0O OO0 OO0 00 OO0 OO0 00 2ZE 74 &5 7&
00000200 &F 26 00 00 00 10 00 00 00 30 00 QO
00000210 ©O0 OO OO0 OO0 OO0 OO OO0 OO 0O OO0 00 QO
00000220 2E 72 64 61 74 61 00 00 SE 06 00 QO
00000230 ©0 10 00 00 00 40 00 00 00 00 00 0D
00000240 00 00 00 00 40 00 00 40 ZE 64 €1 74
00000250 14 05 00 00 00 50 00 00 00 10 00 QO
00000260 ©O0 0O OO0 OO0 OO OO 00 OO OO OO0 QO QO
00000270 2E €2 73 73 00 00 00 00 8D 02 00 QO
00000280 ©O0 10 00 00 00 &0 OO0 OO OO OO0 0O QO
00000290 00 00 00 00 40 00 00 CO 2E 72 73 72
00000220 10 00 00 00 00 70 00 00 00 10 00 0D
000002B0 00 00 00 00 00 OO 00 OO0 00 00 QO QO
000002C0 2E 72 65 &C 6F &3 00 00 00 70 00 QO
000002D0 0O &E OO0 00 00 €0 00 OO0 00 00 0O OO
000002EQ 00 00 00 00 40 00 00 40 00 00 00 QO
000002F0 ©0 00 00 00 00 00 00 00 00 00 00 00
00000300 00 00 00 00 00 00 Q0 00 00 00 00 QO
00000310 4A 4B 00 01 8F C6 Bl D4 OC 4A 15 9E
00000320 00 B6 00 00 00 OO0 00 00 00 00 00 QO
00000330 00 00 00 00 00 00 00 00 00 00 00 Q0
00000340 00 00 00 00 00 OO 00 OO 0O 00 QO OO
00000350 00 00 00 00 00 0O 00 OO0 00 00 00 QO
00000360 00 00 00 00 00 00 00 00 00 00 00 O
00000370 00 00 00 00 00 00 Q0 00 00 00 00 QO
00000380 00 00 00 00 00 00 00 ¢ 00 00 00 O
00000390 00 00 00 00 00 00 00 ¢ 00 00 00 00
0000030 00 00 00 00 00 00 00 00 00 00 00
000003B0 00 00 00 00 00 OO 00 OO0 0O 00 0O
000003C0 00 00 00 00 00 00 00 00 00 00 00 O
000003D0 00 00 00 00 00 00 00 00 00 00 00 O 00

Offzet(h): 0 Overwrite

The format of this structure is shown below:
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Joined Resource Structure {
WORD Magic Value
WORD Flags
DWORD  XOR Key
DWORD  CRC-32 Hash
DWORD Address
DWORD  Size

The parsed structure in this binary can be seen below:

Joined Resource Structure {
WORD Ox4A4A
WORD 0x0001
DWORD 0xD4B1C68F
DWORD 0x9E154A0C
DWORD 0x00003400
DWORD 0x0000B600

The function we are looking at is responsible for parsing this structure and locating the needed data. The main
argument for this function is the third one, which is the result of an XOR between the “pnls” string and an
embedded hex value. The first and second arguments are simply the start and end of an empty region of memory,

so they are not that important right now.

loc_4@824B2:

call API Hashing_Lookup

cmp eax, esi

jnz loc_48266C

i L 4

et 5=
call Get FileName
push 6
xor eax, eax
pop ecx
lea edi, [esp+88h+var_ 58]
rep stosd
mav eax, pnls
Xor eax, BED7I247Ch ; Bx9E154A8C
push eax ; hash
lea eax, [esp+8Ch+var_43]
push eax ; int
lea eax, [esp+98h+var_ 58]
push eax ; int
call sub_4813E1 ; Parse Structure
test eax, eax
jz loc_4@2689
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The first half of the parsing function traverses through the MZ and PE header until it has reached the resource
structure located just after the section table. It then checks that the magic value is in fact “JJ” (0x4A4A), otherwise

it will add 0x14 to the current address and try again.

push ebp

mov ebp, esp

push ecx

push ecx

mov ecx, pnls

and [ebptvar_4], @

push esi

push edi

mov edi, base_addr

mov eax, [edi+3Ch] ; value from MZ Header
add eax, edi ; Base Addr + @x18@ = Start of PE Header

movzx  edx, word ptr [eax+6] ; @x@6
movzx esi, word ptr [eax+l4h] ; @xE@

imul edx, 28h ; BxFe

xor ecx, 243Ah 3 BNT736C4A4A

MoVZX ecx, CxX 3 exdndn

add edx, eax ; Start of section table

mov [ebptvar_8], ecx ; @x4A4A

lea esi, [esi+edx+48h] ; BxE@ + 0x4001F8 + Bx48 = Bx480310
jmp short loc_481424

loc_481424: H
movzx eax, word ptr [esi] ; word [esi] = "23"
test ax, ax
jnz short loc_48141C
_ h J
FEE]

[esi], ex
loc_4@141C: H loc_4@14F6
cmp ax, cx 3 ax = Bxd4A4A, ox = Bxd4Adn
jz short loc_4@1435

loc_4@81435:
push ebx

Once the structure has been located successfully, the function compares the third argument (0x9E154A0C) with
the embedded CRC-32 hash, which is also 0x9E154A0C. If these do not match, the function will return or loop
around again. If they do match, the function performs a bitwise AND on the structure flag and 0x2, which must
return 0, otherwise the function will loop or return. If 0 is returned, a heap is allocated based on the size value
stored in the structure. From there, it will get the full memory address of the joined data by adding the address in
the structure to the base address of the executable, and then a bitwise AND is performed on the structure flag and
0x1. If the result is O the joined data is not compressed and is encoded, and if the result is not 0 (which in this case
itis 1), the joined data is compressed. As the joined data is compressed in this binary, we will focus on the

compression method.
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loc_481436: H
maw eax, [ebpt+hash] ; Hash = result of previous XOR = Third arg
test eax, eax
jz short loc_481442
_ . J
ol e =
cmp [esi+8], eax ; Compare XOR hash with hash in struct
jnz short loc_4@81485
i Yy
MEE
loc_481442: H
test byte ptr [esi+3], 2 ; 1 &2 =@
jnz short loc_481485
_ Y
bl e
mov eax, [esi+ls] ; 5ize of heap = walue in struct + 1
inc eax
push eax ; dwBytes
call Allocate Heap
mov ebx, eax
test ebx, ebx
jz short loc_481482
L J

eax, [esi+l2] ; esit+l2 = Offset of embedded data
eax, edi ; edi = base address

byte ptr [esi+3], 1 ; Check if compressed

short loc_481494 ; 1 21 =1

v - v

The two arguments pushed to the function are the location of the compressed data, and the address of the newly

allocated heap.
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mov eax, [esi+l2] ; es3i+12 = Offset of embedded data
add eax, edi 3 edi = base address

test byte ptr [esi+3], 1 ; Check if compressed

jz short loc 481454 ; 1 8 1 = 1

il i 5
push ebx
push eax loc_4@81494:
call Decompression mov ecx, [esi+leh]
cmp eax, [esi+l@éh] and [ebp+var_4], @
jnz short loc_481476 shr ecx, 2
™ mov [ebpt+hash], ebx
jz short loc 481484
B * E *
[l e 5 P
mav [ebptvar_4], 1
loc_4814A3:
mov edx, [eax]
sub edx, [ebptvar_4]
mov edi, [ebp+hash]
add [ebpt+var_4], edx
add [ebp+hash], 4
add eax, 4
dec ecx
mov [edi], edx
jnz short loc_4814A3
I——
N A ] N 2 ]
[l s 55 bl s =]
loc_481476: loc_4814BA:
cmp [ebptvar_4], @ mov ecx, [esi+léh]
jnz short loc_4814D6 and eCx, 3
™ jz short loc_ 4814CF
Y Y

Looking at an overview of the function, you can see it is quite intricate and difficult to follow. Remember what I
was saying about crypto constants earlier? They are also present in some, if not all, (de)compression routines,

although it is much more difficult to identify the algorithm compared to encryption algorithms.
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Searching through the graph, there are calls to the same functions several times over, but we are looking for a
hardcoded value that is not stored in memory. Sure enough, after searching through the right branch, we can see a
CMP instruction being used, comparing the value in esi to the value 0x7D00. Using this, we can search “0x7d00

compression” on Google and after scrolling down a bit, come across this site. Comparing this python code:

def lengthdelta(offset):
if offset < @x80 or @x7D00 <= offset:
return 2
elif 0x500 <= offset:
return 1

return 0

To a section of the assembly:
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maw esi, eax
call sub_4838ce
cmp esi, 7De@eh

jb short loc 482064

.* |
MFE
add eax, 1

M=

loc_482D6A:
cmp esi, 5@@h
jb short loc 482075

v
MIEE
add eax, 1

loc_482075:
cmp esi, 8eh
jnb short loc_482088

We can see some clear similarities. From this, we can deduce that the decompression algorithm used here is
APLib, and with this knowledge we can write a simple extraction script to extract any joined data from the binary
and decompress it using the great Python library Mlib, created by Mak. You might be wondering how I was able
to determine if something was decompressed before even looking at the function. I have read up on ISFB and
have also analysed it quite frequently, however it is quite easy to figure out that the joined data is compressed by
simply looking at it. Opening up the binary in a hex editor and going to the location of the joined data, you might
be able to recognize the string “This Program Cannot Be Run In DOS Mode”, although part of it is obfuscated.
Recognizing compression also depends on the level of compression, however for the ISFB malware strain, APLib

is the defacto compression method for now, so it is relatively simple.
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] fixed_afterdurmnp.bin

offsetc(h) 00 01 02 03 04 05 06 O7 08 09 OA OB OC OD OE OF Decoded text
Q0D083F0 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 & oeeerunnneenenn
00008400 B8F OE C6 21 D4 03 19 02 04 9C 09 FF 60 70 BE a4 .. E'H....e.¥'p,=
00008410 01 70 40 85 79 01 87 06 OE 1F BA 3E 00 B4 09 C0 .pl.v.#+...°>.".1
00008420 21 B8 FA 4C CO DR 54 68 &9 73 20 OE 70 72 &F 67 !, GLA.This .prog
00008430 &7 &1 6D 27 63 47 E 1F 4F 74 ET7 62 65 LF CF 75 gamicGn.Otghe Iu
00008440 5F 98 €9 06 44 4F JE 53 03 6D 6F €4 €5 2E 0D 82 _ “i.DO~5.mode..%
00008450 OR 24 4C 43 8D 01 46 74 FF C9% 27 1L AC 58 04 EE .SLC..FtyE'.-X.i
00008460 3E E1 &7 30 C8 11 CO 5F 99 8E 7C 29 54 CD 18 77 >agOE.A »E|%Ti.w
00008470 86 CF 10 74 B8R CR 2C 9F 1B 18 57 11 0& 28 7C 47 +I.c3E,%..W.. (|G
00008480 43 CL 3E 45 21 C8 95 15 10 &7 50 €8 C5 EC 44 08 CE>E!'Es..gPkhidJ.
00008490 60 38 65 &2 41 08 52 69 63 68 44 68 68 C7 4C 38 ~8ebA.RichDhhGLE
000084R0 01 05 05 10 1B 4F 5C 63 10 EO 80 02 21 0B 33 01  ..... O\c.as. 1. 3.
0000840 08 12 BA 2% 1B 26 14 OC AS 5 OB 10 CA 02 A0 oF ..5).&..¥Z..E.
000084C0 BD 54 OC 02 92 S8 B6 34 F1 4L 3D 47 0D 29 02 2B T..'8t4RJ=G.).+
000084D0 B4 58 39 08 0D 47 12 82 33 11 B6 02 50 4F &4 44  °¥9..G.,3.!.P0dD
000084E0 DO OD C4 BL 1A 01 A4 49 BAE 40 23 L0 B4 A2 29 08 D A, .mI"@%F “o).
Q00084F0 CO 1F 58 2E 74 32 5 78 E2 11 OF 28 BA 91 12 EC A.X.t%exi.. °'.1i
00008500 36 65 40 20 60 07 2E 72 64 &1 74 28 QA D3 OC FC 6&hR ~..rdat(.0.d
00008510 E6 OE 09 56 8E 28 8C 40 07 2E R4 27 C8 DE 02 95 &..VEZ(ER..m'E@.s
00008520 BO FD Ch 9C 28 FE CO ZE 38 €2 73 DO OC DD 70 0L °yEe(szi.sbsd.¥ip.
00008530 AC 99 81 58 S9E 4L 28 CO 72 65 &C 6F 63 LE 8C 53 ™. ¥EJ(Areloc®eS
00008540 DO 28 21 AL 5B 9C BE OF A3 44 BF 00 11 D9 CF 81 B(!=[ef.£J...0iz
00008550 07 D4 64 SE 28 E1 04 DS OR 24 14 41 41 oc c8 01 .0d™(&.8., .AkeE,
00008560 E1 DD D1 8F C1 DR 01 B0 01 C2 BD 01 FE 01 56 57 AYN.AG.°.A=.p.VW
00008570 &R 28 E8 55 4B 80 12 SE FO 85 Fe& 74 4F B0 8F 1D 5 (&UEE.<&.8t0°..
00008580 18 56 89 1C 1C EE OC OE 15 20 3C 12 10 0C 88 11 .Va..i... <...".
00008590 83 FE FB 03 28 24 74 1E &8 5L AE 1L 32 6L 01 2L Ffou. ($t.hI®.2j.%
000085R0  BC 23 8BS CO OE 28 20 74 OR L3 35 54 B2 06 1k 33 @E#.A.( ©.E£5T=..3
000085BO0  FF EE 17 2ZE 44 5C 8B 3E F& 25 01 74 OB 56 E8 9F §&..D<<>z..t.Ve¥
DO0085CO 59 20 A6 EB 03 6A 08 5F 8B 73 C7 1D SE C3 55 8E  ¥€!é&.j. «sC.~AUZ
Q00085D0 EC 83 46 14 53 DB 7D 27 7D 8D 61 FO S5E ES ED 4C  ifF.50)}'}.ad"&il
Q00085E0 BE F9 18 DC 4R F3 D8 85 3F DE 74 00 FF 75 OC 8D »h.UJ4@.70c.du..

Backing out from the decompression function, the program makes sure that the size of the decompressed
executable is the same size as the value stored in the JJ structure. If the sizes do not match, the decompressed
executable is cleared from memory, using HeapFree(). Then, the malware XORs the first DWORD of the
decompressed data with the XOR key stored in the structure. Taking a look at the decompressed data, we can see
that the first DWORD of the executable is not valid — it should look like 00009000, but instead looks like
54205BD4. After the XOR, the valid value can be seen. The function cleans up after itself, and then returns back
to the calling function. If you were to dump the executable at this stage and add “MZ” to the start, you would be
unable to open it in PE Bear — this is due to the fact that not only is “MZ” missing, “PE” is also missing from the

header, so make sure you add that as well.
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Hep Dec 312007
2 FEF P L RE
| ® responts | 8 memorymop | [ Colstock | =n5E4 | i sapt | Fsymbek | <2 Sowce | - References | W Tveads | % Snowman | o Hondes | ¢ Troce |

mav eax,dword r ds:i[esi+10
mov ByEh pRr dgt fabave e  [lnbiiGAaERL,
WO a:

EAX D4cB2054

EDX 12
0D4014E8|
004014EE| EBP  OD1BFEE+4
= 18F
ESI 00400310 33"

EDI 00400000 fixed_dump., 00400000
ssilfenp-4J EIF  0D4014E6 fixed_dump. 004014E6

"
push ebp
88 EC mhebﬁ.esn E3W it e
51 ecx
88 45 3C mav e:x.mra prr ds:[eax+3C] LastError 00000000 (ERROR_SUCCESS)
03 CB add ecx, e LastStatus 00000000 (STATUS_SUCCESS)
OF B7 41 14 movzZx clx.wrd pEr ds' [ecx+14]
B0 54 08 18 Tea edx,dword prr ds:[eax+ecx-15] G5 0028 FS 0053
OF B7 41 06 movzx ex,word prr as- [ecx+6) i 1

53 push ebx

eAX=DICE2054
- text:004014E6 fixed_dump.bin: $14E6 #14E6

e5p+8] 00000000

esp+C] 00004444

esp+10] 0000000L
| esp+i4] DOL8FFE0

OD18FEDS

80
x FETUFA TO Fixed_dump.D0A024E9 Trom T1xed_dump.004013
OF 1F 3 T
01FD95ED( €9 73 20 70
D1FDS5F0(74 20 62 65
€0 EF 64 €5

Fie Wew Debug Trace Plugns Favourites Options Hep Dec 312017
_DIIPI toed twuBoEe,ie na B9
imhjug]:,mni ® Bresiponts | M MemoryMep | () Collstock | =aseH | o saipt | @ smbols | <2 sowce | .~ References | W Trveads | 3 soowman | o Handes | ¢ Trace |

# 00401406 B8 a1 mav eu.mrd ;m- us-[endu] | wige Fru
@] 00401409 & ﬂl 0o mav. e ptr b+
@ § 00401, B3 10 04

[——e|oos014E1| ~ 72 05 -

| s|oosnses B8 25 04 | | s

_,: D04014E6 31 03 Eox 0002600

o [004014E8] BB 4D OC mov ecx,dword utr 55:|flebp+C] EEE  OD1BFEE4
# | 004014EE 89 18 mav dword ptr o [ S B EE R .
@ ] 004014F0 B8 46 10 mov eax,dword ds:[esi+10] ESI 00400310 13"
. 8301 mov dword prr ds:(ecx],eax EDI 00400000 fixed_dump. 00400000
- pop el
c R = = aword per ss:febp-sJ EIP 00401466 Fixed_dump, 004014E8
- SE ?Cp e§1 esi:*y31" EELAGS BOOOO20E
. €2 oc 00 roE IF0 PF1 AF D
M push ebp OF O SF O DF O
. 88 EC mov_ebp,esp U
- 51 push ecx
. 88 48 3C moy ecx,dword pRr ds:[eax-3C] LastError 00000000 (ERROR_SUCCESS)
. 03 €8 add ecx,eax LASESTatus 00000000 (STATUS_SUCCESS)
- OF B7 41 14 movzx_eax,word pr ds- [ecx+14]
. B0 54 08 18 lea edi,dword pre ds: [eax:ecx:18] GS 0028 FS 0053
- OF B7 41 06 movzx eax,word ptr ds:[ecx+&] - -
. push et
.

dword ptr [ebpes]=[0D1BFEEC]=0018FF28
- text: 00401468 fixed_dump.bin:$14E8 #14E8

LEEB8AT3288
KRRERIBESE

Back in the calling function, the malware then overwrites the decompressed executable using a rolling XOR
algorithm. I’m not exactly sure why it does this, as the executable is later decrypted, so if someone could let me

know that would be great! Anyway, once the executable has been encrypted, the function carries on.
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Fie view Debug Trace Plugns Favourtes Options Hep Dec 312017
COE S T ws Tt FEeRLLs nLR?
[

00402501 €1 EB 02 shr eax,2 "
00402504 | B9 4C 24 1C mov dword ptr 2 ECX Hide FPU
00402508 B9 74 24 10 mov dword prr 1851
= BE et eac casson
00402506 89 24 24 14 mov dword ptr ss:flesp-14],eax O000BESO
00402512 - 74 24 e . 402538
00402513 FF 34 24 10 nc dword ptr ss:lesp-10l] EDX 0224690
00402518 mov eax, prr ds:[edl] EBP  0D1BFF80
00802514|  BA 4C 24 10 mov cl,byte ptr ss:Bespr10) ESE  ODLEFEFS
0040251E o3 co rol eax,cl ESI E33505F4
00402520 B3 C7 04 add edi, 4 EDI 02204890
00402523 33 C6 xor eax,esi |j
%:‘c’é:? :; g: X.gl'v ::l‘(-:g: EIP 00402534 fixed_dump. 00402534
00402529 89 32 mov dword prr ds:(edx],esi LAGS  00000:
00402528 83 C2 04 add edx, ;: 1 1 ‘rz.‘
0040252E FF 4C 24 14 dec dword prr ss:flespr14] & s B
00402532 75 EQ ne fix 402514 CEO TE1 IE1
00402538| B3 E1 03 ecx,3
00402536 ~ 74 11 je Fixed_oump, 4025 4E LastError 00000000 (ERROR_SUCCESS)
00402530 88 Fi mov esi,ecx LastStatus 00000000 (STATUS_SUCCESS)
o] 0040253F BB CA moy ecx,edx
o | 00402541 28 FA sub edi,edx G5 0028 FS5 0053
| 0os0zs43 8a 04 OF mov al,byte prr ds:[edi+ecx]
| 004025 46| =] xor al,b’ L 5a
.

7EFDEQDQ
TFFDEFFF
00002080

eCx=B680
dword prr [esps1C]=[0018FF13)=6600

First, it creates a new file mapping, and calls MapViewOfFile, and then copies it’s filename to the newly mapped
region, before calling UnmapViewOfFile. Again, I’m not too sure why this is being called, as it doesn’t seem to do

anything, but if someone could drop an answer to this that would be great, and I can incorporate it into the post.
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e 5
call ds:GetCurrentProcessId
push eax
lea eax, [esp+3Ch+Name]
push offset asc_4e4eF@ ; "u"
push eax ; LPWSTR
call ds:wsprintfi
add esp, @Ch
lea eax, [esp+38h+Name]
push eax ; lpName
push 1pstring2 ; lpString
call ds:1lstrlenud
lea eax, [eaxteax+2]
push eax ; dwMaximumSizelow
push esi ; dwMaximumSizeHigh
push 4 ;3 TlProtect
push esi ; lpFileMappingAttributes
push @FFFFFFFFh ; hFile
call ds:CreateFileMappingh
cmp eax, esi
jz short loc 4@25BE
i Y
I
push esi ; dwNumberdfBytesToMap
push esi ; dwFileOffsetlLow
push esi 3 dwFileOffsetHigh
push 6 ; dwDesiredAccess
push eax ; hFileMappingObject
call ds:MapViewOfFile
maow edi, eax
cmp edi, esi
jz short loc 4@825BE
push 1pString2 ; lpString2
push edi 3 1pStringl
call ds:1strepyi
push edi ; lpBaseAddress
call ds:UnmapViewdfFile

Moving on, the final function in this sample is called. This is quite a large function, so I will attempt to summarize
the main points. Firstly, the function begins by moving different pointers around, and then compares the first 2
bytes of the encrypted executable to the value 0x5A4D (MZ) to check if the data is encrypted or not. As it is
encrypted, the result will not be 0, and so it will allocate a heap based on the size seen in the embedded JJ
structure. Next, it will call another function responsible for performing another rolling XOR algorithm, that will
decrypt the data. This is a bit different to the last one, but should return the same executable that was
decompressed earlier. Then, it will locate the value in the PE header that indicates the architecture of the

executable, which in this case is 0x14C, meaning it is x86 based.
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il i =

loc_402001:
cmp word ptr [edi], 584Dh
jz short loc_48283E
1
[ebpt+size] 3 dwBytes
call Allocate_Heap
mov ebx, eax
test ebx, ebx
mov [ebpt+Dst], ebx
jnz short loc_482825

il i =]

loc_4m2825:

push e

push dword_48548C

mov eax, ebx

push [ebp+size]

maw ecx, edi

call Rolling XOR

mov [ebp+var_1@8], ebx
maw edi, ebx

loc_48283E:

mov eax, [edi+3Ch]
add eax, edi

cmp eax, edi

jb loc_4B21FA
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cmp X, B8664h
jnz loc_482126| | loc_48211B:
cmp cx, 14Ch
jz loc_482877
[
il e 55
loc_482877:
mov eax, [eax+58h]
mav ecx, [esi+leh]
lea ebx, [eax+@8FFFh]
mav eax, [esit+l4h]
and ebx, BFFFFF@&ah
add eax, ebx
lea eax, [eaxtecx+aC58h]
lea ecx, [ebp+hObject]
push ecx 3 SectionHandle
lea ecx, [ebp+Baselddress]
push ecx ; int
push eax ; int
call Create Section
test eax, eax
mov [ebp+var 4], eax
jnz loc_4e2261
L
FEE
mov edi, pnls
lea eax, [ebptvar B8]
push eax ; BaseAddress
mov eax, [ebptarg 8]
push dword ptr [eax] ; ProcessHandle
xor edi, 736C6228h
push [ebp+hObject] ; SectionHandle
add edi, ebx
add edi, [ebp+Baselddress]
mov [ebp+var_24], edi
call Map_View Of Section
test eax, eax

Next, the malware will allocate a brand new section of memory using NtCreateSection(), which will be set to

Read-Write-eXecute. Eventually, this will contain the decompressed executable.
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ULONG _ stdcall Create_Section(int al, int a2, void *SectionHandle)

_DWORD *vw3; // ebx
NTSTATUS w4; // eax
ULONG w5; // edi

struct _OBJECT_ATTRIBUTES ObjectAttributes; // [ebp-2Ch]
union _LARGE_INTEGER MaximumSize; // [esp+25h]
void *Dst; // [esp+34h] [ebp-8h]
ectionHandle;
.QuadPart = (unsigned int)alj;
ibutes . Attributes = 64;
Handle = 8;
:H
tributes.Length = 24;
butes.RootDirectory = @;
butes.0bjectName = @8;
butes.SecurityDescriptor = 8;
ibutes.SecurityQualityOfService = 8;
NtCreateSection(&SectionHandle, @xF@@L1Fu, &0bjectAttributes, &VaximumSize, @x48u, OxB000860u, @);

vi £ @)

= RtINtStatusToDosError{vd);

ionHandle, (HANDLE)®xFFFFFFFF, &Dst);

v5 = Map_View_Of_Section(se
if { ws )
i
memset(Dst, @, MaximumSize.LowPart);
*(_DWORD *)a2 = Dst;
if ( v3 )
*v3 = SectionHandle;
1

if ( SectionHandle && !
ZwClose(SectionHandle
return vs;

b

V3 )
IH
From there, an address located inside the newly created section of memory will be formed, pointing to
0x0022EC50, which will be used later. The created section of memory is replicated, to the address 0x00240000.

Next, the program begins to copy over the executable to the new addresses, however it skips the entire MZ header

and simply copies everything from the PE header.

7 fixed_dump.bin (2852) (0x220000 - 0:23b000)

noooaooo o
00000010 00
00000020 00
00000030 00
00000040 00
00000050 00
00000060 00
00000070 00
00000080 00
00000030 00
00000020 00
000000b0 00
0000000 00
00000040 00
00000020 00
000000£0 00
00000100 00
00000110 00
00000120 00
00000130 00
00000140 04
00000150 00
00000160 00
00000170 00
00000180 00
00000130 00
00000120 00
000001b0 00
0000010 00
00000140 00
00000120 bt
000001£0 00
00000200 OF 82 00 00 00 10 00 00 00 8a 00 00 00 04 00
00000210 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00
00000220 2e 72 64 &1 74 &1 00 00 d3 Oc 00 00 00 a0 00
00000230 00 0e 00 00 00 Be 00 00 00 00 00 00 00 00 0O
00000240 00 00 00 00 40 00 00 40 2e &4 &1 74 &1 00 00
00000250 c0 02 00 00 00 bO 00 00 00 02 00 00 00 8¢ 00

Page 54 of 61



https://Offset.net /reverse-engineering/malware-analysis/analysing-isfb-loader /

Then, a function is called that imports some more API calls from NTDLL, however this time it is not done using
CRC hashes, and the name is simply passed as an argument. The imported API calls are; LdrLoadDII,
LdrGetProcedureAddress, and ZwProtectVirtualMemory. The pointers to the addresses are stored in the same
region of memory, split by 4 null bytes each. These addresses are then copied over to the executable at
0x00220000 for usage during it’s execution. Next, a region of code is copied over to the executable in memory,
just 40 bytes after the loaded APIs. This is what will be called before the next stage is completely executed.

push [esptBtarg_4] ; int
call sub_ 482830

mov dword ptr qword_485454, eax
ar eax, edx
mov dword ptr qword_485454+4, edx
jz short loc_482B1F

Y

s 5

push offset alLdrgetprocedur ; “LdrGetProcedurefddress™
push [esp+B+arg_4] ; int
call sub_48283D

mov dword ptr gqword 48545C, eax
or eax, edx

mov dword ptr qword 4854504+4, edx
jz short loc_482B1F

s 5

push offset aZwprotectVirtualMemory ; lpString2
push [esp+B+arg_4] ; int
call sub_48283D

mov dword ptr qword_485484, eax
or eax, edx

mov dword ptr gqword 48546444, edx
jz short loc 482B1F

¥
v

il s 5

loc_482B6C: ; MaxCount
push 18h

push offset gword_485454 ; Src
push [esp+aCh+Dst] ; Dst

call memcpy

add esp, @Ch

Continuing on, the next function is responsible for passing execution over to the executable. There are 2 functions
that pass over execution to the executable, however they depend on the architecture. In this case, I will be looking
at the x64 version. It is quite simple, as all it does is call the function at the address 0x0022E040, which will
prepare the next stage. Therefore, you can think of this stage as another “unpacker”, as all it does is unpacks the

executable, however there are many functions that carry over to the next stage, making it much easier to analyse.
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Fle WView Debug Trace Pugns Favourites Options Hep Dec 312017
D E % ¥+

ded taulo=cehis LB
[ ot |

[ Citog [ [Dotes !ml-mmlﬂumlmﬂlﬂmlﬂmlﬂmlle‘mlﬂml‘mﬂ-ll‘mul
DOAD243C FF 1t ED 40 40 00| ESMN dword ptr ds:[<ART
0040744z| 89 45 FC nov dmord prr s :fehol cax  [lnbiiGAaEEY,
00802445| ~ EB 16 Jmp Tixed_dump. 402 =
00402447 FF 76 10 e d pre" g4+ [ as 1220 A e e
ECX 00000000
0040244D 85 o Test_eax, eax
x .75 08 ne Tixed €0x 00000000
C7 45 FC 3F 02 00 |mov dword ptr st |anp A, 228 EBP  OD1BFESE
v EB 12 jmp fixed_dump. 402 ESe  oo1EFRAE
B9 5D FC nw mr ptr ss: =|:p abx ESI 02338400
83 7D FC FF ptr ss:febp- 48 Frrrerer EDI  0D18FF1B
~ 75 08 ine ﬂxu_m 26c [
FF 15 14 30 40 00 dword p’ : [<AGeTLASTErrors] EIF 00402444 fixed_dump. 00402444
B9 45 FC mov dward n:r -.: l:hn 4, eax
58 45 w5 mov{emc deoed e Hebp-o) EFLAGE 00000246
EH Lol ZF L PF 1 AF
e (== OF 0 SFO DF O
c3 €EO TFO IF 1
119 push ebp
B8 EC mov ebp, & LastError 00000000 (ERROR_SUCCESS)
B3 E4 FB and !EB,‘FFFFFFB LastStatus 00000000 (STATUS_SICESSS
83 EC 7C sub !SD 7
53 pus" G5 0028 FS 0053 [
]
Ror esi.est
5 1+ [ unlacked

: [espra
: [esp+s
: lesonc
: 7 20000000

0

When we step into the function, there is an int3 waiting for us, which acts as a breakpoint that raises an exception,

stopping us from stepping over it. To fix this, we can put a breakpoint on the previous call, restart the debugger

and then run it until the breakpoint is hit. This should hopefully remove the int3.

Fle View Debug Trace Plugns Favourites Options Help Dec 312017
LA BTN IR AT ENEY 1)

By | @oeon | _ilog | Motes | @ Bresiponts | = MemoryMap | [ callStack | S sed | i saint | ¥ symbok | <2 Source | i References | % Threads | i) Snowman | o Handes | 7 Trace |

As it didn’t remove it in my case, I will use Immunity Debugger to carry on this section. The code is responsible

. -
o [o024E041 B8 EC mov ebp, esp Hide ey
»foozac0az 83 EC 24 sub esp,24
sfoo24enes| 53 push ebx B e
o o024e047 56 push esi Fd o
o aoz4c04s 88 75 08 aoy c31: word e 23 'eDDAsl Lol bt
o] ooz504 e
G 0024048 BB 4E 30 ;-::hc::‘ rd ptr ds:[esi+30] EBP  ODIRFEAS
o | oz4E04F 33 FF Kor edi, edi ESP  0D1EFEDC
»|ooz4c051 38 CF omp ecx, e ESI 02338400
o |ooz4c053 B9 70 EC o=y n(r ss1 Ienu Eil ,edi EDI  O0D1BFF18
| 00Z4E056| 89 40 08 mov_dword ptr ss ecx
—-afoozizces| - OF 84 2€ 02 oo oo|Js zaE2ED EIP  0024ED40
N EREHS 88 59 3C v eox, dword ptr ds: [ecx+3C] (o
»|00z4c082 03 09 Lecx
o] o02450es B3 70 E4 mov dword ptr ss:fenp-icl,edi e
# | o0z4E067 B8 §3 80 00 00 00|mov eax,dword ptr ds:[ebx+80]
o 00245080 8 7 e, a0 OFQ O DFO
o | 0oz4E06F OF 84 SE 01 00 00|je 24E1D3 €FO IED IEZ
»foozac0rs 03 € eax,
. 077 88 50 OC mav eax, laword prr dss (eaxec] LAstError 00000000 (ERROR_SUCCESS)
® | o0zaE07A) 38 D7 omp edx, edi LastStatus 00000000 {STATUS_SUCCESS)
o | aoz4z07c 89 35 FO mov_dword prr ss:fenp-10],eax
W0Z4E0TF| + OF 84 4E O1 00 00 j- 24E1D3 G5 0028 FS5 0053
0024085 03 CA 2dd ecx,edx
00Z4EDET BA 01 mov al.bvte otr ds: lecx) =
Lkl ‘| m b
OD1EF
2 0018F740
: [esp+10] 0000000Q
1s: gp-—u] 50000003

for importing DLLs using the previously imported API’s — First, there is a loop which stores a DLL name in

memory that will be loaded using LdrLoadDIl. Then, a list of hardcoded APIs

are looped over, with each being

passed to LdrGetProcedureAddress. The DLLs that are loaded are; NTDLL.DLL, KERNEL32.DLL, AND

OLEAUT32.DLL.
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€} Immunity Debugger - ficed_dump.bin - [CPU - main thread] = |
[C] File View Debug Plugine mmlib Optiens W
o TE axr I MHEHEY 1l emtwhcPkbzr

dow Help Jobs

bp 0x0040244a -

€} Immunity Debugger - fived_dump.bin - [CPU - main thread] = | s
[€] File View Debug Plugins mmlib Opticns W
o TE ax e I MHHEY 1l emtwhcPkbzr

dow Help Jobs

bp 0x0040244a -

€3 Immunity Debugger - fived_dump.bin - [CPU - main thread] = | ]
[C] File View Debug Plugins Immlib Options Window Help Jobs

o TE axr I MYl 1emtwhecPkbazr

ey i

bp 0x0040244a -
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Once the APIs have been imported, ZwProtectVirtualMemory is called several times in a loop to alter the

protections on several regions of memory.

<} Immunity Debugger - ficed_dump.bin - [CPU - main thread] = | e
[C] Eile View Debug Plugins lmmlib Options Window Help Jobs
R TE axr U MYHHYsl lemtwhecPkbazr.

bp 0x0040244a i ) =
Hodules C:vWindows'syswowbdwoled2. d11 Werd i Paused
In order to jump to where the execution of the payload happens, we want to put a breakpoint on a call to a register,
which in this instance is EBX. Run to that, and then step into it, and you should find yourself in the next stage of
ISFB!

<} Immunity Debugger - ficed_dump_bin - [CPU - main thread] = o ==
[C] Eile View Debug Plugins lmmlib Opficns Windew Help Jobs
TR Hexr I MHHUI lemtwhcPkbzr..

bp 0x0040244a =
[67:17:82] Breakpoint at BO24E286 Paused
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€4 Immurity Debugger - foced_dump.bin - [CPU - main thread] -~
[C] File View Debug Plugine Immlib Opticns Windew Help Jobs = [’

o TE axr I MHHHd TemtwhcecPkbazi..

bp 0x0040244a -

Paused

All we need to do now is to dump it out, add “MZ” and “PE” to the header, unmap and rebase it using PE Bear,

and then we can start analysing the next stage!

Cffsec(nh) OO0 01 02 03 04 05 06 O7 O

o
o
=
I

]

0B OC Q0D QOE OF Decoded text

a 4D 54 00 00 00 0O OO0 OO0 OO0 OO0 OO0 00 Q00 00 00 MZ..............
a 00 C 00 00 00 00 00 00 OO0 00 00 00 00 00 00 ... vveeieevnnmnns
0 00 C 00 00 00 00 00 00 00 00 00 00 00 00 00 ... veeeevnnnnns
1 00 C 00 00 00 00 00 00 00 00 00 00 01 00 00 ..o evennernnnnss
a 00 C 00 00 00 00 00 00 00 00 00 00 00 00 00 ...oviveveevnnnnss
a 00 C 00 00 00 00 00 00 OO0 00 00 00 00 00 00 ... vveeieevnnmnns
0 00 C 00 00 00 00 00 00 00 00 00 00 00 00 00 ... veeeevnnnnns
1 00 C 00 00 00 00 00 00 00 00 00 00 00 00 00 ..ivvevnernnmnss
a 00 C 00 00 00 00 00 00 00 00 00 00 00 00 00 ...oviveveevnnnnss
a 00 C 00 00 00 00 OO0 00 00 00 00 00 00 00 00 ... eeeevnnnnns
0 00 C 00 00 00 00 00 00 00 00 00 00 00 00 00 ... veeeevnnnnns
1 00 C 00 00 00 00 00 00 00 00 00 00 00 00 00 .. ivivevnevnnmnss
a 00 C 00 00 00 00 00 00 00 00 00 00 00 00 00 ...oviveveevnnnnss
a 00 C 00 00 00 00 OO0 00 00 00 00 00 00 00 00 ... eeeevnnnnns
0 00 C 00 00 00 00 00 00 00 00 00 00 00 00 00 ... veeeevnnnnns
1 00 C 00 00 00 00 00 00 00 00 00 00 00 00 00 .. ivivevnevnnmnss
a 50 4 ¥ 00 4C 01 05 00 10 1B 4F 5C 00 00 00 00 PE..L..... oN. .

3L

8 00 00 8R 00 OO ....&..'..... 5..

=]
[oa)
3

00 EO 00 02 21

3L

0 0o 2 00 00 00 00 00 A5 5B 00 00 00 10 00 OC O EL.o.o...
1 00 o 00 00 00 00 10 00 10 00 00 00 02 00 00 P e araaaaaaaas
a 04 C 00 00 00 00 OO0 O4 00 00 00 00 00 00 00 ... veneernnmnns
a 00 E 00 00 04 00 OO0 OO0 OO 00 00 02 00 00 OC B
0 00 C 00 00 10 00 00 00 00 10 00 00 10 00 00 ... ieeeerunnnns
1 00 C 00 10 00 00 00 AQ AC 00 00 33 00 00 00 ........ -..3...
1 00 o 00 50 00 00 00 00 OO0 00 00 00 00 00 00 P
a 00 C 00 00 00 00 00 00 OO0 00 00 00 00 00 00 ... veieevnnnnns
a 00 D 00 C4 04 00 OO0 OO0 OO 00 OO0 00 00 00 OC BLLAL o
1 00 C 00 00 00 00 00 00 Q00 00 00 00 00 00 00 ... ieeeernnnnns
1 00 C 00 00 00 00 00 00 00 00 00 00 00 00 00 ..ivvevnernnmnss

00 00 00 00 OO0 OO0 RAD OO0 OO 40 01 00 00 ......... .
00 CO 00 00 OO0 00 00 00 OO0 00 00 00 OC -

=i

3

00000 00 00
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2 0 & 0 & B
012 3 45678 9 ABCDETF 0123456789ABCDEF
o 4D SA 00 00 00 00 00 00 00 00 00 00 00 00 00 00
10 00 00 00 00 00 00 00 OO OO 00 00 00 OQ 00 00 00
20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
30 00 00 00 0O 00 00 00 00 00 00 00 00 OQ 01 00 00
40 Q0 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 OO
50 00 00 00 00 Q0 00 00 0Q 00 00 00 00 0OQ 00 Q0 QO
€0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Disasm ‘ General I DOS Hdr ‘ File Hdr ‘ Optional Hdr Section Hdrs I Exports Imports BaseReloc. Delayedimps
+ + B
Offset Mame Func, Count Bound? OriginalFirstThun TimeDateStamp Forwarder MameRVA FirstThunk
ABDO ntdil.dll 15 FALSE ATS0 0 0 ATn4 AL00
KERMEL32.dlI 58 FALSE AB50 0 0 A84E AD00
AG28 OLEAUT32.dil 4 FALSE ATIC 0 0 AS5C AOEC
Details
Call via Mame Qrdinal Original Thunk  Thunk Forwarder Hint
A100 ZwOpenProces... AS9A AD9A 449
Al104 ZwOpenProcess A98A AB8A 448
A108 ZwClose AQE0 A980 3E0
A10C strepy A076 A076 552
A110 wcstombs AZBD AZBO 575
All4 ZwQueryinfor.. AIBC A9BC 468
Al18 _snprintf ABD6 ABDE SO0E
Al1C sprintf ASE2 ASE2 54C

>

jz

BOOL _ stdcall D1lEntryPoint(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpReserwved)
public D11EntryPoint
DllEntryPoint proc near

mov
push
Xor
inc
zub

hinstDLL= dword ptr 4
fdwReason= dword ptr 8
lpReserved= dword ptr

@Ch

eax, [esp+fdwReason]
esi

esi, esi

esi

eax, @

short loc_245ADS

Check for updates

bl e 5

dec
jnz

eax

short loc_245AEQ

push offset Addend ; lpAddend
call ds:InterlockedIncrement
cmp eax, esi
jnz short loc_245AED
Y Y
[esp+a+hinstDLL]
sub 244877 loc_245AD5: 3 lpAddend
eax, eax push offset Addend
jz short loc_ 245AE9 call ds:InterlockedDecrement
test eax, eax
jnz short loc 245AE9

[l e [-=]

¥or
jmp

esi, esi

sub_2469A7

short loc_245AE9
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MD5 of Dumped DLL: 52b448@de6f4d4f32fba2b535941c284

Congratulations! You have managed to analyse the loader and “unpack” the next stage, which I will be analysing
in the next post (because this one has now amassed over 6,000 words which is much longer than I planned). So,
feel free to ask any questions you have down below, or over Twitter (@0verflow ) and I will be glad to answer
them! I apologize again for the lack of posts recently, I’ve been working on my course as well, so I’ve had a lot of
stuff to do! Hopefully the next post on ISFB shouldn’t take too long to do, so make sure to sign up to my mailing

list to stay updated whenever I post! Thanks again ()

Source: https://Offset.net/reverse-engineering/malware-analysis/analysing-isfb-loader/
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