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2 Tool: Mosquito

Names Mosquito
Category Malware
Type Backdoor, Info stealer

Mosquito is a Win32 backdoor that has been used by Turla. Mosquito is made up of
Description three parts: the installer, the launcher, and the backdoor. The main backdoor is called

CommanderDLL and is launched by the loader program.

<https://www.welivesecurity.com/wp-
content/uploads/2018/01/ESET Turla Mosquito.pdf>

Information <https://www.welivesecurity.com/2018/05/22/turla-mosquito-shift-towards-generic-

tools/>

<https://securelist.com/shedding-skin-turlas-fresh-faces/88069/>

MITRE ATT&CK  <https://attack.mitre.org/software/S0256/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.mosquito>

Last change to this tool card: 14 May 2020

Download this tool card in JSON format

All groups using tool Mosquito

Changed Name Country Observed

APT groups

Turla, Waterbug, Venomous Bear [ 1996-2024

1 group listed (1 APT, 0 other, 0 unknown)
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