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 Tool: Babar

Names
Babar
SNOWBALL

Category Malware

Type Backdoor, Keylogger

Description
(G Data) Babar’s feature set includes keystroke logging, clipboard logging and, most

interesting, the possibility to log audio conversations – the elephant has big ears!

Information

<https://www.gdatasoftware.com/blog/2015/02/24270-babar-espionage-software-finally-

found-and-put-under-the-microscope>
<https://researchcenter.paloaltonetworks.com/2017/09/unit42-analysing-10-year-old-
snowball/>

<https://www.cyphort.com/babar-suspected-nation-state-spyware-spotlight/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.babar>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:babar>

Last change to this tool card: 13 May 2020

Download this tool card in JSON format

All groups using tool Babar

Changed Name Country Observed

APT groups

  Snowglobe, Animal Farm 2011  

1 group listed (1 APT, 0 other, 0 unknown)
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