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 Tool: Stealth Mango

Names Stealth Mango

Category Malware

Type Backdoor, Info stealer, Exfiltration

Description

Stealth Mango is Android malware that has reportedly been used to successfully
compromise the mobile devices of government officials, members of the military,

medical professionals, and civilians. The iOS malware known as Tangelo is believed to
be from the same developer.

Information <https://info.lookout.com/rs/051-ESQ-475/images/lookout-stealth-mango-srr-us.pdf>

MITRE ATT&CK <https://attack.mitre.org/software/S0328/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/apk.stealthmango>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool Stealth Mango

Changed Name Country Observed

APT groups

  Transparent Tribe, APT 36 2013-Mar 2025  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=538966f5-49ca-4639-9bea-10e64b414db3
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