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Encrypted Cobalt Strike C2 traffic can be obfuscated with malleable C2 data transforms. We show how to

deobfuscate such trdffic.

This series of blog posts describes different methods to decrypt Cobalt Strike traffic. In part 1 of this series, we

revealed private encryption keys found in rogue Cobalt Strike packages. In part 2, we decrypted Cobalt Strike
traffic starting with a private RSA key. And in part 3, we explain how to decrypt Cobalt Strike traffic if you don’t

know the private RSA key but do have a process memory dump.

In the first 3 parts of this series, we have always looked at traffic that contains the unaltered, encrypted data: the

data returned for a query and the data posted, was just the encrypted data.

This encrypted data can be transformed into traffic that looks more benign, using malleable C2 data transforms. In

the example we will look at in this blog post, the encrypted data is hidden inside JavaScript code.

But how do we know if a beacon is using such instructions to obfuscate traffic, or not? This can be seen in the

analysis results of the latest version of tool 1768.py. Let’s take a look at the configuration of the beacon we started

with in part 1:
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Figure 1: beacon with default malleable C2 instructions

We see for field 0x000b (malleable C2 instructions) that there is just one instruction: Print. This is the default, and
it means that the encrypted data is received as-is by the beacon: it does not need any transformation prior to

decryption.

And for field 0x000d (http post header), we see that the Build Output is also just one instruction: Print. This is the
default, and it means that the encrypted data is transmitted as-is by the beacon: it does not need any transformation

after encryption.

Let’s take a look at a sample with custom malleable C2 data transforms:
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Figure 2: beacon with custom malleable C2 instructions

Here we see more than just a Print instruction: “Remove 1522 bytes from end”, “Remove 84 bytes from begin”,

These are instructions to transform (deobfuscate) the incoming traffic, so that it can then be decrypted. To
understand in detail how this works, we will do the transformation manually with CyberChef. However, do know

that tool cs-parse-http-traffic.py can do these transformations automatically.

This is the network capture for a single GET request by the beacon and reply from the team server (C2):
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M \Wireshark - Follow HTTP Stream (tcp.stream eq 0) - capture.pcapng - O >

GET /jquery-3.3.1.min.js HTTP/1.1 &
Referer: http://code.jquery.com/

Accept: text/html,application/xhtml+xml,application/xml;q=8.9,%/*;q=0.8
Accept-Encoding: gzip, deflate

Cookie:  cfduid=ID27BB98pAzgeGSIpeBqxNUTrMedZK82D4e UYs FowKltBzoowN@l2FCEdSI2dOVAg-
Wid¥ZsZXGDuLNtgKgozKcHvSMDdyrYG7 Id2kom]AbF ImBRESETxypgFwf@ocsumkKjy4Wln94018ZpjdBSnpAt
2TalxNmerKvSkwsBOk

User-Agent: Mozilla/5.8 (Mindows NT 6.3; Trident/7.8; rv:11.8) like Gecko

Host: animalszet.com

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 288 OK

Date: Wed, 3 Nov 2621 13:11:19 GMT

Server: NetDNA-cache/2.2

Content-Length: 5628

Keep-Alive: timeout=18, max=18@

Connection: keep-alive

Content-Type: application/javascript; charset=utf-3
| Cache-Control: max-age=8, no-cache

Pragma: no-cache

| /*! jQuery v3.3.1 | (c) 15 Foundation and other contributers | jquery.org/license */!
function(e,t}{"use strict";"object"==typeof module®&"object"==typeof module.exports?
module.exports=e.document?t(e, !@):function(e){if(!e.document)throw new Error("jQuery
requires a window with a document™);return t(e)}:t(e)}("undefined” !=typeof window?
window:this,function(e,t){"use strict";var

n=[],r=e.document, i=0Object.getPrototype0f,o=n.slice,a=n.concat, s=n.push,u=n.index0f,1
={},c=l.toString,f=1.hasOwnProperty,p=f.toString,d=p.call{0Object),h={},g=function
e(t){return"function”==typeof t&&"number"!=typeof t.nodeType},y=function e(t){return
null!=t&&t===t.window},v={type:!8,src: |8,noModule: |8};function m(e,t,n){var
i,o=(t=t||r).createElement("script”);if(o.text=e,n)for{i in
vin[i]&&(e[i]=n[i]);t.head.appendChild (o)} .parentNode.removeChild (o) jfunction x(e)
{return null==e?e+"":"object"==typeof e||"function"==typeof e?
1[c.call(e)]||"object” :typeof e}var b="3.3.1",w=function(e,t){return new
w.ftn.init{e,t)}, T=/*[\s\UFEFF\xAB]+| [\s\uFEFF\xAB]+5%/
g;w.Tn=w.prototype={jquery:“3.3.1",constructor:w, length:8, toArray:function(){return
o.call{this)},get:function(e){return null==e?o.call(this):e<@?
this[e+this.length]:this[e]},pushstack:function(e){var
t=w.merge(this.constructor(),e);return t.prevObject=this,t},each:function(e){return
w.each(this,e)},map:function(e){return this.pushStack(w.map(this,function(t,n){return
e.call{t,n,t)}))},slice:function(){return
this.pushStack({o.apply(this,arguments))},first:function(){return
this.eq(@)},last:function()}{return this.eq(-1)},eq:function(e){var
t=this.length,n=+e+(e<@?t:8);return this.pushstack(n>=8&&n<t?[this[n]]:
[1)},end:function(){return this.previObject] |

thics ronctructneth Aiches sarten scort cnlicarn snlical w avtand—w fn avitand—Function

I client pkt. 1 server pkt. 1 twm,
Entire conversation (5407 bytes) w Show data as | ASCII w
. Find: | [ Find Next
Filter Qut This Stream Print Save as... Back Close Help

Figure 3: reply transformed with malleable C2 instructions to look like JavaScript code

What we see here, is a GET request by the beacon to the C2 (notice the Cookie with the encrypted metadata) and
the reply by the C2. This reply looks like JavaScript code, because of the malleable C2 data transforms that have

been used to make it look like JavaScript code.

We copy this reply over to CyberChef in its input field:
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Figure 4: CyberChef with obfuscated input
The instructions we need to follow, to deobfuscate this reply, are listed in tool 1768.py’s output:

structions

nput,4,1:

from end
in

SEE4 URL
with 4 e random

Figure 5: decoding instructions

So let’s get started. First we need to remove 1522 bytes from the end of the reply. This can be done with a

CyberChef drop bytes function and a negative length (negative length means dropping from the end):

I«

Operations Recipe ama

Drop bytes

o e O~

Output

STEP o

Figure 6: dropping 1522 bytes from the end
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Then, we need to remove 84 bytes from the beginning of the reply:

Download CyberChef & Last build: 2 months ago Options 38 About/ Support @
stort: s .
Operations Recipe am Input - B = -]
71 Jasery v3.3.1 | () 35 roundation and ather contributars | Juary.org/license */1functionte, ) ("use
drop el © 1 |otnseer; object"-typest moduledR"objact”=ntypeos madul
RC4 Drop - . (1 (le.docunent) throw new Error("JQuery requires a window with a document™);return t(e)}it(e)}("undefined" ~typeof window?
o 1522 [ Apply to eachline  [window:this, function(e,t)("use strict™;var ne
S {1 r=.docunent i-Object. getPrototypedf, omn. slice, axn. concat, s-n.push, uan. dndex0f 1=
(},5=1.to5tring, f-1.hasounProperty, p= . tostring, d=p. call (Object) ,hm{}, g=function e(t){return*function“==typeof
Droy © 11 [orumber 1-typeof £ nodaTypey yoronchion o) {raturn null-thEeoect. £indoch,v-{eypas 10, arc: 10, notodula: 10):function
A1226 Cipher Encode P n(e,t,n){var 1,0-(t-t||r). craataElement ("script”);1F(0. text-e,n)for(t in VIn[1]ad
St Lengin (o[4]-n[4]);thead. appendChild thode . renoveChi 1d(o) Hunction x(e){return null-=eles™:"object"=~typeof
Favourites * o 84 Dl el to eachine. |, 1= onccion_atypeot €21lc.call(e) | |"onfect- cypeof epvar be"3.5.1°, efuncEion(e, o return new
w.fn.init(e, )}, T=/ [ \s\uFEFF\x8@]+| [ \s\UFEFF\xA8]+$/g u. Fn=wu. prototype=
Data formas (Jauery:3.3.1", constructoru, ength:e, toarray function(){return o-call (this)}, get function(e) {return null
o.call(this 15, Jength]  this[e]). tem.merge (this )se)ireturn
Encryption / Encoding ¢ prevobjectuthis, t], each: function(e) {retum . each(this, )}, nap:function(a){return
this.pushStack(u.map(this, function(t,n){return e.call(t,n,t)}))}, lice: function(){return
LA this. pushStack(o. apply(this, arguments))}, First: function(){return this.eq(8)},lastifunction(){return
this.ea(-1)}.eq: function(e) {var tathis. length, naver(eco?t:0);return this.pushStack(n>=e8énct2[this[n1]: 1)}, end: function(y
Arithmetic / Logic (return this prevobject] |this consrru(tar‘()} push:s, sortzn.sort, splice:n. splice} u.extend=u. fn.extend-function(){var
e, t.n,r1,0,a-argunents[o] | [{}, guments. length, 1-13; for ("boclean" -—typeof a88(1-a,a-arguments(s]| |
Networking (),544), "0bject ) enhL, 1); s 1 L (e argments <T)for(2 1 e)real€, -
(r=e[€])88(188REA (1 15P1alnObTeet(r) | (1-Array . 1sArray (#)))2(12 (111, 0-n88Array. 1sdrray(n) n: latnobject(n)?
Language s
Output ,ﬂﬂ, “ B 0 m o
utils
Hunction(e, t){"use strict’; object”-~typeof modulel&"object™-~typeof module.exports2module.exports-e.docunent?
. (e, 10); function(e) {1f( e, docusent) throw new Error(-jQuery requires a window with a document”)ireturn t(e)}it(e)}
(“undefined” ‘-(yumf window?window: this, function(e,t){ use strict™;var n=
- Jr=e.document, i-Object .getPrototype0f 0-n. slice, a=n. concat, s=n.push, u=n. index0f, 1=
},¢=1.tostring, f=1.hasOunproperty, strd call(abject),h={},g=function e(t){return"function"==typeof
Compression 148" number” |=typeof t.nodeTypel},y=function e(t){return nulll=tadt = {type: 18, src: 10, nokodule: 16} function
n(e,t,n){var 1,0m(t=t||r). createElenent (" sszt ):4F (0. textae,n)for(i in v)A[1]ak
o (o[41on[41)3thead. appendChild . removechild()function x(e){return null--eles™": object"-~typeof
el|“function™==typeof €21[c.call(e)]| |“object" typeof e}var be"3.3.1%,uefunction(e, t)(return new
Coda tidy w.fn.init (e, 1)}, T=/*[\s\uFEFF\xA8]+| [ \s\UFEFF \xA@]+§/g:u. fn=w. prototypes
{Jquery: *3.3.1%, constructor v, length:8, toArray : function(){return o.call(this)},get :Function(e){return null
0.call(this):e<e? length]:this[e]}. on(e){var t=u.merge (this.constructor(),e);return
Forensics t.prevobjectsthis, t), each: function(e){return w.each(this,e)}, map:function(e){return
— this. pushStack{w. map(this, function(t,n) {return e.call(t,n,£)}))},slice: function(){return
this. pusnsmk(a aum(:ms,arzumcmsm Firstifunction(){return this.eq(e)},last:function(){return
this.eq(-1)3. i r tethis. length,n=ses(eco?t:0); thi [this(n]]:[1)},
Other {return this. pFEUDh]!t!HEM; constructor()}, push:s, sort:n. sort, splice:n. splice} . extend=u. fn.extend=Function( ) {var
e,t,n,r,1,0,a-argunents[@] | |{},5-1, u-arguments. length, 1-11;for ("boolean”~=typeof a8&(1-a,a-arguments[s]||
Bowzastenl {},544), "object"==typeof a||g(a)||(a={}),smw=ub&(anthis,s==);sCu;se4)1f(nulll=(e=arguments[s]))for(t in e)n=a[t],al==
STEP Ao bae | (Pe[EDEEIBBrEA(W-S1aL0ODJECE(r) | Sosrray- sk ())2(47 (et ooty Lukrray (o) 8. 1sPlain0bject (n)?
(1 d o 88 (st d({expand

Figure 7: dropping 84 bytes from the beginning

And then also dropping 3931 bytes from the beginning:

Download CyberChef & o R s Options 8 About/ Support @
Operations Recipe BmF = +hIE=
171 Jouery 3.5.1 | (&) 35 Foundation and ather contributors | Jquery.org/license *Ifunction(e, ) {"use
drop Drop bytes © ul Stelet”; object -typect moduleBR70bject -~typeot modul 18,
RC4 Drop - [ {1F(le.docunent)throw new Error(“JQuery requires a window With a document™);return T(e)}it(e)}("undeflned"!=typeof window?
° “egs [ Apply to each line  windouzthis, function(e,T)("use strict”svar ne
Drop byts (], r=e.docunent, 1-Object . getPrototypeos, o-n. slice,a=n. concat, s=n.push, u=n. index0f, 1=
sc=1.tostring, f=1. hasounroperty, p=f . tostring,d=p. call (9bject) sh={}, g=function e(t){return"function"==typeot
. Drop bytes © 1l ta&"number”l=typeof t.nodeType},y=Function e(t){return nulll=t o o-{ype:1 0, rc: 10, nohodule: 10} unction
L n(e,tun){var 1,0-(t-t| |r). createElenent ("script™) ;1 (0. text=e,n)for(L in v)n[1]ik
Favourites * 0= Length [ Apply toeachiine CLE1-LLDit-bead dchild fthode. renoveChi1d(o) Hunction x(e){return null--e?e+™:"cbject"=~typeof
] 84 PPIy 10 €achliN ¢ | |funct ion™aatypeof e?1[c.call(e)]||"object":typeof elvar ba"3.3.1",wsfunction(e,t){return new
et WA N1 (2, 1)}, Te/A[\S\GFEFF\XA@] + | [\S\UFEFF\x4 45,/ g:u. fnmis. prototypes
i format o (Jauery:"3.3.1", constructor u,Length:@, toArray function() {return o-call(this)), get Function(e) {return null
s " olcan(ens Jength] :this[e]} tew.merge(this )sedireturn
Encryption / Encoding t.prevdbjectathis, t}, each: function(e) {return w.each(this, )}, nap:function(e){return
o rea + | [ Applytocachline  this.pushstack(u.map(this, function(t,n){return e.call(t,n,t)}))},slice: function(){return
LA _— this. pushStack(o. apply(this, arguments))}, First: function(){return this.eq(8)},lastifunction(){return
- this.eq(-1)},eq: function(e) {var t=this.length,neses(eco?t:0);return this.pushstack(n>=eun<t?[this(n]]:[1)},end: function(y
Arithmetic / Logic {return this.prevObject||this.constructor()}.push:s, sort:n.sort, splice:n.splice} ,u.extend-u. fn. extend-Function(){var
ety d,0,0m a.-gwm[am{),s -1, u-arguments . length, 1-11; for "boolean” —~typeof a82(1-a,
Networking (3, 44), "obect"==typeof a||g(a 1| (a=03).
(r-e[€])44(188r8E(w. 1sP1ainobect(r) || (1-Array.isArray(r)))2(12 (1-11,0-n88Array. Lsarray(n) In:[]):0-n8&w. 1sPlainObJect (n)?
Language s
o v =
output @ enm
utits
4V -Hi Ant Fas_
Date / Time
Extractors
Compression
Hashing
Code tidy
Forensics
Multimedia
Other
Flow control
STEP
Auto Bake

Figure 8: dropping 3931 bytes from the beginning

And now we end up with output that looks like BASE64 encoded data. Indeed, the next instruction is to apply a
BASEG64 decoding instructions (to be precise: BASE64 encoding for URLSs):
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Download Cypercher & Last i 2 months ago Options 8 About/ Support @)
Tength: seza =
Operations Recipe Bl E e st + o= W=
/*1 jQuery v3.3.1 | (<) Is Foundation and other contributors | jquery.org/license */Ifunction(e,t){"use
base64 Drop bytes © I rict"; object o=typeof moduleB&"object™=typeof module.exports Mmodule. exports=e.docunent ?E(e, @) : function(e)
F— - o {1#(1e.docunent)throw new Error(“JQuery requires a uindou With a document™)sreturn T(e)}:t(e)}("undefined"|-typeof uindou?
S1522 [ Apply to eachline  windowsthis, function(e,£){"use strict”;var n-
) [1.r=e.document, i=Object.getPrototype0f 0=n. s1ice,a=n. concat, s=n.push, u=n. indexof, 1=
(},c=1. tostring, f=1 .hasOunProperty, pef . tostring, d=p. call(Object) .h={}, g=function e(t){return"function”==typeot
- Drop bytes © 11 t&"nusber”l-typeof t.nodeType],y-Function e(t){return nulll-tBRt-—-t.uindou},v-{type: 10, sre:18, notodule: 18} function
S G n(e,t,n){var 1,0s(tst||r). createElenent(“script™);1F (0. textse,n)for(t in VIn[1]&
Fork Start Length D Aol t hii (o[1]=n[1]);t.head.appendChild(o).parenthode. removeChild(o) }function x(e){return null==e?e+ "object wstypeot
o 84 pply to eachline o "¢ unce1on=--typeof e21[c.eall(e)]]|~abject™:typeof e}van be"3.3.17,u-function(e,t){return new

wofn.dnit (e, £) 1, T/ *[\s\uFEFF\xAB] +| [\5\UFEFF \xA@1+$/ g5u. fn-w. prototype-

FETIE {Javery:"3.3.1", constructor i, length:e, toArray: function(){return o.call(this)}, get:function(e){return null
Drop bytes © 1 al1(this) ecorthis[esthis. length] s this[e]} tew.merge (this ).e)sreturn
From Base58 t.pe st} n w.each(this,e)}, {return
o e [ Apply to eachline  this.pushstack(w.nap(this, function(t,n){return e.call(t,n,t)})},slice: function(){return
Feal=s this pushstack(o. apply(this,arguments))}, First:function(){return this.eq(8)},last function(){return
this.eq(-1)},eq: function(e) {var t=this.length,n=+es(e<@2:8);return thi [this[n]]:[])
Parse SSH Host Key G © 1 {return this.prevobject||this.constructor()},push:s, sort:n.sort,splice:n.splice},w.extendsw. fn.extend=function(){var
e, t,n,n,1,0,3margunents[e] | [{}, s guments Jengeh, =13: for(‘boolean”~=typeof a88(1=3,aarguments(s]|
To Base32 Apabet {1,544), "obdect ¥ JIRTTIH S)for(t in e)nmafe],al
A-Za-28-9-_ (r-e[t])&&(188r8&(w.1sPlaindbject(r) | |(i-Array. isArriHr)))’(Pu-‘l,u ndBArray. isArray(n) ?n:| =-n8&w.1sPlainObject(n)?

To BaseS8

Standard (RFC 4648): A-Za-20-9+/= Output B0® o
P [ Remove non-alphabet chars o) (¢ (REC 4648 S5); A-qp20-0-_
—— EN Filename safe: A-Za-20-9+-= 082+ LOEL,A<0.0.0b. .01 TVg! 'STACVST. |6

itoab4; /0-9A-Za:
Data format XML: A-Za-20-9._.

Y64 A-Za-20-9. -
Encryption / Encoding 264: 0-03-2A-Z+/—
Public Key Radix-64 (RFC 4880): 0-9A-Za-z+/=

Uuencoding: [space]-.
Arithmetic / Logic Xxencoding: +-0-9A-Za-z
N i BinHex: !-,-0-689@A-NP-VX-Z['a-fh-mp-r

e
rwerking ROT13: N-ZA-Mn-22-m0-9.+/=

Language UNIX crypt: /0-9A-Za-z
utils

st/ Time
STEP
o e

Figure 9: decoding BASE64/URL data

The next instruction is to XOR the data. To do that we need the XOR key. The malleable C2 instruction to XOR,
uses a 4-byte long random key, that is prepended to the XORed data. So to recover this key, we convert the binary

output to hexadecimal:

Downlosd CyberChet & P TS Options £ About/ Support @

Operations Recipe BmF ] +oO3ZE=
/71 JQuery ¥3.3.1 | (c) IS Foundation and other contributors | jquery.org/license */Ifunction(e,t){"use

e Drop bytes O 1 it B S

To Hex e i {1#(le.docunent)throu new Error(*jQuery requires a window with a document”)jreturn t(e)}:t(e)}("undefined" |-typeof uindou?

1522 [ Apply to eachline  window:this, function(e,t){"use strict™;var ne
S [].rez.document, {-Object . getPrototype0f,o-n. slice, son. concat, s-n. push, u-n. ndexdf  1-
sc=1.tostring, f=1. hasounProperty, p=f tostring,d=p. call(Object) ,h={}, g=function e(t){return"function"==typeo

[ Dt © 11 tBorumber 1-typsof £ nodTypey yoonchion o) ratirn nUTLthEeoect. £indoc},{eypas 10, arc: 10, notodla: 10):function
A(e,£.n){var 1,0m(tt| |r). createELenent ("script”)35F (0. texte, n)for(L in VIAL{]EE

o ot e 0 Appy o cachine (CLLIIID)5t-head-appencila enthode. renoveChi 1d(o)}function x(e){return null--eles™":"abject"~~typeof

el |“function"==typeof e21[c.call(e)] |"object" :typeof e}var be3.3.1",wefunction(e,t){return new
Wit (e, 1)}, Te/A[\S\GFEFF\xA8] +| [\S\UFEFF\xA8]+5/ g ;u. Fnsis. prototypes

To Hexdump (Jauery:73.3.1", constructor:u, engthi, toRrray:function() {retuen o-call (this}), et function(e) {return null
Drop bytes © I a1 (this) recerthis[esthis. length] :this(e]} tew.merge (this )s€Yireturn
From Hexdump N i t.prevobject=this, t},each: function(e){return w.each(this,e)},map:function(e){return
- -
this.pushStack(u. map(this, function(t,m) {ratura e.call(t,n,t)}))),s1ice: function(){raturn
[ 8 3031 [ Apply to each line

this.pushstack(a.apply(this,argunents))},Firstifunction(){return this.eq()},last:function(){return
this.eq(-1)},eq: function(e) {var t=this.length,neses(eco?t:0);return this.pushstack(n>=eun<t?[this(n]]:[1)},end: function(y
11 {return this.prevobject]|this.constructon()},pushis, sortn.sort, splice:n.splice) u.extend-u. fn. extend-function(){var
ety d,0,5marguments[e] || {},5=L, typeof a82(1-a, a-arguments[s]|
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Figure 10: hexadecimal representation of the transformed data

The first 4 bytes are the XOR key: b7 85 71 17

We use that with CyberChef’s XOR command:
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Figure 11: XORed data

Notice that the first 4 bytes are NULL bytes now: that is as expected, XORing bytes with themselves gives NULL
bytes.

And finally, we drop these 4 NULL bytes:
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Figure 12: fully transformed data

What we end up with, is the encrypted data that contains the C2 commands to be executed by the beacon. This is
the result of deobfuscating the data by following the malleable C2 data transform. Now we can proceed with the

decryption using a process memory dump, just like we did in part 3.
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BN @NVISO_Labs - ] X

Figure 13: extracting the cryptographic keys from process memory

Tool cs-extract-key.py is used to extract the AES and HMAC key from process memory: it fails, it is not able to

find the keys in process memory.

One possible explanation that the keys can not be found, is that process memory is encoded. Cobalt Strike
supports a feature for beacons, called a sleep mask. When this feature is enabled, the process memory with data of
a beacon (including the keys) is XOR-encoded while a beacon sleeps. Thus only when a beacon is active

(communicating or executing commands) will its data be in cleartext.

We can try to decode this process memory dump. Tool cs-analyze-processdump.py is a tool that tries to decode a

process memory dump of a beacon that has an active sleep mask feature. Let’s run it on our process memory

dump:

. B @NVISO_Labs - cs-analyze-processdump.py rundli32.exe_211103_141122.dmp — O X

141122 . dmp

Figure 14: analyzing the process memory dump (screenshot 1)

Page 9 of 13


https://github.com/DidierStevens/Beta/blob/master/cs-extract-key.py
https://github.com/DidierStevens/Beta/blob/master/cs-analyze-processdump.py

https://blog.nviso.eu/2021/11 /17 /cobalt-strike-decrypting-obfuscated-traffic-part-4 /

. B @NVISO_Labs — m] %

Figure 15: analyzing the process memory dump (screenshot 2)

The tool has indeed found a 13-byte long XOR key, and written the decoded section to disk as a file with

extension .bin.

This file can now be used with cs-extract-key.py, it’s exactly the same command as before, but with the decoded

section in stead of the encoded .dmp file:

BN @NVISO_Labs — O X

Figure 16: extracting keys from the decoded section

And now we have recovered the cryptographic keys.

Notice that in figure 16, the tool reports finding string sha256\x00, while in the first command (figure 13), this
string is not found. The absence of this string is often a good indicator that the beacon uses a sleep mask, and that

tool cs-analyze-processdump.py should be used prior to extracting the keys.

Now that we have the keys, we can decrypt the network traffic with tool cs-parse-http-traffic.py:
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BN @NVISO_Labs - ] X

-parse-http-traffic.py -k db

st 111 GET)

Figure 17: decrypting the traffic fails

This fails: the reason is the malleable C2 data transform. Tool cs-parse-http-traffic.py needs to know which

instructions to apply to deobfuscate the traffic prior to decryption. Just like we did manually with CyberChef, tool

cs-parse-http-traffic.py needs to do this automatically. This can be done with option -t.

Notice that the output of tool 1768.py contains a short-hand notation of the instructions to execute (between

square brackets):

s from end
s from begi

Print

Figure 18: short-hand notations of malleable C2 instructions
For the tasks to be executed (input), it is:
7:Input,4,1:1522,2:84,2:3931,13,15
And for the results to be posted (output), it is:

7:0utput,15,13,4
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These instructions can be put together (using a semicolon as separator) and fed via option -t to tool cs-parse-http-

traffic.py:

B @NVISO_Labs - O X

st 111 GET)

Figure 19: decrypted traffic

And now we finally obtain decrypted traffic. There are no actual commands here in this traffic, just “data jitter”:

that is random data of random length, designed to even more obfuscate traffic.
Conclusion

We saw how malleable C2 data transforms are used to obfuscate network traffic, and how we can deobfuscate this

network traffic by following the instructions.

We did this manually with CyberChef, but that is of course not practical (we did this to illustrate the concept). To
obtain the decoded, encrypted commands, we can also use cs-parse-http-traffic.py. Just like we did in part 3,
where we started with an unknown key, we do this here too. The only difference, is that we also need to provide

the decoding instructions:

Bl @NVISO_Labs - O X

http-traffi H 2 2 Jutpu 4 -k unknown capture.p
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Figure 20: extracting and decoding the encrypted data
And then we can take one of these 3 encrypted data, to recover the keys.

Thus the procedure is exactly the same as explained in part 3, except that option -t must be used to include the

malleable C2 data transforms.
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