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2 To0l: BIOPASS RAT

Names

Category

Type

Description

Information

Malpedia

BIOPASS RAT
BIOPASS

Malware

Backdoor, Info stealer, Credential stealer, Downloader, Exfiltration

(Trend Micro) BIOPASS RAT possesses basic features found in other malware, such as file
system assessment, remote desktop access, file exfiltration, and shell command execution. It
also has the ability to compromise the private information of its victims by stealing web

browser and instant messaging client data.

<https://www.trendmicro.com/en us/research/21/g/biopass-rat-new-malware-sniffs-victims-

via-live-streaming.html>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.biopass>

Last change to this tool card: 28 December 2022

Download this tool card in JSON format

All groups using tool BIOPASS RAT

Changed Name Country Observed
APT groups
Earth Lusca 2019-Sep 2024
RedHotel, TAG-22 2021-2022

2 groups listed (2 APT, 0 other, 0 unknown)
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