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Threat Category: Cellular Air Interface

ID: CEL-7

Threat Description: An attacker jams the mobile device by broadcasting in close proximity to the mobile device

to prevent communication with the base station.

Threat Origin

Analysis and Mitigation of Interference to the LTE Physical Control Format Indicator Channel 1
Researchers exploit cellular tech flaws to intercept phone calls 2

Exploit Examples

Not Applicable

CVE Examples

Not Applicable

Possible Countermeasures

Mobile Device User

Detect, locate and deactivate the device interfering with the radio interface.
Enterprise

Detect, locate and deactivate the device interfering with the radio interface.
Mobile Network Operator

Detect, locate and deactivate the device interfering with the radio interface.
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