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ReverseRAT

There is no description at this point.

References

2024-07-25 - Seqrite - Sathwik Ram Prakki

Umbrella of Pakistani Threats: Converging Tactics of Cyber-operations Targeting India
DISGOMOJI Poseidon Action RAT AllaKore ReverseRAT

2023-02-16 - ThreatMon - Seyit Sigirci (@h3xecute), ThreatMon Malware Research Team

APT SideCopy Targeting Indian Government Entities - Analysis of the new version of ReverseRAT
Unidentified 005 (Sidecopy) ReverseRAT

2021-10-26 - Kaspersky - Kaspersky Lab ICS CERT

APT attacks on industrial organizations in H1 2021
8.t Dropper AllaKore AsyncRAT GoldMax LimeRAT NjRAT NoxPlayer Raindrop ReverseRAT ShadowPad

Zebrocy

2021-08-11 - Lumen - Black Lotus Labs

ReverseRat Reemerges With A (Night)Fury New Campaign And New Developments, Same Familiar Side-
Actor
ReverseRAT

2021-07-09 - Seqrite - Chaitanya Haritash, Nihar Deshpande, Shayak Tarafdar
Seqrite uncovers second wave of Operation SideCopy targeting Indian critical infrastructure PSUs
NjRAT ReverseRAT

2021-07-02 - Cisco - Asheer Malhotra, Justin Thattil

InSideCopy: How this APT continues to evolve its arsenal

AllaKore CetaRAT Lilith NjRAT ReverseRAT

2021-06-22 - Lumen - Black Lotus I.abs

Suspected Pakistani Actor Compromises Indian Power Company with New ReverseRat
ReverseRAT

Page 1 of 2


https://malpedia.caad.fkie.fraunhofer.de/families
https://malpedia.caad.fkie.fraunhofer.de/library?search=Seqrite
https://malpedia.caad.fkie.fraunhofer.de/library?search=Sathwik%20Ram%20Prakki
https://malpedia.caad.fkie.fraunhofer.de/details/elf.disgomoji
https://malpedia.caad.fkie.fraunhofer.de/details/elf.poseidon
https://malpedia.caad.fkie.fraunhofer.de/details/win.action_rat
https://malpedia.caad.fkie.fraunhofer.de/details/win.allakore
https://malpedia.caad.fkie.fraunhofer.de/details/win.reverse_rat
https://malpedia.caad.fkie.fraunhofer.de/library?search=ThreatMon
https://malpedia.caad.fkie.fraunhofer.de/library?search=Seyit%20Sigirci%20%28%40h3xecute%29
https://malpedia.caad.fkie.fraunhofer.de/library?search=ThreatMon%20Malware%20Research%20Team
https://malpedia.caad.fkie.fraunhofer.de/details/elf.unidentified_005
https://malpedia.caad.fkie.fraunhofer.de/details/win.reverse_rat
https://malpedia.caad.fkie.fraunhofer.de/library?search=Kaspersky
https://malpedia.caad.fkie.fraunhofer.de/library?search=Kaspersky%20Lab%20ICS%20CERT
https://malpedia.caad.fkie.fraunhofer.de/details/win.8t_dropper
https://malpedia.caad.fkie.fraunhofer.de/details/win.allakore
https://malpedia.caad.fkie.fraunhofer.de/details/win.asyncrat
https://malpedia.caad.fkie.fraunhofer.de/details/win.goldmax
https://malpedia.caad.fkie.fraunhofer.de/details/win.limerat
https://malpedia.caad.fkie.fraunhofer.de/details/win.njrat
https://malpedia.caad.fkie.fraunhofer.de/details/win.noxplayer
https://malpedia.caad.fkie.fraunhofer.de/details/win.raindrop
https://malpedia.caad.fkie.fraunhofer.de/details/win.reverse_rat
https://malpedia.caad.fkie.fraunhofer.de/details/win.shadowpad
https://malpedia.caad.fkie.fraunhofer.de/details/win.zebrocy
https://malpedia.caad.fkie.fraunhofer.de/library?search=Lumen
https://malpedia.caad.fkie.fraunhofer.de/library?search=Black%20Lotus%20Labs
https://malpedia.caad.fkie.fraunhofer.de/details/win.reverse_rat
https://malpedia.caad.fkie.fraunhofer.de/library?search=Seqrite
https://malpedia.caad.fkie.fraunhofer.de/library?search=Chaitanya%20Haritash
https://malpedia.caad.fkie.fraunhofer.de/library?search=Nihar%20Deshpande
https://malpedia.caad.fkie.fraunhofer.de/library?search=Shayak%20Tarafdar
https://malpedia.caad.fkie.fraunhofer.de/details/win.njrat
https://malpedia.caad.fkie.fraunhofer.de/details/win.reverse_rat
https://malpedia.caad.fkie.fraunhofer.de/library?search=Cisco
https://malpedia.caad.fkie.fraunhofer.de/library?search=Asheer%20Malhotra
https://malpedia.caad.fkie.fraunhofer.de/library?search=Justin%20Thattil
https://malpedia.caad.fkie.fraunhofer.de/details/win.allakore
https://malpedia.caad.fkie.fraunhofer.de/details/win.ceta_rat
https://malpedia.caad.fkie.fraunhofer.de/details/win.lilith
https://malpedia.caad.fkie.fraunhofer.de/details/win.njrat
https://malpedia.caad.fkie.fraunhofer.de/details/win.reverse_rat
https://malpedia.caad.fkie.fraunhofer.de/library?search=Lumen
https://malpedia.caad.fkie.fraunhofer.de/library?search=Black%20Lotus%20Labs
https://malpedia.caad.fkie.fraunhofer.de/details/win.reverse_rat

https://malpedia.caad.fkie.fraunhofer.de/details /win.reverse_rat

There is no Yara-Signature yet.

Source: https://malpedia.caad.fkie.fraunhofer.de/details/win.reverse_rat

Page 2 of 2



