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ESET researchers detect a new way of misusing Accessibility Service, the Achilles’ heel of Android security

22 May 2020 ¢ , 5 min. read

ESET researchers have analyzed an extremely dangerous Android app that can perform a host of nefarious
actions, notably wiping out the victim’s bank account or cryptocurrency wallet and taking over their email or
social media accounts. Called "DEFENSOR ID", the banking trojan was available on Google Play at the time of
the analysis. The app is fitted with standard information-stealing capabilities; however, this banker is
exceptionally insidious in that after installation it requires a single action from the victim — enable Android's

Accessibility Service — to fully unleash the app's malicious functionality.

The DEFENSOR ID app made it onto the heavily guarded Google Play store thanks to its extreme stealth. Its
creators reduced the app’s malicious surface to the bare minimum by removing all potentially malicious

functionalities but one: abusing Accessibility Service.
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Accessibility Service is long known to be the Achilles’ heel of the Android operating system. Security solutions
can detect it in countless combinations with other suspicious permissions and functions, or malicious
functionalities — but when faced with no additional functionality nor permission, all failed to trigger any alarm on
DEFENSOR ID.

By “all” we mean all security mechanisms guarding the official Android app store (including the detection engines

of the members of the App Defense Alliance) and all security vendors participating in the VirusTotal program (see

Figure 1).
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Figure 1. According to the VirusTotal service, no security vendor detected the DEFENSOR ID app until it was
pulled off the Play store

DEFENSOR ID was released on Feb 3, 2020 and last updated to v1.4 on May 6, 2020. The latest version is
analyzed here; we weren’t able to determine if the earlier versions were also malicious. According to its profile at
Google Play (see Figure 2) the app reached a mere 10+ downloads. We reported it to Google on May 16, 2020 and
since May 19, 2020 the app has no longer been available on Google Play.

The developer name used, GAS Brazil, suggests the criminals behind the app targeted Brazilian users. Apart from
including the country’s name, the app’s name is probably intended to imply a relationship with the antifraud

solution named GAS Tecnologia. That security software is commonly installed on computers in Brazil as several
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banks require it to log into their online banking. However, there is also an English version of the DEFENSOR ID

app (see Figure 3) besides the Portuguese one, and that app has neither geographical nor language restrictions.

Playing further off the suggested GAS Tecnologia link, the app promises better security for its users. The
description in Portuguese promises more protection for the user’s applications, including end-to-end encryption.

Deceptively, the app was listed in the Education section.

DEFENSOR ID oon S wAnme
< DEFENSOR ID

GAS brazil Education Details

E pEGIZ replace the icon of app and name

This app is compatible with yeur device

[}] add o wishlist Install

More info

D PEGI 3
Learn More

App info

Version 1.4

Updated on May 6, 2020

Downloads 10+ downloads

Download size 1.72MB

Offered by Gaogle Commerce Ltd
Seu novo aplicativa Defensor disponivel para Released on Feb 3, 2020
Passoas Fisicas App permissions See More

Passoas Juridicas

A partir de agora voc terd mais protecio ao utilizar seu aplicativos,
criptografia para usuarios de ponta a ponta.

Figure 2. The DEFENSOR ID app on Google Play — Portuguese version (translates roughly as: “Your new

Defensor app available for: / Individuals / Legal entities / From now on you will have more protection when using

your applications, encryption for end-to-end users”)
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Figure 3. The DEFENSOR ID app on Google Play — English version

Functionality
After starting, DEFENSOR ID requests the following permissions:

 allow modify system settings
» permit drawing over other apps, and

e activate accessibility services.
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If an unsuspecting user grants these permissions (see Figure 4), the trojan can read any text displayed in any app
the user may launch — and send it to the attackers. This means the attackers can steal the victim’s credentials for
logging into apps, SMS and email messages, displayed cryptocurrency private keys, and even software-generated
2FA codes.

The fact the trojan can steal both the victim’s credentials and also can control their SMS messages and generated
2FA codes means DEFENSOR ID’s operators can bypass two-factor authentication. This opens the door to, for

example, fully controlling the victim’s bank account.

To make sure the trojan survives a device restart, it abuses already activated accessibility services that will launch

the trojan right after start.

Q000N 0C4l122|0000N © €& O1233

<  Modify system settings : < Draw over other apps

DEFENSOR ID DEFENSOR ID

Allow modify system settings Permit drawing over other apps

This permission allows an app to modify system settings. This permission allows an app to display on top of other

apps you're using and may interfere with your use of the
interface in other applications, or change what you think you
are seeing in other applications.
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Figure 4. The permission requests by DEFENSOR 1D

Our analysis shows the DEFENSOR ID trojan can execute 17 commands received from the attacker-controlled
server such as uninstalling an app, launching an app and then performing any click/tap action controlled remotely

by the attacker (see Figure 5).
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private woid Configure_command() {
this. firebasefmd = this.fire_db.getReference().child(this.device_id}.child({"cmd"};
this. firebasecmd. child(“android_wversion").setvalue("android version : null"};
this.firkbaseCmd.child('appList'}.setvalue('c'};
this. firebaselmd. child(“back™).setvalue("a"};
this. firebasecmd. child(“screen”).setvalue("@");
this. firebasecmd. child("lock™).setvalue("a");
this. firebasecCmd. child(“home"™).setvalue("a"};
this. firebasecmd. child("getinfo").setvalue(“a"});
this. firebasetmd.child("click"}.setWValue(";"};
this. firebaseCmd. child("touch®}.setvalue(";");
this. firebasecmd. child(“recent”).setvalue(
this. firebaseclmd. child("launch").setvalue(
this.firebaseCmd. child("close”).setvalue( 8"}
this. firebasectmd. child (" text"}.setvalue("”;");
this.firebasecmd. child(“uninstall”).setvalue("a"};
this. firebasecdmd. child("notification™).setvalue("a"};
this. firebasefmd. child("content”}. setvalue("8"};
this. firebasecmd. child(“unlock”™).setvalue("@"});
this. firebasecmd. child("state”}.setvalue("a"};
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Figure 5. The list of commands DEFENSOR ID may get from its C&C server

In 2018, we saw similar behavior, but all the click actions were hardcoded and suited only for the app of the
attacker’s choice. In this case, the attacker can get the list of all installed apps and then remotely launch the
victim’s app of their choice to either steal credentials or perform malicious actions (e.g. send funds via a wire

transfer).

We believe that this is the reason the DEFENSOR ID trojan requests the user to allow “Modify system settings”.

Subsequently, the malware will change the screen off time-out to 10 minutes. This means that, unless victims lock

their devices via the hardware button, the timer provides plenty of time for the malware to remotely perform

malicious, in-app operations.

If the device gets locked, the malware can’t unlock it.

Malware data leak

When we analyzed the sample, we realized that the malware operators left the remote database with some of the
victims’ data freely accessible, without any authentication. The database contained the last activity performed on

around 60 compromised devices. We found no other information stolen from the victims to be accessible.

Thanks to this data leak, we were able to confirm that the malware really worked as designed: the attacker had

access to the victims’ entered credentials, displayed or written emails and messages, etc.

Once we reached the non-secured database, we were able to directly observe the app’s malicious behavior. To

illustrate the level of threat the DEFENSOR ID app posed, we performed three tests.

First, we launched a banking app and entered the credentials there. The credentials were immediately available in

the leaky database — see Figure 6.

Page 7 of 9


https://www.welivesecurity.com/2018/12/11/android-trojan-steals-money-paypal-accounts-2fa/
https://developer.android.com/reference/android/provider/Settings.System#SCREEN_OFF_TIMEOUT

https://www.welivesecurity.com/2020,/05/22 /insidious-android-malware-gives-up-all-malicious-features-but-one-gain-stealth/

& Santander

Agéncia

14

Conta
uario

lukas

ENTRAR

CADASTRAR

& ID Santander

<

~ Result:
v
-

.o

appList:
back:
click:
Close:
content:
getinfor
nome:
launch
lock:

recent:
state:
tet:
toueh:
uninstall:

unlack:

android_version:

netafication:

"bounds: Rect(@, @ - 1853, 1522); clickables false; classhane: android.idget.Franelayout; viewIdveshane: null; tests null; checked: False”

“hounds: Rect(s, @ - 1883, 1754); clickable: true; classname: android.widget.Relativel ayout; - _apps ierLconteudoLogin text: null; checked: false®
“hounds: Rect(146, 373 - 934, 1381); clickable: false; classwane: androfd.widget.scrolluiec P Lappt ie; tests null; checked: false”
"hounds: Rect(146, 457 - 524, 575); clickable: true; classwame: android.uddget.Editrect; movel empresar agencia; tect: Lem; checked: false”
"hounds: Rect(se6, 457 - 534, 575); clickable: true; classwame: android.uddget.Ecitrect; movel empresar _conta; tert: AMEEEEES7; checked: false"

Rect(146, £17 - 534, 735); clickable: true; classwame: android.

movelenpresar al. app: fd/edfttext Usuario; tert: lukas; checked: false

"bounds: Rect(sss, 763 - 534, 5a8); clickable: true; classuame: novelempresar i 5 tects ll; checked: false"
"hounds: Rect(146, 595 - 219, 1946); clickable: true; classname: android.widget.Checkeak; movelempresardal. _save_dadas; text: null; checked: false"
"bounds: Rect(z19, 595 - 631, 1946); clickable: false; classmane: android.widget. Tectview; viewIdeestane: null; test: Lenbrar agéncia e conts; checked: false”

"bounds: Rect(172, 1151 - 37, 1277); clickable: true; classHane: android.widget.Buttons novelempresar i _login; text: ENTRAR; checked: false"
"bounds: Rect(435, 1330 - 645, 1381); clickable: true; classhane: android.widget. Textiied pr <apprid b 5 tect: CADASTRAR; checkedl:
"hounds: Rect(146, 1635 - 484, 1752); clickable: true; classMane: android.widget. LinearLayout; movelenpresarial. app: id/11IDSantander; text: null; checked: false”
"bounds: Rect (19, 1659 - 484, 1752); clickable: false; classname: android.widget.Textuias P Lappt 5 text: ID samtander; checked: false
"hounds: Rect(ELS, 1698 - 933, 1752); clickable: true; classWane: androfd.widget. LinearLayout; P al.appt i1 peves; tert: null; checked: False"
"bounds: Rect (68, 1659 - 933, 1762); clickable: false; classname: android.widget.Textuias P Lappt 5 text: outras opedes; herked: £alse’

“androdd version ¢ 7.1.1"

"8 mEAazIesIIALAZZ"

Figure 6. The banking app test: the credentials as entered (left) and as available in the database (right)

Second, we wrote a test message in an email client. We saw the message uploaded to the attackers’ server within

second — see Figure 7.

© €U D249

Sd/fram_picker; text: nullj checked: false®

: false’

dredd.gnidd/add_cc_bec; tert: nully checked: false”
droid. gniid/subiect; text: wello; checked: false”

& mpose e >
- —
Fiom  lukas IO GMail com v  Result:
vo: “bounds: Rect (9, o - 19, 13m); clickable: false; classnane: android.winget.Framelayout; uiewIckeshame: nullj text: mull; checked: false’
To ok @omail.com v v “bounds: Reet(a, 63 - 147, 210); clickable: true; classname: ancrofd.widget. Insgesutton; viewTdReswame: null; tewt: null; checked: false’
v "bounds: Rect (158, 124 - 415, 172); clickable: false; classhame: ancroid.widget, Testvies; viewIdResnane: null; text: Compose; checked: false’
Hello v "bounds: Rect (721, 73 - 48, 199); clickable: true; classname: androfd.widget. Textuiew; viewIoRestane: con.google.android.gniid/add_attachnent; tect: null; checked: false”
-a “bounds: Rect(sds, 73 - 975, 199); clickable: true; classhame: ancrofd.widget.TestView; uiewIoResuame: eom.google.android.gm:id/send; text: null; checked: false®
Testing mail v "bounds: Reet($75, 73 - 1052, 199); clickable: true; classWame: android.widget.InageView; viewIdReshane: null; tests mull; checked: false”
v "boundss Rect(s, 218 - 198, 17%4); clickable: false; classname: ancrofd.widget,Scrollview; viewIdesnanes com.google.android.gnidd/conpose; text: null; checked: false”
-7 “bounds: Rect(42, 210 - 183, 387); clickable: true; classhame: ancrofd.widget.Textuied; visvIoResuame: con.google.android.gn:id/fron label; text: From; checked: false®
- “houndss Rect(185, 219 - 1089, 357); clickable: true; classhame: android.widget.spinner; ui e android.
v "bounds: Rect (183, 255 - 542, 312); clickables false; classdane: ancroid.widget, Textvied; v le. android
5 mail mailed mailing & v “bounds: Rect(42, 358 - 183, sa5); clickable: true; classhame: ancrofd.widget.Textuiew; uiewIoResuame: com.google.android.gn:id/to heading; text:
v “bounds: Rect(1ss, 368 - 912, tas); clickable: true; classhame: ancrofd.widget.multiautoCompleteTextuien; viewIdResnane: com.google.android.gn:id/to; tect: (luEESSEMENITl.com, ; checked: false”
qv we rt ya u "o pn vz "bounds: Rect (333, 365 - 1689, 505); clickabler true; classMame: anciraid.widget, Inageview; vi 1
v “hounds: Rect (42, 506 - 1835, 653); clickable: true; classnane: andeofd.widget. EcitTect; i 1
asdfaghjk.|I v “bounds: Rerct (3, E5d - 19, 891); clickable: true; classame: ancOic.widget.kelativelayout; viewIcReswane: con.gaogle.andrui. gn:id/body wrapper; text: null; checked: False”
v 15 "hounds: Reet (42, E54 - 1938, 754); clickabler

4z xcvbnma®

® @

2123

“bounds:

Rect (42, 654 - 142, 734); clickable:

false; classhamer anchoid.webkit.WebUisd; visdIdResuame: nully test: nullj checked: false’

Figure 7. The email message test: the message as written (left) and as available in the database (right)

Third, we documented the trojan retrieving the Google Authenticator 2FA code.
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Figure 8. The software generated 2FA code as it appeared on the device’s display (left) and as available in the

database (right)

Along with the malicious DEFENSOR ID app, another malicious app named Defensor Digital was discovered.

23ddfcurrent_user; text: EMSSSSSS————-. coN); checked: false”

Both apps shared the same C&C server, but we couldn’t investigate the latter as it had already been removed from

the Google Play store.
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Indicators of Compromise (IoCs)

Package Name Hash ESET detection name
com.secure.protect.world F17AEBC741957AA21CFE7C7D7BAECO0900E863F61  Android/Spy.BanBra.A

com.brazil.android.free EA069A5C96DC1DB0715923EB68192FD325F3D3CE  Android/Spy.BanBra.A

MITRE ATT&CK techniques

Tactic ID Name Description
T1475 Deliver Malicious App via Impersonates security app on Google
Authorized App Store Play.
Initial Access
T1444 Masquerade as Legitimate Impersonates legitimate GAS
Application Tecnologia application.
Discovery T1418  Application Discovery Sends list of installed apps on device.

Can enter text and perform clicks on

Impact T1516  Input Injection
behalf of user.
Collection T1417  Input Capture Records user input data.
Command and T1437 Standard Application Layer Uses Firebase Cloud Messaging for
Control Protocol C&C.

Source: https://www.welivesecurity.com/2020/05/22/insidious-android-malware-gives-up-all-malicious-features-but-one-gain-stealth/
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