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Adversaries may cause a sustained or permanent loss of view where the ICS equipment will require local, hands-
on operator intervention; for instance, a restart or manual operation. By causing a sustained reporting or visibility

loss, the adversary can effectively hide the present state of operations. This loss of view can occur without

affecting the physical processes themselves. [1] [2] [3]
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Procedure Examples

Mitigations

ID Mitigation Description

M0953 Data Backup

Take and store data backups from end user systems and critical servers.
Ensure backup and storage systems are hardened and kept separate from the

corporate network to prevent compromise. Maintain and exercise incident

response plans [12], including the management of gold-copy back-up
images and configurations for key systems to enable quick recovery and

response from adversarial activities that impact control, view, or
availability.

M0810

Out-of-Band

Communications
Channel

Provide operators with redundant, out-of-band communication to support

monitoring and control of the operational processes, especially when

recovering from a network outage [13]. Out-of-band communication should
utilize diverse systems and technologies to minimize common failure

modes and vulnerabilities within the communications infrastructure. For
example, wireless networks (e.g., 3G, 4G) can be used to provide diverse
and redundant delivery of data.

M0811 Redundancy of
Service Hot-standbys in diverse locations can ensure continued operations if the

primarily system are compromised or unavailable. At the network layer,

protocols such as the Parallel Redundancy Protocol can be used to
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simultaneously use redundant and diverse communication over a local

network. [14]

Detection Strategy

References

1. Corero Industrial Control System (ICS) Security Retrieved. 2019/11/04
2. Michael J. Assante and Robert M. Lee SANS Industrial Control System (ICS) Security; The Industrial

Control System Cyber Kill Chain Retrieved 2024/11/25
3. Tyson Macaulay Michael J. Assante and Robert M. Lee Corero Industrial Control System (ICS) Security

Retrieved. 2019/11/04 The Industrial Control System Cyber Kill Chain Retrieved. 2019/11/04 RIoT

Control: Understanding and Managing Risks and the Internet of Things Retrieved. 2019/11/04
4. Mark Graham, Carolyn Ahlers, Kyle O'Meara; Dragos. (2024, July). Impact of FrostyGoop ICS Malware

on Connected OT Systems. Retrieved November 20, 2024.
5. Team82. (2024, April 12). Unpacking the Blackjack Group's Fuxnet Malware. Retrieved September 11,

2024.

6. Anton Cherepanov, ESET 2017, June 12 Win32/Industroyer: A new threat for industrial control systems
Retrieved. 2017/09/15

7. Booz Allen Hamilton. (2016). When The Lights Went Out. Retrieved December 18, 2024.

8. Kevin Beaumont How Lockergoga took down Hydro ransomware used in targeted attacks aimed at big
business Retrieved. 2019/10/16

9. Hydro Kevin Beaumont How Lockergoga took down Hydro ransomware used in targeted attacks aimed at
big business Retrieved. 2019/10/16 Retrieved. 2019/10/16

10. DHS/CISA. (2023, December 1). IRGC-Affiliated Cyber Actors Exploit PLCs in Multiple Sectors,
Including U.S. Water and Wastewater Systems Facilities. Retrieved March 25, 2024.

11. Jamie Tarabay and Katrina Manson. (2023, December 22). Iranian-Linked Hacks Expose Failure to

Safeguard US Water System. Retrieved March 25, 2024.
12. Department of Homeland Security 2009, October Developing an Industrial Control Systems Cybersecurity

Incident Response Capability Retrieved. 2020/09/17

13. National Institute of Standards and Technology 2013, April Security and Privacy Controls for Federal
Information Systems and Organizations Retrieved. 2020/09/17

14. M. Rentschler and H. Heine The Parallel Redundancy Protocol for industrial IP networks Retrieved.
2020/09/25

Source: https://attack.mitre.org/techniques/T0829

https://attack.mitre.org/techniques/T0829

Page 2 of 2

https://ieeexplore.ieee.org/document/6505877
https://www.corero.com/resources/files/whitepapers/cns_whitepaper_ics.pdf
https://icscsi.org/library/Documents/White_Papers/SANS%20-%20ICS%20Cyber%20Kill%20Chain.pdf
https://icscsi.org/library/Documents/White_Papers/SANS%20-%20ICS%20Cyber%20Kill%20Chain.pdf
https://books.google.com/books?id=oXIYBAAAQBAJ&pg=PA249&lpg=PA249&dq=loss+denial+manipulation+of+view&source=bl&ots=dV1uQ8IUff&sig=ACfU3U2NIwGjhg051D_Ytw6npyEk9xcf4w&hl=en&sa=X&ved=2ahUKEwj2wJ7y4tDlAhVmplkKHSTaDnQQ6AEwAHoECAgQAQ#v=onepage&q=loss%20denial%20manipulation%20of%20view&f=false
https://books.google.com/books?id=oXIYBAAAQBAJ&pg=PA249&lpg=PA249&dq=loss+denial+manipulation+of+view&source=bl&ots=dV1uQ8IUff&sig=ACfU3U2NIwGjhg051D_Ytw6npyEk9xcf4w&hl=en&sa=X&ved=2ahUKEwj2wJ7y4tDlAhVmplkKHSTaDnQQ6AEwAHoECAgQAQ#v=onepage&q=loss%20denial%20manipulation%20of%20view&f=false
https://books.google.com/books?id=oXIYBAAAQBAJ&pg=PA249&lpg=PA249&dq=loss+denial+manipulation+of+view&source=bl&ots=dV1uQ8IUff&sig=ACfU3U2NIwGjhg051D_Ytw6npyEk9xcf4w&hl=en&sa=X&ved=2ahUKEwj2wJ7y4tDlAhVmplkKHSTaDnQQ6AEwAHoECAgQAQ#v=onepage&q=loss%20denial%20manipulation%20of%20view&f=false
https://hub.dragos.com/hubfs/Reports/Dragos-FrostyGoop-ICS-Malware-Intel-Brief-0724_r2.pdf
https://hub.dragos.com/hubfs/Reports/Dragos-FrostyGoop-ICS-Malware-Intel-Brief-0724_r2.pdf
https://claroty.com/team82/research/unpacking-the-blackjack-groups-fuxnet-malware
https://claroty.com/team82/research/unpacking-the-blackjack-groups-fuxnet-malware
https://www.welivesecurity.com/wp-content/uploads/2017/06/Win32_Industroyer.pdf
https://www.welivesecurity.com/wp-content/uploads/2017/06/Win32_Industroyer.pdf
https://www.boozallen.com/content/dam/boozallen/documents/2016/09/ukraine-report-when-the-lights-went-out.pdf
https://doublepulsar.com/how-lockergoga-took-down-hydro-ransomware-used-in-targeted-attacks-aimed-at-big-business-c666551f5880
https://doublepulsar.com/how-lockergoga-took-down-hydro-ransomware-used-in-targeted-attacks-aimed-at-big-business-c666551f5880
https://www.hydro.com/en/media/on-the-agenda/cyber-attack/
https://www.hydro.com/en/media/on-the-agenda/cyber-attack/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-335a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-335a
https://www.bloomberg.com/news/articles/2023-12-22/iranian-linked-hacks-expose-failure-to-safeguard-us-water-system
https://www.bloomberg.com/news/articles/2023-12-22/iranian-linked-hacks-expose-failure-to-safeguard-us-water-system
https://us-cert.cisa.gov/sites/default/files/recommended_practices/final-RP_ics_cybersecurity_incident_response_100609.pdf
https://us-cert.cisa.gov/sites/default/files/recommended_practices/final-RP_ics_cybersecurity_incident_response_100609.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
https://ieeexplore.ieee.org/document/6505877
https://ieeexplore.ieee.org/document/6505877

