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Petya and Mischa: ransomware duet (part 2)

By hasherezade

Published: 2016-06-09 - Archived: 2026-04-06 00:57:43 UTC

After being defeated in April, Petya comes back with new tricks. Now, not as a single ransomware, but in a bundle

with another malicious payload — Mischa. Both are named after the satellites from the GoldenEye movie.

They deploy attacks on different layers of the system and are used as alternatives. That’s why, we decided to
dedicate more than one post to this phenomenon. Welcome to part two! The main focus of this analysis is
Mischa and Setup.dll (the malicious installer that chooses which payload to deploy).

The first part (about Green Petya) you can read about it here.

UPDATE: Improved version of Green Petya is out. More details given in the new article.

Analyzed samples

o 8a241cfcc23dc740elfadc7f2df3965e — main executable
o 8e4829dcba8b288bd0ed75717214db6 — Setup.dll
= 10b2d20a3c36fe6a5bf6f3b15149c3d1- Mischa.dll (raw dump from the memory)
= 34da44570eb8c7a5038370f553eb3899 — Mischa.dll (with filled section xxxx)

Execution flow

e The main executable — a dropper protected by a crypter/FUD:

o unpack and deploy: Setup.dll
= install: Petya
= alternatively — deploy: Mischa.dll

Behavioral analysis

As mentioned in the previous part of the article, both malicious payloads are dropped by the same dropper. The

choice of which one will be used for the attack is made based on the privileges with which the sample is deployed.

First, there is a request asking a user to elevate the application’s privileges:
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“y! User Account Control @

| g7 Do you want to allow the following program from an
“2 unknown publisher to make changes to this computer?

Prograrn name:  PDFBewerbungsmappe.exe

Publisher Unknown
File origin: Hard drive on this cormputer
| Show details Yes | [ Mo

Change when these notifications appear

In case the user answered “Yes” to the question — his/her machine was getting infected by the Petya ransomware

(described in details here).

But even in case the user was more cautious and didn’t allow to deploy payload with administrator privileges, it
didn’t help much. Authors of the malware still found a way to attack the system. Just by launching another

payload — Mischa, that does not require elevated privileges in order to work.

This payload works just like any other ransomware — encrypting files one by one and dropping a ransom note:
YOUR_FILES_ARE_ENCRYPTED.HTML (identical name was used before by another ransomware: Chimera).
The layout is analogical to the one used by Petya.

MISCHA Ransomware +

€ | (0 file///C/ Usersftester/Desktop/¥ OUR_FILES_ARE_ENCRYPTED.HTML Szukaj L]

The same text we can find in a dropped TXT file.
Encryption process

Mischa does not need to download a key from the CnC server — data can be encrypted offline as well. Extensions

given to the encrypted files are random, generated at runtime (they are same like a part of the tor address):

Page 2 of 15


https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/05/uac_popup.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/05/uac_popup.png
https://www.malwarebytes.com/blog/threat-analysis/2016/05/petya-and-mischa-ransomware-duet-p1/
https://www.malwarebytes.com/malware
https://www.malwarebytes.com/blog/threat-analysis/2015/12/inside-chimera-ransomware-the-first-doxingware-in-wild/
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/06/mischa_note.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/06/mischa_note.png

https://www.malwarebytes.com /blog/news /2016 /06 /petya-and-mischa-ransomware-duet-p2

Mame * Date modified Type Size
D squarel - Copy - Copy.bmp.7QzX 2016-05-12 18:47 TQZX File 141 KB
D squarel - Copy.bmp.7QzX 2016-05-12 18:47 TQZX File 141 KB
D squarel .bmp.7QzX 2016-05-12 18:47 TQZX File 141 KB
l @ YOUR_FILES_ARE_EMCRYPTED.HTML 2016-05-12 18:47 Firefox HTML Doc... 2KB
D YOUR_FILES_ARE_EMCRYPTED.TXT 2016-05-12 18:47 Text Document 1KB

The atypical feature of Mischa is that it encrypts not only documents, but executables also (only few ransomware

has been observed to do it).
Entropy of encrypted samples is high and no patterns are visible. See below a visualization of bytes.

square.bmp : left — original, right encrypted with Mischa

The same input does not produce the same output — that suggest that every file is encrypted with an individual key

(or initialization vector).

At the end of every encrypted file, the unique ID is appended (like the one displayed in the ransom note):

| readme.bet4QjQ - Notepad

File Edit Format View Help

W! 03§TZHpaqAUD7ag~" 17akxDtU, GR{™E 3"E"g} 3B0[pMOBUCKm = /0, |-xAD2"D " £2.007WHr EEET2 [ENLAUD $Z{@rL5 ~ 1cM:I:<AGVOHOFD
Yai >7Fuf.<<ZAd ™H" dAwed{gopsThge-a GW0,/7dul300+L684-1u Lefin NZ§7rOV_ADe=KI§Zg+0g) FAAB | YEAh,, m[th!éoﬁ#dnh LR 4509/ «§>,T}0'

(| ThzE1lEAeNA"$6UUNE
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Page for the victim:

B MISCHA Ransomwa... X | &

Si @ v € @ mischapukéhym72.onion = 4

":QMIEEHFI

RAWSOMWARAI

Inside

The main executable (with an icon pretending a PDF document) is packed in an underground cryptor and its only
role is to deliver and deploy the malicious core — Setup.dll. This exe’s code doesn’t make much sense for the
functionality of the malware — it is only a deception layer added to create a noise and cover a real mission of the
sample. Description of the packing will be omitted this time (it’s very similar to the packing of the previous

Petya).
Setup.dil

Setup.dll carry inside Petya and Mischa and decides which one of them will be dropped. This is the part of the
malware is responsible for triggering the UAC popup.

Similarly to the dropper of the previous Petya, it comes with a section .xxxx:
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4 [ Setupdll
D05 Header
@ DOs stub
4 MT Headers
Signature
File Header
Optional Header
Section Headers
4 Sections
4 FE text
 =p EP = E170
ﬁ rdata
ﬁ .data
ﬁ reloc
o oo

This section is very important, because it contains both payloads — Petya and Mischa (encrypted by simple XOR
based algorithm). At the beginning of the execution they are being decrypted:

1888D7EA drop_chosen_payload proc near
1806D7EQ

1888D7EA TokenHandle= dword ptr -13Ch
18088D7EQ TokenInformation= dword ptr -138h
1880D7YEA ReturnlLength= dword ptr -134h
1888D7EA var_138= byte ptr -13Bh
1880DFE@ var_128= dword ptr -128h
1888D7EQ var_11C= dword ptr -11Ch
1880D7EA var_118= dword ptr -118h
1888D7EA var_114= dword ptr -114h
1880D7EA var_118= dword ptr -118h
1800D7E@ Filename= byte ptr -188h

1800D7EQ

1888DFE@ push ebp

1888D7E1 mov ebp, esp

1806D7E3 and esp, BFFFFFFF8h
1888D7E6 sub esp, 14Bh

18808D7EC movw edx, ecx

1888D7EE lea ecx, [esp+148h+var_130]

18088D7F2 push esi

1888D7F3 push edi

10088D7F4 call decode_section_xxxx
10808D7F9 test eax, eax

1088D7FB jz finish

v
[l s 5
18880861 mov eax, [esp+148h+var_1140]

We can see a stub similar to the previous Petya:

F )

[D] Dump - Setup:sococ T3F54000..73FSBFFF [ |- =] ]

YAFEEEZE| AR 28 20 44| 45 B3 54 52 4F 59 2@ 41 4C 4C 2@ 4F| . DESTREOY ALL O
TAFEEEZHE|( 46 2B 59 4F|EE B2 2@ 44 41 54 41 21 268 5@ 4C 45 F YOUR DATA* FLE
FYIFEEE4E|( 41 52 45 28|45 4E 53 EE B2 45 2@ B4 48 41 54 28| ASE EMSURE THAT

FYIFEEEEHE|E9 4F BEE 52|28 E@ 4F 57 45 52 28 42 41 42 4C 45| YOUR POWER CRELE
TOFEEEEHE| 28 49 B3 28|58 4C 55 47 47 45 44 6D 8A 28 28 49| IS PLUGGED.. I
FEFEEEVE|4E 21 @0 BA B0 BA B8 B8 24 88 20 28 42 48 4B 44| M. . ..., 4. CHED
TIFEEESH|( B2 4B 20 69| FY3 20 V2 65 VYO &1 &9 Y2 69 6E &7 28| 5K is repairing

TAFEEEZHE| Y3 65 63 Y4 6F FZ2 BA BB BB &6C &5 &1 ¥3 65 2B V2| sector..FPleaze r
TAFESEAME| 6E 62 6F GF| V4 28 T3 &F FS F2 ZA 63 6F &0 VA ¥5| eboot wour compu
YAFEEEEH| ¥4 6 F2 21|88 @A ZA 44 65 B3 V2 V9 VA V4 69 6E| tert.. Decruptin
FYIFEEECH| 67 28 V3 65|62 V4 6F 72 88 B0 A0 GA 8@ BA 28 59 g sectol.ae.as W
FIFEEEDHE|6F ¥E 20 &2/ 65 63 61 60 65 20 V& &9 62 V4 69 60| ouw became wictim
TIFEEEEGD| 28 6F &6 28|74 68 65 28 E@ 45 54 B9 41 ZA 52 41| of the FETYA RA
TIFEEEFD|4E 52 4F 40 57 41 52 45 21 80 @A @8 80 8A 28 54 HSOMWARE?..... T
TAFEEFEE| 68 6 20 68|61 FZ2 &4 &4 69 F3 6B ¥3 2A 6F 66 28| he harddisks of

TAFEEF1E( Y9 6F F5 V2|28 63 6F &0 ¥EA F5 V4 65 F2 ZA 68 6l your computer ha
TAFEEFZE| ¥YE BE 2B 62|65 65 EE 2@ BE BE B3 ¥2 V9 FA V4 65| we been encrupte
FIFEEFZE| 64 28 FY 69|74 68 28 61 6E 28 &0 &9 6C 69 V4 61| d with an milita
PSFSSFan| 72 79 28 €7 72 el &4 €5 6D R 29 €5 £E £3 72 73|ru arade.. encry T

s
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In the same section a new PE file is revealed, that turns out to be a DLL of Mischa.

[D] Dump - Setup:oooc 73F54000..T3FSBFFF == R ==
i LL ]

TIFSEAEE| 2R 2A 20 2B 26 20 20 20 20 20 20 20 20 27 20 24 *
TIFCEATEH| 24 24 24 24 24 24 24 24 24 24 20 G0 0A 08 20 24| $355I5Essie. . E
TEFCA4SEH| 24 24 24 24 20 20 20 29 29 20 29 29 20 20 20 20| S55Ee

TEFSE4CEH| 2B 20 20 29 29 20 29 29 29 2B 28 2A 2R 24 24 24 wHEES
TIFSA4RE| 24 2A 2A B0 GA B8 24 24 24 2A 20 20 20 20 20 SO| ek, 5554 P
TEFSA4EG| B2 45 53 B3 28 41 4E 59|28 4B 45 59|21 29 28 28| RESS ANY KEY!
TIFCA4CE| 20 26 20 24 24 24 24 27|00 B9 20 20 20 A BA G| SsSEe.. ..
TEFEEADE| 20 @@ 45 E2 EF 4F E2 21 G0 GA B9 40 5A 9@ G G2 -.ERRORY...HZE.®
FEFEAAES BB GG BB G4 BE OB B8 FF FF OF GF BS G0 08 G0 0O .. #... ..5....
PEFCAAFC BB BE BB 4B G5 G5 BB G5 B9 B8 BB GO BB OB BB GO ..o B..i.........
FEFCACOS BB BE BB BB G5 OO BB GF G0 OF GF G0 05 08 BB B ..o ..e...e.....
FEFCACIG BB BE GO BB GG OO OB ES GO GO B8 GE IF BA GE BB ....... Fr. .. AT A
FIFSctoo B4 @9 CO 21 B8 @1 4C CO 21 54 68 69 73 20 7@ 72 4.=15AL=1This pr
TIFSRSon BF 67 72 61 60 28 63 €1 6E GE 6F 74 28 62 65 28 ogram cannot be
TIFSRSA0| T2 TS GE 2B 69 G6E 28 44 4F 53 2@ 60 6F &4 65 ZE run_in DOS mode.
FEFEEECS B0 B0 BA 24 GO OO DO GF GO DO BB 12 76 84 52 56|, ..f..... .. $5R
FIFEESes| 17 EA @1 B 17 EA @1 BE 17 EA @1 8B ES 21 @1 53 $rOU4IGU$FGRYES
FIFEECTH 17 EA B1 B 17 EE B1 4A 17 EA B1 5B 45 GA 81 57 $rOUSIGJ$IELE. B
FEFSAEEH| 17 EA Bl BB 4E BB B1 5B 17 EA B1 5B 45 OF 61 5D $rOLESOP$FOLEAR] ~

rs

Authors tried to deceive tools for automated dumping of PE files from the memory, and provided fake
“MZ”...”PE” patterns:

(D] Dump - Setup: soooc 73F54000..73FSBFFF o[- 3| ]

TOFSESES| 40 BA B8 BB 66 39 81 7S G0 8B 41 3C B3 C1 81 38|HZ..F98u.GAetis
TEFEESFE|E@ 45 @R BB 74 B2 33 CB C3 B5 8B EC 23 EC 16 53|FE,.t@3LHIGjSgks
TEFSESHE|SE C2 29 40 F@ 56 57 OF CE £9 45 F4 23 D2 ES Co|TeM-UNSSEE-30RE
TSFEES1E|FE FE FF S5 C@ 74 40 GF E7 45 14 9B DA 53 CL 18| 8 LtM=eHds o5+
TEFEESEE| B2 0F OF BT 48 BS £9 45| FS 55 0B 74| 57 BE £0 50| isfiiseeer_ret
TSFSES5E| B8 16 2B F1 96 39 2E 80|79 B1 C7 45 FC 2E 88 G8[ . k+ 03, 29B3ER. . .
TSFSES4E|BE 7S 15 29 55 FC r4 1E|GF BE 84 3E 89 45 FC BF | .uEoURtAwce reERw
TSFSESCE|BE BF 47 2945 FC r4 EE 83 C1 28 53 EE 25 43 3B|2: GOERTUS(&T(C;

After decrypting the payloads, an environment check is performed in order to choose which one of them will be
installed. The process token (resembling the privileges with which the sample was run) is used for choosing which

installation path to follow next.

Reading the token of current process:

18000887 mow [esp+148h+TokenHandle], esi
1008D8 BB movzx edi, word ptr [eax]
10808D8BE lea eax, [esp+148h+TokenHandle]
18060812 push eax ; TokenHandle
108060813 push ] : DesiredfAccess
18080815 call ds:GetCurrentProcess
18880818 push eax ; ProcessHandle
1888D081C call ds:0penProcessToken
18080822 test eax, eax
100880824 j=z short loc_1888D84D
Y
ol e =]
1888D826 lea eax, [esp+i48h+ReturnLength]
1888D82A mov [esp+148h+ReturnlLength], &4
18808D832 push eax ; ReturnlLength
18080833 push L ; TokenInformationLength
180080835 lea eax, [esp+1568h+TokenInformation]
18880839 push eax ; TokenInformation
1888D83A push 14h ; TokenInformationCGlass
18808D83C push [esp+158h+TokenHandle] ; TokenHandle
18080840 call ds:GetTokenInformation
18880846 test eax, eax
100880848 cmovnz esi, [esp+148h+TokenInformation]

J

Choosing between Petya and Mischa is done in few steps. First, the token check is used to get information if the

application is deployed with administrative rights. If it is not, then the it tries to run it’s new copy with higher

Page 6 of 15


https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/06/Mischa_dll_visible.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/06/Mischa_dll_visible.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/06/deception1.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/06/deception1.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/05/read_token.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/05/read_token.png

https://www.malwarebytes.com /blog/news /2016 /06 /petya-and-mischa-ransomware-duet-p2

privileges (using runas command). If this attempt failed, Mischa is dropped (otherwise — Petya).

Dropper comes with a list of Anti-Malware products, which presence is checked before the payload is deployed:

Address |Hed dump ASCII
FIF4FFCF|E9 BA 61 62 62 64 65 66 67 B2 69 &R EB 60 &E &F|YZabodefah ijkmno
FEFAFFPOF| ¥R 71 F2 72 V4 FE V& PP Y2 Y9 VA B8 @@ 53 428 41| pgrstuvwHyz. . SHA
FEF4AFFEF |32 32 34 @8 @@ 53 43 41 32 35 36 88 @0 53 438 41| 224..SHAZSE. . SHA
YOF4FFFF |22 28 294 @8 @@ 53 48 41 35 31 32 80 08 41 &8 &E|S224..5HAS1Z,. .Ahn
VOF4FSAF | 4C 61 62 BB @@ 41 E6 41 53 54 28 53 6F 66 ¥4 FF|Lab..AVAST Softw
FOF4FEIF |6l F2 65 B @@ 41 56 4F @@ 41 ¥6 69 ¥2 61 AA 88| are..AUG.Avira. .
FEFAFZEF | BB 42 69 74 64 BE B6 BE EE B4 £5 F2 BA@ 42 ¥E GC| .Bitdefender.Bul
FIFAF2EF |GG 47 FE 61 V2 64 28 4C ¥4 64 B8 B8 @@ 43 68 65| lGuard Ltd...Che
VEF4F24F | 62 6B BB 6F &9 SE ¥4 B8 B@ 43 4F 40 4F 44 4F 88| ckPoint..COMODO.
FEF4FEEF | @@ 45 B3 45 E4 88 88 @8 @@ 45 20 53 &5 63 ¥E 72| .ESET....F-Secur
FEFAFEAF | AS BB B8 B8 8@ 47 28 44 41 54 41 88 8@ 4B 37 28|e....G DATA..K?
FEF4FEYF |48 6F 60 7@ VY5 74 62 6E &7 BE B8 88 @8 4B 61 73| Computing....Kas
VOF4FSEF | ¥R 65 F2 T3 6B 79 28 4C 61 62 @A BA @A 40 &1 &C|persky Lab...Mal
VIFAFE9F | F7 6l F2 65 62 ¥2 ¥4 65 V3 28 41 6E ¥4 69 20 40| warebutes Anti-H
FYEF4F2AF |6l BC FF A1 ¥2 65 B@ B @@ 40 63 41 &6 E5 EE BA| alware...McAfee.
FESF4FSEF | 8@ 40 62 41 66 65 65 2E 62 6F 60 A8 @A 40 &9 62| .McAfee.com. .Mic
VEFAFECE | F2 6F ¥3 6F 66 ¥4 28 52 E5 &3 FE F2 £9 Y4 79 28| rosoft Security
FEF4FE0F | 43 6C &9 65 AE 74 88 88 @@ 4E 6F 72 &0 61 &E 88| Client...Horman.
FEF4FZEF | BB 58 61 6E &4 61 28 53 65 63 ¥E F2 69 74 79 88| .Panda Security.
VYESF4FSFF | @@ 51 F5 69 62 6B 28 48 &5 61 6C B8 @@ 53 ¥@ 79| .0uick Heal..Spy
VOF4FIEF |62 6F ¥4 28 20 28 53 65 61 V2 63 68 ZA 26 28 44| bot - Search & D
VIF4FIIF |65 ¥3 ¥4 F2 6F 79 28 32 @@ 53 ¥A ¥ 62 &6F 74 28| estrow 2.5pybot
FEFAFIEF |20 28 52 65 61 F2 63 62 2@ 26 28 44 &5 73 ¥4 F2| - Search & Destr
VEFAFIZF|E6F ¥9 8@ B8 BA 4E 6F F2 ¥4 6F 6E 2@ 52 65 63 FE|oy...Morton Secu
FEFAFI4F | F2 69 P4 79 28 FF 69 74 £2 20 42 61 62 6B ¥ FH|ritw with Backup
FEF4FZEF | BB 4E 6F 72 ¥4 6F 6E 28 53 65 63 FE V2 &9 ¥4 79| .Morton Securitw
FEFAFZEF | BB 4E 6F 72 ¥4 6F 6E 49 &E 73 ¥4 61 &C 6C 65 72| .MortonlInstallexr
FEF4FIVE | @@ 55 49 5@ 52 45 B8 88 @8 54 72 65 &E &4 28 40| .WIFRE...Trend M
rEF4FYEF|eR 63 72 oF BE B8 08 G0 858 B8 08 B0 08 00 80 B8| S0 cseseseses

Among strings we can see URLSs for Petya as well as for Mischa. The below part of code is responsible for

generating individual URLs for the particular victim and writing them into the payload:

Fligc20m | o |PUSH EDI Aral = BEREFD24

r116C901 . |CALL Setup.?11&ECEA Setup. 7116ECEA

v11gC20& | . |AOD ESF, 4

71iigc20% | . |LEA EDW,DOWORD FPTR DOS5:[ESI+11]

Fligc20c | o |HMOW ECH, Setup.7116F302 ASCII "http:< petyalinfp2f7gdi.onions""
T116C2E1 . |[CALL SetuD.?llGEEEB

FlIGC9ES | o [MOW DWORD PTR DS:CEBX+141,ERX

T116C3ES . | MO ECH,Setup. F116F9FE ASCII "http:<<petyadsen?dykozn.on ion"
7116C9EE | o |MOW EDX,DOWORD FTR DOS5:CEBA+161]

Tl16C9F1 . | IMC ED=

71lieC9F2 | o |CALL Setup.7l1G6CEZE

F116C%FY | o [MOW DWORD PTR DS:CEBX+151,ERX

T11&C3FA . |MOW ECH,Setup.F116FALE ASCII "http:<smischapukéhyrny2.onions""
7T116C9FF | o |MOW EDX,DOWORD FPTR DS:CEEA+161]

FliacAEz | . | INC EDH

vligCAEs | . |CALLE Setup.Fl1G6CEZE

FligCAEs | o [HMOW DWORD PTR DS:CEBS+1C1,ERX

F11&CABE . | MOU ECH, Setup. 711E6FAZE ASCII "http:~smischabayid2mrehd.onions"
7ligCAlE | o |MOW EDX,DOWORD PTR DS5:CEBA+1@1]

7ligCAl=s | o | IMC EDH

711eCAl4 | . |CALL Setup.?7l1&CEZE

EARE-AninbR=] [=Tn] =T = ph § Cm+um P10 2D

Inside the dropper, Mischa’s DLL (similarly to Petya’s stub) is being filled with additional, unique data. Similarly
to Petya, Mischa gets a random key that will be used in further encryption process. This key is encrypted using

ECC and transformed into a victim ID. Then, part of this victim ID becomes a part of the individual web address.

This unique data is generated by the dropper and (encrypted by a simple XOR based algorithm) stored in a new
section —.xxxx — dynamically appended to the payload in the preparation phase. (If we dump Mischa too early,
without this section, we will get incomplete data and the DLL will not run properly). See below — example of

Mischa.dll with the added section:
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4 [ Mischa.dil A% =2 5 4 9 & D
DOS Header =

@ Dos stub 01 2 3 4 5 6
4 NT Headers 5600 8& 00 00 00 10 00 00
Signature 5610 7& 57 30 &7 && T& 52

File Header 5620 D 3C 50 &4 53 69 55

thm”al Header 5630 41 75 57 48 53 4D SA

. Sectis:r::m” Headers 5640 4B 58 &C 52 2E TE 4F
a3k tet 5650 36 36 €3 T4 05 77 4F
=) EP = 3510 5660 52 45 SA 03 49 48 75

rdata 5670 69 5D 44 &4 13 &7 58

.data 5680 7D &0 &7 &2 2B 3F 20

reloc 5690 33 6C TA 70 &F 37 B4

30008 56A0 EC D7 ED CO 86 EE F2

S6B0 EE E7 B3
56C0 ES EB A9
5600 00 00 00

FE FF EF FE
Bz D7 EC D7
00 00 00 00

At this stage, the victim ID that later is being displayed in the ransom note, as well as the onion addresses are

ready.

After such preparation, Mischa.dlll is injected to conhost.exe and deployed as a remote thread. Below, we can see

the buffer containing the prepared Mischa.dll being written to the memory allocated in the remote process:

TIF41A7F
TIF41AS81

TIF41A53
T3F41ASC
TEF41AS0

T3F41A54

TEF41ARE
T3F41ARZ
TEF41AR4
TIF41AAT
T3F41AAS
TEF41AR0
73F41HHF

72F41AEE
TaF41AET
TIF41AES
TEF41AER
TaF41AEE
T2F41AED
73R4 IREE
4

TEST ESI.ESI

~| JE_SHORT Setup.v3F41R68F

FUSH @

PHSH [ARG. 11

MOU EEX, [LOCAL. &1
FUSH ESI

FUSH EEX
CALL DWORD PTR DS: [<&KERMELZZ. WriteP:

HE, ERE
~| JE Setup.7EF41REF

FUSH @x@

FPUSH B:8

LEA ERX, DWORD FTR DS:[EDI+ESI]
FUSH ERX

FUSH B8: 106860

FUSH 8x8

FUSH EBX
CALL OWORD PTR DS:[<&KERMEL3Z.Createl
FOF EDI

FOP ESI

MOW ECH, ERX
FOF EEX

MOW ESF, EBP
FOP EEF
RETH 05

pEButeshiritten = HULL
EwtesTollrite = 5288 [22528.)
Buffer = DOBDEOEE

Addrezs = BuEFOBEE

hFrocess = BEEBEEGEE (window!
W iteProcessMemory

kerne l32. CreateRemoteThread

0OS: [Y3F4FEES1=FEEICI0E (kernel32.WriteProcescHemoryl

Address

BEaEFaEa1a

BEEFBEsE
BEEFREE G
BREFBETE
BEEFREZE
BEEFaE0E

BEEFBE0E

ARARCARE &

EEEREEEE]

40
EZ
[55]

ag
GE
=]
74
&0
iz
S
5B
5B
SE
[55]
)

Hern dump

CA 98 AR B2 B8 68 B8 B4 BO@ B0 A0 FF FF
B0 B8 B8 G8 08 08 00 40 00 G0 G0 88 88
BB BE BE BB B8 08 B 08 COE H0 G0 B8 88

-~ EAEEABEE || hProcess = BHEEEESEH [window)

CE2EF 98 EESFEERE| | Address = BuGFEGRG

o BEEGFES | BEGFGGGE | Buffer = GEOFHHGH

G OA2OFS5E | oooessaal| ButesTollcite = 5368 (22528.
EEEr R BEPFSac | meeeenos| LpByresiiitten = NULL

S4 e8| AWl o BEZAFSAR | BAEFH00

; ! : BOZEFSA4 | BABEOASE
&E &F| is program canno

f BOZEFSAS | DODOORGE
=opea(ibegounginguos BOZEFSAC | GoB0oaEE

@8 @8 mode. .. 5. .au..
EA 81| $vARUETAUETAUEEE gezaFSBa | BOGE6G5H

; : 3 BEZEFEES | BEo@@maE
En oi|sateceraUpialsra) | J2ZIFEES | Booaaann
ER o1 | [E, oW$zalEsoPeia

: : BEZEFEEC | BBOF4CCC
ER 61| [EABI¢ralEeaudre| | SaZ0fERs | POCdten
e | e BEZEFECH | BABEFEEDE
AE el Tt BETTTAY BEZAFECE | PoB2arcog

Execution (including encryption) continues in the remote thread.

Mischa.dll

Again we can see a DLL using ReflectiveLoader* — just like in the case of Chimera and Rokku (along with other

similarities in the code, it may confirm the theory, that authors behind those projects are the same):
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Offset

4CADQ
4CA4
ACAS
AC AN
ACAC
ACBO
ACBA
ACBSE
4CBC
4CCO
4CC4

Details
Offset
4CCE

https://www.malwarebytes.com /blog/news /2016 /06 /petya-and-mischa-ransomware-duet-p2

Mame Value Meaning
Characteristics 0

TimeDateStamp >730A00E

MajorVersion 0

MinorVersion 0

Mame 6402 Mischa.dll
Base 1

MumberOfFunctions 1

MumberOffMames 1

AddressOfFunctions o4C8

AddressOfNames 64CC
AddressOfNameOrdinals  64D0

Crdinal Function RVA MName RVA Mame
1 1112 640D _ReflectiveLoader@4

*ReflectiveLoader is a special stub belonging to the technique of Reflective DLL Injection. This technique allows

to produce a DLL that can be easily injected into another process. Similarly to a shellcode, such DLL is self-

contained and automatically loads all it’s dependencies.

What is attacked?

Mischa fetches the list of mapped drives (GetLogicalDriveStringsA) and identifies the drive type by a Windows

API function: GetDriveType. It attacks removable, fixed and remote drives.
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ITYYYIHI H 1IIuY LE2pPT 19ou™vdr _ id% )], vda
1000347E lea eax, [esp+i148h+Buffer]
108883482 push Bax ; 1pBuffer
18883483 push 184h ; nBufferLength
18002488 call ds:GetLogicalbriveStringsa
1000348E dec eax
1000348F cmp eax, 1083h
10802494 ja short loc_1808834DF
A J
FIHE]
18883496 cmp [esp+148h+Buffer],
10003498 lea esi, [esp+148h+Buffer]
1888349F j=z short loc_188834DF
vy
loc_10800834A1: ; 1pRootPathHame
push esi
call ds:GetDriveTypen
cmp eax, 2 ; DRIVE_REHOUVABLE
jz short to_encrypt_drive
L J
il
188834A0 cmp eax, 3 ; DRIVE_FIXED
1008083488 j=z short to_encrypt drive
A J
Ll =]
188083482 cmp eax, 4 ; DRIVE_REHMOTE
180883485 jnz short to next
Blacklisted paths:

Windows $Recycle.Bin Microsoft Mozilla Firefox Opera Internet Explorer Temp Local Locallow Chrome

Attacked extensions:

txt doc docx docm odt ods odp odf odc odm odb rtf xlsm x1sb xlk x1s xlsx pps ppt pptm pptx pub epub

How does the encryption work?

Every file is encrypted with a random key. First, using WindowsCryptoAPI function CryptGenRandom 128

random bits are fetched. Then, they are hashed and used to generate the initialization vector.

HFES2466 || . [MOU OWORD PTR DS:CEDI],EEX
. |CALL I:IIJJIZIRD PTR D5: [<&ADUAFIS2. CryptAcqu ireContextAX]| advapi3Z.CryptAcgu ireContentA
HFBE24E5E || . | TEST _ERM
BFEE247@ (] .~ | JHE SHDRT Hlacha BFBE2477
BFB&2472 || . |PUSH -@=3C
BFBE2474 || . | POP ERX BE3BS9ER

BFEE247E || o~ [ JMP SHORT Mischa.@FEE24A6
BFEG2477 (| » |PUSH ESI

BFB&247E || - |PUSH [ARG.21
BFEE247E || . [MOU ESI,[ARG.Z2]
BFBE247FE || . |FUSH ESI Bnga = 128
HEBE247F ) . | PUSH [ARG. 4]
. CALL DWORD PTR DS:[<&A0OUAFPIZZ. CryptGEenRandomi:] advapi32. CruptGEenRandom
BFEEz2422 || . | TEST EAX,ERX
BFBE242A || o~ [ JHEZ SHORT Mischa.BFBE2491
BFBE242C || . | PUSH -BnzC
BFBS245E || . | POP ERX BE3BS2ER

BFBE245F || .~ [ JMP SHORT Mischa.BFBE&249F
BFEE2491 > |PUSH EBX

HF BE 2492 . |PUSH [[ARG.41]
BFESZ4%95 || . |CAEE DWORD PTR OS: [4&%ADUAPIZZ.CryptReleazeContent ] advapi32.CryptRe leaseContent
GFEEZ45E || - |HOU DWORD PTR DS:[EDII,ESI
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Apart from the above few calls, Windows Crypto API is not used for the cryptography. Instead, all is implemented
locally (just like in case of Chimera and Rokku). Below — fragment of the local implementation of function SHA-

256, containing typical constants:

18002404 sub_ 108862474 proc near

18882404 Xor eax, eax

18002406 mov dword pty [ecx+8], GABYEGGHTH
180082400 mov [ecx], eax

188024AF mov [ecx+L4], eax

188082482 mov dword ptr [ecx+8Ch], BEBGYAESSh
1080082489 mov dword ptr [ecx+18h], 3CA6EF372h
1880824CH mov dword ptr [ecx+14h], BAS4FFS53AhN
180024C7 mov dword pty [ecx+18h], S18ES27Fh
180024CE mov dword pty [ecx+1Ch], PBO5688Ch
18002405 movw dword pty [ecx+28h], 1F83D9ABH
188824DC mov dword pty [ecx+240h], SBEBCD19h
1880824E3 mov [ecx+68h], eax

188024E6 retn

188024E6 sub 188024704 endp

File content is read in portions — 1024 bytes at once:

and then, encrypted by the locally implemented algorithm:

K]
TABRATET crypt mext:
10003781 lea edl, [ebprBufFer]
THRNG TS xor edx, edx
TEB027 89 add edi, ebx
vi
=
100037 &
1HRBA7EE loc 1BRAET0E :
10003780 lea eax, [ebpeuar_5@]
100837 AE add eax, edy
100083718 now cl, [editrax)
10003713 xor cl, [eax]
10003715 add Bax, ehx
108083717 inc i
1000371E now [EDFI‘E-BH"E'I'IC‘EHFFE‘I'].. cl
THRNEVIFE cop edx, 1@h
10003722 jl short loc_ 10083708
| | 4 g =
L
il e =]
10083728 add esi, ebx
10003726 lea rcx, [ehprear 208
10003720 push esi
10803720 now edx, esi
1800372F call _crgpt_block
10003730 lea edi, [ebpruar 50]
1ABRAT7AT add ehix, 18h
10003738 sub [ebprreadiize], 10h
1A003 73E novsd
18002 73F pop BLXK
10083748 mowsd
1RRRETHY nowsd
10003742 novsd
10803743 now esi, [ebp+var H]
18002746 jnz short crypt_jnexi
| |

L
Encryption process is divided in 2 phases.
Phase 1:

Each 16 bytes of the read chunk is preprocessed by XOR with a 16 byte long buffer:
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BF&E3EFE (] . MOy [CLOCAL. 21, ESI
BF&E3TEL > LER EDI,[LOCAC.E4=22] content_buffer
BF&EITEF (] . ®OR ED, EDw
BF&E3TED (] . ACD EDI, EEX

> LEA ERX,[[LOCAL.Z2H]

o HOO ERAw, EDNA
g Fla MOW CL,EYTE PTR DOS:[EDI+ERX] content[i]
BFEES?IS #OR CL,EYTE FTR OS:LCERX] randor_bufLil
BFEEETIE ACOD ERH, EEX
HFEE3TLT INC EDH

MOU BYTE PTR S5: CEEF+ERX-8:DES],CL outputlil = content_bufferlil © randorm _buflil

BFEESTLF CHMP _ED, Bx 1@ i< 187
BFEE3TER & JL SHORT Mischa.EF&ES7EE
4|
CL=C4 ("-"
S5: [BO210EDBI=28 (" ")
Address [Hex dump ASCII
BA13FE23|B2 F2 BF 8A 21 CA C2 EA 4E EE 22 27 F& DA OC &8( | 1ﬁ1—TrN*"c-r-h
BO1SFE48[C5 82 30 89|28 05 69 9925 95 09 008 B9 B9 08| Si=. (.. (s

At first, as the XOR key a random buffer is used. For next portions of data, the output of the second phase

becomes the XOR key (it is a characteristics of Cipher Block Chaining — CBC)

Phase 2:

The output of phase 1 is passed to another encrypting function:

BFEESEF?

BFES2EFE || .
BFEcITEl || ¥
BFECcITAF || .
BFEEZTED |,
BFESSTEE || ¥
BFESITEE || .
BFECIT1E

BFESSTIF
BFELIT22
BFECIT24
BFESSTZE
BFESITEC
BFECIT20

BFESSTI4
a7

& EB
ERY. [LOCALT2E]

[LOGAL. 21, E51
rLEA EOI, CLOCAL. 4351

5
A ERX [LOCAL. 281
EAH, EOX
CL.EYTE PTR DS:[EDI+ERX]
CL.EYTE PTR D5:[ERAX]
ER:, EBX

EDH
BVTE PTR S£5: [EEF+ERK-E:DEG] . CL

SLT SHORT i scha. BFBE370B
AOD ESI,EEX

LEA ECK, ELOCALIIEE]

FUSH ESI

Mol EDOK

BALL i 2cha, BFES1 3¢

LEA EDT,[ELGCAL. 263

AOD EBN,Gu10__

content_buffer

next_character

out_buffer

crypt_block

BFES1956=Mizc

ha. BFBE1956

Address | Hex

RECIT

A6 1 EESE
B31BERAD
61 BESER
9@1BERCA| D

o
i}
F
3

dump

B C1 CE|4F FBE 4C 22|71 25 AC F&| 20 C4 EBY 10O
¥ &0 EB EF HE £9 @F|AY CB £1 14 9E EE EE E?
F 48 24| &8 D4 ZC 92/ 35 SE CD 81| 2B 94 26 FS|o
g A2 6B|AR 5@ 25 AS|Ct ER 62 28|C3 54 F6 33

Jehril bquc+—EH#
#IJﬂézeﬁéLQﬂXtﬁl

=i 3
ﬁSe& C/E+rl FT -5

- BA1EES30

GEIEEZSE |- GROEEE0L

GERIRFSSE | FOQrFRAE

[
. ASCIT "ullZebtSbog?aBdUlym, ™

This block cipher processes 16 bytes of the input and gives as a result 16 bytes of encrypted output. Encryption

involves a 16 byte long key (that was hardcoded in the appended section) — in a given example it is
vW2ebtSboq7gBdUU.

Notice the same key saved inside the .xxxx section (client ID — stored just after that — represents the encrypted

form of this key, that only the attackers can decode):

@ Dump - Mischa: xcoc OFBGE000..0FBEEFFF

HFEGEAEE
BFECEELAE
BFEGEEZE
BFESEEZE
BFE&EE4E
BFECEESE
HFEGEESE
BFEGEETE
HFEGEE2E
BFECEE2E
BFEGEERE
BFECEEER
BFE&EECE

vll.IEEbt Sbuq?gBdLlLl il

b Gk Fw2h By adin
CUJROYETHWE i 2GR
ozLL2dWwFtFHEzZku
24 L607FphY2h  FRIE X
ggilaséMy'inh id4y
LugF2GGEgi2982FA1
http:~«mischapuk
shyrnvZ.on ion-4G
JRkF.http: s rmisc
haGrwinzZmrhd.on i
on<dELiRKF

As long as Mischa is running, this key is in memory in open text. But once it finishes, this data is being destroyed

and only the encrypted form of the key is left — user receives it in the ransom note. (It is somehow similar to the
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logic of Petya).

Encrypted chunks are being written into the file one by one:

10083765 mov esi, eax

10883767 moy edi, 1824

10003760 lea eax, [ebp+0verlapped]

10003 76F movw [ebp+Dverlapped.hEvent], esi

10083772 push eax y lpOverlapped
18883773 push H + lpHumberOfBytesWritten
10083775 push edi » nHunber0FBytesToWrite
18083776 lea eax, [ebp+encBuffer]

10083770 push eax y lpBufFer

18803770 push [ebp+hFile] ; hFile

10083780 call ds:WritefFile

After the full file is encrypted and the content stored, additional data is appended at the end.

v Y

™

10063850

1008385C inline strlen:

10008385C mov al, [ecx]

10083B5E inc BCX

1000385F test al, al

10083861 jnz short inline_strlen

| |

"™E
18083863 sub ecx, edx
10003865 lea eax, [ebp+*0verlapped]
18083868 push Bax 7 lplverlapped
10803869 push ebx v lpHumber0fBytesWritten
1006386A mov ebx, [ebp+hFile]
10003860 lea eax, [ecx+15h]
10083870 push Bax ; nHunberOfBytesTolrite
10003871 lea eax, [ebp+*Buffer]
10083877 push Bax 7 lpBuffer
10003878 push ehx y hFile
10063879 call ds:WriteFile
1000387F test 2ax, eax
10083881 jnz short loc_ 10083899

Then, file is moved under the new name.

TR L R e PR

AFEESEC0 || . |LEA EAX, CLOCAL.SE4]

AFEe2202 () . | FLISH ERX MewHame = "Crwspinssedtrassspinadi-vspluginssreadme, tHt . 050"
. |FUSH ESI [EHlstingHame = "Civspinsertrasspinads—wspluginssreadme ., trt™

AFEESE0S || . | CALL CWORD PTR DS:[<{&KERMEL3Z.HMowsFileR:] MoweF i leA

BFEESE0E || . | MO EDX,.EDI

oFeezanD || o |HQU ECHIEST

Let’s have a look at the appended data and it’s role in decoding the file. At the end of the encrypted file we can
find:

1. Length of the original file (0x528 -> 1320)
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,@ readme.bet. 400

Cffsetc(h) 00 01 02 O3 04 05 06 O7 08 05 0A OB OC OD QE OF

00000700 »E8. 'u. . "«$BTL) 1
00000TED «@EE37 . I—t.»tlh
00000TFD bIbA w3.4/E".V!.
00000800 [[.. Jprziigfen~ns:
00000810 600nb4QiQkFw2hau
00000820 341xCUJRDYETNWEL
00000830 XGRuozLL2dWwFcFM
00000840 Ezku24i6D7ph¥2ht
00000850 TQZXggilxxZNYlnh
00000860 1iJ4YLygF2GGgizZa0
00000870 8EAL"

2. Initialization vector — the random buffer of 16 bytes, that was used to initialize the XOR cycle:

I@ readme.tct 400 |

Offset(h) 00 01 02 O3 04 05 06 O7 OB 095 OA OB OC OD OE OF

QQo007C0 3D FZ2 56 3B
Q0000700 8B 84 Fe 13
Q00007ED AR LE E& B3
Q00007FD 62 8D CF C1

=AV:yim} . Aa0fY%
»36, ‘1. . "=SETL) L
#®EEZ3 -1 . »0lk
pIDi w3.3/E".V!,

00000800 28 05 00 00 (...pAZS1EAeN~"3
00000810 EOfHo4QiQkFw2hau
00000820 61 34 31 78 241xCUJRDYRTNWEL
00000830 58 47 52 75 XGRuozLL2dWWETEM
00000840 45 TA 6B 75 Ezku2416D7ph¥2nt
00000850 37 51 5& 58 7QZXogilxxZNYlnh
00000860 69 4A 34 59 1J4YLygF2GGgiZI0
00000870 38 66 41 31 BfR1"

3. Client ID (as mentioned before) — that is encrypted key which was used for the second encryption operation. In
the above example, this key was: vW2ebtSboq7gBdUU

5] readmebedQjQ ‘

Cffsec(h) OO0 01 02 O3 04 05 O 07 08 09 0& OB OC OD OE OF

000007C0 3D F2 56 3B 79 87 6D 7D AD C3 FA 9B D4 66 59 89 =aV;vim}.da»0fv%
000Q07D0 SBE 9& Fe& 15 91 BS 04 1F S5E AE 24 DF 37 BC 29 31 »34. ‘u.."x5R7L)1
00O0QO7ED AB AE E6 B3 F7 33 60 7F 6A 97 FE 04 BE FE 31 DF «®ciZ3".j—t.=tlh
000007F0 &2 BD CF C1 S5F 77 S& 13 E4 2F 45 A8 0B 56 21 00 bi'ﬁﬁ_wﬁ.ifE".V!.

00000800 28 OS5 00 00 B3 F2 BF S84 31 CL C2 EL 4E SE 22 87 (...:Az31FAenN~m2
00000810 F6 2 6L 6B 32 68 3 60Unpb4QjQkFw2ney
ocoooszo  [30 T8 43 55 4A 52 44 59 4B 54 4E 57 6B GONTCEE sty eni)el
WOLDOEEDIC S 47 52 75 6F 74 4C 4C 32 64 57 77 46 74 46 4DfAERtteranddsivitianas
WOLDLEEIAS 74 6B 75 32 34 69 36 44 37 70 68 59 32 68 T4 ELELdigssis e
WGLDLGEE=7 51 SR 58 67 71 69 31 T8 T8 SA 4E 59 31 6E GE[rleraalealbb e vALRabse
00000860 [ERCHETET 67 46 32 47 60 SR i J4YLygF26GgiZaq
00000870 ElpRas 31 B rnal-

Having the important pieces of data — initial XOR buffer and the decrypted key — full process of encryption can be

reversed by the attackers.

Conclusion
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Mischa, in contrast to Petya, is yet another typical ransomware. It is well packed and written cleanly, but the core
looks simple. We didn’t find any novel or unexpected features inside. It seems like the main focus of the authors
was Petya, and Mischa was added just as a failsafe. However, even if it is simple, it plays the planned role pretty
well. When the user rejected the request of elevating application privileges, he/she will probably not expect the
application to be running at all. But this is the event that makes Mischa deploy it’s sneaky attack. In fact it may
have more painful consequences than the attack of Petya. In case of Petya, some part of the disk content can be

recovered using forensics tools — but with Mischa it is not possible.
Appendix

http://www.bleepingcomputer.com/news/security/petya-is-back-and-with-a-friend-named-mischa-ransomware/ —

Bleeping Computer about Mischa

/blog/threat-analysis/2016/04/petya-ransomware/ — about the previous version of Petya

Petya and Mischa — Ransomware Duet (Part 1):

/blog/threat-analysis/2016/05/petya-and-mischa-ransomware-duet-p1/
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Unpacks malware with as much joy as a kid unpacking candies.
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