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S Tool: Tempting Cedar Spyware

Names

Category

Type

Description

Information

Malpedia

Tempting Cedar Spyware
TemptingCedar Spyware

Malware

Reconnaissance, Backdoor, Info stealer, Exfiltration

(Avast) Tempting Cedar Spyware was designed to steal information like contacts, call logs,
SMS, and photos, as well as device information, like geolocation - in order to keep track of
movements - and was capable of recording surrounding sounds, including conversations

victims had while their phone was within range.

<https://blog.avast.com/avast-tracks-down-tempting-cedar-spyware>

<https://malpedia.caad.fkie.fraunhofer.de/details/apk.tempting _cedar>

Last change to this tool card: 28 December 2022

Download this tool card in JSON format

All groups using tool Tempting Cedar Spyware

Changed

Name Country Observed

APT groups

2015

M

Tempting Cedar Spyware

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=63611218-2747-4e54-8f13-576573eadbd0
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