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Recently in Japan, there has been an increase in Smishing attacks that abuse Duck DNS. In this blog post, I will be
investigating one of these Duck DNS smishing attacks. The one analyzed here impersonates a mobile payment

system.
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The message says,
[FIFRFLE T4 ] KDDIRFIALKIE HFALDESEEL, http:/Ihuyykzzlv].]Jduckdns.org
Which translates to,
[Suspension Notice] Please pay the unpaid KDDI fees. http://lhuyykzzlv[.]duckdns.org

Upon access, it leads to a blank page. Inspecting the element will show that it leads to another DuckDNS page.

Press enter or click to view image in full size
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This page has an IP of 45.12.138][.]87.
Press enter or click to view image in full size

Protocol Information

DNS Standard query Oxbc3a A lhuyykzzlv.duckdns.org
DNS Standard query response 8xbc3a A lhuyykzzlv.duckdns.org A 45.12.138.87

According to VirusTotal’s Passive DNS Replication, it has many other Duck DNS domains associated with it.

Press enter or click to view image in full size
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It then led me to another Duck DNS page. Inspecting the page showed that the next redirect will differ based on
the User Agent. For an iPhone user agent, it will redirect to another Duck DNS page. For an Android user agent, it
will redirect to 181.html

Press enter or click to view image in full size
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This page also has an IP of 45.12.138[.]87.
Press enter or click to view image in full size

DNS Standard query 0xd813 A aogxswzrsn.duckdns.org
DNS Standard query response 8xd813 A aogxswzrsn.duckdns.org A 45.12.138.87

Android User-Agent

Under the “Network Conditions” tab in inspect element, I set the User-Agent to,
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Mozilla/5.0 (Linux; Android 6.0; Nexus 5 Build/MRAS58N) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/109.0.0.0 Mobile Safari/537.36

Press enter or click to view image in full size

Styles Computed Layout EventListeners DOM Breakpoints Properties  Accessibility

Filter shov .cls + & [
:+ Console Network conditions x Sensors *
Caching (C] Disable cache

Network throttling No throttling -

User agent (] Use browser default

Chrome — Android Mobile

Mozilla/5.0 (Linux; Android 6.0; Nexus 5 Build/MRASSN) AppleWebKit537.36 (KHTML

» User agent client hints @

Accepted Content- Use browser default
Encodings deflate [/ gzip 7 br

For an Android User-Agent, it will first lead to /181.html

HTTP GET / HTTP/1.1

HTTP HTTP/1.1 200 OK (text/html)
HTTP GET /181.html HTTP/1.1

HTTP HTTP/1.1 200 OK (text/html)

The stream for the 181.html GET request shows that it will redirect to another Duck DNS page.

Press enter or click to view image in full size

ET /181.html HTTP/1.
Host: aoguswzrsn.duckdns.org
onnection: keep-aliv

pgrade-Insecure-Requests:
ser-Agent: Mozilla/5.8 (Linux; Android 6.8; Nexus 5 Bulld/MRASSN) AppleWebKit/537.36 (KHTML,

169.06.0.0 Mobile Safari/f537.3
ccept: text/html,application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, *
*:q=0.8, application/signed-exchange;v=b3;g=0.9
Referer: http://acgxswzrsn.duckdns.org/|
ccept-Encoding: gzip, deflat
ccept-Language: en-Us,en;q=e.

like Gecko) Chrome/

Press enter or click to view image in full size

HTTP/1.1 288 0
ontent-Type: text/html

ontent-Length: 21
onnection: clos
erver: ngin
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Press enter or click to view image in full size

Accept-Ranges: bytes)

'doctype html>

document. location. href

([ </script

</body:
Shtml

The final Duck DNS page has an IP of 199.167.138[.]24.

» General
Request URL: http://lajampjjes.duckdns.org/2index. php
Request Method: GET
Status Code: @ 200 0K
Remote Address: 199.167.138.24:80

Referrer Policy: strict-origin-when-cross-origin

The IP 199.167.138[.]24 also has many Duck DNS domains associated with it.

Press enter or click to view image in full size
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This final Duck DNS page shows a fake AU page with the following prompt,
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Which translates to,

Malware was detected on your device. Please be sure to download and install the “KDDI Security Free

Edition App”. Please note that if you do not, the call service may be suspended.

Press enter or click to view image in full size
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Clicking on X~ (next) will lead to a download page. Scrolling through the page will show the install

instructions.

Press enter or click to view image in full size
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Clicking on “Download” will download a file called KDDI.apk

Press enter or click to view image in full size
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This KDDI.apk is flagged as malicious by multiple vendors on VirusTotal.

Press enter or click to view image in full size
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This file contacts multiple URLs, domains and IP addresses.
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JoeSandbox detected KDDI.apk as malicious, and many suspicious behaviours can be seen.

Press enter or click to view image in full size
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KDDI.apk makes various permission requests such as android.permission.SEND_SMS ,

android.permission.CALL_PHONE , android.permission.WRITE_SMS

Press enter or click to view image in full size
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The full analysis on JoeSandbox can be found here,

iPhone User-Agent

Under the “Network Conditions” tab in inspect element, I set the User-Agent to,

Mozilla/5.0 (iPhone; CPU iPhone OS 13_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like
Gecko) Cri0S/109.0.0.0 Mobile/15E148 Safari/604.1

Press enter or click to view image in full size

: Console Network conditions x Sensors x
Caching (C] Disable cache
Network throttling No thrattling -
User agent [C1 Use browser default
Chrome — iPhone =

Mozilla/5.0 (iPhone; CPU iPhone OS 13_2 like Mac OS X) AppleWebKit/605.1.15 (KHTNV

» User agent client hints @

Accepted Content- Use browser default
Encodings deflate [ gzip [ br

It leads to index.html , however, “404 Not Found” was displayed.

Press enter or click to view image in full size
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Inspecting the headers showed the following,

Press enter or click to view image in full size

Name # Headers Preview Response Initiator Timing Cookies

[ leatpldmbe.duckdns.org » General

=l leatpldmbe.duckdns.org Request URL: https://leatpldmbe.duckdns.org/index. html

i S Request Method: GET

Status Code: @ 200
Remote Address: 86.38.4.25:443

Referrer Policy: strict-origin-when-cross-origin

» Response Headers

access-control-allow-credentials: true

access-control-allow-headers: Origin,Authorization, Access-Control-Al
Llow-0rigin,Access-Control-Allow-Headers, Content-Type, X-Teken, X-Re
quested-With , withCredentials

access-control-allow-methods: GET,POST, PUT,DELETE, OPTIONS
access-control-allow-origin: *

3 requests | 981 B transferred access-control-expose-headers: Content-Lenath.Access-Control-Allow-
il 4 3

This page has an IP of 86.38.4[.]25, and has many other Duck DNS domains associated with it. A lot of them are

flagged as malicious on VirusTotal.

Press enter or click to view image in full size
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Since I could not access the site’s contents, I went to the Sensors tab and set the location to Tokyo , with the
Locale setto ja-JP

Styles Computed Layout EventListeners DOM Breakpoints Properties  Accessibility

Filter thov .cls + g [
: Console  Network conditions Sensors x x
Location 1 TDk:l'U - Manage

35.689487 Latitude
139.691706 Longitude
AsiaTokyo  Timezone ID

ja-JP  Locale

Crientation Off i
0 o (alpha)
0 B (beta —
0 ¥ (gammay)

Reloading the page leads to a fake AU page that asks for the user’s mail address, phone number, and name.

Press enter or click to view image in full size
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I entered some fake credentials and had to select a payment method. There seemed to be multiple payment

options, but everything except &f V¥ =X— (Electronic money) was crossed out.

Press enter or click to view image in full size
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Submitting the credentials leads to a page that says the payment must be made using VU 73 , whichis a
prepaid card.

Press enter or click to view image in full size
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It then prompts the user to enter the VZ'J 71 (prepaid card) numbers.

Press enter or click to view image in full size
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VZFU 71 isa Visa prepaid card that can be used online. More details on VZ¥'J 71 can be found below,
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Duck DNS behaviour

The redirect link changes very frequently. The first link is lhuyykzzlv.duckdns|.]org in this case, but it redirects to

a different Duck DNS link every few mins-hours.

Press enter or click to view image in full size

@ lhuyykzzlvduckdns.org x  +

< 2 A Notsecure | lhuyykzzlv.duckdns.org

® 0] Elements  Consdle SOuWcEs  Networlk  Perormance Momody

a charscts"utf.B°x
<titlesc/ritlas
</ head>
w <bady=>
=scripts> document.location.href = “http://mzanzpygwq.duckdns.org®™: </scripts == 50
</ Doy
</html>

The second link’s redirect will also change every few mins-hours.

Press enter or click to view image in full size

@ mzanzpyqvg.duckdns.org ¥ | +

€ > (& A MNotsecure | mzanz q.duckdns.org
= Elements Console  Sources  Network  Perlormance  Memary  Applcation  Sec
<html>

k zhead=—=/heads

wbody>
vescripts
if(navigator.userigent.match(/ (iFhone) /i) {
document. Locatien.href = “http://gxhlzadhar.duckdns.org®:
} else if (navigator.userAgent.match(/(Android)/ 1)} {
document . location.href = =198.html";
} 56
</SEripte
=/ body=
</html=

The first and second Duck DNS domain has an IP of 45.12.138[.]187, and has many Duck DNS domains associated

with them.

Press enter or click to view image in full size
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1 (1) 1 security vendor Bagged this IF address as malkious i

M 4512 13857 (4512 828 0/ U

AS 3 | DEDPATHALLE )

W Commnay S
DETECTIOH DETAILS RELATIONE COMMURITY

Spin the VT Community and enjey addéonal community insights and covdsoenoed delechons

Baisivs ONS Roplication (200) (@

Date resslved Gatactions Hasatvar Bamala

20230217 )BT irusFomal nOgy AN Quckdns ong
03302417 1 NirusTotal wieghhjwip duckdns. oy
20230217 01 B NarusTotal Hegrgp duckdns org
20230217 1 F88 WirusToml aaguynawE ducking o
;3027 188 WinusTotal trwweitians. ducking. o
o017 1188 NrusTotal beredbendirg duskcng org
e i 188 irusTeeal [pichoen® duciins ey
HEE1T | 1B NirugTotal stk gugking. sy
HP0217 1188 NarugToal A enehl dutha G
20230217 1188 arusToml Kgurtyuindy tuskaing. o
0230217 0/B8 NirusTomal scebusgoin duckdes ong
20230217 ) NauaTorsl AT duhilng deg
20230217 0ieg \irusToasl St Suckana g
20FILEAT 1 Bg “irusToal sqapuoritsu duckans org
H0EIA2AT 1A NirusTotal atprnbgmwduckdne org
20230217 Y “irusTotal wngaIme duckins.org
20230217 )i irusTFosal micwyhdddn duckins. o

As Duck DNS is a free dynamic DNS, it is often abused for malicious purposes like in this case.

Press enter or click to view image in full size

ol Duck DHS
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Sign in with Persana (w) Huty Hm-.mnm
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free dynamic DNS hosted on AWS

with Reddit is no maoreg - legal request
support us: become a Patreon

Donata ([ELEED 16gHnv N TipF STavMio OVAFxUkkehdicUs | @ poh-zon m

Terms of Use
Privacy Statement

Conclusion

In this investigation, it was found that the behaviour of the smishing attack differs based on the User-Agent, and
abuses Duck DNS. Multiple redirects are made before it reaches the fake AU page. Accesses from certain

locations will prevent the fake AU page from loading.

e Android User-Agent: Redirects the user to a fake AU page, and downloads a malicious file called
KDDI.apk
o iPhone User-Agent: Redirects the user to a fake AU page, and asks for the user’s details, and V/'1) /3

(prepaid card) numbers.
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The behaviour of this smishing attack is similar to the one analyzed in my other blog, where it abused Duck DNS
and changed behavior based on the User-Agent.

So if you receive an SMS message that uses Duck DNS, please be careful!

Source: https://systemweakness.com/investigating-a-fake-mobile-payment-smishing-that-abuses-duck-dns-d07c72468ba8
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