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GhoOstRat Anti-Debugging : Nested SEH (try - catch) to Decrypt
and Load its Payload
Published: 2021-02-22 - Archived: 2026-04-05 21:40:47 UTC

SEH tricks is not a new Anti-Debugging trick. So many malware already used this to make the manual debugging
of its code time consuming and confusing. Today I will share how GhOstrat malware make use of nested SEH

exception (try{} catch) as anti-debugging trick to hide its decryption routine.

This article is not to tackle the full C++ Exception Internals, but to share how IDAPRO really helps me in
analyzing this type of anti-debugging tricks statically. :)

So lets start!!!

SEH:

Structure Exception handler (SEH) is one of the classic Anti-debugging tricks used by malware. where it tries to
abuse the mechanism provided by operating system in managing exceptional situation like reference to a non-

existence address pointer or execution of code in a read-only page.

This is done usually by locating the pointer to SEH linked list in the stack known to be the SEH frame. The
current SEH frame address is located in 0x00 offset relative to the FS (x32 bit) or GS selection (x64 bit).
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26] Uint4B
5] Uint4B

1id

_ACTIVATION CONTEX

ionCallbackPrevio c : Uint4B
onCallbackP Sp : Uint4B
UChar

figure 2: The EXCEPTION_REGISTRATION_RECORD in FS[0]

When the exception is triggered, control is transfer to the current SEH handler where it will return one of the
_EXCEPTION_DISPOSITION members.

In this GhOstrat variant it used nested SEH (try{} catch{}) that serve as anti-debugging tricks to make the

debugging more confusing or let say more time consuming if analyst didn't notice the SEH.

Page 2 of 12


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhH19bRhE6iJBOsgtFnOfj20udA9zlPpl97DY9b0asoiQNO7aEBIkPl0b2r3JpUi2j43BTwIVZ8yfUVQdNNHTiuazfdrJbhBKBRK0lXXL1qUBd2uCByBrsPqnyu39kPrPBTfhKvpH9MQVM/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhH19bRhE6iJBOsgtFnOfj20udA9zlPpl97DY9b0asoiQNO7aEBIkPl0b2r3JpUi2j43BTwIVZ8yfUVQdNNHTiuazfdrJbhBKBRK0lXXL1qUBd2uCByBrsPqnyu39kPrPBTfhKvpH9MQVM/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhJZuOA79_lGoVLT7T4zc3tF1DpsKAcaCu08Q0z0xP7Eh54tsCyqhXGU_FiGmpda-GXbbC2Q3AIIWl1J234GJvn6r6k5Gp_0kc1XPbJQjtiMK4bm-KT0jWGdFurPdI9QvwHr8Z9SvPM1Hc/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhJZuOA79_lGoVLT7T4zc3tF1DpsKAcaCu08Q0z0xP7Eh54tsCyqhXGU_FiGmpda-GXbbC2Q3AIIWl1J234GJvn6r6k5Gp_0kc1XPbJQjtiMK4bm-KT0jWGdFurPdI9QvwHr8Z9SvPM1Hc/

https://tccontre.blogspot.com /2021 /02 /ghOstrat-anti-debugging-nested-seh-try.html

GhoOsrat: Nested SEH to decrypt its payload:

The sample we will use here contains a big data section where the encrypted ghOstrat payload located. we will

notice that using DIE tool or PE-bear that visualized the size of each section with quite high entropy same as text

section.

Reload

Save diagram

PE Header("0.560985")
Section0(". text 469017
Section1(".rdata")("3.¢

Section3(".rsrc”)("1.45152")

40,000 60,000 0 140,000

figure 3: high entropy of data section

we all know there are so many faster way to bypassed this anti-debugging technique like monitoring the TIB
offset 0x0 dynamically for next SEH or dumping process. In our case I will just want to share how IDA PRO will

help you a lot in this case in traversing "FuncInfo" structure since IDAPRO resolved most of this SEH structure.

when you try to load the sample in debugger and breakpoint on some API let say, you may encounter some

exception error shown in figure below. This is also a good hint that it may use SEH technique.
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& cru & Graph | 47 Log [ Motes ® Breakpoints  ®# MemoryMap [ Cal

FGf=—>0| SB4C24 54 mov ecx,dword ptr s=:[esp+
e 74B3B0O26 33CC KOF eCX,esp
®| F4B3B028 ES A3430000 call kernelbase.74B3F3D0
& 74B3B02D 8S8BES mov esp,ebp
& F4B3IBO2F D paop ebp
®( 74B3IB0O30 C2 1000 EEE 10
#| F4EIB033 836424 10 00 and dword ptr ss:fesp+10{,
(| 74B3B03E ~ EB DE jmp kernelbase.74B3B018
& 74B3BO3A 6A OF push F B
®| F4BE3IBO3C -] pop eax hd
*le > d
ecx=3

dword ptr [esp+54]=[0019FEGC]=65BCC3IED

Lexti74B3B022 kernelbase.d11:$11B022 #11A422

]

§% Dump 1 4% Dump 2 24 Dump 3 B4 Dump 4 2% Dump 5 @ watch 1 4[th]I
Address | Hex ASCTI Y
F7331000 (36 00 38 00(A4 €4 22 77 |1C 00 1E OO |20 C4 33 77| 6. 5. 0A3W. ... P
7733101028 00 2A 00|44 C4 23 77 (34 00 36 00 |0QC C4 23 77 [.*.QA3W4.E..
77331020|1E 00 20 00(EC C3 23 77 (1A 00 JC 00RO C3 33 77|.. .1A3w....D
77331030\ 18 00 JA QD B4 C3F 23 77(20 00 22 00|20 C3F 33 77(.... Azw ...
7733104030 00 32 00|QC CZ 23 77 (2C 00 2E 00| 2C CF 23 77 D.E.HA3W,...J
F7F331050|20 00 22 00|08 C2Z 23 F7(AB Q0 JA QQ|EC C2 23 77 L i [ B |
77331060 |10 00 12 00D C2 23 77 (00 OO0 Q2 Q0|90 oD 33 77 N - ¥, 1 1
F7331070|0E OO0 10 OO|20 82 33 7F7|0C OO0 OE OO|10 82 33 Fr|.... 3W.....
F7331080|06 00 O8 OO|EQ 81 33 77|06 00 O8 00|00 82 33 F7|lea. e O.3Wauua.
7733109%0| 06 00 OB OO|ES 81 23 77 (06 OO0 OB 00|08 B2 23 77(.. n.3w....:
FF3I310A0|08 00 0OA 00|54 F7 33 77|22 00 24 OO0 eeeTWIW . E. B W
< I : - L
L | | W’L
Zommand:

Paused  ||First exception on 74836022 7353, CPF_EH 1

figure 4: exception during debugging

by further checking its code using IDAPRO I notice that it uses nested SEH. yes a nested try{} catch{} exception
handler to decrypt its payload. at the entry point of the malware code you will notice right away the first exception
handler function registered to FS:0. Exception will be trigger by calling "call __CxxThrowException" API.
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Jtext:eess2aea ;  unwind { S/ _WinMain@le_SEH

Jtext:ead4a2400 push ebp

Jtext:ae4e2481 mowv ebp, esp

Jhext:eedaz4as push @BFFFFFFFFh

Jtext:ae482485 push pffset WinMain@l6_SEH

Jtext:pada2aen mowv eax, large Ts:8 l'\
Jtext:eped4e2418 push eax [ ehfuncinfo
Jtext:ae482411 mowv large fs:2, esp

Jtext:8ed482418 sub esp, 8

Jtext:Be48241B push ebx

Jtext:ee48241C push esi

Jtext:ee482410D push edi

Jtext:B8848241E lea eax, [ebpt+pExceptionObject]

Jtext:ae482421 mowv [ebp+var_18], esp

Jtext:pa482424 push offset _ TIIH ; pThrowInfeo

Jtext:ae482429 push eax ; pExcepticnObject
text:88482425 ; try {

Jtext:pad4e2424 mowv [ebp+var_4], @

Jtext:ae482431 mowv [ebp+pExceptionObject], 3Bh ; ;'
Jtext:pa4p2438 call _ CxxThrowExceptioni® ; _CxxThrowException(x,x)

EeXEI@BAB2A3D ; - - - m i m e
.text: 88482430

Jtext: 88482430 loc_48243D: ; DATA XPEF: .rdata:stru_4e94selo
Jtext:@e48243D0 ;0 catch(...) // owned by 482424

Ltext: 88482430 push offset ashellex ; "Shellex” -
.text:80492442 call  sub 482200 throw ‘3"‘3"3““;;3{“ to let the
Jtext:ae482447 add esp, 4 exception. registration, rec
Jtext:pad4e244n mowv eax, offset loc_482458 ord handler in F5:0 will be
Ltext:e848244F retn trigger

ke FACL AR AT

figure 5: first SEH in malware entrypoint

ehFuncInfo or the exception handler function registered in FS:0 contains some structure that may help us to figure

out statically which exception handler function may be call upon the exception is trigger.
I really recommend to read this great presentation of hexblog regarding the Exception and RTTT:
https://www.hexblog.com/wp-content/uploads/2012/06/Recon-2012-Skochinsky-Compiler-Internals.pdf

The ehFunclInfo is a object structure that may lead you to the "AddressOfHandler" which is a address or a function

address that will handle the exception encounter of the current thread.

IDAPRO really did a good job to give you some hint how to traverse that structure and lead you the said structure
member of HandlerType. Funcinfo structure contains several member so I will just focus on the member that

helps me to decrypt the payload.

Below is a simple structure starting from "FuncInfo" that may help you to look for the AddressOfHandler field

member of HandlerType structure.

Page 5 of 12


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi06-wtKgXH0rI3IGUbLFpzt7wkqHstOhe9PM4CBoXKlGGuExzOmrWeCjC7YiDgetcEmM88RBEj3ILYPDKsgxFpvaBxuVLUA-QNiLRz6tbB3vkd1fmlsWv6pPaJgafct02ozNun70DkkTg/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi06-wtKgXH0rI3IGUbLFpzt7wkqHstOhe9PM4CBoXKlGGuExzOmrWeCjC7YiDgetcEmM88RBEj3ILYPDKsgxFpvaBxuVLUA-QNiLRz6tbB3vkd1fmlsWv6pPaJgafct02ozNun70DkkTg/

https://tccontre.blogspot.com /2021 /02 /ghOstrat-anti-debugging-nested-seh-try.html

FuncInfoVl struc ; (sizeof=8x1C, mappedto_28)
; XREF: .rdata:stru_4e3788/r
; .rdata:stru_4es8348/r ...
magicHumber dd ? ; base 18
maxstate dd ? ; base 1@
pUnwindMap L:!:‘.! : ; offset T ryBlocks - couk
nTryBlocks S of iy block ]
pTryBlockMap | _dd ? ; offset \
nIPMapEntries dd ? = ———— —— — = hase 18 -
pIPtoStateMap dd ? T i otTsec— RYAoftyblock
FuncInfovl ends L ey
a»
TryBlockMapEntry struc ; (sizeof=Bx14, mappedto_22)
; XREF: .rdata:stru_4e3703/r
; .rdata:eedesvEC/r ...
trylLow dd ? ; base 1@
tryHigh dd ? ; base 1@
catchHigh dd ? ; base 18
nCatches dd ? ; base 1@
pHandlerfrray Ldd ? ; offset

ryBlockMapEntry ends

o structure that holds the
| AddressOfhandes held

>

Handler‘TybE struc ; (sizeof=0x18, mappedto_23)

; XREF: .rdata:stru_4e8315/r

; .rdata:stru_4e8328/r ...
adjectives dd ? ; base 1&
pType dd ? ; offset
dispCatchibi dd ? ; base 18 , cormm—
|addressofHandler dd 24— — — kad?fﬁ::&gamgm ]
HandlerType ends

figure 6: Traversing AddressOfhandler

The figure 6 shows that FuncInfo structure contains TryBlockMap field. this field is another structure object that

contains HandlerArray field structure that holds the AddressOfHandler field. so to make use of this structure in

our sample lets try to traverse the first SEH in malware entry point.
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@, o>
align 3 offset to HandlerType Structure that contains the
u_489478 UnwindMapEntry <-1, @ ; DATA XREF: .rdata:stru_489458%Tc addressOfHandler, the address that will be executed
UnwindMapEntry <-1, @> (1] e d;l'ingﬂmﬂim
u_4@9435 TryBlockMapEntry <@, @, 1, 1,| offset str‘u_4094A0>r
STORTA XREF: .rdata:stru_2e9458to

align 18h
L_489480 HandlerType |<2, @, @,|offset loc_48243D>

; [s a\a{:__’u_iB?iSST'c

MPORT_DESCRIPTOR_KERNEL32 dd rva off_4@94D8 ; Import I -

dd @ ; Time stamp 5 T \ ___________________________________________________________________

dd @ ; Forwarder Chail o | .

loc_48243D: ; DATA XREFE .rdata:stru_4e94A8ic

dd rva aKernel32Dll 3 DLL Mame : _catch(...) // owned by 46242A =

00009420 00409420: .rdata:stru 408420 (Synchronized W push offset ashellex ; "Shellex”
< call sub 482288 addressOfHandler that will
= I - be executed by this F
Structures [ add =T & exception E
L | mov eax, offset loc_482458 L
220e281C FungInfoVl ends retn
1C R RREEERERRERERREREREEERERERRm————————————
H BYTES. COLLAPSED STRUCT UnwindMap
oooeoeoe ; [|peee@els BYTES. COLLAPSED STRUCT TryBlockMloc_4@245@: ; CODE XREF: WinMain(x,x,x,x)+4F 1]
BEGBBEEE ; - - - - o mm o m o e b ; DATA XREF: WinMain(x,x,x,x)+4ATo
mov ecx, [ebptvar_C]
|p8600608 HandlerType struc |5 (sizeof=8x18, mappedt] pop edi
(Elllealls ; XREF: .rdata:stru_488818/r
{stelatalelc) ; .rdata:stru_4e8828/r ...
Boeea608 adjectives dd ? ; base 16
Gaeeaaed pType dd ? ; offset
@eeeee083 dispCatchObj dd ? ; base 1@
addressOfHandler dd ¢ ; offset
$B888818 HandlerType ends
16
w |[PEEEGEEE ; [P@E0@R1@ BYTES. COLLAPSED STRUCT _ThrowInfo. PRESS CTRL-NUMPAD4 TO EXPAND]

figure 7: Traversing the AddressOfHandler of SEH in malware entry point

We saw that the possible Address that will handle the exception is in 0x40243d. It works in dynamically test I did
with x64dbg where I put break point on this address after the exception then press skip exception shift+f9.

00402405 &8 FO7B4000 push 1.407BF0D
00402404 64: A1 00000000 mov eax,dword ptr l:[0]
00402410 50 push eax
00402411 6418925 00000000 mov dword ptr i [0],=es5p
00402418 B3IEC 08 sub esp,s
00402418 53 push ebx
0040241C 56 push esi
00402410 57 push edi
0040241E 8045 EC Tea eax,dword ptr ss:[febp-14]
00402421 8965 FO mov dword ptr ss:[febp-10Q,esp
00402424 &8 FEBT4000 push 1.408775
00402429 50 push eax
00402424 C745 FC 00000000 mov dword ptr ss:lfebp-40,0
00402431 C745 EC ZBOOOOOD mov dword ptr ss:lffebp-14], 3B 3B:";"
00402438 ES BDO40000 call 1.4028CA
&8 40E04100 push 1.41E040 41E040:"5hellex"
00402442 ES8 B9FDFFFF call 1.402200
00402447 B3C4 04 add esp,4
00402444 BE 50244000 mov eax,l.402450
0040244F C3 ret

figure 8: AddressOfHandler was triggered
if we follow the call function 0x402200 pushing string address "Shellex" as a parameter. you will notice again that

it use another SEH to execute piece of its code. Not like the first SEH, this SEH contains 9 tryblock and
HandlerOfAddress like the figure below.
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[T

rdata:@e489268 stru_409260 FuncInfovl <1993@528h, 18, offset stru_d@gzse,(jj joffset stru_4@931@]

rdata:@e403260 3 DATA XREF: sub_482200 N
rdata:@e483260 8, @x

rdata:@e48327C align 1@h

rdata:@e489230 stru_409288 UnwindMapEntry <-1, 8> ; DATA XREF: .rdajdstru_4002681c
rdata:@e403235 UnwindMapEntry <-1, @

rdata:@e483298 UnwindMapEntry <-1, @

rdata:@e483295 UnwindMapEntry <-1, @

rdata:@e483240 UnwindMapEntry <-1, @

rdata:@e4032A5 UnwindMapEntry <-1, @

rdata:@e403260 UnwindMapEntry <-1, @

rdata:@@4802E8 UnwindMapEntry <-1, @ | tryBlock Count |
rdata: 80483208 UnwindMapEntry <7, @

rdata:@04832C5 UnwindMapEntry <7,070>

rdata: 88483208 UnwindMapEntry £7, @

rdata: 80483205 UnwindMapEntef <7, @

rdata:804832E0 UnwindMapgfitry <7, @

rdata:804832E5 UnwindiMdpEntry <7, @

rdata:804832F0 UnwismtMapEntry <7, @

rdata:@04832F5 UptindMapEntry <7, @

rdata: 80483300 nwindMapEntry <7, @

rdata: 0489363 UnwindMapEntry <7, @

rdata:@04833 TryBlockMapEntry <@, 2, 1, 1, offset stru 4@93C8>
rdata:@04833 ; DATA XREF: .rdata:stru_489268To
rdata:e0483324 TryBlockMapEntry <2, 2, 3, 1, offset stru 4893D8:

rdata: 88489338 TryBlockMapEntry <4, 4, 5, 1, offset stru_4893E8:>
rdata:@848934C TryBlockMapEntry <8, 8, 9, 1, offset stru_4893F8:

rdata: 88489360 TryBlockMapEntry <12, 1@, 11, 1, offset stru_ 485483
rdata: 88489374 TryBlockMapEntry <12, 12, 13, 1, offset stru_ 485413
rdata: 884893388 TryBlockMapEntry <14, 14, 15, 1, offset stru_ 4850423
rdata:@e48939C TryBlockMapEntry <16, 16, 17, 1, offset stru_ 4859438
rdata:@e420360 TryBlockMapEntry <6, &, 17, 1, offset stru 489448>

figure 9: multiple try Block Map

Parsing ehFuncInfo structure Using Ida python:

In this case I decided to use IdaPython to parse all the FrameHandler ehFuncInfo structure to locate all
AddressOfHandler field available for all tryBlockMap entries and add it as a code reference comment in its

IDB. This approach help me to figure out where the decryption routine and learn multi line comment in idapython

).

the script is available here:
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3 __unwind { // SEH_482288

ext:pa482208 push ebp

ext:88482201 mov ebp, esp

ext: 88482283 push @FFFFFFFFh

ext:@a482205 push offset SEH 4822808

ext:BE4B2204 mav eax, large fs:8 befofe
ext:B88482218 push eax

ext:88482211 mov large fs:8, esp

ext:@a482218 sub esp, 2Ch

ext:@6482218 push ebx

ext:B848221C push esi

ext:8848221D push edi

ext:@a48221E lea eax, [ebptpExceptionObject]

ext:Ba482221 mav [ebpt+var_18], esp

ext:88482224 push offset _ TIIH ; pThrowInfo

ext:88462229 push eax ; pExceptionObject

ext:Ba4B2224 mav [ebp+var_4], @

ext:88482231 mov [ebp+pExceptionObject], SDh ; "]°

ext: 88482238 call __CuxThrowException@8 ; _CxxThrowException(x,x)
ext:08aP223D 5 ------mem e e e m———
ext:ea482230

ext: 88482230 loc_48223D: ; DATA XREF: .rdata:stru_4893C3lo
ext: 88482230 push offset aA3fed ; "A3FeD”

ext:884082242 push 146680

ext:pa482247 push offset unk_4e4848 E}
ext 8848224 call sub_482158

ext: 88482251 add esp, @Ch

ext:@a482254 mav eax, offset loc_4@82254

ext:8e482259 retn

mard a ARAGBTITIE A

figure 10A: before running the script

v 3 __unwind { // SEH_4B22@8

] push ebp - -
. mov  ebp, esp After running ldapython Script
f push @FFFFFFFFh
i ehFuncInfoStructAddr: @x4@926@ ptryBlockMapStructAddr: @x48931@ tryBlockCount: @x9 handlerTypeStructAddr: 8x4893cd handlerOfAddres:| 8x48243d
i ehFuncInfosStructAddr: @x40926@ ptryBlockMapStructAddr: @x489324 tryBlockCount: @x9 handlerTypeStructAddr: 8x4893d8 handlerOfAddress @x482276
i ehFuncInfostructAddr: @x42926@ ptryBlockMapstructAddr: @x489338 tryBlockCount: @x9 handlerTypeStructAddr: @x4293ed handlerOfAddpés: ex4822a3
i ehFuncInfoStructaAddr: 8x48926@ ptryBlockMapStructiAddr: ©x48934c tryBlockCount: @x9 handlerTypeStructAddr: @x4893f8 handlerOfAgfires: @x482380
i ehFuncInfosStructAddr: 8x48926@ ptryBlockMapStructAddr: @x489368 tryBlockCount: @x9 handlerTypeStructAddr: @x489488 handlerOffiddres: @x482348
i ehfuncInfosStructAddr: @x40926@ ptryBlockMapStructAddr: @x489374 tryBlockCount: @x9 handlerTypeStructAddr: 8x489418 handl: Addres: @x4@8233e
i ehFuncInfoStructAddr: 8x42926@ ptryBlockMapStructAddr: 8x489388 tryBlockCount: @x9 handlerTypeStructAddr: 8x489428 handderOfAddres: @x4823ce
i ehFuncInfoStructAddr: 8x42926@ ptryBlockMapStructAddr: @x48939c tryBlockCount: @x9 handlerTypeStructAddr: @x429438 hgfdlerOfAddres: @x4823e6
i ehFuncInfosStructAddr: 8x48926@ ptryBlockMapStructAddr: @x4893b8 tryBlockCount: @x9 handlerTypeStructAddr: @x489448 MandlerOfAddres: @x4822e4
i push offset SEH_4@2200
' mov eax, large fs:@
] push eax

mov large fs:@, esp

sub esp, 2Ch

push ebx

push esi

push edi TRCEXRRQD: Ry next handler that will lead you to the

lea eax, [ebp+pExceptionObject] decryption routing
. mov [ebp+var_18], esp
' push offset _ TIIH ; pThrowInfo
' push eax ; pExceptionObject L\\)

[ebp+var_a], @
[ebp+pExceptionObject], 5Dh ;
_ CxxThro

X

ception@d ; _CxxThr

iException(x,x)

loc_48223D: \ T AHE':\ .rdata:stru_4893C3lo
push offset aA3fed : "AsFeD”
! push  14888h
push offset unk_4@Ars4a - I
call e { encrypted data Virtual Address
add esp, BCh

figure 10B: IDB after running the script
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now with this comment we can verify all possible AddressOfHandler in each tryBlockMap entry to locate the

decryption routine. Like the figure above, the first AddressOfHandler isa function waiting for the decryption key,

size of the encrypted payload and the address of the encrypted payload.

v 3 __unwind { // SEH_482158

] push
mov
push

i ehFuncInfoStructAddr:

push
. mov
] push
mov
sub
push
: push
] push
: xor
] mov
mov
mov

loc_482179:

mov
mov
cmp
Jee
; lea
i push
i push

mov
: mov
i call

ebp
ebp, esp
@FFFFFFFFh

B8x4289288 ptryBlockMapStructAddr: @x489238 tryBlockCount:

offset SEH_482158

eax, large fs:@
eax

large fs:@, esp
esp, 1gh

ebx

esi

edi

edi, edi

[ebp+var_1@], esp
[ebp+var_14], edi
[ebp+var_18], edi

eax, [ebptvar_14
ecx, [ebpt+arg_4]
eax, ecx

short loc_4821E8
ecx, [ebp+pExcep
offset _ TI1H
ecx

[ebp+var_4], edi

__ CxxThrowExcept

[ebp+pExceptionObject], 58h ; "X’

figure 11: decryption routine

8x1 handlerTypeStructAddr: 8x4@89258 handlerOfAddres: @x4e219b

; CODE XREF: sub_4
1

tionObject]
; pThrowInfo
; pExcepticonObject

_CxxThrowd

B
loc_4@82198: ; DATA XREF: .rdata:stru_489258lo
mov eax, [ebp+var_18]
mov edx, [ebp+arg_8]
mov esi, [ebp+var_14]
mov ecx, [ebpt+arg_@]
inc eax
xor edi, edi
mov [ebp+var_18], eax
push edi ; dwMilliseconds
mov al, [eax+edx]
mov dl, [esit+ecx]
xor dl, al
mov [esitecx], dl - -
call ds:Sleep decrypt‘on routine
mov eax, esi
mov ecx, 5
cdq
idiv ecx
test edx, edx
jnz short loc_4@21D@

and once you decrypt the payload using this simple xor decryption routine. you can see right away some note

worthy string of ghOstrat like keylogging, creating services, regrun, download files, backdoor and etc.

- " .

! pd beE FLE (0 FOE FHE SN ShE FxE SCE SEE PR FSE

Page 10 of 12


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgta0QaWRy0G-wezEJ8jEeJWscOe9LFW1bRAN52hGBhgiPS0JTIHSK0tILT1Ig7z9w0LyTjKK9APxkagxorRgqlFs5uYM0XFPnlq8YqDeyOwjsmM22jAwZ3hnXenp0DmIC7B01bJU7Fm3s/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgta0QaWRy0G-wezEJ8jEeJWscOe9LFW1bRAN52hGBhgiPS0JTIHSK0tILT1Ig7z9w0LyTjKK9APxkagxorRgqlFs5uYM0XFPnlq8YqDeyOwjsmM22jAwZ3hnXenp0DmIC7B01bJU7Fm3s/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhxo5pt8_1qSdFyeZeFxAcaosNf0UaHoYfaBYYARqlnlxclXk0bZQ3OROqeYevs8EIhpwEqXewA86szNuha7Ye4JaX4zqmPL_owKlp85b5u8amDB4hho-jzZOGChdrfsdKs0gi3tkvA9j0/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhxo5pt8_1qSdFyeZeFxAcaosNf0UaHoYfaBYYARqlnlxclXk0bZQ3OROqeYevs8EIhpwEqXewA86szNuha7Ye4JaX4zqmPL_owKlp85b5u8amDB4hho-jzZOGChdrfsdKs0gi3tkvA9j0/

https://tccontre.blogspot.com /2021 /02 /ghOstrat-anti-debugging-nested-seh-try.html

figure 12: strings upon decryption

Conclusion:

In this article we just focus on some basic internals of SEH frameHandler and how to look for all possible
HandlerOfAddress that may executed upon the trigger of registered SEH. we also learned how IDAPRO did a
really good job in giving you all the needed structure for try block entries where you can use IDApython to make

your static analysis more easier. :)

I0C:

yara:

import "pe"

rule gh@st_rat_loader {
meta:
author = "tcontre"
description = "detecting gh@strat_loader"
date = "2021-02-22"
sha256 = "70ac339c41eb7a3f868736f98afa311674dab1ae12164042e44d6e641338Ff1f"

strings:
$mz = { 4d 5a }

$code = { 40 33 FF 89 45 E8 57 8A 04 10 8A 14 OF 32 DO 88 14 OFE FF 15 ?? ?? ?? ?? 8B (6 B9 ?? 00 00 00 °
$str1 = "Shellex"
$str2 = "VirtualProtect"

condition:
($mz at @) and $code and all of ($str*)

rule gh@st_rat_payload {
meta:
author = "tcontre"
description = "detecting gh@strat_payload in memory without MZ header in memory"
date = "2021-02-22"
sha256 = "edffd5fc8eb86e2b20dd44e0482b97f74666edc2ec52966be19ab6fe43358a5db"

strings:
$dos = "DOS mode"
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$av_str1 = "f-secure.exe"
$av_str2 = "Mcshield.exe"
$av_str3 = "Sunbelt"

$av_strd = "baiduSafeTray.exe"

$clsid = "{4D36E972-E325-11CE-BFC1-08002BE10318}"

$s1 = "[WIN]"

$s2 = "[Print Screen]"

$s3 = "Shellex"

$s4 = "HARDWARE\\DESCRIPTION\\System\\CentralProcessor\\@"
$s5 = "%s\\%d.bak"

condition:
($dos at @xb6c) and 2 of ($av_str*) and 4 of ($s*) and $clsid

References:

https://www.hexblog.com/wp-content/uploads/2012/06/Recon-2012-Skochinsky-Compiler-Internals.pdf
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